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IT Cybersecurity Specialist 

GS-2210-09 

INTRODUCTION 

SPD#: DO11013 

The Department of the Interior (DOI) manages 451 million acres of the nation's public lands 

(about one-sixth of the land in the U.S.) and more than 2,500 operating sites, all requiring 

protection of information and Information Technology (IT) assets. This is a standardized 

position description for positions located in the various Bureaus and Bureau Offices 

(Bureau/Office) of DOI. 

IT Security Program Services include: providing information technology (IT) security leadership 

and policy implementation across DOI; offering a centralized resource for cybersecurity 

infonnation, awareness, planning, reporting, and compliance; providing IT security development 

and implementation plans; providing IT security operations and implementation requirements to 

the DOI IT Infrastructure Network and Application Systems; implementing the Federal 

Information Security Management Act (FISMA), Information System Security, and Privacy and 

training requirements; ensuring that end users adhere to security policy and guidelines as well as 

complete mandatory security training in a timely manner; and conducting IT security testing and 

Assessment and Authorization to meet DOI operations requirements. 

This is a National Institute of Standards and Technology (NIST) National Initiative for 

Cybersecurity Education (NICE) National Cybersecurity Workforce Framework (Framework). 

The incumbent performs Cybersecurity roles and responsibilities outlined in the NICE 

Framework. The NICE Framework provides Work Role Descriptions associated with Work 

Roles and Cybersecurity Codes. 

MAJOR DUTIES 

Provides support and assistance for assignments and projects relative to information systems 

and/or cybersecurity matters. Assists higher-graded specialists in ensuring the confidentiality, 

integrity, and availability of systems, networks. and data through the development, 

implementation, maintenance, and enhancement of information systems security policies, 

procedures, and tools. 

Participates in the implementation of security programs designed to anticipate, assess, and 

minimize system vulnerabilities such as intrusion detection or access authentication programs. 

Ensures compliance with legal controls that provide protection from unauthorized access, 

alteration, loss, disclosure, and blocking of information. 

Performs routine and recurring implementation activities; implements measures to ensure 

awareness and compliance; and identifies or recommends the need for changes based on new 

security technologies or threats. 

Participates in implementation of systems security policies, guidelines and procedures related to 

web-based applications, network, and systems designs. This includes initial design, system 
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SPD#: DO11013 

lifecycle change review, and configuration management. Participates in identifying and writing 
specifications to meet IT security requirements. 

Assists employees and supervisors on security issues; participates in testing and implementation 
of new security technologies; and institutes measures to ensure awareness and compliance. 
Assists staff in carrying out security development, implementation, operations, and maintenance 
requirements. 

Participates in creating and maintaining system security plans, contingency plans, risk 

assessments, and certification statements; and participates in periodic systems security 
evaluations, audits, and reviews. 

Identifies and resolves problems in response to customer reported issues, and researches, 
evaluates, and provides feedback on problematic trends and patterns. Assists higher-graded 

specialists in providing customer training. 

Implements security measures to ensure controlled access and maintains data integrity and 
confidentiality. 

Performs other similar duties as assigned. 

FACTORS 

Factor 1 - Knowledge Required by the Position (FL 1-6/950 Points) 

Knowledge of, and skill in applying, IT security and cybersecurity principles, methods, and 

practices in information security; technical documentation methods and procedures; systems 
security methods and procedures; and analytical methods sufficient to identify and resolve issues 
and problems; prepare and update manuals, instructions, and operating procedures; provide 
information and assistance to customers; and ensure the application of appropriate security 
measures to the assignment. 

Knowledge of, and skill in applying IT security principles and methods associated with applying 

risk factors; technical documentation methods; and performance management methods sufficient 
to conduct integrated analysis of audit logs; implement corrective and preventive actions and 
support cybersecurity applications; and provide input in drafting information systems security 
documentation (e.g., systems security plans, risk assessments, disaster recovery plans, business 
continuity plans, and user security guides and policies). 

Knowledge of, and skill in applying IT security principles and methods; and IT security 
regulations and policies sufficient to participate in identifying and writing specifications to meet 
IT security requirements. 

Ability to communicate orally and in writing to provide guidance to customers and to prepare 
and present reports. 
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SPD#: DOII013 

Factor 2 - Supenrisory Controls (FL 2-3/275 Points) 

The supervisor outlines or discusses possible problem areas and defines objectives, plans, 

priorities, and deadlines. Assignments have clear precedents requiring successive steps in 
planning and execution. The employee independently plans and carries out the assignments in 
confonnance with accepted policies and practices; adheres to instructions, policies, and 
guidelines in exercising judgment to resolve commonly encountered work problems and 
deviations; and brings controversial infonnation or findings to the supervisor's attention for 
direction. The supervisor provides assistance on controversial or unusual situations that do not 
have clear precedents; reviews completed work for confonnity with policy, the effectiveness of 
the employees approach to the problem, technical soundness, and adherence to deadlines; and 
does not usually review in detail the methods used to complete the assignment. 

Factor 3 - Guidelines (FL 3-3/275 Points) 

The employee uses a wide variety of reference materials and manuals; however, they are not 
always directly applicable to issues and problems or have gaps in specificity. Precedents are 
available outlining the preferred approach to more general problems or issues. The employee 
uses judgment in researching, choosing, inte1preting, modifying, and applying available 
guidelines for adaptation to specific problems or issues. 

Factor 4 - Complexity (FL 4-3/150 Points) 

Work consists of various duties that involve applying a series of different and unrelated 
processes and methods. The employee decides what needs to be done based on analyses of 
information security issues related to the assignment; and selects appropriate courses of action 
from many acceptable alternatives. The employee identifies and analyzes important factors and 
conditions in order to recognize and apply an understanding of interrelationships among different 
IT security functions and activities. 

Factor 5 - Scope and Effect (FL 5-3/150 Points) 

Work involves a variety of common infonnation security problems, questions, or situations that 
are dealt with in accordance with established criteria. Work affects the design, testing, 
implementation, operation, or support of security systems or the quality and reliability of 
services. 

Factor 6 - Personal Contacts (FL 6-3/60 Points) 

Contacts are with individuals or groups from outside the agency, including consultants, 
contractors, or vendors, in moderately unstructured settings. Contacts are related to 
technological information and developments applicable to assigned IT and/or security projects. 
Contacts may also include agency officials who are several managerial levels removed from the 
employee when such contacts occur on an ad hoc basis. Must recognize or learn the role and 
authority of each party during the course of the meeting. 
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SPD#: DOil0lJ 

Factor 7 - Purpose of Contacts (FL 7-B/50 Points) 

The purpose of contacts is to plan, coordinate, or advise on developments and issues in the 
technology specialty area(s) of the position, and/or to resolve issues or operating problems by 
influencing or persuading people who are working toward mutual goals and have basically 
cooperative attitudes. Contacts typically involve identifying options for resolving problems. 

Factor 8 - Physical Demands (FL 8-1/5 Points) 

The work is primarily sedentary. Some work may involve travel to and attendance at meetings 
and conferences away from the work site. Some employees may carry light items such as 
papers, books, or small parts, or drive a motor vehicle. The work does not require any special 
physical effort. 

Factor 9- Work Environment (FL 9-1/S Points) 

The work area is adequately lighted, heated, and ventilated. The work environment involves 
everyday risks or discomforts that require normal safety precautions. Some employees may 

occasionally be exposed to uncomfortable conditions in such places as research facilities. 

TOTAL POINTS: 1920 

POINT RANGE: 1855-2100 

FIN AL DETERMINATION: GS-09 
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