
THESECRETARYOFTHEINTERIOR
WASHINGTON

3340ORDERNO.    

Subject:  StrengtheningandSecuringInformationManagementandTechnologyatthe
DepartmentoftheInterior

PurposeSec. 1  .  TheDepartmentoftheInterior’s (Department) missioncoversabroadrange
ofactivities, includinglandandwaterconservation, responsibleuseanddevelopmentofour
Nation’snaturalresources, upholdingtrustandtreatyobligationstoAmericanIndiansand
AlaskaNatives, andfurtheringtheunderstandingofnaturalsystemsthroughscience.   
InformationTechnology (IT) isessentialtotheDepartment’sabilitytoaccomplishitsdiverse
missionandtheservices, activities, andprogramsthatitprovidestotheAmericanpeople.    
BureausandofficesuseITtoachievetheirmissions, facilitateefficient, effectiveworkby
employees, andprovideawiderangeofservicestothepublic.  Departmentemployeesdepend
onITtoolstocarryouttheireverydaywork, andthesetoolscontinuetoevolverapidly.     

TheDepartment’smission-criticalITsystemscontinuetoage, presentingchallengestothe
adoptionofmodern, innovativeapproachestodoingbusiness.  OutdatedITsystemsincrease
securityrisksandvulnerabilities inanenvironmentwherethreatstoFederalITsystemsare
moresignificanteveryyear.  SafeguardingtheDepartment’sITsystemsisessentialtoreliably
carryingoutmission-essentialfunctionsoftheUnitedStatesGovernmentandtodelivering
uninterruptedservicestothepublic.  ThisSecretarialOrdersetsforthimprovedfunctions,  
authorities, policies, andstrategiesforsecuringtheDepartment’sITandformakinginvestments
tomaximizebenefitsandavoidunnecessaryorduplicativeITspending.  ThisOrderdirectsthe
necessarymanagementchangesinITtoestablishstrongaccountabilityforITacrossthe
DepartmentandtocomplywithrequirementsundertheFederalInformationTechnology
AcquisitionReformAct (FITARA) of2014andtheFederalInformationSecurityModernization
Act (FISMA) of2014.    

BackgroundSec. 2  .  Inanefforttoeliminateduplicativeandwastefulspending, overthepast
20years, Congresspassedseverallaws, andtheOfficeofManagementandBudget (OMB)  
issuedassociatedpoliciestodirecthowtheGovernmentmanagesitsITresources.  Congress
enactedtheClinger-CohenActinFebruary1996toimprovethewayFederalagenciesacquire
andmanageinformationandrelatedresources, suchaspersonnel, equipment, funds, andIT.    
ThelawrequiredeachagencyheadtoestablishclearaccountabilityforITmanagementactivities
byappointinganagencyChiefInformationOfficer (CIO) withthevisibilityandmanagement
responsibilitiesneededtocarryouttheprovisionsoftheAct.  TheCIOplaysacriticalleadership
roleindrivingreformstohelpcontrolsystemdevelopmentrisks, bettermanageITspending, and
achievemeasurableimprovementsinagencyperformance.  TheClinger-CohenActassignsthe
DirectorofOMBresponsibilityforimprovingtheacquisition, use, retirement, anddisposalofIT
assetsbytheFederalGovernmenttoimprovetheproductivity, efficiency, andeffectivenessof
Federalprograms.  Thisincludesthedisseminationofpublicinformationandthereductionof
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informationcollectionburdensonthepublic.  FollowingtheenactmentoftheClinger-Cohen
Act, theOMBissuedaseriesofmemorandaand, ultimately, OMBCircular (A-130) aboutthe
managementofFederalInformationResources.  In2002, CongresspassedtheE-Government
Actof2002thatreiteratedtheCIO’sresponsibilitiesforagencyITmanagementandinformation
securityattheirrespectiveagencies.  

InDecember2014, CongressenactedFITARA.  TheFITARAimposesnewlegalrequirements
thatenhanceDepartment-levelCIOauthoritiesacrossabroadscopeofIT-relatedactivities,  
including:  (1) planning, programming, budgetformulation, andexecution; (2) management,  
governance, andoversightprocessesrelatedtoIT; (3) contractsoragreementsforITor
ITservices; (4) decisionmakingformajorITinvestments; and, (5) appointmentofany
bureau/officeCIOorequivalent.  InJune2015, OMBprovidedimplementationguidance
forFITARAandrelatedITmanagementpractices (OMBCircularM-15-14).   

TheDepartmentspendsover $1billionannuallyonITinvestmentswithmorethan85percent
devotedtosteadystatesystems, manyofwhichareantiquatedandinneedofmodernization.    
Ina2008OfficeofInspectorGeneral (OIG) reportentitled, “CompilationofInformation
TechnologyChallengesatDOI – ABlueprintforChange,” theOIGasserted: “TheDepartment’s
managementofITisineffective, costly, wastefulandlacksaccountability.”  Thisreportand
morerecentOIGreportsfrom2015citeITsecurityvulnerabilitiesintheDepartment’sIT
systemsthatexposetheDepartmenttoinfiltrationbyunauthorizedentities.  Recentcybersecurity
incidentsandreportsfromtheOIGonITsecurityvulnerabilitiespromptedtheDepartmentto
thoroughlyreviewhowtheDepartmentanditsbureausmanageandoperateITsystemsand
undertakeremediationwhereneeded.    

DecentralizedmanagementofITresourcespresentsseriouschallenges, includinginefficientand
duplicativeITspending, poorinteroperabilityandintegrationamongmissionITsystems, and
limitedvisibilityandunderstandingofthefullITenvironmentattheDepartmentandbureau
levels; thispresentssignificantcybersecurityrisks.  TheDepartment’sOfficeoftheChief
InformationOfficer (OCIO) providesleadership, oversight, andpolicyguidanceforthe
Department’sbureausandofficesinallareasofinformationresourcemanagement.  TheOCIO
alsooperatesmanyDepartment-wideITsystems, suchastheemailsystem, andsupportsthe
Department’sdeliveryofsharedservicesforotherFederalagencies, suchaspayroll.  Bureaus
areresponsiblefortheirrespectivemissionsystemsandunderlyingITinfrastructure; formostof
theDepartment’slargestbureaus, ITisfurtherdecentralizedtoprogrammanagersin
thefieldwithlimited, ifany, centralauthorityoraccountabilitywithinthebureau.  The
Department’simplementationofFITARAwillrectifythesechallengesbyestablishingnew,  
formallinesofauthorityandaccountabilityforITandinformationresourcesmanagement
betweentheCIOandbureauITleaders, andbyrequiringbureaustocentralizeaccountability
underasingleITleader.    

TheDepartment’sFITARAImplementationPlan (ImplementationPlan), whichmeetsthe
requirementsofOMBCircularM-15-14, describeshowtheDepartmentintendstomeetOMB’s
commonbaselineforFITARAimplementationacrosstheExecutiveBranch.  Oneofthemost
fundamentalstrategiesoftheImplementationPlanistoconsolidateauthorityforinformation
managementandtechnology (IMT) withinthebureausunderasinglepositionthathasadirect
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reportinglinetotheCIO.  NotwithstandingimprovementsmadeinrecentyearstoIMT
functions, mostoftheDepartment’sbureauslackacentralauthorityforthis, creatinga
duplicative, highly-distributive, costly, andriskyITenvironmentfortheDepartmentatlarge.   
UnderthisOrder, bureauheadswillimplementpoliciesandproceduresasnecessarytoensure
thattheirtop-levelITleaderhasfullvisibility, accountability, andcontroloverIMTwithinthe
bureau.  Eachbureaumustprepareaplanthatdescribeshowtheywillachievethis; theCIO
mustformallyapproveeachbureauplan.  Thetop-levelITleaderforthebureauwouldremain
anemployeeofthebureau, butwouldhaveadualreportinglinetotheCIOandaseniorcareer
bureauleader, generallytheDeputyBureauDirector.  Overall, theImplementationPlanoutlines
keyactionsthattheDepartmentwillundertaketomeetOMB’sFITARAcommonbaseline
requirementsingovernance, budgetformulationandexecution, acquisition, organization, and
workforce.  ThisOrderensuresimplementationofthatPlan.  

AuthoritiesSec. 3  .  ThisOrderisissuedinaccordancewiththeauthorityofFITARA,   
OMBMemorandumM-15-14, theClinger-CohenActof1996, OMBCircularA-130, FISMA,  
thePrivacyAct, E-GovernmentAct, PaperworkReductionAct, andOMBMemorandum
M-09-02.   

DefinitionsSec. 4  .   

a. Bureau.  Amajororganizationalunitcarryingoutspecificoperatingprograms,  
and, asnecessary, maintainingfieldoperatingunits.  Suchorganizationalunitsmayhaveone
ofthefollowingdesignations:  bureau, office, service, administration, orotherdesignations
establishedbylaw.   

b. DepartmentandDepartmental.  TheDepartmentoftheInterioringeneraloras
awhole.  ThesedesignationsmaybeusedtoreferonlytotheentireDepartment.   

c. Enterprise-LevelContract.  ThetermEnterprise-LevelContractincludesany
procurementcontractthatcanbeusedbyand/oraffectsmorethanonebureau, includingboth
optionalandmandatoryusecontracts.  Itincludes, butisnotlimitedto, contractswherebureaus
placetheirownorders, contractswhereallordersareplacedbyasingleacquisitionoffice, and
contractswherenoordersareplaced, butthecontractbenefitsmultiplebureaus, regardlessof
contracttype.  

d. InformationManagement.  ThetermInformationManagementreferstothe
collectionandmanagementofinformationfromoneormoresourcesanddistributionofthat
informationtooneormoreaudiences.  Thismayinvolvepersonswhohaveastakein, oraright
to, thatinformation.  Managementmeanstheorganizationofandcontroloverinformation
activities, planning, structure, organization, controlling, processing, evaluating, andreporting
inordertomeetmissionobjectivesandtoenableorganizationstofunctioninthedeliveryof
information.  

e. InformationTechnology.  ITincludes, butisnotlimitedto, anyservices,  
equipment, orinterconnectedsystem(s) orsubsystem(s) ofequipment, thatareusedinthe
automaticacquisition, storage, analysis, evaluation, manipulation, management, movement,  
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control, display, switching, interchange, transmission, orreceptionofdataorinformationby
theagency; wheresuchservicesorequipmentare “usedbyanagency” ifusedbytheagency
directly, orifusedbyacontractorunderacontractwiththeagencythatrequireseitheruseof
theservicesorequipmentorrequiresuseoftheservicesorequipmenttoasignificantextentin
theperformanceofaserviceorthefurnishingofaproduct.  Theterm “informationtechnology”  
includescomputers, ancillaryequipment (includingimagingperipherals, input, output, and
storagedevicesnecessaryforsecurityandsurveillance), peripheralequipmentdesignedto
becontrolledbythecentralprocessingunitofacomputer, software, firmwareandsimilar
procedures, services (includingprovisionedservicessuchascloudcomputingandsupport
servicesthatsupportanypointofthelifecycleoftheequipmentorservice), andrelated
resources.  Theterm “informationtechnology” doesnotincludeanyequipmentthatis
acquiredbyacontractorincidentaltoacontractthatdoesnotrequireuseoftheequipment.    
ThisdefinitionisbasedonthedefinitionofITintheClinger-CohenActof1996.   

f.  InformationTechnologyResources.  ITResourcesincludesallagency
budgetaryresources, personnel, equipment, facilities, orservicesthatareprimarilyusedin
themanagement, operation, acquisition, disposition, andtransformation, orotheractivityrelated
tothelifecycleofIT, acquisitionsorinteragencyagreementsthatincludeIT, andtheservicesor
equipmentprovidedbysuchacquisitionsorinteragencyagreements.  ITresourcesdonotinclude
grantstothirdparties, cooperativeagreements, orPublicLaw93-638contracts, whichestablish
orsupportITnotoperateddirectlybytheFederalGovernment.   

g. InformationManagementandTechnology.  IMTincludesthecollective
definitionsarticulatedind, e, andfabove.   

h. SecretarialOffices.  OfficesreportingtotheSecretary, DeputySecretary,  
Solicitor, InspectorGeneral, oranAssistantSecretary.     

i. SubordinateOrganization.  Referstoorganizationalcomponentsofanysize
withinaheadquartersorfieldoffice (state, region, fieldoffice, sciencecenters).  

PolicySec. 5  .  ItisacriticalpriorityoftheDepartmentanditsbureausandofficestostrengthen
ITmanagementbysafeguardingmissionIT; strengthentheacquisitionandmanagementofIT
investmenttoeliminateduplicationandwaste; and, providestrongoversightofITassets.  

a. AccountabilityforDepartment-wideIMT.  

i) TheDepartmentwillhaveonlyoneindividualwiththetitleand
designation “ChiefInformationOfficer” (CIO).  Anypersonwiththetitle “DeputyChief
InformationOfficer” (DCIO) mustworkintheOCIOandreportdirectlytotheCIO.  No
bureauorsubordinateorganizationmaydesignateapersonwiththetitle “ChiefInformation
Officer” or “DeputyChiefInformationOfficer.”    

ii) TheCIOreportstotheSecretaryandreceivesadministrativesupport
fromtheAssistantSecretary - Policy, ManagementandBudget, throughtheDeputyAssistant
Secretary - Technology, Information, andBusinessServices (DAS - TIBS).  TheCIOalso
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receivesmanagementguidancefromtheDeputySecretarywhoservesastheDepartment’sChief
OperatingOfficer.  

iii) TheCIOisresponsiblefortheoversightandmanagementofallIMT,  
including, withoutlimitation, externallyhosted, managed, orsharedITservicesandthedelivery
ofmanagedorsharedservicesfortheuseandbenefitoftheDepartment, itsbureaus, andother
authorizedbeneficiariesortheequivalentthereof.    

iv) ConsistentwithFITARA, theCIOmaydelegateaspectsofher/his
authorityoverIMTinwritingtoindividualswithintheDepartment, providedthatthose
individualshaveadequatelinesofaccountabilitytotheCIO.   

v) TheCIOapprovesallrecruitmentandreassignmentactionsforallIMT
positionswithintheDepartment.  TheCIOmaydelegatethisauthoritytoindividualswhohave
adequatelinesofaccountabilitytotheCIO.   

vi) TheCIOisthefinalauthorityinmanagingtheDepartment’sITportfolio.   
TheCIOestablishesappropriatepoliciesandprocedurestoinitiateorterminateanyITproject
astheCIOdeemsnecessaryandinthebestinterestoftheDepartment.    

vii) TheDepartmentwillhaveonlyoneindividualwiththetitleand
designation “ChiefInformationSecurityOfficer” (CISO) andoneindividualwiththetitle
PrivacyOfficer.”  Nobureauorsubordinateorganizationmaydesignateanyotherperson

withthetitle “ChiefInformationSecurityOfficer” or “PrivacyOfficer.”  TheCISOand
PrivacyOfficerreporttotheCIO.  

b. AccountabilitybetweentheCIOandBureaus.  

i) Eachbureauwillhaveonefull-timeAssociateChiefInformationOfficer
ACIO) positionreportingtotheDeputyDirectorofthebureauandtheCIO, unlessotherwise

authorizedinwritingbytheCIO.  TheACIOmayalsoholdthetitleofDirectorofInformation
ResourcesManagementforthebureau.  TheCIOwillapprovetheselectionofallACIOs.  [The
ACIOpositionreplacesallexistingpositionscurrentlytitled “AssistantDirectorforInformation
Resources (ADIRs)”].  TherewillbeoneACIOwithresponsibilityforallSecretarialOffices.   
TheSecretarialOfficesarenotauthorizedtoestablishanACIOposition, unlessotherwise

authorizedinwritingbytheCIO.)   

ii) TheCIO, inconsultationwiththeDeputyAssistantSecretary - Human
CapitalandDiversity (DAS - HC&D), willestablishapositiondescriptionasabaselineforall
ACIOsandDepartment-widecriticalelementsfortheACIOposition (SeniorLevelorGS-15
positions; oragency-specificperformancerequirementsforSeniorExecutiveServicepositions).   
TheCIOwillapprovetheACIO’sannualperformanceplan, provideinputintoprogressreviews,  
andapprovethefinalrating.  

iii) EachbureauwillhaveoneAssociateChiefInformationSecurityOfficer
ACISO) positionandoneAssociatePrivacyOfficer (APO) reportingtothebureauACIO,  



6

unlessotherwiseauthorizedinwritingbytheCIO.  TheSecretarialOfficesarenotauthorizedto
establishanACISOorAPOposition, unlessotherwiseauthorizedinwritingbytheCIO.  The
Department’sCISOwillapprovetheselectionofallACISOs, andtheDepartmentPrivacy
OfficerwillapprovetheselectionofallAPOs.  

iv) TheCIO, inconsultationwiththeDAS - HCD, willestablishaposition
descriptionasabaselineforallACISOsandAPOsandDepartment-widecriticalelementsfor
theACISOandAPOpositions.  TheCISOwillapprovetheACISO’sannualperformanceplan,  
andthePrivacyOfficerwillapprovetheAPO’sannualperformanceplan.  TheCISO/Privacy
Officerwillprovideinputintoprogressreviewsandwillapprovethefinalrating.  

c. AccountabilityforIMTwithinBureaus.  

i) TheACIOisresponsibleforoversightandmanagementofallIMTin
her/hisbureau.  TheACIOmaydelegateaspectsofher/hisauthorityoverIMTinwritingto
individualswithinthebureau, providedthatthoseindividualshaveadequatelinesof
accountabilitytotheACIO.    

ii) Bureauheadswillimplementpoliciesandproceduresasnecessaryto
ensurethattheACIOhasfullvisibility, accountability, andcontroloverIMTwithinthebureau.   
BureauheadswillsubmitaplantotheCIOthatisconsistentwiththeImplementationPlan,  
whichdescribesthespecific, plannedactionsforachievingthisoutcome.  

d. PlanningandBudgetingforIMT.  

i) TheCIOhasasignificantroleinplanning, programming, budget
formulation, andexecutiondecisionsforIMTacrosstheDepartment.  TheCIOandtheDeputy
AssistantSecretary - Budget, Finance, PerformanceandAcquisition (DAS - BFPA) willdevelop
policiesandprocedures, asnecessary, toimplementtheCIO’sroleintheplanningandbudget
processes.  

ii) TheCIOandtheDAS - BFPAwillcompleteanannualJointCertification
StatementtocertifytheDepartment’sITportfoliobasedontherecommendations
ofbureauACIOsandbudgetofficers.  ThiscertificationwillensurethattheCIOreviewsand
approvesthebudgetrequestforallIMTspendingacrosstheDepartment.   

iii) EachbureauACIOwillparticipateintheplanning, programming, budget
formulation, andexecutiondecisionsforIMTwithintheirorganization, includingallsubordinate
organizations.  Bureauheadswillissuepoliciesandprocedures, asnecessary, toimplementthe
ACIO’sroleintheplanningandbudgetprocesses.  Bureaupoliciesandproceduresshallbe
consistentwiththeImplementationPlan.   

e. OptimizingIMTAcquisitions.  

i) TheCIOandtheSeniorProcurementExecutivewilldevelopand
implementpoliciesandprocedures, asnecessary, toensurethattheCIOhasfullvisibilityinto
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theDepartment’sIMTpurchases, includingenterprise-levelcontracts.  Thesepoliciesand
procedureswillbeconsistentwiththeImplementationPlan.  

DelegationofAuthoritySec. 7 .  AuthorityisdelegatedtotheCIOtoimplementandverify
compliancewithrequirementsofFITARA, theClinger-CohenAct, FISMA, otherapplicable
FederalIMTlawsandpolicies, andthisOrder.  

ImplementationResponsibilitiesSec. 8  .  

a. CIO.  TheCIOandtheAssistantSecretary - Policy, ManagementandBudget
AS - PMB) areresponsibleforimplementingtherequirementsofthisOrder.   

b. FITARAImplementationTeam (FIT).  TheFITiscomprisedoftheCIO;   
ChiefofStafftotheAS - PMB; DAS - BFPA; DAS - HCD; DAS - TIBS; andtheDeputy
Solicitor - GeneralLaw.  TheCIOandtheFITwillcollaboratethroughoutimplementation
withtheappropriatestakeholders.    

c. HeadsofBureaus.    

i) Headsofbureausareresponsibleforensuringfullimplementationofthis
Orderwithintheirrespectivebureau.  

ii) BureausmustrevisetheirDepartmentalManualfunctionaldescriptionsto
reflecttherequirementsinthisOrderwithconcurrenceoftheCIOnolaterthan90daysafterthe
dateofthisOrder.    

ExpirationDateSec. 9  .  ThisOrderiseffectiveimmediately.  Itwillremainineffectuntilits
provisionsareconvertedtotheDepartmentalManual, oruntilitisamended, superseded, or
revoked, whicheveroccursfirst.  Uponcompletionoftheforegoing, theprovisionsofthis
Orderwillterminate.   

s/ SallyJewell

SecretaryoftheInterior

Date: August15, 2016


