
1 
 

 

 

 

 

 

 

ADFS Risk Assessment 
Template Questionnaire 

User Manual  

  



2 
 

 

Contents 
ADFS Risk Assessment Template Questionnaire User Manual Description: ................................................ 3 

Section 1: Contact Information ..................................................................................................................... 4 

Section 2:  System Information ..................................................................................................................... 5 

Section 3: Cloud Provider Information ......................................................................................................... 7 

Section 4: Active Directory Attributes and Risks Associated with Authentication ....................................... 8 

Section 5: PII Risks per Attribute ................................................................................................................. 10 

Section 6: PIA Information .......................................................................................................................... 11 

 

 
  



3 
 

ADFS Risk Assessment Template Questionnaire User Manual Description: 
 

This user manual is designed to assist Requesting Parties/Federated Partners with 
understanding what information is requested and/or required to complete the Risk Assessment 
Template Questionnaire via the google form provided after an Intake form is submitted.  This 
document is broken into the following sections;  

• Section 1, is required for all requests; Contact information 
• Section 2, is required for all requests; System information 
• Section 3, requests information regarding the cloud service if your application is a cloud-

based application; 
• Section 4, is required for all requests;  Active Directory Attributes and Associated Risks 
• Section 5, is required for all requests;  PIA Information 

 

Where to find information to fill out form:  your Bureau’s Security Office.   
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Section 1: Contact Information  
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Section 2:  System Information 
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Section 3: Cloud Provider Information 
If your application is a cloud service, you will receive additional questions.  If you require a waiver, and have not yet received one, 
you will be contacted by DOI’s Cloud Hosting Services department to provide further information. 
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Section 4: Active Directory Attributes and Risks Associated with Authentication 
When filling out this section, please provide the risk information for each individual attribute required. 
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Section 5: PII Risks per Attribute 
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Section 6: PIA Information 
Not all requests require a PIA.  If you have one, please provide the information for it.  If you do not have one and one is required, 
you will be notified with the requirements later in the process. 
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