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INTRODUCTION

Federal government agencies are requinader Section 208 of the Government Act of 2002
(Public Law 107347, 44 U.S.C. Chapter 3&) conduct a Privacy Impact Assessment (PIA)
before developing or procuringformation technology(IT), or initiating new information
collections that usH, that collecs, maintairs or disseminatepersonally identifiable

information @I11). A completed PIA demonstrates that the agency has evaluated privacy risks
and incorporated proteshs commensurate with those rigksensure sufficient safeguards are in
place for theprotection ofpersonal information as agencies implement citizemered

electronic GovernmentA PIA alsoensures government transparency by informing the pablic
the information colleedabout themand any impacagencysystems or information collections
mayhave on their personal privacy. PIAs confirm that information collecteobtected and

used for the purpose intendéiat the information remains timelglevant, accurate and
complete, and that agencies maintain it only as long as it is needed.

TheNational Institute of Standards and Technology (NIST) Special Publication (SBB800
Revision 4 Security and Privacy Controls for Federal Informationt&ys and Organizations,
requireskFederal agencies tmplement privacy controls for information systems to protect the

Pll of individuals collected and maintained by organizations in accordance with Federal privacy
laws, regulations, policies and guidebné@rganizations may tailor the privacy controls to meet
their defined and specific needs at their organization level napiémentation of privacy

controls may vary based ¢ggal authorities andistinctmissionbusiness or operational needs
Identifying and documenting privacy controls during the PIA process will ensure appropriate
privacy protections are in place to protect Pll during the information life cycle, and demonstrate
compliance with Federal privacy requirements and standards.

The Departmetal Privacy Office partners witBureau/Officeprivacy staff to assess all new or
proposed programs, systems or applications for privacy risks, and recommends methods for
handling PII to proteandividual privacy and mitigate risks to privacy informatioRIAs are
completedandmaintained by the Buredbffice Privacy Office where the information system is
located. A copy of the completed PIA, and any associated system of records notice (SORN),
must be entered inthe Cyber Security Assessment and Magragnt CSAM) systentfor every
information system registered.

This revisedepartment of the InterioDOI) PIA Guide providesletailedguidance and reflects
updateson new policy andbest practices faronducting privacy impact assessmeatensure
DOI compliance with the Esovernment Act of 2002, the Privacy Act of 1984U.S.C. 5523)
Office of Management and Budget (OMB) mandatiST SP 80663 Revision 4and other
applicable privacy laws, regulations, and standafdss Guide supersedes any pi@usly

issued guidance and must be followed for all med update®lAs conductedt DOI.
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Section 1.0- What is a Privacy Impact Assessment (PIA)

The PIA is an analysis of howformation is handledyr specificallyit is anasseswent ofhow

Pll is cdlected, used, maintained and disseminated. The PIA is an important tool used to
identify, evaluate and analyze potential privacy risks associated with the development or use of
information systems or application$he objective of the PIA is to assisODInformation

System Ownexr and program manageusidentify and address information privacy when

planning, developing, implementing, and operating agency information management systems
that maintain information on individuals, and consider privacy irapbas throughout the
development life cycle of a system in order to mitigate any impact on individual privacy. The
PIA also facilitates government transparency as it informs the public on what information DOI is
collecting or maintaining, why the informan is collected, how the information is used, how the
information is accessed and stored, and how the information is safeguarded.

The PIA process helps to identify sensitive systems to ensure that appropriate information
assurance measures are in placeh aencryptedstorage media, secured transmission, special
handling instructions, and access controls.

In addition to acompleedPIA, the security plaor business rules should include specific access
controls and disclosure restrictions fwotecton of privacy information andnplementing

Privacy Act requirementwhen applicable Identifyingsensitiveinformationandawarenessf

the proper ways of handling that sensitive information are major steps in ensuring that
information is protected.

Thegoals accomplished in completing a PIA include:

1 Making informed policy and system design or procurement decisions. These decisions

must be based on an understanding of privacy risk and of options available for mitigating

that risk;

Accountability for pivacy issues;

Analyzing both technical and legal compliance with applicable privacy daa

regulations, as well as accepted privacy policy; and

1 Providing documentation on the flow of personal information and information
requirements within DOI systems.

= =

The PIA process requires collaboration betweerrtfigmation §stemOwner, Program
Manager)nformationSystemSecurity Officer, theBureauOffice Records Officer, the

Bureaupffice Privacy Officer, and the Departmental Privacy Office to ensure poteniraky

risks are addressed and appropriate privacy protections are implemented. PIAs must be updated
when changes are made to systémas may raise new privacy risk8henthere is a change in
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information handling practices or informatioallectionor ata minimum ateast every three
years.

1.1Personally Identifiable Information

Personally identifiable informatiodP(l) is information in a program, system, collection, or
technology that permits the identity of an individual to be directly oreatiy inferred,
including any other information which is linked or linkable to that individual, regardless of
whether the individual is a U.S. citizen, lawful permanent resident, visitor to the U.S., or
employee or contractor to the Department.

Any information or collection of information that connects to an individual is PIll. Examples of
Pll include butarenot limited to: name, alias, usernarhememailing addresgersonal

telephone numbepersonakmail address, social security numf@8N) dateof birth, place of

birth, nationality, passport number, tribal enroliment number, bank account number, credit card
numbervehicle license number, internet protocol addresses, biometric identifiers (fingerprints),
photographic facial imagework or educabnal history, and any information that may be linked
with other information to identify an individual.

Pll may bemuch broadet han dAprivateo i nformation, which i
would prefer not to be known to the public due tgp@sonal orintimate nature. Pidentifies a

person or can be used in conjunction with other information to identify a person, regardless of
whether a person would want it discloséehr example alicense plate number is personally

identifiable informatiorbecause it indirectly identifies an individual, but it is not deemed

Aprivated because PRIAsregureananalysislofbrieacytrisks assoaategp u b | i ¢
with agencycollection anduse ofprivacyprotecedinformation orPll, whether omat it is
Aprivate informationd considered sensitive by

1.2 PIAs andthe Privacy Act

The Privacy Act of 1974 requires agencies to publish Systems of Records Notices (SORNS) in
theFederal Registethat describe the categories of records alividuals that they collect, use,
maintain, and disseminat&enerally, the requirements to conduct a PIA are broader than the
requirements for SORNsSThe PIA requirement is triggered by the collectosrmaintenance of
informationwithin an electronicsystem while the SORNrequirement igriggered by the
collectionor maintenancef information on individualshat is actuallyetrievedfrom anypaper

or electronicsystemby apersonaldentifier. Any timea change or update to information
technologyraises new privacy risksn updated’lA must be completed to analyze sbaew

risks- even if the collection of information remains the saffike SORN covering the system
must also be revieweahd updated if necessanyensure completeness and accuracy.
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Section 2.0- When to Conducta PIA

A PIA must be conductefdr all DOI systems, including law enforcement or other sensitive
systems, to ensure privacy implications are considered and appropriately addBesgioh 208
of the EGovernment A&tandOMB M-03-22, OMB Guidance for Implementing the Privacy
ProvisionsoftheESo0ver n me nt Ffeguire agehcie2t0 cbrdact a Rilken:

1 Developing or procuring any new technologies or systems that handle or Bdlllect
Conducting a PIA ate beginning of the development process allows the Privacy Office,
program management, and system developers to ensure that the information is handled
appropriately.The PIA should show that privacy was considered from the beginning
stage of system devgdment. The PIA also provides for a framework to conduct
ongoing reviews ofystems oprograms.

1 Reviewing Information Collection Requests (I§fhat gather Plincluding forms under
the Paperwork Reduction Act (PRA). If the form or ICR is not covbyeain existing
PIA and SORNa new PIA will be required.

1 Developing systermhanges that affect Pll or create privacy riflor example, if a
program or system adds additional sharing of information either with another agency or
incorporates commerciabth from an outside data aggregatwrif an organization
decides to collect new information or update its existing collections as part of a
rulemaking. The PIA should discuss how the management of these new collections
ensures conformity with privacyva Other examples includenverting papéibased
records to electronic systems; functions that change anonymous information into PII;
altered business processes that result in databases holding PII that are merged,
centralized, or matched with other daabs userauthenticating technology (password,
digital certificate, biometric) newly applied to an electronic information system; or new
Pll added to a collection that raises the risks to personal privacy.

It is important to note that even if it is nqgip@arent that a system collects or maintains PlI, there
could be instances where an interfaoew source, aggregatiaor, evolving use may raise
privacyrisksthat must be evaluated through a PIA. Examples of technei@migmshat

generally have privacynplications are human resources, paytidlaw enforcement systems,
or systems that perform data mining, data aggregation or gebs$gcking.

NotethatPlAs mustaddress andocumenprivacy controldmplemented for information
systemsandthe privacy controlamust be approvebly theSenior Agency Official for Privacy
(SAOBP as a precodition to graning an Authority to Operate (ATO).
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2.1 Systens That Do Not Contain PlI

Some information systena® not contain information that is identifialtteindividuals andwill

not require a full PIA. To ensure that a thorough review is madé Idf systens for PIl on
individuals, thenformationSystemOwner should complete the first section of the PIA famal
submitit to theBureauOffice Privacy Oficer for review to determine further privacy
compliance documentation. This properly documents thatfarmation System @Wner
assessed whethttte system contains Pl and requieefuill PIA. This preliminary assessment is
alsoincorporated into th®OI IT Security Assessment and Authorization (A&gtpcess, which
is the process by which the Department assures its information technology systems meet
appropriate security and operating standards. This verifies that a reviemyfoformation on
individuals was already completed for the system.

Section3.0 - DocumentsAssociated with aPIA
3.1 System of Records Notice

The Privacy Act of 1974 requires Federal agencies to publish a SORNFadbel Register

for systems of records denoting theéegmries of records on individuals that they collect, use,
maintainor disseminateéhe safeguards to protect the information, the location of the system, the
system manager, and how individsiehn obtain notice and access to records abemselves

Some systems may maintain BH individualsbut are not subject to thprovisions of the

Privacy Act. The requirements of the Privacy Act are triggered by the retrieval of information
by use of a name or other identifassigned to an individuaAny system that maintains
informationabout individuals that is subject to the Privacy Act must have a published SORN
and must collect, use, maintain and dissemimétemationin accordance with that SORN.

When conducting a PIA on a new or updated systegrggbociateORN must be reviewed to
ensure the system handles information in accordance with the SORN, or to determine whether
the SORN should be revised to reflect the changes to the system.

3.2 OMB Budget Submissions Exhibit 300s

Although PIlAs willbe completed for all information systems, the OMB only requires that
Exhibit 300 budget submissions include PIAs for projects that collect and manage information
on individual members of the public that is identifiable to the individual.

For projects tht collect and manage information iodlividual members of the public

OMB requires that a PIA be submitted with Exhibit 300s for budget requests (see OMB Circular
A-11, APreparing, Submittiamag, and Executing the
http://www.whitehouse.gov/omb/circulars_all current year aljl toc

5
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3.3Paperwork Reduction Act Submissions

If you are collecting information froomembers othe public, contact your Bureéffice

Information Collection Clearance Officer to ensure that you have OMB approval to do so, or to
determine whether you need to obtain an OMB approval to collect the information. The
Paperwork Reduction Act of 89 establishes requirements for collecting the sarfogrimation
fromten (LO) or morepersos | this does not includeederalemployees acting in their official
capacity.

The EGovernment Act also requires agenciesdoduct a PIA omny new collection of
information fromten (LO) or more members of thgublic using information technologyThis
requirement does not includellections of information fronagencies, organizations, or
employees of th€ederal government. See OMB-08-22 for more information on the-E
Government Act and Paperwork Reductiott Aterface.

3.4 DOI IT Security Assessment and Authorization Process

TheDOI IT Security A&A process s an i ntegr al part of DOI 6s 1in
is an important activity that supports the risk management prémeasietailed secus review

of information systems and a comprehensive assessment of the managperatignabnd

technical securitand privacycontrols. The A&A procesequiresa completed PIA to ensure

effective controls are in place to protect payandthatsysems are compliant with

requirements of the-Bovernment Actthe Privacy Act OMB mandates, NIST standar@sd

DOI privacy and security policiesThe PIA will demonstrate compliance with privacy

requirements and thmplemenationof appropriate privacgontrols for DOI information

systems

Section4.0 - Roles and Responsibilities

Since the requirements of a PIA must be addredsgdgthe early stages of system

development, ideally thimformation §stemOwner andsystemdeveloper will complete #
assessmentinformationSystemOwners must address what data is to be used, how the data is to
be used, and who will use the data. System developers and managers must be aware of privacy
requirements when systems are conceptualized and designedysiéme developers must

address whether the implementation of requirements presents any threats to pmicaation
SystemOwners andsystemdevelopes will need to coordiate certain responses with the
Bureaufffice Privacy Officer, Information Collewn Clearance Officeinformation System

Security Officer or Chief Information Security OfficdRecords Officer, and possiltlye Chief
InformationOfficer.
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4.1 Information System Owner

The Information §stemOwner isthe officialresponsible fothe overall procurement,
development, integration, modification, or operation and maintenance of information systems.
The Information System Owner is responsibledompleting thé?lA and implementing the
legal information resources management requirensectsas HAvacy, Security, Records
Managementi-reedom of Information Acgnddata administrationTo ensure complete and
accurate PIAs are conductédformation System Ownsmust work closely witBureauOffice
Privacy Offices, Information System Sedity Officers or Chief Information Security Officers
Information Collection Clearance Offieand Records Officer The Information System
Ownermust work withtheseofficials toresolve any identified privacy or security riskehe
Information Systen©wnermustalso esure that all appropriateviews andgsurnames are
obtained.

Information System Owneesponsibilities includebut are not limited to

1 Collaboraing with the BureauOffice Privacy Officer to ensure privacy risks are properly
assessedndidentifying applicablePrivacy ActSORNSsfor systems subject to the
provisions of theéPrivacy Act

9 Collaboraing with thePrivacy Act §stemManager to ensufrivacy Act recordsre
maintained in accordance with thevisions of thd°rivacy Act andhe published
SORN

1 Collaboraing with thelnformationSystemSecurity Officer and BurealDffice Chief

Information Security Officeto ensureappropriatesecurityand privacycontrols are

implementedo restrict accesgproperly manage arghfeguard Plinaintained within the

systemdocument privacy controls in PIAs for SAOP approaakl povideacompleted

PIA for the DOIIT Security A&A process.

Identifying records disposition schedules wiieir BureauOffice Records Officer.

Consuling with the BureauOffice Information Collection Clearance Officer for

information collection approvalsy OMB if necessary (usually @@ day process)

1 Reporting any suspected or confirmed compromise of privacy data t@€ IR within
one hour of discovery in accordancem®MB M-06-19, fiReporting Incidents Involving
Personally Identifiable Information and Incorporating the Cost for Security in Agency
Information Technology Investmeid<OMB M-07-16, iSafeguarding Against and
Responding to the Breach of Personally Idegitie Information, and the DOI Privacy
Loss Mitigation Strategy

E
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4.2 Privacy Act System Manager

The Privacy Act System Managmsrthe officialwith administrativeresponsibity for managng
and protectingPrivacy Act recordswhether in electronicrgpaper format, and for meeting the
requirements of the Privacy Act and the publisB&RN ThePrivacy Act System Manages
usually identified in the publishéBlORN however, thisesponsibilitymay be further delegated
to personnel withimn agencyprogramor office. For Privacy Act System Manager
responsibilities, refer to thedpartmental Manua&rivacy Act Sections383 DM Chaptersl-13,
and DOI Privacy Act regulations at 43 CFR Part 2.

Privacy Act System Manageesponsibilitiesnclude but ae not limited to

1 Safeguarding the records they are responsibleafat ensuring that all records and data
in the system are complete, accurate, timely, and relevant to accomplish a purpose of the
agency as authorized by statute or Execufikaer of the President

1 Collaborating with the Bureau/Office Privacy Offide prepare documentation required
by the Privacy Act, including notices of new, altered or terminated system of records for
publication in thé=ederal Registerand reviewing each systemretords notice annually
to ensure it accurately describes the system of records.

1 Receiving, evaluating, and granting or denying, as appropriate, requests by individuals
for notification of, access to, and disclosure of records in the system.

1 Receiving,ea | uating and granting or denying, as
amend records in the system.

1 Maintaining an acountng for disclosuregrom a Privacy Act systeroutside DOI and
ensuring all recipients of records are informed when those relcaveésbeen amended

1 Monitoring a contractor's compliance with Privacy Act requirements for systems of
records maintained by the contractor behalf of DOI

1 Formulating and maintaining records retention and disposal schedules, in consultation
with theBureau/Office RecordsOfficer.

1 Working with the Information System Owner and the Informa8gatemSecurity
Officer tocomplete a PIA for any information system that collects or maintains Privacy
Act information, and t@nsure appropriate management, operatjghysical,
administrative, and technical safeguards are in place to prevent unauthorized disclosure
or alteration of information in the system

4.3Information System Security Officer
An Information System Security Officer (ISSO) is appointedminformation §stemOwner

to ensure implementation of systéevel security controls and to maintain system
documentation.The ISSO is responsible foollaboratingwith the Information System Owner
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to develop, implement, and manage corrective action ptaralfsystems they own and operate,

and to develoa Plan of Actions and MilestondBOA&M) when necessaryThe duties of the

ISSO are very important and must be considered when an assignment is madefoyrtiation
System Owneas bothFederal Information Security Management Act of 200RSMA) and

OMB policy require thaFederal information systems employ effective security controls

necessary for the protection of informatiofhe ISSO has certain responsibilities for ensuring

that operational sedty is maintained and th&ederal and agency information security
requirements are meiThe 1ISSQworks closely with thénformationSystemOwner to manage

the technical requi rement.sTheo$SOmusereview thetPeAtoG s s e
ersure privacy risks were properly assessed and appropriate security controls were implemented
to mitigate risks and protect privacy data.

The ISSO also serves as a principal advisor on all matters, technical and otherwise, involving the
security of an infamation system, and must have the detailed knowledge and expertise required
to manage the daily security aspects of an information system. 1SSO responsibilities include, but
are not limited to:

Physical and environmental protection

Managingand enforcingaccess restrictions apersonnel security
Reporting and handlingwacy and security incidesit

Assising in the development of privacy and security procedures
Ensuringcompliance with privacy and security procedures
Monitoring thesystem and its enviroment of operation
Developng and updang the SystemSecurity Plan (SSP)

Managng and contrding changes to the system

Assesig the security impact of those changes.

= =4 =48 -8 _-8_48_9_°5_°

4.4 Chief Information Security Officer

The Chief Information Security Officer (CIS@) responsible focoordinating, developing, and
implementing an information security prograand manages the security state of organizational
information systems through security authorization processes. @i&0Dsthat IT systems
develop and maintaia complete A&A and develofpOA&Ms to document remedial actions

and adequately respond to operational riskse BurealOffice CISO (BCISO) work closely

with the appropriat@rivacy and securitgtaff in the program offices to review, evaluate and
recommend information security and privacy measures and safeguards to protect information
from the loss, theft, misuse, unauthorized access, destruatidanauthorized modificatioor
disclosure whether accidental or intentional.
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4 5Records Officer

The Bureau/Office Records Officer is responsible for collaborating withrtfegmation System
OwnerandPrivacy Act §stemManageto identify or developecordsretentionscheduls with
approwal by the National Archives and Records AdministratidiARA) for Federal records
maintained within the systeniThe BurealDffice Records Officer provides guidance to the
Information §stemOwner on the management of records, the appropriate resteshtion and
destruction scheduleand approved disposition methods

It is important to collaborate on records requirements at an early stage of development as any
system that contains Federal records that does not have a NARA approved records retention
schedule must maintain those records permanently pending apprévalppbposed records
schedule by NARA.

Note that thénformation §stemOwner needs to secure the information and assure its accuracy
and integrity, so any proposed records schedule should align with the stated purpose and mission
of the system. To prett individual privacy when developing records schedidassau/Office
RecordsOfficers andinformation §stemOwners should consider that Pl only be retained for

the minimum amount of time necessary to meet the requirements of the Federal Records Act.

4.6 Information Collection Clearance Officer

Thelnformation Collection Clearance Officer (ICCO) is responsible foueng that all
Bureau/Officeinformation collection activities adhere to the requirements of the Paperwork
Reduction Act of 199%5PRA), OMB directives and other applicable legislation. The ICCO
provides technical assistance, guidance, agsitgétraining to Information System Owners,
Privacy Act System Manage@nd other Bureau/Office personnel to ensure compliance with
OMB directivesand the PRA.

The ICCO is responsible for establishing procedures for the systematic review of existing and
proposed information collection requiremeni$ie EGovernment Act requires agencies to
conduct a PIA on any new collection of information frtem (10) or more members of the

public using information technologylhe ICCO ollaboraeswith Information System Owners,
Privacy Act System Manage@dBureau/Office Privacy Officer® review PIA requirements

for new information collections arabtainOMB approvalto collect the information

4.7 Privacy Officer
The Privacy Officer is responsible for managargl overseeing privacy activities to ensure

compliance with Federal privacy laws and polici&ge Privacy Officer implements privacy
policy, provides guidance, evaluates Bureau/Office programs, systems and initiatives for

10
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potential privacy implications, and provides strategies to mitigate or reduce privacyhmesk.

Privacy Officer collaborates with Bureau/Office personnel, Information SySweners, and

program managers to ensure privacy considerations are addressed when planning, developing or
updating programs, systems or initiatives in order to protect individual privacy and ensure
compliance with applicable privacy laws and regulations.

The Privacy Officer is responsible for supporting liifermation System Ownen the

development of the Pl#o ensure it is accurate and complete, and adequately identifies and
addresssprivacy risks. The Privacy Officer reviews the PIA to ensure thprapriate privacy

and security safeguards are implemented, records retention requirements are addressed, and
published Privacy AcCBORNSsare identified for systems that contain Privacy Act recoiidse
Privacy Officer maintains an inventory of approvdds? ensures PIAs are posted in CSAM and
on the DOI Privacy Impact Assessment website as require@sarss in the completion of
guarterly and annu&ISMA reports for PIAs.Privacy Officer responsibilities inclugdbut are

not limited ta

1 Administerng the Privacy Program within BuresQffices and implementing DOI
privacy policies, procedures, standards, and guidelines.

1 Identifying Privacy Actsystems ofecordsand working closely with Privacy Act System
Managers, Information System Owners, and otfficials to ensure compliance with the
provisions of the Privacy Act, the Government Act, OMB mandates and DOI privacy
policy.

1 Reviewing proposed PIAs to confirm that privacy implications have been identified and
evaluated to protect individual privawhile meeting information requirements necessary
to meet DOI 6s mi s s i o@overnmentActc@UBmenaates &ad wi t h
DOI policy.

1 Reviewingand assessingrivacy controls to ensumalequate safeguards are employed to
protect Pll,andto demorstrate compliance witkRederal privacy requirements.

1 Developing and coordinating documentation required by the Privacy Act, including
notices of new, altered or terminated system of records for publication kedeeal
Register and reviewing system oécords notices annually to determine necessary
revisions.

1 Overseeing Privacy Act System Managers' activities to ensure all prigktgd,
statutory, regulatoryand DOI requirements are met.

1 Providing privacy training and promoting awareness of empleyiesponsibility to
protect personally identifiable information (RII)

11
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4.8 Reviewing Official

The Reviewing Officiais responsible foreviewing andapprovwng PIAs to ensure that the
requirements of the-Bovernment Act, OMB M)3-22, andDOI policy have been metFor
Departmentwide PIAs, this is th®OI Chief Information Officer (CIQBAOP. For
Bureau/Officelevel PIAs, this is théBureauffice Assistant Director for Infamation Resources
(ADIR). The Reriewing Official ensures PlAadequately agss the privacy and security risks
associated with the use of information systemd that remedial action is taken against any
privacydeficiencies identified A ReviewingOfficial cannot be an official who is responsible
for the development, procuremeat management of the system.

Section5.0 - Completing aPIA
5.1DI-4001PIA Form

The DF4001 PIA form in Appendix A israautomatedIA form thathas been developed for
Departmental consistency and ease of UdePIAs completed after the effecéwdate of this
amended Guidancgaustbe in theDI-4001PIA format. Use of the DI4001PIA form eliminates
inconsistency in Department PIAs and simpithe PIAcompletion and approvakocess.The
DI-4001PIA form includesspecific questions designeal dssess privacy risks and inform the
public on how DOI collects, maintains, uses and safeguard§ Réiquestions in the PIA form
are included in Section 6.0 beldwprovide additional guidance in responding to the questions
in the PIA form

TheDI-4001PIA form has an automated workflow and approval process with electronic
signature capability, and availableto all Department personneh theEnterprise Forms

System (EFSportal, https://eforns.doi.gov/ a cloudbased solution that automates internal and
externalDepartmentalBureau and Office formsAn automated PIA workflow is incorporated
into the EFS to enable users to complete and submit PIA forms directly to the required
individuals. The DF4001PIA allows for a streamlined PIA approval process, an improved
efficient method for completing the PIA form, and immediate access to resources and tips.

5.2 Privacy Controls

NIST SP 80663 Rev. 4 requires Federal agencies to implemenag@yigontrols for information
systems to ensure the protection and proper handling ahBlprovides a structured set of
controlsfor protecting privacyluring theinformationlife cycle Privacy controlslemonstrate

the administrative, technical, andysital safeguards employed within organizations to protect
Pll andare applicable to all federal information systems, including national security systems
consistent with the appropriate governing authoritieformation systems or prograrotevities
thatdo not involve the collection and use of Ridy nevertheless raise privacy concehag
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haveassociated riskto individual privacy Theseprivacy controlsmayalsobe appliedo those
systems oactivities to analyze the privacy risk and mitigatg/such riskasnecessary.

Privacy controls may vary dependent on mission or business needs of the organization based on
legal authorities and obligations, and can be tailored to meet defined and specific ndetls for
particular mission/business function® many casegrivacy controloverlapwith security

controls to provide the fundamental information protection for confidentiality, integrity, and
availability within information systemsvhichis essential for strong and effective privacy.

The SAOPhasthe final authorityfor the selectionimplementationand assessmeot privacy
controls as indicated in NIST SP 8B66. As suchthe SAOPprovidesfinal approvalfor
adequacy othe privacy controlselected and implementéar information systers, whchis
required for the issuance of ATO. This approval is demonstrated by the ptAcessand is
basedon a determination of risk to the organization and to individaald an assessment of the
privacy controls and safeguarndsplementedo mitigateany risk identified as appropriate.

ThePlA is a requirement for the A&A processit is important to conduct PIAs early in the
information system life cycle to demonstrate that privacy risks are identified and addmedsed
ensure compliance with priva@and security policy PIAscaneffectivdy document that privacy
controls are implemented as appropriatsatisky the privacy requirements set forth in the

Privacy Act of 1974the EGovernment ActOMB privacy-related policiesand NIST standards

It is important that Information System Owners, Information System Security Officers,
Authorizing Officials,Chief Information Security Officerandother agency officials invoed

in risk management decisiortgnsult withthe appropriat@rivacy officialsat the earliest stages

of system procurement or developmenénsure privacy controls are implemented, and that they
areappropriatelydentified and documented during the PIA process

Identifying privacy controls during the PIA process will allow Ci@Imeet and demonstrate
compliance with Federal privacy requirements and stand&adecting the privacy of

individuals and th&1l that iscollected, used, maintained, sb@, and disposed of lprograms

and information systendepends on the safegdaand controlemployed within the

information systemser programs. The guidance in Section 6.0 includes recommendations for
privacy controls that may be pertinent to the questions in th#D1 PIA form. The
recommendations are not all inclusibaitare meant tprovide guidancéor identifying and
assessing the controls and safeguards implemented for each information system or program. It is
important that PIA clearly identily any privacy controls implemented, and demonstrate that they
are correctl implemented, are effective, and that they meet the stasiaurspecific contrad as
appropriate.Note that there may bmanyotherrelatedprivacy andsecurity controls that apply

to each question ithe assessmerdnd personnel should not limit tbentrols documented

during the PIA process to those specifically identified as recommendations in Section 6 of this
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Guide Personnel shoulceviewNIST SP 80663 Rev. 4for a full descriptionof security and
privacy controlsand specifially Appendix J ér guidance onmplementingprivacy controls.

5.3 Guidelines for Completing aPIA

PlAs should be clear, unambiguous, and understandable to the general public. The length and
breadth of a PIA will vary by the size and complexity of the program or sysi@ysystem or

new collection that processPIl should be able to demonstrate that adepth analysis was
conducted to ensure that privacy protections were built into the system.

l

Use Plain EnglishThe PIA should be written in a manner that alloass public to

understand the activities being describ&h not use overly techniciEnguagejnstead

use words or phrases that are readily known to the average person.

Be detailed. Remember the purpose of the PlAe PIA should be written with

sufficient detail to permit the Privacy Office to analyze the privacy risks and mitigation
steps.

Answer all questions. If a particular question is not applicable please explain why it is
not applicabl e, do noti thiswilcausethPiAitccbe e A Not A
returned for further clarification.

Correct simple errorsPI1As should be free of spelling and grammatical errors and written

in active voice rather than passive voice. PlIAspateb | i shed on RlAhe Depar
website.

Explain Acronyms.Spell out each acronym the first time it is used in the docuntent.
example: Office of Management and Budget (OMB).

Define technical terms or referencd.ovide explanations if necessatgeep in mind

that readers may not understand technical tevhen they are first used.

Cite legal references and other previously published documRetsrence other
systemsprograms, odocumentsand provide explanations orderfor the public to gain

a complete understanding of the context of the prograsystem.Use the complete

name of referenckdocumend and provide a&itation andif possible a very brief

description of the document type (e.g., system of records notice, statute, final or proposed
rule). This allows the public the opportunity to umskand and investigate the referenced
document.

Section6.0 - Contents of a PIA

6.1 General System Information

A. Is a PIA required?
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This is a threshold questiomoes the system collect, maintain, use or disseminate
information about individualsdicate whether the system contains information about
members of the general public, Federal employees, contractors, or volunitéfettse

system does not contain any information that is identifiable to individeajs statistical,
geographic, finagial). DOI policy requires that a PIA lmpletedor all systems This

threshold questigralong with the other questions in Section 1 of thel@1PIA form,

helps determine wheth#re remaining section of the D01PIA form must becompleted

For example, some systems may contain computer code or process information that is not in
human readable format, and does not contain any information identifiable to individuals.

Note that f information on individuals is paired with geographic informatmal related

spdial data, PIAs must be completed for these systems as well. The revised OMB Circular

A-16 on ACoordinati on ,and Relate@®pgtinldgptha cAd tnif wir tmiae 3
dated August 19, 2002, requires that those agencies that colieady assseminate

geographic information and/or carry out relatedigpdata activities also comply with
Federalgovernment law andgiicy on privacy protectiofisee 2.a. and 8.a.7 of the Circular at
http://www.whitehouse.gov/omb/circulars_a016_yev/

This question is directly related to privacy control-2RPrivacy Impact and Risk
Assessment, which requires organizations to conduct PIAs and assess privacy risk to
individuals resulting from the collection, sharing, storing, transmitting, use, and disposal of
PIlI.

B. What is the purpose of the system?

Describe the purpose of the system, technology, project or other collection and how it relates
to the progdabbepéarfi medsda mi ssion. Il nclude
necessary to understand the purpose of the project, the name of the program office

conducting the PIA and the name of the system, technology, project or collection being
assessed.

This questions directly related to privacy control AR, Purpose Specification, which
requires organizati@to clearlydescribe thapecificpurpose(s) for which Pll is collected,
used, maintained, and shared in its privacy noaesprivacy compliance documentatio

C. What is the legal authority?
List all statutoryand regulatoryauthorityand Executive Ordefer maintenance ahe
system or information collection to meet an official program mission or gogdlain how

the statutory and regulatory authority pésntollection and use of the informatioti.there
is an existing Privacy AGGORNfor the system, then the response should reflect the
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information provided in the authority section of the notiP& not cite the Privacy Act of
1974as the authority fothe collection or maintenance of information

This question is directly related to privacy corgdP-1, Authority to Collect, and UA1,
Internal Use.

1 AP-1, Authority to Collectyequires organizations to determine the legal authority of
the progranor activity that permits the collection, use, maintenance and sharing of
Pll, and to document that authority in privacy compliance documentation.

1 UL-1, Internal Userequires that organizations take steps to ensure that Pll is only
used for legally auttrized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

D. Why is the PIA being completed or modified?

Explain why the PIA is being conductethclude a description of the function of the syste
technology, project or collection and how it collects information and the reason why the PIA
is required.For example, a new system is being developed, the system is being significantly
modified, or two systems are being merged together.

This questn is related to privacy contehP-2, Purpose Specification, and AR Privacy
Enhanced System Design and Development.

1 AP-2, Purpose Specificatiorequires organizations to clearly describe the specific
purpose(s) for which Pll is collected, used,mteined, and shared in its privacy
notices and privacy compliance documentation.

1 AR-7, PrivacyEnhanced System Design and Developnrelires organizations to
design information systems and employ system capabilities to automate privacy
controls onte collection, use, and sharing of Pll to mitigate privacy risks and
support privacy protections. This includes regular monitoring of system use and
conducting periodic reviews for changes and updates to the system and to privacy
compliance documentati@s necessary.

E. Is the information system registered in CSAN
If the system is registered ihe Cyber Security Assessment and Managen@saA W) tool,

provide theSystem Security PlarsGH name if one habeen completed for the information
system(s) This may be obtained from the designated Information System Security Officer
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(ISSO) The completed PIA, associat8@RNs and any other supporting artifacts must be
entered into CSAM for each registered system or application.

This question is related fwivacy controlsAR-1, Governance and Privacy Program;-AR
Privacy Monitoring and AuditingAR-6, Privacy Reporting; and UL, Internal Use.

1 AR-1, Governance and Privacy Prograexquires organizations to develop and
implement policies and procedurésat govern privacy and security controls for
programs, information systems, or technologies involvingd@iinonstrate

accountability for the protection of PII; and monitor compliance with privacy controls

and privacy operationsCSAM is the official repsitory for DOI information systems
and for the privacy and security compliance documentation associated with those
systems Accurate and complete information and supporting compliance
documentation for the systems in CSAdtrucial tothe privacy governee process
and for accurate privacy reporting

1 AR-4, Privacy Monitoring and Auditingequires organizations to monitor and audit
privacy controls and internal privacy policy to promote accountability, assess
adequacy of privacy protections, address gag®mpliance with privacy
requirements, and talkeppropriatecorrective actions.

1 AR-6, Privacy Reportingiequires organizations to develop reports to OMB,
Congress, and other oversighttitiesto demonstrate accountability with statutory
and regulator privacy program mandates to promote accountability and
transparencyand help determine performance and progress in meeting compliance
requirements.These reports include the annual SAOP report to Congress as part of
the FISMA report, annual reports @ngress on agency activities in the information
sharing environment, and annual reports to OMB on agency implementation of the
provisions of the E5overnment Act.

1 UL-1, Internal Userequires that organizations take steps to ensure that Pll is only
usedfor legally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

F. List all minor applications or subsystems that are hosted othis system and covered

under this privacy impact assessment

Identify all minor applications or subsystems hosted on the system, the purpose of the
application(s), and describe any PII that may be contained in each appli¢atro@eneral
Support Systems (GS8)athostmajorapplicationsminor applicationspr other subsystems,
be sure to include afluch systems hosted and describe the purposes and typesfa3il
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Privacy riskamust adequately be addressed for daxsted application or subsystem in the

GSS PIA or in a separate PIA conducted specifidat the hosted application or subsystem.

In both cases, the GSS PIA must idenéifiyhosted applications, describe the relationship,

and reference or append the PIAs conducted for the hosted applications. The GSS PIA and
associated PIAs must be rewied and approved by all officials appropriateandall related

Pl1As, SORNsand supporting artifacteust beenterednto CSAM.

This questions related to privacy contr®AR-1, Governance and Privacy Program, ARt
4, Privacy Monitoring and Auditing

1 AR-1, Governance and Privacy Prograexquires organizations to develop and
implement policies and procedures that govern privacy and security controls for
programs, information systems, or technologies involving Pll; demonstrate
accountability for therotection of Pll; and monitor compliance with privacy controls
and privacy operationsThe applications and subsystems identified in the PIA should
correlate to those IBSAM, the official repository for DOI information systems and
for the privacy andeurity compliance documentation associated with those systems.
It is very important that@urate and complete informatioegarding minor
applications, subsystems, boundaragjthe supporting compliance documentation
for them is updated iIrCSAM, for the privacy governance process and for accurate
privacy reporting.

1 AR-4, Privacy Monitoring and Auditing:equires organizations to monitor and audit
privacy controls and internal privacy policy to promote accountability, assess
adequacy of privacy prettions, address gaps in compliance with privacy
requirements, and talkeppropriatecorrective actions.

G. Doesthis information system or electronic collectiorrequire a published Privacy
Act System of Records NoticeSORN)?

For all collections of Pll wherthe information is retrieved byname or othepersonal

identifier, the Privacy Act requires that the agency publish a SORN Fkettteral Register

Information System Ownsmust collaboratwith BureauOffice Privacy Officers to

identify, or develomnd publish a SORN. If an existing SORN applies to the collection of
information, nclude theSORN identifier and thEederal Registecitation. The Privacy Act

requires that amendments to an existing system must also be addresSedaraaRegister

notice (see 383 Departmental Manual,5.3fi Reports on NeWw or Altere

If the system requires development ofeav SORN the SORN must be published in the
Federal Registebefore the system can operate. The Privacy Act contains criminal penalties
for operating a system of records without publishing a SORN. Any officer or employee who

18



Privacy Impact Assessment Guide

knowingly and willfully maintains a system of records without meeting the Privacy Act
notice requirements (5 U.S.C. 552a(e)(4)) is guilty of a misdemeanor and riiagdoep to
$5,00Q and be subject to disciplinary action

If a name or other personal identifier is not used to retrieve information, it is possible that the
system is not a Privacy Act system. Provide an explanation if the system does not require a
SOR\.

This question is directly related to privacy conff&-2, System of Records Notices and

Privacy Act Statementsyhich requires organizations to publish SORNs inFleederal

Registerto provide notice to the public on systems of records maintaneadividuals and

to provide Privacy Act Statements when collecting PII directly from individuals to provide
notice to individuals on the authority for the collection, the purpose and uses of the
information collected, and whether providing the informiis mandatory or optional, as

well as any consequences for not providing the requested informat@Privacy Act

allows agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protectionroghinal law enforcement investigations. In these
cases, the SORN that covers the records will indicate if any exemptions are claimed. DOI
has promulgated rules to exempt certain systems of records from specific provisions of the
Privacy Act, which mayrclude individual notification and access, the requirement to

provide an accounting of disclosures to upon request from an individual, providing a Privacy
Act Statement at the time of collection, and other provisions. The applicable SORN will
include anyexemptions claimed and a list of exempt systems may be viewed at 43 CFR
2.254.

H. Does ths information system or electronic collection require an OMB Control
Number?

The Paperwork Reduction Act of 9@®establishes requirements for collecting the same
information from 10 or mormembers of the publicAny information collection from
members of the public may require OMB approv@bnsult your BuredOffice Information
Collection Clearance Officer to ensure that you have OMB approval, or to determimemhet
you need to obtain an OMB approval to collect the information.

If the systeminformation is covered by the Paperwork Reduction Act, provide the OMB
ControlNumber for the collectionBe sure to include aipplicableOMB Control numbers

This question is related to privacy controls AR Privacy Impact and Risk Assessment, and
DI-1, Data Quality.
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1 AR-2, Privacy Impact and Risk Assessmegrtjuires organizations to conduct PIAs
and assess privacy risk to individuals resulting from the collecdiwaring, storing,
transmitting, use, and disposal of PTlhis requirement applies to information
collectionsas he EGovernment Act requires agencies to conduct a PIA on any new
collection of information fromen (L0) or more members of the public ngi
information technologylInformation System Owners, Privacy Act System Managers,
Bureau/Office Privacy Officemnust collaborate with the ICCO teview PIA
requirements for new information collections and obtain OMB approval to collect the
informationas part of the information collection clearance pracess

1 DI-1, Data Qualityrequires organizations to take steps to confirm the accuracy,
relevance, timeliness and completeness of Pl that is collected or created; collect PlII
directly from individualgo the greatest extent practicable; check and correct any
inaccurate or outdated PII used by programs of information systems; and issue
guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminated informationThis may include verifying data as it is collected or
entered into systems, verifying sources of data if not collected directly from the
individual, and reviewing and updating Pl holdings regularly to ensure accuracy,
relevance, and completeness.

6.2 Summary d System Data
A. What PII will be collected?

Identify all the categories of Pl that will be collectestiored, used, maintained or

disseminated This could include: nameddresstelephone numbe§SN Tribal enroliment

number, date of birttemailadde s s, f acsi mi | e numbmeationaltynot her 6
country of citizenshipspouse or dependent informatienedit card numbehank account

number, any other account numbers, vehicle license letdersmedical records;ivil or

criminal historyinformation, education recosdbiometric identifiers, photographic facial

image, or any other unique identifying number or characterilittbe system creates new

information (for example,reanalysis or report) describe how this is donetaedourpse of

that information

This question is related to privacy control-$Hnventory of Personally Identifiable
Information,which requires organizations to maintain an inventory of programs and
information systems identified as collecting, using, maiirtginor sharing PII, and to
provide updated PII inventories to appropriate information security official to support
information security requirements for new or modified information systems containing
PIl. This allows organizations to implement effectagministrative, technical, and physical
security policies and procedures to protect Pll and to mitigate the risk of PII
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exposure.Organizations should utilize PIAs and SORNSs to identify information systems and
programs that contain PII.

B. What is the soure for the PIl collected?

Indicateall sources of PllI that will be collectednformationmay be collectedirectly from
an individualthrough a written form, website collection, or through interviews over the
phone or in person. Information may also edrom agency officials and employees,
agency recordsscomputer readable extract from another systermay becreatel within
the systemitself.

If information is being collected from sources other than the individuah as an interface
with othersystems, systems of records, commercial data aggregators, cagehereglist
the source(s) and explain why information from sources other than the individual is required.

This question is related to privacy contrbls1, Data QualitylP-1, Conseat;, TR-1, Privacy
Notice andTR-2, System of Records Notices and Privacy Act Statements

1 DI-1, Data Quality, requires organizations to take steps to confirm the accuracy,
relevance, timeliness and completeness of Pl that is collected or created;Ribllect
directly from individuals to the greatest extent practicable; check and correct any
inaccurate or outdated PII used by programs of information systems; and issue
guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminated informationThis may include verifying data as it is being collected or
entered into systems, verifying sources of data if not collected directly from the
individual, and reviewing and updating Pl holdings regularly to ensure accuracy,
relevance, and completeness.

1 [IP-1, Consent, requires organizations to provide a means for individuals to authorize
the collection, use, and sharing of PII prior to its collection, and for individuals to
understand the consequences of decisions to provide loredie collection, use,
and sharing of PlIlConsent ensures that individuals can participate in the process of
collection and using their PIl and understand the potential risk to their
privacy. Consent may include ojm, where the individual takes afhative action to
allow the collection or use of PII, such as signing a form or clicking a radio button in
agreement; opbut, where individuals take action to prevent the collection or use of
Pl1l, such as individuals signing up for the-Dot-Call Registy or taking steps to opt
out of browser addns when visiting websites; or implied consent as appropriate,
though implied consent is the least preferred method and should be limited to
situations where behavior or failure to object indicates agreemgntgetering and
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remaining in a facility where a Privacy Notice is posted advising individuals that they
are being monitored via security cameras implies consent to video recording).

TR-1, Privacy Notice, requires organizations to provide notice to thikcpand
individuals regarding activities that impact individual privacy, including the authority
for collecting PII; what PlI is collected; whether the PIl is shared with an external
organization; how the agency handles the collection, use, sharingspoda of PII;

any opportunity for the individual to consent to the collection and use of PIl, and any
consequences for consenting or not consenting; and how individuals can adcess an
amend PII if necessarylhis requirement applies whether or not thieif/olved is
maintained in a Privacy Act system of record$iere are many ways an organization
can provide notice to the public, including SORNS, PIAs, website Privacy Policy,
Privacy Act Statements, and Privacy Notices directly related to information
collections, web pages, or thipgrty website or applications.

TR-2, System of Records Notices and Privacy Act Statements, requires organizations
to publish SORNSs in theederal Registeto provide notice to the public on systems

of records maintained dandividuals; and to provide Privacy Act Statements when
collecting PII directly from individuals to provide notice to individuals on the

authority for the collection, the purpose and uses of the information collected, and
whether providing the informatias mandatory or optional, as well as any
consequences for not providing the requested informatfibie. Privacy Act allows
agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protection whicral law enforcement investigations.

In these cases, the SORN that covers the records will indicate if any exemptions are
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of the Privacy Act, which maylude individual notification and
access, the requirement to provide an accounting of disclosures to upon request from
an individual, providing a Privacy Act Statement at the time of collection, and other
provisions. The applicable SORN will include angmptions claimed and a list of
exempt systems may be viewed at 43 CFR 2.254.

C. How will the information be collected?

Indicateall the formats or methods for collecting PII that will be usedr example,

information may be collected throughwritten brm, website collection, through interviews

over the phone or in persoostheragency officials and employees, agency records, computer
readable extract from another system, interface with ¢ibeeral agencygystemsor

commercial data aggregaton$.the system receives information from another system, such

as a transfer of financial information or response to a background check, describe the system

22



Privacy Impact Assessment Guide

from which the information originates, what information isaiged how the information is
used, and howhe systems interface.

This question isalatedto privacy controlsAR-7, PrivacyEnhanced System Design and
DevelopmentDI-1, Data QualityTR-1, Privacy NoticeTR-2, System of Records Notices
and Privacy Act StatementandUL-1, Internal Use

1 AR-7, PrivacyEnhanced System Design and Development, which relates information

systems that employ technologies and system capabilities that automate privacy
controls or protections on the collection, use, retention, and disclosure of PII. Include
any praesses for systems that provide or receive data feeds or updates or that
interface with other systems.

DI-1, Data Qualityrequires organizations to take steps to confirm the accuracy,
relevance, timeliness and completeness of Pl that is collectedatedi@nd to
collect PII directly from individuals to the greatest extent practicable

TR-1, Privacy Notice, requires organizations to provide notice to the public and
individuals regarding activities that impact individual privacy, including the aitghor
for collecting PII; what PlI is collected; whether the PIl is shared with an external
organization; how the agency handles the collection, use, sharing, and disposal of PII;
any opportunity for the individual to consent to the collection and use cdritllany
consequences for consenting or not consenting; and how individuals can adcess an
amend PII if necessarylhis requirement applies whether or not the PIl involved is
maintained in a Privacy Act system of recordfiere are many ways an orgatiaa

can provide notice to the public, including SORNS, PIAs, website Privacy Policy,
Privacy Act Statements, and Privacy Notices directly related to information
collections, web pages, or thipgrty website or applications.

TR-2, System of Records No#éis and Privacy Act Statements, requires organizations
to publish SORNSs in theederal Registeto provide notice to the public on systems

of records maintained on individuals; and to provide Privacy Act Statements when
collecting PII directly from individals to provide notice to individuals on the

authority for the collection, the purpose and uses of the information collected, and
whether providing the information is mandatory or optional, as well as any
consequences for not providing the requested infbomaThe Privacy Act allows
agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protection of criminal law enforcement investigations.
In these cases, the SORN that covers the recordmdittiate if any exemptions are
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of the Privacy Act, which may include individual notification and
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access, the requirement to provide an accounting of dise®suupon request from

an individual, providing a Privacy Act Statement at the time of collection, and other
provisions. The applicable SORN will include any exemptions claimed and a list of
exempt systems may be viewed at 43 CFR 2.254.

UL-1, InternalUse, requires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

D. What is the intended use of the PII colleed?

Describe the intended uses of the PII collected maintained in the system, andlude an
example that details the life cycle from collection to disposal of theH@H.systems with
multiple uses,ist each use of the information collected oimteinedand povide a detailed
explanation ormow the datawill be used The intended use must be relevanthe purpose

of the system. For Privacy Act systems, each use must be compatible with the published

SORN

This question is related to privacgntros AP-2, Purpose SpecificatipfR-1, Privacy
Notice TR-2, System of Records Notices and Privacy Act Stateméitd, Internal Usg
andUL-2, Information Sharing with Third Parties

1 AP-2, Purpose Specification, which requires organizations #wlgldescribe the

specific purpose(s) for which PIl is collected, used, maintained, and shared in its
privacy notices and privacy compliance documentatibime use of Pll must be

relevant to the purpose of the collection of the PII, and for Privacy Attmsg, must

be compatible with the SORN that covers the system. S3Rould be reviewed

and updated when necessary to ensure uses of Pll remains authorized and consistent
with the Privacy Act and the SORN

TR-1, Privacy Notice, requires organizationgtovide notice to the public and
individuals regarding activities that impact individual privacy, including the authority
for collecting PII; what Pll is collected; whether the Pll is shared with an external
organization; how the agency handles the cbbla¢ use, sharing, and disposal of PII;
any opportunity for the individual to consent to the collection and use of PIl, and any
consequences for consenting or not consenting; and how individuals can access and
amend PII if necessary. This requirementligspvhether or not the Pll involved is
maintained in a Privacy Act system of records. There are many ways an organization
can provide notice to the public, including SORNSs, PIAs, website Privacy Policy,
Privacy Act Statements, and Privacy Notices diyedlated to information

collections, web pages, or thipdrty website or applications.
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TR-2, System of Records Notices and Privacy Act Statements, requires organizations
to publish SORNSs in thEederal Registeto provide notice to the public on systems

of records maintained on individuals; and to provide Privacy Act Statements when
collecting PII directly from individuals to provide notice to individuals on the

authority for the collection, the purpose and uses of the information collected, and
whethermproviding the information is mandatory or optional, as well as any
consequences for not providing the requested informatibe. Privacy Act allows
agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such & the protection of criminal law enforcement investigations.

In these cases, the SORN that covers the records will indicate if any exemptions are
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of therRacy Act, which may include individual notification and
access, the requirement to provide an accounting of disclosures to upon request from
an individual, providing a Privacy Act Statement at the time of collection, and other
provisions. The applicab®ORN will include any exemptions claimed and a list of
exempt systems may be viewed at 43 CFR 2.254.

UL-1, Internal Use, requires organizatiadnsake steps to ensure that Pll is only used
for legally authorized purpose(s) and in a manner compatitietie Privacy Act
andtheapplicable published system of records notices

UL-2, Information Sharing with Third Partiegquires organizations to share PII

only for authorized purposes in accordance with the disclosure requirements of the
Privacy Actand any applicable system of records notice(s). Any such sharing with
third parties should be described in a Memorandum of Understanding, Memorandum
of Agreement, Computer Matching Agreement, or other similar agreements, and
specifically describe the Ptlovered, how it may be used, and the safeguards applied
to protect the information. The applicable PIA(s) and SORN(s) should be updated to
address this information sharing. Also, note that there are other considerations related
to the sharing of informattn with third parties. Are Computer Matching Agreements
published? Is the information sharing with other partners in the information sharing
environment (ISE), and subject to the ISE Privacy Guideline or other Federal
mandates that govern the ISE? Ahsclosure of Privacy Act records to a third party
pursuant to a published routine use must be documentgdnizations can use the
DI-3710, Disclosure Accounting form for this purpose.

E. With whom will the PII be shared, both within DOI and outside DOI?
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Indicateall the categories gfarties both internal and external to DOI with whBthwill be
shared Identify other DOI offices with assigned roles and responsibilities within the system,
or with whom information is shared, addscribediow and why iformation is shared.

Identify otherFederal, state and local government agenprivate sector entés

contractos or other externathird parteswith whom information is shared. d3cribe any
routine information sharing conducted witieseexternalagencies oparies, and how such
external sharing is compatible with the original purpose of the collection of the information.
Explain how the information is accessed and used, and provide details Be@oyandum

of Understanding (MOU), contraot otheragreementhat goversthe sharing of

information in the systerand whether there are limitations ordiesemination Note that
information shared with external entities must be compatible withuh@ose and use as
stated in thepplicable pblishedSORN

Describe how an accounting of disclosures made outside DOI is maintained. See the Privacy
Act, 5 U.S.C. 552a (c) for requirements to account for records disclosed to external parties.
TheDI-3710Disclosure Accounting forrehould be usetb record the date, nature and

purpose of each disclosure from a Privacy Act systems of records, amahtkeeand address

of the individual or agency to whom the disclosure is made.

This question is related to privacy cong8R-3, Privacy Requiremenfsr Contractors and
Service ProvidersAR-8, Accounting of Disclosure®I-2, Data Integrity and Data Integrity
Board TR-1, Privacy NoticeTR-2, System of Records Notices and Privacy Act Statements
UL-1, Internal UspandUL-2, Information Sharing witfhird Parties

1 AR-3, Privacy Requirements for Contractors and Service Providers, requires
organizations to establish privacy roles, responsibilities, and access requirements for
contractors and service providers, and to include privacy requiremeistiaats
and other acquisiticrelated documentsContracts should include the required FAR
clauses, as well as the required safeguards, privacy controls, and other provisions
related to the handling, maintenance and processing of PII for informatiadgngv
information processors, and other organizations.

1 AR-8, Accounting of Disclosuresequires organizations to keep an accurate
accounting of disclosures of information held in each system of records under its
control to ensure they are being propenigintained and provided to persons named
in those records consistent with the Privacy Act @mmetainthemfor the life of the
record or five years after the disclosure is made, whichever is loiipese
disclosures mugie male available to thindividual who is the subject of the record
upon requestThis requirement is outlined in DOI Privacy Act regulations at 43 CFR
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2.232 and in 383 Departmental Manual 7.8. The Department has iss@G&d @I
Disclosure Accounting form for this purpose.

DI-2, Dat Integrity and Data Integrity Boangquires organizations to document
processes to ensure the integrity of Pl through existing security controls; and to
establish a Data Integrity Board to oversee and implement Computer Matching
Agreements and to ensuthose agreements comply with computer matching
provisions of the Privacy Act.

TR-1, Privacy Notice, requires organizations to provide notice to the public and
individuals regarding activities that impact individual privacy, including the authority
for collecting PII; what Pll is collected; whether the Pll is shared with an external
organization; how the agency handles the collection, use, sharing, and disposal of PlII;
any opportunity for the individual to consent to the collection and use of PIl, and any
consequences for consenting or not consenting; and how individuals can access and
amend PII if necessary. This requirement applies whether or not the PIl involved is
maintained in a Privacy Act system of records. There are many ways an organization
canprovide notice to the public, including SORNSs, PIAs, website Privacy Policy,
Privacy Act Statements, and Privacy Notices directly related to information
collections, web pages, or thiparty website or applications.

TR-2, System of Records Notices anivBcy Act Statements, requires organizations
to publish SORNSs in thEederal Registeto provide notice to the public on systems

of records maintained on individuals; and to provide Privacy Act Statements when
collecting PII directly from individuals to pwide notice to individuals on the

authority for the collection, the purpose and uses of the information collected, and
whether providing the information is mandatory or optional, as well as any
consequences for not providing the requested informafibe.Privacy Act allows
agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protection of criminal law enforcement investigations.
In these cases, the SORN that covers the records will indicatg exemptions are
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of the Privacy Act, which may include individual notification and
access, the requirement to provide an accounting of disclosurestoagpest from

an individual, providing a Privacy Act Statement at the time of collection, and other
provisions. The applicable SORN will include any exemptions claimed and a list of
exempt systems may be viewed at 43 CFR 2.254.

UL-1, Internal Use, ragres that organizations take steps to ensure that PlIl is only
used for legally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.
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1 UL-2, Information Sharing with Third Parties, reqgsiganizations to share PII
only for authorized purposes in accordance with the disclosure requirements of the
Privacy Act and any applicable system of records notice(s). Any such sharing with
third parties should be described in a Memorandum of Unaelisg Memorandum
of Agreement, Computer Matching Agreement, or other similar agreements, and
specifically describe the PII covered, how it may be used, and the safeguards applied
to protect the information. The applicable PIA(s) and SORN(s) should la¢eaipd
address this information sharing. Also, note that there are other considerations related
to the sharing of information with third parties. Are Computer Matching Agreements
published? Is the information sharing with other partners in the ISEujekct to
the ISE Privacy Guideline or other Federal mandates that govern the ISE? Any
disclosure of Privacy Act records to a third party pursuant to a published routine use
must be documentedrganizations can use the-BY10, Disclosure Accounting
form for this purpose.

F. Do individuals have the opportunity to decline to provide information or to consen
to the specific uses of their PII?

Indicate whether individuals have the opportunity to congespecific uses of information
collectedor to decine to provide informatiorand whether the consequences of not

providing information are included in the notice. Describe the praddssv an individual

may exercise the right to consent to particular uses or decline to provide inforroation
explainwhy individuals cannot provide or withhold conseht.some cases, notice may not

be appropriate. Explain how providing direct notice to the individual at the time of collection
would undermine or be inconsistent with the purpose of the collection.

This question is directly related to privacy contii®ll, Consentwhich requires

organizations to provide a means for individuals to authorize the collection, use, and sharing
of PII prior to its collection, and for individuals to understand the consequehdesisions

to provide or decline the collection, use, and sharing of PIl. Consent ensures that individuals
can participate in the process and understand the potential risk to their privacy. Consent may
include optin, where the individual takes affiative action to allow the collection or use of

Pl1l, such as signing a form or clicking a radio button in agreemengutptvhere

individuals take action to prevent the collection or use of PII, such as indiviegasering

for the DoNot-Call Registryor taking steps to opt out of browser aatts when visiting

websites; or implied consewhenappropriate, though implied consent is the least preferred
method and should be limited to situations where behavior or failure to object indicates
agreement (g., entering and remaining in a facility where a Privacy Notice is posted

advising individuals that they are being monitored via security cameras implies consent to
video recording).
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Other related privacy controls includ®-1, Privacy NoticeTR-2, Systen of Records
Notices and Privacy Act Statement®R-3, Dissemination of Privacy Program Information
UL-1, Internal UspandUL-2, Information Sharing with Third Parties

1 TR-1, Privacy Notice, requires organizations to provide notice to the public and
individuals regarding activities that impact individual privacy, including the authority
for collecting PII; what Pll is collected; whether the PIl is shared with an external
organization; how the agency handles the collection, use, sharing, and disfrikal of
any opportunity for the individual to consent to the collection and use of PIl, and any
consequences for consenting or not consenting; and how individuals can access and
amend PII if necessary. This requirement applies whether or not the PII mhi®lve
maintained in a Privacy Act system of records. There are many ways an organization
can provide notice to the public, including SORNSs, PIAs, website Privacy Policy,
Privacy Act Statements, and Privacy Notices directly related to information
collectiors, web pages, or thiparty website or applications.

1 TR-2, System of Records Notices and Privacy Act Statements, requires organizations
to publish SORNSs in theederal Registeto provide notice to the public on systems
of records maintained on individisaand to provide Privacy Act Statements when
collecting PII directly from individuals to provide notice to individuals on the
authority for the collection, the purpose and uses of the information collected, and
whether providing the information is mandat or optional, as well as any
consequences for not providing the requested informatfibie. Privacy Act allows
agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protection of criminaldafercement investigations.
In these cases, the SORN that covers the records will indicate if any exemptions are
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of the Privacy Act, which may include imdinal notification and
access, the requirement to provide an accounting of disclosures to upon request from
an individual, providing a Privacy Act Statement at the time of collection, and other
provisions. The applicable SORN will include any exemptidaisned and a list of
exempt systems may be viewed at 43 CFR 2.254.

1 TR-3, Dissemination of Privacy Program Information, requires agencies to ensure its
privacy practices are publically available on official websites and the public has
access to PIAs, SON®, privacy reports, and other information about its privacy
activities. DOI publishes PIAs, SORNSs, reports, policies, and other resources on the
DOI Privacy Program website to provide information to the public on the privacy
policies and practices of tli#zepartment. The DOI Privacy Policy for the Interior
website also provides information to the
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practices. Organizations should include any resource or mechanism that provides
notice to the public on privacy practicestthey impact them so they may be
informed and be able to participate in the decisions about the provision and use of
their PII.

1 UL-1, Internal Use, requires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(sylama manner compatible with the Privacy
Act and applicable published system of records notices.

1 UL-2, Information Sharing with Third Parties, requires organizations to share PII
only for authorized purposes in accordance with the disclosure requireshémgs
Privacy Act and any applicable system of records notice(s). Any such sharing with
third parties should be described in a Memorandum of Understanding, Memorandum
of Agreement, Computer Matching Agreement, or other similar agreements, and
specificaly describe the PII covered, how it may be used, and the safeguards applied
to protect the information. The applicable PIA(s) and SORN(s) should be updated to
address this information sharing. Also, note that there are other considerations related
to thesharing of information with third parties. Are Computer Matching Agreements
published? Is the information sharing with other partners in the ISE, and subject to
the ISE Privacy Guideline or other Federal mandates that govern the ISE? Any
disclosure oPrivacy Act records to a third party pursuant to a published routine use
must be documentedrganizations can use the-BT10, Disclosure Accounting
form for this purpose.

G. What information is provided to an individual when asked to provide PIl data?

Describe how notice is provided to the individual about the information collected, the right to
consent to uses ttfieinformation, and the right to decline to provide informatiéior

example, otice to individuals mayncludePrivacy Act Statemest postel Privacy Notices,

a Rivacy Policy, and published SORNs and PIAs.

If possible, provide copy ofthe Privacy Act Statement, Privacy Notiedjnk to the
applicablePrivacy Policy, procedure or PIA(s), aeference the SORRederal Register
citation (e.g, XX FR XXXX, Date) for review. Describe any Privacy Act exemptions that
may apply and reference the Final Rule published in the Code of Federal Regulations (43
CFR Part 2).

This question is directly related to privacy controls-TRPrivacy Notice, an@R-2, System
of Records Notices and Privacy Act Statements
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1 TR-1, Privacy Notice, requires organizations to provide notice to the public and

individuals regarding activities that impact individual privacy, including the authority
for collecting PII; whaPll is collected; whether the PIl is shared with an external
organization; how the agency handles the collection, use, sharing, and disposal of PlI;
any opportunity for the individual to consent to the collection and use of PIl, and any
consequences faonsenting or not consenting; and how individuals can access and
amend PII if necessary. This requirement applies whether or not the PIl involved is
maintained in a Privacy Act system of records. There are many ways an organization
can provide notice tthe public, including SORNSs, PIAs, website Privacy Policy,
Privacy Act Statements, and Privacy Notices directly related to information
collections, web pages, or thiparty website or applications.

TR-2, System of Records Notices and Privacy Act Stat&megguires organizations

to publish SORNSs in thEederal Registeto provide notice to the public on systems

of records maintained on individuals; and to provide Privacy Act Statements when
collecting PII directly from individuals to provide notice taividuals on the

authority for the collection, the purpose and uses of the information collected, and
whether providing the information is mandatory or optional, as well as any
consequences for not providing the requested informafibe. Privacy Act alla/s

agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protection of criminal law enforcement investigations.
In these cases, the SORN that covers the records will indicate if any exeraptions
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of the Privacy Act, which may include individual notification and
access, the requirement to provide an accounting of disclosures to upon request from
anindividual, providing a Privacy Act Statement at the time of collection, and other
provisions. The applicable SORN will include any exemptions claimed and a list of
exempt systems may be viewed at 43 CFR 2.254.

H. How will data be retrieved? List the identifiers that will be used to retrieve
information (e.g., name, case number, etc.).

Describe how data is retrieved from the systémar example,d data retrieved manualdy

via reports generated automaticallig?specific retrieval identifiers used ook the system
use key word searches? Be sure tahistidentifiers that will be used to retrieve data (e.qg.,
name, case number, Tribal Identificatidomber subject matter, datefc.).

This question is related to privacy congdlR-2, System of Bcords Notices and Privacy Act
StatementsandUL-1, Internal Use
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1 TR-2, System of Records Notices and Privacy Act Statemesgsires organizations
to publish SORNSs in theederal Registeto provide notice to the public on systems
of records maintainedn individuals; and to provide Privacy Act Statements when
collecting PII directly from individuals to provide notice to individuals on the
authority for the collection, the purpose and uses of the information collected, and
whether providing the informi@in is mandatory or optional, as well as any
consequences for not providing the requested informatfibie. Privacy Act allows
agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protectionrghinal law enforcement investigations.
In these cases, the SORN that covers the records will indicate if any exemptions are
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of the Privacy Act, which miaglude individual notification and
access, the requirement to provide an accounting of disclosures to upon request from
an individual, providing a Privacy Act Statement at the time of collection, and other
provisions. The applicable SORN will include ax¥emptions claimed and a list of
exempt systems may be viewed at 43 CFR 2.254.

1 UL-1, Internal Usetequires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner compatible with the Privacy
Act ard applicable published system of records notices.

I.  Will reports be produced on individuals?

Indicate whether reports will be produced on individuals. Provide an explanatibe on

purpose of the reports generatiedy the reports will be used, what dati#l be included in

the reportswho the repds will be shared with, angho will have access to the reports.

Many information systems have the capability to produce reports on the data contained in the
system. Also, systems that have audit functiomsgeaerate reports on user actions. For

example, audit logs can be generated that show the username, date and time of system access,
number of failed attempts, files accessed by the user, etc. Be sure to include any such reports
generated by the system.

This question isalatedto privacy controlsAR-4, Privacy Monitoring and AuditingandUL-
1, Internal Use

1 AR-4, Privacy Monitoring and Auditingequires organizations to monitor and audit
privacy controls and internal privacy policy to promote actability, assess
adequacy of privacy protections, address gaps in compliance with privacy
requirements, and take corrective actions.
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1 UL-1, Internal Use, requires that organizations take steps to ensure that Pll is only
used for legally authorized purps) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

6.3 Attributes of System Data

A. How will data collected from sources other than DOI recordbe verified for
accuracy?

The Privacy Act of 1974 requirgisat agencies only maintain data that is accurate, relevant,
timely, and complete about individuals. These requirements are statutory and need to be
addressed. If the data does not meet any one of these four components, then fairness in
making any detenination is compromised.

The information has to have some form of verification for accuracy due to the Privacy Act
provisions that require that only relevant and accurate records should be collected and
maintained about individuals.

Data accuracy andlrability are important requirements in implementing the Privacy Act.

The statute requires that each agency that n
records which are used by the agency in making any determination about any individual with

swch accuracy, relevance, timeliness, and completeness as is reasonably necessary to assure
fairness to the individual in the determinat

This question is related to privacy contrbls1, Data QualityDM-1, Minimization of
Pesonally Identifiable InformatiorandIP-3, Redress

1 DI-1, Data Qualityrequires organizations to take steps to confirm the accuracy,
relevance, timeliness and completeness of Pl that is collected or created; collect Pl
directly from individuals to tl greatest extent practicable; check and correct any
inaccurate or outdated PII used by programs of information systems; and issue
guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminated information. This mayiade verifying data as it is collected or entered
into systems, verifying sources of data if not collected directly from the individual, and
reviewing and updating PII holdings regularly to ensure accuracy, relevance, and
completeness.

1 DM-1, Minimizationof Personally Identifiable Informationequires organizations to
identify the minimum PII elements that are relevant and necessary for the legally
authorized purpose of collection; limit the collection and retention of Pll; and conduct
periodic evaluatins to ensure that Pll identified in the notice is collected and retained.
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Organizations should limit and reduce the use of PIl where feasible to protect
individual privacy, and conduct periodic reviews of Pll inventories to ensure the
collection and maimnance of the PII is necessary and appropriate, as well as accurate,
timely, and complete.

1 IP-3, Redresswhich requires organizations to provide a process for individuals to
correct or amend inaccurate Pll maintained by the organization. This fagilitate
accuracy and demonstrates organizational commitment to data quality, and is
especially important in areas where inaccuracy of data may result in negative
determinations about individuals or a denial of benefits or servinesome cases,
inaccurate dat sharedvith partneranay also have a negative impact on the privacy,
civil rights, and civil liberties of affected individualdt is important thattie
organizatiorhave arestablisledprocess for assessing requests for redress,
disseminating any corcéons or amendments made to the PIl maintained and shared
with other authorized users of the PII, such as external third partiegmers in the
ISE.

B. How will data be checked for completeness?

Describe the procedures to ensure data is checked f@ietemess To the extent practical,
Pll should be checked for completeness to ensure accuracy within the context of the use of
the data.

This question is related l-1, Data Qualitywhich requires organizations to take steps to
confirm the accuracygtevance, timeliness and completeness of PlI that is collected or
created; collect PII directly from individuals to the greatest extent practicable; check and
correct any inaccurate or outdated Pl used by programs of information systems; and issue
guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminated information. This may include verifying data as it is collected or entered into
systems, verifying sources of data if not collected directly from the individodlreviewing

and updating PII holdings regularly to ensure accuracy, relevance, and completeness.

C. What procedures are taken to ensure the data is current?dentify the process or
name the document (e.g., data models).

Describe the steps or proceduralsen to ensure the data is current and nebbdate.

Where are they documented? For example, are they outlined in standard operating
procedures or data models? Data that is not current also affects the relevancy and accuracy
of the data. This is pacularly true with data warehousing\ data warehousis a repository

of an organization's electronically stored data isdesigned to facilitate reporting and
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analysis of its dataA data warehouse may contain data that is not current which would
cawse a domino effect throughout the data stores.

This question is related to £1l, Data Quality, which requires organizations to take steps to
confirm the accuracy, relevance, timeliness and completeness of PlI that is collected or
created; collect PII déctly from individuals to the greatest extent practicable; check and
correct any inaccurate or outdated PIl used by programs of information systems; and issue
guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminatd information. This may include verifying data as it is collected or entered into
systems, verifying sources of data if not collected directly from the individual, and reviewing
and updating PII holdings regularly to ensure accuracy, relevance, ancetzmepk.

D. What are the retention periods for data in the system?dentify the associated
records retention schedule for the records in this system.

Is there aecords retention schedule approved by the National Archives amddRec
Administration (NARA)for records in the systeminformationSystemOwners must
consultwith BureauOffice RecordsOfficers early in the development process to ensure that
appropriate retention and destruction schedule&largified, or to develop a records

retention schedalfor the records contained in imdormation system. New records
retention schedules must be submitte®lARA for official approval.

Identify all applicable records retention schedulesxpiagn atwhatdevelopmenstagethe

proposed records retéon schedule in. Somesystemsnay not require thdevelopmenof

a new retention schedullleowever, any system that contains Federal records that does not
have a NARA approved records retention schedule must maintain those records permanently
pending @proval of the proposed records schedule by NARA

Describethe specific types of information tlsgstenretainsand explain whethaall the
informationis retainedor if there arespecific subsatof informationthatareretained Also

describe ifsubset of information are deleteahd howand wherthey are deletedBe sure to
include applicable records retention schedules for different types of information or subsets of
information.

Note thatthe agencyeeds to secure the information and assure égracy and integritgo
any proposedecordsschedule should align with the stated purpose and mission of the
system and Plishould only be retainefdr the minimum amount of timeecessary tmeet
DOI 6 s mi thesreqoirementsioflthe Federal Recokds

This question is directly related to privacy confodll-2, Data Retention and Disposal,
whichrequires organizations to retain collections of Pl to fulfill the purpose identified in the
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notice or as required by law in support of operational neBtisshould be retained in

accordance with a NARApproved records retention schedules and disposed of approved
methods to ensure secure deletion or destruction of the PII, including shredding, erasing, and
anonymizing the PII, in a manner that prevenss |oheft, misuse, or unauthorized access.

E. What are the procedures for disposition of the data at the end of the retention
period? Where are the procedures documented?

Describepolicies and procedures for how PII that is no longer relevant and necisssary
purged. This may be obtained from records retention schedules, the DepatiMantal
Bureaupffice records management policies standard operating procedures

This question is directly related to privacy control E2VIData Retention and Dispdsa

which requires organizations to retain collections of PII to fulfill the purpose identified in the
notice or as required by law in support of operational needs. PII should be retained in
accordance with a NARApproved records retention schedules aspased of approved

methods to ensure secure deletion or destruction of the PII, including shredding, erasing, and
anonymizing the PII, in a manner that prevents loss, theft, misuse, or unauthorized access.

F. Briefly describe privacy risks and how information handling practices at each stage
of the Ainformation |ife cycleo (i.e., col
and destruction) affect individual privacy.

Describe and analyze the major potential privacy risks identified and discussthié ove

impact on the privacy of employees or individuals. Include a description of how the program
office has taken steps to protect individual privacy and mitigate the privacy risks. Provide an
example of how information is handled at each stage of thamation life cycle.

Also, discuss privacy risks associated with the sharing of information outside of the
Department and how those risks were mitigated. Discuss whether access controls have been
implemented and whether audit logs are regularly revigwedisure appropriate sharing

outside of the Department.

This question is related to privacy contr8R-2, Privacy Impact and Risk AssessmeXiR-

4, Privacy Monitoring and AuditindAR-7, PrivacyEnhanced System Design and
DevelopmentDM-1, Minimization of Personally Identifiable InformatipPM-2, Data
Retention and DisposdDM-3, Minimization of PIl Used in Testing, Training, and Research
SE-1, Inventory of Penally Identifiable InformationtJL-1, Internal UseandUL-2,
Information Sharing witiThird Parties
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AR-2, Privacy Impact and Risk Assessmeatuires organizations to conduct PIAs
and assess privacy risk to individuals resulting from the collection, sharing, storing,
transmitting, use, and disposal of PII.

AR-4, Privacy Monitoring and Aditing, organizations to monitor and audit privacy
controls and internal privacy policy to promote accountability, assess adequacy of
privacy protections, address gaps in compliance with privacy requirements, and take
corrective actions.

AR-7, PrivacyEnhanced System Design and Developmeyquires organizations to
design information systems that employ technologies and system capabilities that
automate privacy controls on the collection, use, retention, and disclosure of PIl and
to conduct periodic regivs of information systems.

DM-1, Minimization of Personally Identifiable Informatiorequires organizations to
identify the minimum PII elements that are relevant and necessary for the legally
authorized purpose of collection; limit the collection agiegmntion of Pll; and conduct
periodic evaluations to ensure that PII identified in the notice is collected and
retained. Organizations should limit and reduce the use of Pll where feasible to
protect individual privacy, and conduct periodic reviews ofifRléntories to ensure
the collection and maintenance of the Pll is necessary and appropriate, as well as
accurate, timely, and complete.

DM-2, Data Retention and Disposal, requires organizations to retain collections of PlII
to fulfill the purpose identiéd in the notice or as required by law in support of
operational needsPIl should be retained in accordance with a NA&#oroved

records retention schedules and disposed of approved methods to ensure secure
deletion or destruction of the PII, includisgredding, erasing, and anonymizing the

Pll, in a manner that prevents loss, theft, misuse, or unauthorized access.

DM-3, Minimization of PIl Used in Testing, Training, and Researefuires
organizations to develop policies and procedures that mintmézese of Pll and
implement controls to protect PII for testing, training, and resedféhl must be

used, organizations take measures to minimize any associated risks and to authorize
the use of and limit the amount of PII for these purposes.

SE1, Inventory of Persnally Identifiable Informationequires organizations to
maintain an inventory of programs and information systems identified as collecting,
using, maintaining, or sharing PIl, and to provide updated PII inventories to
appropriate infanation security official to support information security requirements
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for new or modified information systems containing FlThis allows organizations to
implement effective administrative, technical, and physical security policies and
procedures to prett Pll and to mitigate the risk of Pll exposuf@rganizations
should utilize PIAs and SORNSs to identify information systems and programs that
contain PII.

1 UL-1, Internal Usgerequires that organizations take steps to ensure that Pll is only
used for lgally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

1 UL-2, Information Sharing with Third Partiggquires organizations to share PII
only for authorized purposes in accordancthwhe disclosure requirements of the
Privacy Act and any applicable system of records noticé(sy. such sharing with
third parties should be described in a Memorandum of Understanding, Memorandum
of Agreement, Computer Matching Agreement, or otherlamagreements, and
specifically describe the PII covered, how it may be used, and the safeguards applied
to protect the informationThe applicable PIA(s) and SORN(s) should be updated to
address this information sharinglso, note that there are othmnsiderations related
to the sharing of information with third partieAre Computer Matching Agreements
published?Is the information sharing with other paets in thdSE, and subject to
the ISE Privacy Guideline or other Federal mandates thatgtvelSE?Any
disclosure of Privacy Act records to a third party pursuant to a published routine use
must be documentedrganizations can use the-BY10, Disclosure Accounting
form for this purpose.

6.4 PIA Risk Review

A. Is the use of the data bothrelevant and necessary to the purpose for which the
system is being designed?

Describehow theuse of the system amformationcollectionrelates tdhe purpose of the
underlying mission of the organizatiots the information directly relevaandnecessary to
accomplish the specific purposes of systen?

For Privacy Act systes) the Privacy Act at 5 U.S.C. 552a(e)(1) requires that each agency
shall maintain in its records only such information about an indivithaais relevantand
necessary taccomplish a agencypurposeequired by statute or tixecutiveOrder of the
President.
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This question is related to privacy contrdB-2, Purpose SpecificatiobM-1,
Minimization of Personally Identifiable InformatipiiR-2, System of Records Notgand
Privacy Act StatementandUL-1, Internal Use

1 AP-2, Purpose Specification, which requires organizations to clearly describe the
specific purpose(s) for which PIl is collected, used, maintained, and shared in its
privacy notices and privacy conmgahce documentation.

1 DM-1, Minimization of Personally Identifiable Information, requires organizations to
identify the minimum PII elements that are relevant and necessary for the legally
authorized purpose of collection; limit the collection and redantif P1l; and conduct
periodic evaluations to ensure that PII identified in the notice is collected and
retained. Organizations should limit and reduce the use of Pll where feasible to
protect individual privacy, and conduct periodic reviews of Pll itmees to ensure
the collection and maintenance of the Pll is necessary and appropriate, as well as
accurate, timely, and complete.

1 TR-2, System of Records Notices and Privacy Act Statements, requires organizations
to publish SORNSs in thEederal Registeto provide notice to the public on systems
of records maintained on individuals; and to provide Privacy Act Statements when
collecting PII directly from individuals to provide notice to individuals on the
authority for the collection, the purpose and usfebe information collected, and
whether providing the information is mandatory or optional, as well as any
consequences for not providing the requested information.

1 UL-1, Internal Use, requires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

B. Doesthis system or electronic collection derive new data or create previously
unavailable data about an individual hrough data aggregation?

Does the technologyreate new data @onduct electronic searches, queries, or analysis in an
electronic database to discover or locate a predictive pattern or anolnalgta aggregated

in a way that will permit system usersdasily draw new conclusions or inferences about an
individual? Electronic systems casift through large amounts of information in response to
user inquiry or programmed functigra perform complex analytical tasks resulting in other
types of data, ntahing, relationabr patternanalysisor reporting. Discuss the results
generated by tlseusesandinclude an explanation on how the results are generated, whether
by the information system or manually authorized personneExplainthe purpose and

what will be done with the newly derivelhta
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Derived data is obtained from a source for one purpose and then used to deduce/infer a
separate and distinct bit of information to form additional information that is usually different
from the original soureof information. Aggregation of data is the taking of various data
elements and turning it into a composite of all the data to form another type of data, e.g.,
tables or data arrays.

This question is related to privacy controls-2PPurpose Specifidah; AR-2, Privacy
Impact and Risk Assessmeahd UL-1, Internal Use

1 AP-2, Purpose Specificatiorequires organizations to clearly describe the specific
purpose(s) for which PIl is collected, used, maintained, and shared in its privacy
notices and priacy compliance documentatiofthe use of PIl must be relevant to
the purpose of the collection of the PII, and for Privacy Act systems, must be
compatible with the SORN that covers the system. SORNSs should be reviewed and
updated when necessary to ensiges of Pll remains authorized and consistent with
the Privacy Act and the SORN.

1 AR-2, Privacy Impact and Risk Assessmeatuiresorganizations to conduct PIAs
and assess privacy risk to individuals resulting from the collection, sharing, storing,
transmitting, use, and disposal of PII.

1 UL-1, Internal Userequireghat organizations take steps to ensure that PII is only
used for legally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of recordgcaet

CCWill the new data be placed in the indivi

Will the results be placed iheindividualés record? Explain in detail the purpose of creating
the new data, how it will be used, by whom it will be used, with whom it will be sharéd, a
any resulting effect on individuals.

This question is related to privacy contrdB-2, Purpose SpecificatipAR-2, Privacy
Impact and Risk AssessmebBti-1, Data QualityDM-1, Minimization of Personally
Identifiable Information TR-2, System of Rawrds Notices and Privacy Act Statemeiatsd
UL-1, Internal Use

1 AP-2, Purpose Specificatiprequires organizations to clearly describe the specific
purpose(s) for which Pll is collected, used, maintained, and shared in its privacy
notices and privacgompliance documentation. The use of PIl must be relevant to
the purpose of the collection of the PII, and for Privacy Act systems, must be
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compatible with the SORN that covers the system. SORNs should be reviewed and
updated when necessary to ensure a$é’ [l remains authorized and consistent with
the Privacy Act and the SORN.

AR-2, Privacy Impact and Risk Assessmeatuires organizations to conduct PIAs
and assess privacy risk to individuals resulting from the collection, sharing, storing,
transmiting, use, and disposal of PII.

DI-1, Data Quality, requires organizations to take steps to confirm the accuracy,
relevance, timeliness and completeness of PlI that is collected or created; collect PlII
directly from individuals to the greatest extent picable; check and correct any
inaccurate or outdated PII used by programs of information systems; and issue
guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminated informationThis may include verifying datasat is collected or

entered into systems, verifying sources of data if not collected directly from the
individual, and reviewing and updating Pl holdings regularly to ensure accuracy,
relevance, and completeness.

DM-1, Minimization of Personally Ideni&ble Informationrequires organizations to
identify the minimum PII elements that are relevant and necessary for the legally
authorized purpose of collection; limit the collection and retention of Pll; and conduct
periodic evaluations to ensure that ientified in the notice is collected and

retained. Organizations should limit and reduce the use of Pll where feasible to
protect individual privacy, and conduct periodic reviews of Pll inventories to ensure
the collection and maintenance of the Pllesessary and appropriate, as well as
accurate, timely, and complete.

TR-2, System of Records Notices and Privacy Act Statemeufsires organizations

to publish SORNSs in theederal Registeto provide notice to the public on systems

of records maintaied on individuals; and to provide Privacy Act Statements when
collecting PII directly from individuals to provide notice to individuals on the

authority for the collection, the purpose and uses of the information collected, and
whether providing the inforation is mandatory or optional, as well as any
consequences for not providing the requested informatfibie. Privacy Act allows
agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protecbboriminal law enforcement investigations.

In these cases, the SORN that covers the records will indicate if any exemptions are
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of the Privacy Act, which yniaclude individual notification and
access, the requirement to provide an accounting of disclosures to upon request from
an individual, providing a Privacy Act Statement at the time of collection, and other
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provisions. The applicable SORN will includeysexemptions claimed and a list of
exempt systems may be viewed at 43 CFR 2.254.

UL-1, Internal Usgrequires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

D. Can the system make determinatiosabout individuals that would not be possible
without the new data?

Will the new data be used to make determinations about individuals or will it have any other
effed on the subject individuals? Explain in detail the purpose of creating the new data,
how it will be used, by whom it will be used, with whom it will be shared, and any resulting
effect on individuals.

This question is related to privacy contrdB-2, Purpose SpecificatiQgiAR-2, Privacy
Impact and Risk Assessmebti-1, Data QualityDM-1, Minimization of Personally
Identifiable InformationTR-2, System of Records Notices and Privacy Act Statemands
UL-1, Internal Use

1 AP-2, Purpose Specifican, requires organizations to clearly describe the specific

T

purpose(s) for which Pll is collected, used, maintained, and shared in its privacy
notices and privacy compliance documentatidhe use of Pll must be relevant to

the purpose of the collectiaf the PII, and for Privacy Act systems, must be

compatible with the SORN that covers the system. S&dRNuld be reviewed and
updated when necessary to ensure uses of Pll remains authorized and consistent with
the Privacy Act and the SORN.

AR-2, Privacyimpact and Risk Assessmergquires organizations to conduct PIAs
and assess privacy risk to individuals resulting from the collection, sharing, storing,
transmitting, use, and disposal of PII.

DI-1, Data Qualityrequires organizations to take stepsdafirm the accuracy,
relevance, timeliness and completeness of Pl that is collected or created; collect PlII
directly from individuals to the greatest extent practicable; check and correct any
inaccurate or outdated PII used by programs of informatistesys; and issue
guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminated informationThis may include verifying data as it is collected or

entered into systems, verifying sources of data if not collectedlgifesnn the

individual, and reviewing and updating PII holdings regularly to ensure accuracy,
relevance, and completeness.
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DM-1, Minimization of Personally Identifiable Informatiorequires organizations to
identify the minimum PII elements that are x@et and necessary for the legally
authorized purpose of collection; limit the collection and retention of Pll; and conduct
periodic evaluations to ensure that PII identified in the notice is collected and
retained. Organizations should limit and redu¢etuse of Pll where feasible to

protect individual privacy, and conduct periodic reviews of Pll inventories to ensure
the collection and maintenance of the PIl is necessary and appropriate, as well as
accurate, timely, and complete.

TR-2, System of Recds Notices and Privacy Act Statememégjuires organizations

to publish SORNSs in thEederal Registeto provide notice to the public on systems

of records maintained on individuals; and to provide Privacy Act Statements when
collecting PII directly fromindividuals to provide notice to individuals on the

authority for the collection, the purpose and uses of the information collected, and
whether providing the information is mandatory or optional, as well as any
consequences for not providing the requestemation. The Privacy Act allows
agencies to claim exemptions from certain provisions of the Privacy Act under special
circumstances such as for the protection of criminal law enforcement investigations.
In these cases, the SORN that covers the dsawill indicate if any exemptions are
claimed. DOI has promulgated rules to exempt certain systems of records from
specific provisions of the Privacy Act, which may include individual notification and
access, the requirement to provide an accountingoliodures to upon request from

an individual, providing a Privacy Act Statement at the time of collection, and other
provisions. The applicable SORN will include any exemptions claimed and a list of
exempt systems may be viewed at 43 CFR 2.254.

UL-1, Internal Userequires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

E. How will the new data be verifiedfor relevance and accuracy?

Explain howaccuracy of th@ew datas ensured Describe the process used for checking
accuracyor explain whythe systemdoes not check for accuracescribe any technical
solutions, policies, or procedures focused on ovpry data accuracy and integrity of the
project.

This question is related to privacy contrAR-7, PrivacyEnhanced System Design and
DevelopmentandDI-1, Data Quality
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1 AR-7, PrivacyEnhanced System Design and Developnregjuires organizations t
design information systems that employ technologies and system capabilities that
automate privacy controls on the collection, use, retention, and disclosure of PIl and
to conduct periodic reviews of information systems.

1 DlI-1, Data Qualityrequires orgnizations to take steps to confirm the accuracy,
relevance, timeliness and completeness of Pl that is collected or created; collect PlII
directly from individuals to the greatest extent practicable; check and correct any
inaccurate or outdated PII usedgrpgrams of information systems; and issue
guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of
disseminated informationThis may include verifying data as it is collected or
entered into systems, verifying sources atedif not collected directly from the
individual, and reviewing and updating Pl holdings regularly to ensure accuracy,
relevance, and completeness.

F. Are the data or the processes being consolidated?

If the data is being consolidated, that is, combirreghited into one system, application, or
process, then the existing controls should remain to protect the@@tdT security policies
describe technical controls associated with identification and authentication that prevents
unauthorized people orgresses from accessing dallaneeded, strengthen the control(s) to
ensure that the data is not inappropriately accessed or used by unauthorized individuals.
Minimum sets of controls are outlined in OMB CircularlB0, Appendixll] A Secur i ty
Federahut omated I nformation Resourceso

This question is related to privacy contr8R-2, Privacy Impact and Risk Assessment, and
UL-1, Internal Use

1 AR-2, Privacy Impact and Risk Assessment, requires organizations to conduct PIAs
and assess privacy rigk individuals resulting from the collection, sharing, storing,
transmitting, use, and disposal of PII.

1 UL-1, Internal Usgerequires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner congwaifithl the Privacy
Act and applicable published system of records notices.

G. Who will have access to data in the system or electronic collection?
Describe the process by which an individual receives access to the informighiorthe
system Explainwhat roles these individuals haaad their level of accessf remote access

to the system is allowed or external storage or communication devices interact with the
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system, describe any measures in place to secure the transmission and storage of data (e.g.
encryption and/or twdactor authenticationDo u s er s -ohnd wed farceceeds s oOr
authorized to make changes in the system?

a

Also,consi der Aother o users whdaoveramentnot be as

Accountability Office GAO) or the Inpector Generablatabase administrators or
contractors Also include those listed in the Privacy MDRNunder t he sdi Rout i
sectionfor Privacy Act system

This question is related to privacy contr8R-3, Privacy Requirements for Contractarsl
Service ProvidersAR-7, PrivacyEnhanced System Design and Developmamt TR-2,
System of Records Notices and Privacy Act Statements

1 AR-3, Privacy Requirements for Contractors and Service Providepsiyes
organizations to establish privacy releesponsibilities, and access requirements for
contractors and service providers, and to include privacy requirements in contracts
and other acquisiticrelated documents.

1 AR-7, PrivacyEnhanced System Design and Developnrejlires organizations to
design information systems that employ technologies and system capabilities that
automate privacy controls on the collection, use, retention, and disclosure of PIl and
to conduct periodic reviews of information systems.

1 TR-2, System of Records Notices dPdvacy Act Statementsrequires
organizations to publish SORNs in thederal Registeto provide notice to the
public on systems of records maintained on individuals; and to provide Privacy Act
Statements when collecting PII directly from individualgtovide notice to
individuals on the authority for the collection, the purpose and uses of the information
collected, and whether providing the information is mandatory or optional, as well as
any consequences for not providing the requested informalioa Privacy Act
allows agencies to claim exemptions from certain provisions of the Privacy Act under
special circumstances such as for the protection of criminal law enforcement
investigations. In these cases, the SORN that covers the records watenéieny
exemptions are claimed. DOI has promulgated rules to exempt certain systems of
records from specific provisions of the Privacy Act, which may include individual
notification and access, the requirement to provide an accounting of disclosures to
upon request from an individual, providing a Privacy Act Statement at the time of
collection, and other provisions. The applicable SORN will include any exemptions
claimed and a list of exempt systems may be viewed at 43 CFR 2.254.
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H. How is user accest data determined? Will users have access to all data or will
access be restricted?

Usesarenormalyonl y gi ven access -tbhnowothasi dafar on
information that is needed to perform an official function. Care should be givenitb a

Aopen systemso where al/l i nformation can be
may be afforded access to all of the data depending upon the system or application.
However,access should lrestricedwhen users may not need to have acceal tbe data.

For more guidelines on this, refer to the Federrimation Processing Standards (FIPS)
Publicationgn the authorities section

DOI IT securitypoliciesdescribe the practice of applying logical access contndigch are
systembased reans by which the ability is explicitly enabled or restricted. It is the
responsibility ofinformation §stemOwnersto ensure no unauthorized access is occurring.

This question is related to privacy contrR-3, Privacy Requirements for Contractorslan
Service ProvidersAR-4, Privacy Monitoring and AuditindAR-7, PrivacyEnhanced System
Design and DevelopmerandUL-1, Internal Use.

1 AR-3, Privacy Requirements for Contractors and Service Providers, requires
organizations to establish privacy rolessponsibilities, and access requirements for
contractors and service providers, and to include privacy requirements in contracts
and other acquisiticrelated documents.

1 AR-4, Privacy Monitoring and Auditing, requires organizations to monitor and audit
privacy controls and internal privacy policy to promote accountability, assess
adequacy of privacy protections, address gaps in compliance with privacy
requirements, and take corrective actions.

1 AR-7, PrivacyEnhanced System Design and Development, regjoirganizations to
design information systems that employ technologies and system capabilities that
automate privacy controls on the collection, use, retention, and disclosure of PIl and
to conduct periodic reviews of information systerRer example, somof these
controls may include access restrictions, audit features, alerts, and encryption.

1 UL-1, Internal Use, requires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner compatible withvaeyP
Act and applicable published system of records notices.

I. Are contractors involved with the design and/or development of the system, or will
they be involved with the maintenance of the system?
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If contractos are involved in the development, des@mmaintenance of the systemere

Privacy Act contract clauses inserted in their contracts and other regulatory measures
addressed? When a contract provides for the operation of a system of records on behalf of
DOlI, the Privacy Act requirements and Ddp@ntal regulations on the Privacy Act must be
applied to such a system (see DOI Privacy Act regulations at: 43 CFR Part 2: Government
Contracts). The Federal Acquisition Regulations (FAR) also require that certain information
be included in contract lgmage and certain processes be in place (secafARCFR

24.102(a) and DOI Acquisition RegulatiDIAR) at 48 CFR 1424.1).

This question is directly related to privacy con#®-1, Governance and Privacy Program,
andAR-3, Privacy Requirements for Civactors and Service Providers

1 AR-1, Governance and Privacy Program, requires organizations to develop and
implement policies and procedures that govern privacy and security controls for
programs, information systems, or technologies involving PII; detrate
accountability for the protection of PII; and monitor compliance with privacy controls
and privacy operationsrThis includes oversight of privacy requirements for contracts
and service providers.

1 AR-3, Privacy Requirements for Contractors and $erProviders, requires
organizations to establish privacy roles, responsibilities, and access requirements for
contractors and service providers, and to include privacy requirements in contracts
and other acquisiticrelated documents to protect PII.

J. Isthe system using technologies in ways that DOI has not previously employed (e.g.,
monitoring software, SmartCards or Caller ID)?

Are there newtechnologiesised to monitor activities of the individual in any way? Access
logs may already be used to trabk actions of users of a systemescribe anypew
softwarebeing used, such &eystroke monitoring.

This question is directly related to privacy corgrdR-4, Privacy Monitoring and Auditing
andUL-1, Internal Use

1 AR-4, Privacy Monitoring and Auting, requires organizations to monitor and
audit privacy controls and internal privacy policy to promote accountability, assess
adequacy of privacy protections, address gaps in compliance with privacy
requirements, and take corrective actions.
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1 UL-1, Internal Usewhichrequires that organizations take steps to ensure that Pll is
only used for legally authorized purpose(s) and in a manner compatible with the
Privacy Act and applicable published system of records notices.

K. Will this system provide the caphility to identify, locate and monitor individuals?

Most systems now provide the capability to identify, locate, and monitor individuals (e.g.,
audit trail systems/applicationslror example, audit logs may record username, time and
date of logon, filegccessed, or other user actio@heck system security procedures for
information to respond to this question.

This question is related to privacy conr8R-4, Privacy Monitoring and AuditingAR-7,
PrivacyEnhanced System Design and DevelopmamiUL-1, Internal Use

1 AR-4, Privacy Monitoring and Auditing, requires organizations to monitor and
audit privacy controls and internal privacy policy to promote accountability, assess
adequacy of privacy protections, address gaps in compliance with privacy
requirements, and take corrective actions.

1 AR-7, PrivacyEnhanced System Design and Development, requires organizations
to design information systems that employ technologies and system capabilities that
automate privacy controls on the collection, usesnt®n, and disclosure of Pl and
to conduct periodic reviews of information systems.

1 UL-1, Internal Use, requires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner compatible with the Privacy
Act and applicable published system of records notices.

L. What kinds of information are collected as a function of the monitoring of
individuals?

The DOI IT SystemSecurity Plan describes the audit trail process. In response to this
guestion provide wha audit trails are maintained to record system activity and user activity
including invalid logon attempts and access to data. The IT Security A&A process requires a
SSPoutlining the implementation of the technical controls associated with identifiGatin
authentication. Examples of information collected may include username, logofaiizde,
attemptsfiles accessednd user actions

This question is directly related to privacy corgdR-4, Privacy Monitoring and Auditing
AR-7, PrivacyEnhancd System Design and DevelopmemmdUL-1, Internal Use
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1 AR-4, Privacy Monitoring and Auditing, requires organizations to monitor and audit
privacy controls and internal privacy policy to promote accountability, assess
adequacy of privacy protectiorejdress gaps in compliance with privacy
requirements, and take corrective actions.

1 AR-7, PrivacyEnhanced System Design and Development, requires organizations to
design information systems that employ technologies and system capabilities that
automate pvacy controls on the collection, use, retention, and disclosure of Pll and
to conduct periodic reviews of information systems.

1 UL-1, Internal Use, requires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(sylama manner compatible with the Privacy
Act and applicable published system of records notices.

M. What controls will be used to prevent unauthorized monitoring?

Certain laws and regulations require monitoring for authorized reasons by authorized
employes. Describe the controls in place to ensure that only authorized personnel can
monitor use of the system. For example, business rules, internal instructions, posting Privacy
Act Warning Notices address access controls, in addition to audit logs angriaéeges. It

is the responsibility olnformation §stemOwners andSystemManagerso ensure no
unauthorized monitoring is occurring.

This question is directly related to privacy corgrdR-4, Privacy Monitoring and Auditing
AR-7, PrivacyEnhancedystem Design and Developmgand UL-1, Internal Use

1 AR-4, Privacy Monitoring and Auditing, requires organizations to monitor and audit
privacy controls and internal privacy policy to promote accountability, assess
adequacy of privacy protections, aésls gaps in compliance with privacy
requirements, and take corrective actions.

1 AR-7, PrivacyEnhanced System Design and Development, requires organizations to
design information systems that employ technologies and system capabilities that
automate privag controls on the collection, use, retention, and disclosure of PIl and
to conduct periodic reviews of information systems.

1 UL-1, Internal Use, requires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and manner compatible with the Privacy
Act and applicable published system of records notices.
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N. How will the PIl be secured?

Discusshow each pvacy riskidentified was mitigated Specific risks may be inherent in the
sources or methods of collection,tbe quality or quantity of information include@escribe
auditing features, access contrads)dother possible technical and policy safeguards such as
information sharing protocolsy special access restrictions.

Do the audifeaturesnclude the attity to identify specific records each user can access?
Describe the different roles in general terms that have been created to provide access to the
project information.For examplegertain users may have "readly" access while others
may be permitte to make certain amendments or changes to the information.

How is the system audited? For example, does the systdormselfaudits,or is the
system subject tthird-party auditor reviews by the Office of Inspector GeneralGhO?

Does the ITsystem have automated tools to indicate when informatimajgropriately
accessed, retrieved orisused?Describe what privacy training is providedsystemusers
For example, do system administrators tpkeacy and security trainingr othertraining
specific to thesystem or program offichich includesinformation handling procedures and
sensitivity of informatio? Explain what controls are in place to ensure that users of the
system have completed training relevant to the projexamplesof controls includeules of
behavior encryption secured facilitiesfirewalls, etc.

This question is directly related to privacy controls-8RPrivacy Requirements for
Contractors and Service ProvidefdR-4, Privacy Monitoring and AuditindAR-5, Privacy
Awareness and Trainin@\R-7, PrivacyEnhanced System Design and Developmamd
UL-1, Internal Use

1 AR-3, Privacy Requirements for Contractors and Service Providers, requires
organizations to establish privacy roles, responsibilities, and aszpssements for
contractors and service providers, and to include privacy requirements in contracts
and other acquisiticrelated documents.

1 AR-4 requires organizations to monitor and audit privacy controls and internal
privacy policy to promote accourtidity, assess adequacy of privacy protections,
address gaps in compliance with privacy requirements, and take corrective actions.

1 AR-5, Privacy Awareness and Training, requires organizations to develop,
implement, and update a comprehensive trainingaaradeness strategy to ensure
that personnel understand privacy responsibilities and procedures; administer basic
privacy training and targeted, relb@ased privacy training for personnel having
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responsibility for Pl or for activities that involve PII; ardsure that personnel

certify acceptance of responsibilities for privacy requirementaining methods

include: mandatory annual privacy awareness training; targetechaséasl training;

internal privacy program websites; manuals, guides, and handlstidks;

presentations; privacy events; posters and brochures; and email messages to all
employees and contractor®rganizations may provide privacy training with security
training such as the mandatory DOI Federal Information Systems Security Awareness
(FISSA)+ Privacy and Records Management training course.

1 AR-7, PrivacyEnhanced System Design and Development, requires organizations to
design information systems that employ technologies and system capabilities that
automate privacy controls on the cotleq, use, retention, and disclosure of PIl and
to conduct periodic reviews of information systems.

1 UL-1, Internal Use, requires that organizations take steps to ensure that Pll is only
used for legally authorized purpose(s) and in a manner compatibl¢heiPrivacy
Act and applicable published system of records notices.

O. Who will be responsible for protecting the privacy rights of the public and
employees?This includes officials responsible for addressing Privacy Act
complaints and requests for redres or amendment of records.

Although all employees who have access to information in a Privacy Act system have some
responsibility for protecting and safeguarding that information, oftemfbemation
SystemOwner andPrivacy Act §stemManager (identid in the Privacy ACBORN

share the responsibility for protecting the privacy rights of employees and the ptdolic.
Privacy Act responsibilities refer to 383 Department Manual Chapt&dsahd DOI

Privacy Act regulations at 43 CFR Part&lso, descbe how Privacy Act complaints and
requests for redress or amendment of records are addressed.

This question is related to privacy contr8R-1, Governance and Privacy PrograhiR-4,
Privacy Monitoring and AuditingAR-5, Privacy Awareness and TraigjriP-3, Redress
and IR4, Complaint Management. These controls require organizationsrior and
audit privacy controls and internal privacy policy to promote accountability

1 AR-1, Governance and Privacy Program, requires organizations to develop an
implement policies and procedures that govern privacy and security controls for
programs, information systems, or technologies involving PII; demonstrate
accountability for the protection of Pll; and monitor compliance with privacy controls
and privacy perations.
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AR-4 requires organizations to monitor and audit privacy controls and internal
privacy policy to promote accountability, assess adequacy of privacy protections,
address gaps in compliance with privacy requirements, and take corrective.actions

AR-5, Privacy Awareness and Training, requires organizations to develop,
implement, and update a comprehensive training and awareness strategy to ensure
that personnel understand privacy responsibilities and procedures; administer basic
privacy trainingand targeted, rolbased privacy training for personnel having
responsibility for Pl or for activities that involve PII; and ensure that personnel
certify acceptance of responsibilities for privacy requirementaining methods

include: mandatory annlprivacy awareness training; targeted, +bésed training;
internal privacy program websites; manuals, guides, and handbooks; slide
presentations; privacy events; posters and brochures; and email messages to all
employees and contractor®rganizationsnay provide privacy training with security
training such as the mandatory DOI Federal Information Systems Security Awareness
(FISSA)+ Privacy and Records Management training course.

IP-3, Redress, requires organizations to provide a process for inds/iduzdrrect or

amend inaccurate Pll maintained by the organizatidns facilitates accuracy and
demonstrates organizational commitment to data quality, and is especially important

in areas where inaccuracy of data may result in negative determiretbioms

individuals or a denial of benefits or servic&uch inaccurate data shared through

the information sharing environment may also have a negative impact on the privacy,
civil rights, and civil liberties of affected individual3.he organization ma®stablish

a process for assessing requests for redress, disseminating any corrections or
amendments made to the PII maintained and shared with other authorized users of the
Pll, such as external third parties or partners in the ISE.

IP-4, Complaint Mangement, requires organizations to implement a process for
receiving and responding to complaints or questions from individuals about privacy
practices.The complaint management process or mechanism should be accessible by
the public, and include appropweacontact information necessary to submit a

complaint, as well as tracking mechanisms to ensure that all complaints received are
reviewed and appropriately addressed in a timely manner.

P. Who is responsible for assuring proper use of the datand for reporting the loss,
compromise, unauthorized disclosure, or unauthorized access of privacy protected
information ?

This may baheInformation §stemOwner andPrivacy Act §stemManager, or may be
another individual with designated responsibjldy otherwisestipulatedoy contract oin
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language contained emagreement (e.gHead of the BuredOffice or Program Manager).
There may be multiple responsible officials. Consider a system that contains several
databases from different program offices; therg beone information system owner and
several Privacy Act system managers. Also, describe who is responsible for reporting the
loss, compromise, unauthorized disclosure, or unauthorized access of privacy protected
information. Refer to OMB Circulars AL23, iManagement Accountabilidy and A130
fiManagement of Federal Information Resoudces

This question is related to privacy contrAR-1, Governance and Privacy PrograhR-3,
Privacy Requirements for Contractors and Service ProvidetsAR-4, Privay Monitoring
and Auditing which require organizations toonitor and audit privacy controls and privacy
policy to promote accountability

1 AR-1, Governance and Privacy Program, requires organizations to develop and
implement policies and procedures thavgyn privacy and security controls for
programs, information systems, or technologies involving PII; demonstrate
accountability for the protection of PII; and monitor compliance with privacy
controls and privacy operations.

1 AR-3, Privacy Requirementsif Contractors and Service Providers, requires
organizations to establish privacy roles, responsibilities, and access requirements
for contractors and service providers, and to include privacy requirements in
contracts and other acquisitioelated documen to ensure the protection of PII.

1 AR-4, Privacy Monitoring and Auditing, requires organizations to monitor and
audit privacy controls and internal privacy policy to promote accountability,
assess adequacy of privacy protections, address gaps in camplidm privacy
requirements, and take corrective actions.

6.5 Review and Approval

All P1As conducted must contain approving signatures by the following officiafglicate that
the official reviewed the PlAnd any supporting artifacts to ensure asls associated with the
management of privacy data are identified, evaluated and addressed.

A. InformationSystem Owner Thisofficial hasoverall responsibilityor the operation or
maintenance odninformation systenand compliance with legal and palic
requirements.

B. Information System Security OfficeiThe Chief Information Security Officemay also
approve PlAs or Adapted PIAs for thipdirty websites and social media applications
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C. Privacy Officer The Departmental Privacy Officer reviews PIAsD@partmentwide
and Office of the Secretary systems. Bureau/Office Privacy Officer reviews PIA for
systems developed, operated or maintaatdtiebureau oroffice level.

D. Reviewng Official. TheDOI ClOis theSAOPand theReviewing Official forthe
Departmentind must approve all Departmenide PIAs BureauOffice ADIRs are
Reviewing Officialson PIAs for systemgleveloped, operated oraintained by &dureau
or office. In accordance with OMB policy and NIST standards, the agency SAOP must
approve he privacy controls implemented for information systems prior to granting an
Authority to Operate. This SAOP approval is demonstrated by the PIA review and
approval process.

Section7.0- DOI Adapted PIA

OMB issued a memorandum on December 29, 201dgeacy CIOs requesting that agencies

use the model PIA to develop an adapted PIA that is tailored to assess privacy risks when
engaging the public through the use of tipatty websites and application§he DOI Adapted

PIA in Appendix B contains genergliidance and examples to help prepare quality responses to
the questions in the templateféxilitate proper assessment of privacy risks associated with
agency use of thirgarty websites and application&n Adapted PIA must be completed for all
official use of thirgparty websites and applications to ensure the privacy risks are identified and
mitigated.

One Adapted PIA may be conducted to cover multiple websites or applications as long as the
agencyo6s practices ar e wsbsite antd applicatioaHdoweyer, any mi | ar
use of a thireparty website or application that raises distinct privacy risks requires a completed
Adapted PIA specifically for the website or application that includes a tailored analysis of the
use of the websiter@pplication. Adapted PIAs for Bureau/Office specific use of a tpaity
website or application may be approved by the Bureau/Office ADiEpartmentvide Adapted
P1As must be elevated to the Departmental Privacy Office for review and approvalli®Ithe
CIO/SAOP. DOI Bureaus and Offices that use thpdrty websites or create and maintain an
official presence on social media applications are responsible for ensuring the use is in
accordance with applicable Federal laws, regulations, and DOI prseayrity, and social

media policies.DOI has limited control over thirgarty websites and applications so the
assessment and mitigation of privacy risk may be a challdhgeimportant that organizations
take appropriate steps to assess the inhasistassociated with the use of thpdrty websites

and applicationbeforeengaging the public.
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Privacy controlsareapplicable when DOI Bureaus, Offices, or programitect, use, maintain,

or share PII, or otherwise take action that makes Pllablail through the use otlaird-party

website or applicationin these cases, the responsible organization must take appropriate steps
to identify and assess the privacy risks and implement the appropriate controls and safeguards to
mitigate those risksldentifying and applying privacy controls for agency activities related to the
use of thirdparty websites and applicatiodemonstrates that safeguards were employed to
protect the PII that is provided to the agency thrquglgram activities that imgdate or raise
privacy concernsFor example, any agency collection of PII from visitors to a DOI official

social media page will require the appropriate authority and a purpose specification for the
collection of Pll,as well as a Privacy Notice, and tirganization must meet any additional
requirements under the Privacy Act if the collection of PII results in the creation of a system of
records. These requirements are related to privacy con&Bld, Authority to Collect, AF2,

Purpose Specification,RF1, Privacy Notice, and TR, System of Records Notices and Privacy
Act Statements.

Privacy controls may vary dependent on how and why PIl is collected, how it is used and shared,
where it is maintained and for how long it is maintained, and hovpibtected.Program

officials should work closely with Bureau/Office Privacy Officers to conduct Adapted PIAs to
ensure privacy risks are addressed and privacy requirements are met for all official use of third
party websites and applications.

Section8.0 - Publishing a PIA

Section 208 of the &&overnment Act of 2008stablishes requirements for conducting,
reviewing and publishing PIAfer public viewing. PIAs should be clear, unambiguous, and
understandable to the general publiorder to ensure imdduals understand how the
government maintainslI.

PlAs demonstrate that the agency has evaluated privacy risks and incorporated protections
commensurate with those riskssafeguardhe privacy of personal information as agencies
implement citizercentered electronic GovernmenPIAs promotegovernment transparency by
informing the public on the information agencies collect about them and any itngact

information collection haon their personal privacy. PIAs also confirm that the information
collected is used for the purpose intended; that the information remains timely, relevant, accurate
and complete; and that it is protected while agencies have it antlishagaintairedonly as long

as it is needetb fulfill an agency function

InformationSystemOwners and program managensistwork with privacy personnel to

determine whethat is appropriate to publish a PIA to the DOI Privacy Impact Assessment
website. In accordance with OMB-0IB-22, this determination must include an analysis on the
sensitivity of the information system as agencies are not required to publish PIAs to the extent
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that publication would raise security concerns, reveal classified (i.e., national security)
information or sensitive information that may be potentially dangatgira national interest, law
enforcement effort or competitive business inter8streau/Office Privacy Officers should work
cooperatively with the program managers arfdrmation §stemOwners to determine vether
PlAs can be published.

CompletedBureauOffice PIAsand Adapted PIAsust be submittetb the Departmental
Privacy Office with a rguestto publishthem on the DOI Privacy Impact Assessmarmbsitefor
public viewing. These PIAs must be submitted in #g@roved FA formatsin accordance ith
the procedures establishedthg Departmental Privacy Officelhe Departmental Privacy
Office will make the final determination on whether to pub&g$hlA and will manage the
inventory of published PIAs on thodficial DOI Privacy Impact Assessmentebsite. Approved
DOI PIAs may only be published to the official DOI Privacy Impactéssment website.
Bureaus an®ffices are not authorized to maké| PIAs publically availableon their own
websites howeverBureau andffice web pages may link tthé DOI Privacy Impact
Assessment website.
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Section9.0 - Privacy Resources

For assistancen conducting Privacy Impact Assessmeplsase contact yoBureaufOffice
Privacy Officer For a list of DOI Privacy Officers, visit
http://www.doi.gov/ocio/information_assurance/privacy/privaojicy-contacts.cfm Below are

links to privacyauthorities andesourceshatmay help you in identifying privacy requirents
for systems and applying these requirements to your websites, collections of information from
individuals, and databases with information on individuals.

The E-Government Act of 2002

1
1

The EGovernment Act of 20Qttp://www.gpo.gov/fdsys/pkao/PLAW
107publ347/pdf/PLAWIL07publ347.pdf

Federal Information Security Management Act of 2002, 44 U.S.C. §8b4#(
http://csrc.nist.gov/drivers/documents/FISMiAal.pdf

OMB M-03-22, OMB Guidance for Imfgmentng the Privacy Provisions of tle
Government Act of 200ttp://www.whitetouse.gov/omb/memoranda/m@3.html

The Privacy Act, 5 U.S.C. 552a, as amended

1
il

= =

The Privacy Act of 1974, as amended (5 U.S.C. 552a):
http://www.justice.gov/opcl/privacact1974

Office of Managment and Budget (OMB) regulations on the Privacy Atvacy Act
Implementation, Guidelines and Responsibilité3FR 28948 (Jul®, 1975)
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_g
uidelines.pdf

OMB Circular A-130, Management of Federal Information Resourcese Sppendix |
for implementing the Privacy Act and transmittal memorandum:
http://www.whitehouse.gov/omb/circulars/al30/al130trans4.html

OMB PrivacyGuidancePage http://www.whitehouse.gov/omb/inforeg_infopoltech#pg
Department of Justice Privacy Act Overview
http://www.justice.gov/opcl974privacyacbverview.htm

The Clinger-Cohen Act of 1996

T

TheClingerCohen Act of 1996, 40 U.S.C. 11101 and 11103:
http://uscode.house.gov/viedatm|?path=/prelim@title40/subtitle3/chapterl11&edition=
prelim
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http://www.whitehouse.gov/omb/inforeg/implementation_guidelines.pdf
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http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf
http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html
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The Paperwork Reduction Act

T

T

The Paperwork Reduction Act, 44 U.S.C: 35
http://lusode.house.gov/view.xhtml?path=/prelim@title44/chapter35/subchapterl&editio
n=prelim

5 CFR Part 1320,8Agency collection of information responsibilities
http://www.gpo.gov/fdsys/pkg/CFR013title5-vol3/pdf/CFR2013title5-vol3-sec13260

8.pdf

OMB Policy Guidance

T
1

See OMB Privacy Guidance at:
http://www.whitehouse.gov/obdinforeg/infopoltech.html#pg

OMB M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E
Government Act 02002 http://www.whitehouse.gov/omb/memoranda/rBhtml|
OMB M-06-19, Reporting Incidents Involving Personally Identifiable Information and
Incorporating the Cost for Security in Agency Information Technology Investments:
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2006/m06
19.pdf

OMB M-07-16, Safeguarding Against and Responding to the Breach of Personally
Identifiable Information:
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2007/mQ7
16.pdf

OMB M-10-22, Guidance for Online Use of Web Measurement and Customization
Technologies:
http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_ 20122l
OMB M-10-23, Guidance for Agency Use of ThiRhrty Websites and Applications:
http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_20128vdd
OMB Memo on Model Privacy Impact Assessment for Agency Use of ‘Rartly
Websites and Applations:
http://www.whitehouse.gov/sites/default/files/omb/inforeg/info_policy/mepia|
agencyusethird-party-websitesandapplications.pdf

NIST Guidance

1
1

NIST FIPS Publicationshttp://csrc.nist.gov/publications/PubsFIPS.html
NIST FIPS 199, Standards for Security Categorization of Fedemahtation and
Information Systemshttp://csrc.nist.gov/publications/fips/fips199/FHPEB-199

final.pdf
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http://www.gpo.gov/fdsys/pkg/CFR-2013-title5-vol3/pdf/CFR-2013-title5-vol3-sec1320-8.pdf
http://www.whitehouse.gov/omb/inforeg/infopoltech.html#pg
http://www.whitehouse.gov/omb/memoranda/m03-22.html
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2006/m06-19.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2006/m06-19.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2007/m07-16.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2007/m07-16.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_2010/m10-22.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_2010/m10-23.pdf
http://www.whitehouse.gov/sites/default/files/omb/inforeg/info_policy/model-pia-agency-use-third-party-websites-and-applications.pdf
http://www.whitehouse.gov/sites/default/files/omb/inforeg/info_policy/model-pia-agency-use-third-party-websites-and-applications.pdf
http://csrc.nist.gov/publications/PubsFIPS.html
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
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NIST FIPS 200, Minimum Security Requirements for Federal Infaonand
Information Systemshttp://csrc.nist.gov/publications/fips/fips200/FH280-final-
march.pdf

NIST Special Publicationshttp://csrc.nist.gov/publications/PubsSPs.html

NIST SP 806122, Guide to Protecting the Confidentiality of Personally Identifiable
Information (PII): http://csrc.nist.gov/publications/nistpubs/80P2/sp806122.pdf
NIST SP 800144, Guidelines on Security and Privacy in Public Cloud Computing:
http://csrc.nist.gov/pubdations/nistpubs/80044/SP80a144. pdf

NIST SP 80663 Revision 4Security and Privacy Controls for Federal Information
Systems and Organizations
http://nvlpubs.nisgov/nistpubs/SpecialPublications/NIST.SP &304. pdf

Department of the Interior

1
1

E

DOl Privacy Actregulationsat 43 CFR Part 2http:/ecfr.gpoaccess.gov/cgi/t/text/text
idx?c=ecfr&rgn=divS&view=text&node=43:1.1.1.1.2&idno=43

Department Mnualprivacy chaptersan beviewedat 383 DM Ch. 113;
http://www.doi.govbcio/information_assurance/manual.cfm

DOI Privacy Program Homepage:
http://www.doi.gov/ocio/information_assurance/privacy/index.cfm

DOl Privacy Act system of records s and Governmentide notices:
http://www.doi.gov/ocio/information_assurance/privacy/privacy¥notices9-06-06.cfm
DOI Privacy Portalhttps://portal.doi.net/CIO/IAD/ORG/privacy/default.aspx
Federal RegistddocumentDrafting Handbook (see Ch. 3 on guidelines for Privacy Act
System of Records Noticesittp://www.archives.gov/fedal-
reqister/write/handbook/chapt8rpdf

Safeguarding and Disposing of Privacy Act Records

1
il
il

See DOI Manual Section on the Privacy Act at 383 DM 8
http://elips.doi.gov/ELIPS/0/doc/1309/Pdgaspx

See DOI RecordBispostion guidelines at 384 DM:1
http://elips.doi.gov/ELIPS/0/doc/1314/Pagel.aspx

Federal Trade Commission (FTC) Website on Privacy Safeguards
http://www.ftc.gov/privacy/privacyinitiatives/promises_educ.html

Budget Processes and Privacy Requirements

T

See privacy requirements for Exhibit 300s at Office of Management and B@ige) (
Circular A-11, PreparatiorSubmissiorand Executiorof the Budget,July 26, 2013see
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Sections 31.8
http://www.whitehouse.gov/sites/default/filesib/assets/all current_year/all 2013.pdf

Contracts and Privacy Requirements

1 The Privacy Act, Section (m) addresses accountability for Privacy Act systems of records

maintained by persons other than agency personnel:
http://www.gpo.gov/fdsys/pkg/USCODEI1 2title5/pdf/USCODE201 2title5-partk
chap5subchapHsec552a.pdf
The Federal Acquisition Regulations (FAR) requires that wheagancy contracts for
the design, development, or operation of a system of records on individuals on behalf of
the agency to accomplish an agency function, the agency must apply the requirements of
the Privacy Act to the contractor and its employees workimthe contract
o Federal Acquisition Regulations (FAR) 52.224 Privacy Act Notification
0 48 CFR 24.103 Procedures
0 48 CFR 24.104 Contract Clauses
1 DOI Acquisition Regulations (DIAR) 1452.22% PrivacyAct Notification:
http://www.ecfr.gov/cgibin/text
idx?SID=fe2f1e32019b23b9d7c77d92110e63dc&node=pt48.5.1452&rgn=div5#se48.
5.1452 1224 61
DOI Piivacy Act regulations on contracts (43 CPRrt 2228 Government Contracts)
http://www.ecfr.g@/cqgi-bin/text
idx?c=ecfr&sid=0fc3ab3499768eebc2e3691c8cf88dec&rgn=divb&view=text&node=43:
1.1.1.1.2&idno=43#se43.1.2_1228

Interagency Data Sharing

1 OMB M-01-05, Guidanceon InterAgency Sharing of Personal Dat#&rotecting

T

Personal Privagypecembef0, 2000:
http://www.whitehouse.gov/omb/memoranda_riBL
Governmen®ccountabilityOffice (GAO) Report of April 2001 (GA@1-126SP) on
RecordLinkage and Privacyhttp://www.gao.gov/new.items/d01126sp.pdf

Interior W eb Privacy Policy

1
T

The official DOI Privacy Policy: http://www.doi.gov/privacy.cfm

For websites that collect information frohetpublic a specific notice must address the
reason for the information collection, etc. See sample notice at:
https://www.volunteer.gov/gov/privacy.cfm

The official Departmental web disclaimeatgmenthttp://www.doi.gov/disclaimer.cfm
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http://www.whitehouse.gov/sites/default/files/omb/assets/a11_current_year/a11_2013.pdf
http://www.gpo.gov/fdsys/pkg/USCODE-2012-title5/pdf/USCODE-2012-title5-partI-chap5-subchapII-sec552a.pdf
http://www.gpo.gov/fdsys/pkg/USCODE-2012-title5/pdf/USCODE-2012-title5-partI-chap5-subchapII-sec552a.pdf
https://www.acquisition.gov/far/html/52_223_226.html#wp1168976
http://www.gpo.gov/fdsys/search/pagedetails.action;jsessionid=kJqVPx9T3hnJQvn496HtL2vFvFqXyZqJRQn6Z0qnvrkBMjydV4yT!-227764132!1318488165?browsePath=Title+48%2FChapter+1%2FSubchapter+D%2FPart+24%2FSubpart+24.1%2FSection+24.103&granuleId=CFR-2002-title48-vol1-sec24-103&packageId=CFR-2002-title48-vol1&collapse=true&fromBrowse=true
http://www.gpo.gov/fdsys/search/pagedetails.action;jsessionid=kJqVPx9T3hnJQvn496HtL2vFvFqXyZqJRQn6Z0qnvrkBMjydV4yT!-227764132!1318488165?browsePath=Title+48%2FChapter+1%2FSubchapter+D%2FPart+24%2FSubpart+24.1%2FSection+24.104&granuleId=CFR-2002-title48-vol1-sec24-104&packageId=CFR-2002-title48-vol1&collapse=true&fromBrowse=true
http://www.ecfr.gov/cgi-bin/text-idx?SID=fe2f1e32019b23b9d7c77d92110e63dc&node=pt48.5.1452&rgn=div5#se48.5.1452_1224_61
http://www.ecfr.gov/cgi-bin/text-idx?SID=fe2f1e32019b23b9d7c77d92110e63dc&node=pt48.5.1452&rgn=div5#se48.5.1452_1224_61
http://www.ecfr.gov/cgi-bin/text-idx?SID=fe2f1e32019b23b9d7c77d92110e63dc&node=pt48.5.1452&rgn=div5#se48.5.1452_1224_61
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=0fc3ab3499768eebc2e3691c8cf88dec&rgn=div5&view=text&node=43:1.1.1.1.2&idno=43#se43.1.2_1228
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=0fc3ab3499768eebc2e3691c8cf88dec&rgn=div5&view=text&node=43:1.1.1.1.2&idno=43#se43.1.2_1228
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=0fc3ab3499768eebc2e3691c8cf88dec&rgn=div5&view=text&node=43:1.1.1.1.2&idno=43#se43.1.2_1228
http://www.whitehouse.gov/omb/memoranda_m01-05
http://www.gao.gov/new.items/d01126sp.pdf
http://www.doi.gov/privacy.cfm
https://www.volunteer.gov/gov/privacy.cfm
http://www.doi.gov/disclaimer.cfm
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Chil drendés Online Privacy Protection Act Requ

1T DOI Chil dr e n 6 $ittp:RFwwiw.doa gowprivécy thildeey.cfm

1 For pages directed at Children 13 years or under see the Federal Trade Commission
guidance on complying with the Children'sl@e Privacy Protection Act at
http://www.business.ftc.gov/privaeand-security/childrengrivacy

National Security Systems Policy

1 Committee on National Security Systems Instruction No. 1253, Security Categorization
and Control Selection for National Security Systems:
https://www.cnss.gov/CNSS/issuances/Instructions.cfm

61


http://www.doi.gov/privacy_children.cfm
http://www.business.ftc.gov/privacy-and-security/childrens-privacy
https://www.cnss.gov/CNSS/issuances/Instructions.cfm

Privacy Impact Assessment Guide

Glossary

Adapted Privacy Impact Assessment A document used to assess privacy risks when
engaging the publiditough the use of thirgarty websites and applications.

Aggregation of Data - Aggregation of data is the taking of various data elements and turning it
into a composite of all the data to form another type of data, e.g., tables or data arrays.

Assesment and Authorization (A&A) - A&A is the process by which the Department assures
its information technology systems meet appropriate security and operating standards.

Assistant Director for Information Resources (ADIR)- The official responsible for fial

approval for Bureau/Office Privacy Impact Assessments. This is the reviewing official who
ensures the PIA adequately assesses the privacy and security risks associated with the use of the
information system and that remedial action is taken againgiraracydeficiencies identified

in PIAs.

Authority to Operate i A formal declaration that authorizes operation of a business product and
accepts the risk to agency operations.

Authorizing Official - A senior (federal) official or executive with the aotity to formally
assume responsibility for operating an information system at an acceptable levetmf risk
organizational operations (including mission, functions, image, or reputation), organizational
assets, individuals, other organizations, and th&oN.

Avalilability - Ensuring timely and reliable access to and use of information.

Chief Information Officer (CIO) - The official responsible for final approval for Department
wide Privacy Impact Assessments. This is the reviewing official who enghed?|A

adequately assesses the privacy and security risks associated with the use of the information
system and that remedial action is taken against any priefyencies identified in PIAs.

Chief Information Security Officer (CISO) - The Chief Inbrmation Security Officer is
responsible for coordinating, developing, and implementing an information security program,
and manages the security state of organizational information systems through security
authorization processes.

Computer Matching Agreement- An agreement entered into by an organization in connection

with a computer matching program to which the organization is a party, as required by the
Computer Matching and Privacy Protection Act of 1988. With certain exceptions, a computer

62



Privacy Impact Assessment Guide

matchingprogram is any computerized comparison of two or more automated systems of records
or a system of records with nonfederal records for the purpose of establishing or verifying the
eligibility of, or continuing compliance with, statutory and regulatory requents by,

applicants for, recipients or beneficiaries of, participants in, or providers of services with respect
to cash or irkind assistance or payments under federal benefit programs or computerized
comparisons of two or more automated federal perdaor payroll systems of records or a

system of federal personnel or payroll records with-fealeral records.

Confidentiality - Preserving authorized restrictions on information access and disclosure,
including means for protecting personal privacy praprietary information.

Controlled Unclassified Information - A categorical designation that refers to unclassified
information that does not meet the standards for National Security Classification under Executive
Order 12958, as amended, but is (i) ipert to the national interests of the United States or to

the important interests of entities outside the federal government, and (ii) under law or policy
requires protection from unauthorized disclosure, special handling safeguards, or prescribed
limits on exchange or dissemination.

Data Aggregatori A data aggregatas an organization involved in compiling information from
detailed databases on individuals and selling that information to others.

Data being consolidated The process of combining oniing data into one system,
application, or process.

Data Mining - An analytical process that attempts to find correlations or patterns in large data
sets for the purpose of data or knowledge discovery.

Data Warehouse- A repository of an organizatioresectronically stored data. Data warehouses
are designed to facilitate reporting and analysis. at@housing arises in an organization's
need for reliable, consolidated, unique and integrated reporting and analysis of its data, at
different levels of ggregation.

Derived Data- Derived data is obtained from a source for one purpose and then the original
information is used to deduce/infer a separate and distinct bit of information that is aggregated to
form information that is usually different frorhe source information.

DI-3710 Disclosure Accounting Form Official DOI form used to record the date, nature and
purpose of each disclosure from a Privacy Act systems of records, and the name and address of
the individual or agency to whom the disclosis made (See the Privacy Act, 5 U.S.C. 552a (c)

for requirements to account for records disclosed to external parties).
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Disclosurei A release of information contained in a system of records to any person (other than
the person to whom the informatigertains), including any employee of the Department of the
Interior and employees of othEederal agencies.

Disposition - Actions taken regarding records no longer needed for current government
business.For example(1) transfer to agency storageifdies or Federal records centers, (2)
transfer from oné&ederal agency to another, (3) transfer of permanent records to the National
Archives, and (4) disposal of temporary records.

E-Government Act of 2002/ Federal lancreated to enhance the managatand promotion of
electronic government services and processes by establishing a broad framework of measures
that require using Interndétased information technology to enhance citizen access to government
information and servicesSection 208nstitutes the requirement foFederal agencies to conduct
Privacy Impact Assessments for all electronic systems or collections that contain personally
identifiable information on members of the public.

Encryption - The process of encoding electronic informatiomllow secure transmission of
data over the Internet.

Fair Information Practice Principles - Principles that are widely accepted in the United States
and internationally as a general framework for privacy and that are reflected in various federal
andinternational laws and policies. In a number of organizations, the principles serve as the
basis for analyzing privacy risks and determining appropriate mitigation strategies.

Federal Information Security Management Act of 2002 (FISMA) The Federal Infanation
Security Management Act was enacted as Title Il of tigokzernment Act of 2002. It
establishes numerous reporting requirementgdderal agencies to measure compliance with
various provisions dFederal privacy law, especially addressing etettr records.

Federal Records- Documentary materials created or received in the transaction of government
business, regardless of media.

Federal Records Actof 1950- The Federal Records Act of 1950, as amended, establishes the
framework for records nmagement programs Federal agencies.

Federal Register- The official government daily publication for rules, proposed rules, and
notices ofFederal agencies and organizations, as wdlixasutiveOrders and other presidential
documents. Privacy ActyStem of Records Notices published in thé-ederal Registeras are
notices associated with Paperwork Reduction Act compliance.
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Freedom of Information Act (FOIA) - An Act designed to provide agency records upon
request unless certain exemptions applgltor part of the records. Refer to DOI FOIA
regulations for more information about processing information under the FOIA that originated
from the Privacy Act System of Records (43 CFR Part 2).

Identification and Authentication - Technical measuseusd toprevent unauthorized people or
processes from accessing data in an information system.

Impact - The effect on organizational operations, organizational assets, individuals, other
organizations, or the Nation (including the national security intecdshe United States) of a
loss of confidentiality, integrity, or availability of information or an information system.

Individual - A citizen of the United States or an alien lawfully admitted for permanent
residence.

Information Collection Clearance Officer (ICCO) - Official responsible for enging that all
bureaudffice information collection activities adhere to the requirements of the Paperwork
Reduction Act of 195 (PRA), Office of Management and Budget directivasd other
applicable legislatio. The ICCO provides technical assistance, guidance, adwvid&aining to
Information System Owners, Privacy Act System Managers andlmthesiupffice personnel,
and developbureauoffice policiesand proceduret® ensure compliance with OMB direatis
and the PRA.

Information in Identifiable Form - Information in an IT system or online collection: (i) that
directly identifies an individual (e.g., name, addr&SINor other identifying number or code,
telephone number, email address, etc.) ob{iiyvhich an agency intends to identify specific
individuals in conjunction with other data elements, i.e., indirect identificafibmese data

elements may include a combination of gender, race, birth date, geographic indicator, and other
descriptors).

Information Life -Cycle - A process of how information is handled at the collection, use,
retention, processing, disclosure and destruction stages.

Information Security - The protection of information and information systems from
unauthorized access, usésclosure, disruption, modification, or destruction in order to provide
confidentiality, integrity, and availability.

Information System - A discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissgion, or disposition of information.
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Information System Owner - The official responsible fahe overall procurement,

development, integration, modification, or operation and maintenance of information systems.
The Information System Owner is alsopessible forcompleting the privacy impact

assessmenand implementing the legal information resources management requirements such as
Privacy, Security, Records Management, Freedom of Information Act, and data administration.

Information System Securty Officer (ISSO) 1 Official appointed by aInformation System

Owner to ensure implementation of systlawel security controls and to maintain system
documentation. The ISSO also serves as a principal advisor on all matters, technical and
otherwise, invlving the security of an information system, and must have the detailed

knowledge and expertise required to manage the daily security aspects of an information system.

Information Technology (IT) - As defined in the Clinge€ohen Act, any equipment, sofive

or interconnected system or subsystem that is used in the automatic acquisition, storage,
manipulation, management, movement, control, display, switching, interchange, transmission, or
reception of data or information.

Integrity - Guarding against impper information modification or destruction, and includes
ensuring information nerepudiation and authenticity.

Make PIl Available -The term fAimake PIIl availabled incl ud:
to become available or accessible to the agemiagther or not the agency solicits or collects it.

In general, an individual can make PII available to an agency when he or she provides, submits,
communicates, links, posts, or associates Pllwhile ssmg b si t e or applicati or
canincludeact i viti es commond ngr éf @&foedowongs onfiti &i
Agroup, 0 becoming a Afan, 0 and comparable fun

Metadata - Information describing the characteristics of data including, for example, structural
metadata describing @astructures (e.g., data format, syntax, and semantics) and descriptive
metadata describing data contents (e.g., information security labels).

National Security Systems As defined in the Clinge€ohen Act, an information system
operated by théederalgovernment, the function, operation or use of which involves:(a)
intelligence activities, (b) cryptologic activities related to national security, (c) command and
control of military forces, (d) equipment that is an integral part of a weapon or weap@mssyst
or (e) systems critical to the direct fulfilment of military or intelligence missions, but does not
include systems used for routine administrative and business applications, such as payroll,
finance, logistics and personnel management.

Paperwork Reduction Act of 195 - The Paperwork Reduction Act of 9®establishes
requirements for collecting the same information ftem (L0O) or morepersonswhich does not
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includeFederalemployees acting in their official capacity. If you are collecting infoionat

from members of the public, you must ensure that you have OMB approval to do so. You should
contact your Bureau/Office Information Collection Clearance Officer to determine whether you
need to obtain an OMB approval to collect the information.

Personi Under the Paperwork Reduction Act, anyone who is burdened by having to respond to
a Federal request for information, except for Federal employees who are responding within the
scope of their Federal employment.

Personally Identifiable Information (PIl) - Any information about an individual maintained by
an agency, including, but not limited to, education, financial transactions, medical history, and
criminal or employment history, and information which can be used to distinguish or trace an
individualGs identity, such as their name, social security number, date and place of birth,
motheits maiden name, biometric records, etc., including any other personal information which
is linked or linkable to an individual.

Privacy Act of 1974- ThePrivacyAct (5 U.S.C.552a)establisheaontrolsoverwhatpersonal
informationthe Federalgovernmentollectsandhow it usesor discloseghatinformation The
PrivacyAct hasfour basicobjectives(1) To restrictdisclosureof personallyidentifiablerecords
maintanedby agencies(2) To grantindividualsincreasedightsof accesgo agencyrecords
maintainedbn them; (3) To grantindividualstheright to seekamendmenbf agencyrecords
maintainedon themselvesipona showingthatthe recordsarenot accuraterelevant timely, or
completeiand (4) To establisha codeof "fair informationpractices'thatrequiresagencieso
complywith statutorynormsfor collection,maintenanceanddisseminatiorof records.

Privacy Act Exemption - The Privacy Act authorizesFederal agency to exempt records or
information in a system of records from some of the Privacy Act requirements, if the agency
determines that the exemption is necessary.

Privacy Officer - Official responsible for managirand overseeing privacy actiids to ensure
compliance with Federal privacy laws and polici&&e Privacy Officer implements privacy
policy, provides guidance, evaluategeausffice programs, systems and initiatives for potential
privacy implications and provides strategies tagate or reduce privacy risk.

Privacy Act Statementi Whenpersonally identifiable informatiois collecteddirectly from an
individual, that individuamust be providegvith a Privacy Act Statement that describes the

i nformati on c¢ o lahnedadutine uséssthe fegalaptlwostyefor the dollection,
whether providing the information is voluntary or mandatory, and any consequences for not
providing the requested information. It can be included on the form (paper drased), in a
separate &ndout, or read to the individual.
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Privacy Act System Manager- Official responsible for management of a Privacy Act system of
records. The Privacy Act System Manager is usually identified in the published system of
records notice; however, this duty magy further delegated to personnel within the agency,
bureau or program office. For Privacy Act System Manager responsibilities identified by the
Privacy Act, refer to the Departmental Manual Privacy Act Sections, 3838 and DOI
Privacy Act regulatins at 43 CFR Part 2.

Privacy Act Warning Notice i A notice paper or electronic) that informs users of the system of
records of the restrictions and the penalties for not abiding by those restrictions (See DOI
Privacy Act Warning Notice, 383 DM 8, Iktration 1). These notices must be posiedile

folders, cabinets, or other storage devices containing privacy files.

Privacy Controls i A set of controls based on international standards and best practices to assist
agencies in enforcing privacy regeinents derived from Federal legislation, directives, policies,
regulations, and standards. NIST SP-83GRevision 4, Appendix dlescribes the eight privacy
control families. The privacy controls are implemented with the PIA to ensure DOI analyzes the
privacy risk of an information system.

Privacy Impact Assessment (PIA} An analysis of how information is handled: (i) to ensure
handling conforms to applicable legal, regulatory, and policy requirements regarding privacy, (ii)
to determine the risks dreffects of collecting, maintaining and disseminating information in
identifiable form in an electronic information system, and (iii) to examine and evaluate
protections and alternative processes for handling information to mitigate potential privacy risk

Privacy Incident - The potential lossf control, compromiseynauthaized disclosure or
unauthorized access to Pll, whether physical or electronic, and includes both suspected and
confirmed incident¢ al so referred to as a Abreacho) .

Privacy Informati on - Any information linked, or linkable, to a named individual, whether
directly named or indirectly inferredsuch information includes the individagaffull name,

Social Security number, home address, home telephone number, finger and voice phints, bir
date, medical, financial and family information, beliefs and affiliations, and any other
information that is identifiable to the individual

Privacy Notice- A brief descriptiorthat informs individuals on what information is collected
and how it will e used by the agencecause the Privacy Notice should serve to notify
individuals before they engage with an agency, a Privacy Notice should be provided on the
specific webpage or application where individuals have the opportunity to make PIl available
the agency.
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Privacy Policy-Asingecentral ly | ocated statement that
homepageThe Privacy Policy should be a consol.i
privacy-related practices that pertain to itsicieil website and its other online activities.

Records Officer- Official responsible for collaborating with the Information System Owner and
Privacy Act System Manager to identify or develop records retention schedules with approval by
the National Arcives and Records Administration for Federal records maintained within the
system. Th@&ureauDffice Records Officer provides guidance to the Information System Owner
on the management of records, the appropriate records retention and destruction semeblules
approved disposition methods.

Records Retention ScheduleA list of all records maintained by the agency and how long they
need to be keptSome of the records need to be retained permanently, while others can be
destroyed once they have exceetteminimum retention periodlhe records retention

schedule is a legal authorization to destroy records.

Reviewing Official - Theagency official responsible foeviewing and providingnal approval

on privacy impact assessments. @I CIO is the Rviewing Official for the Department and
must approve all Departmewntide PIAs. Bureau/Office ADIRs are Reviewing Officials for
bureaudffice specific PIAs. Th&keviewing Gficial ensures that the PIA adequately assesses
the privacy and security riskssaxiated with the use of the information system and that remedial
action is taken against any privadgficiencies identified in PIAs.

Routine Use- A use of a record which is compatible with the purpose for which it was collected
(these are identified ithe Privacy Act system of records notice published irFtaberal

Registe). It is important that agency employees comply with the limits of the routine uses listed
in the SORN.

Safeguards- Protective measures prescribed to meet the security require(hen

confidentiality, integrity, and availability) specified for an information system. Safeguards may
include security features, management constraints, personnel security, and security of physical
structures, areas, and devices.

Senior Agency Offigal for Privacy (SAOP) 1 The agencyfficial responsible for

implementing the privacy provisions of the Privacy Act of 1974, Higokkernment Act of 2002,

and related privacy laws and policies. The DOl SAOP must approve the Authority to Operate to
ensurethe privacy control$or a systenareimplemented

Sensitive Information - Information where the loss, misuse, or unauthorized access or

modification could adversely affect the national interest or the conduct of federal programs, or
the privacy to wich individuals are entitled under 5 U.S.C. Section 552a (the Privacy Act); that
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has not been specifically authorized under criteria established by an Executive Order or an Act of
Congress to be kept classified in the interest of national defense gnfpdicy.

Spatial Data- Datathat describes the attributes of some object or thing occuatioge or more
locations or in a region in geographic space.

System of Record$ A group of any records under the control of any agency from which
informationis retrieved by the name of the individual or by some identifying number, symbol, or
other identifying particular assigned to the individual.

System of Records Notice (SORN)A Privacy Act notice that is published in tRederal
Registerfor all collections of informatioron individualswhere the information is retrieved by a
name or other personal identifier.

Third -party websites or applications- Web-based technologies that are not exclusively
operated or controlled by a government entity, or-aked technologies that involve significant

participation of a nongovernment entity. Ofte
website or other location that is not part of an official government domain. Howeveipahiyd
applicationscanalseb embedded or incorporated on an age
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Acronyms

A&A
ADIR
ATO
BCISO
CFR
CIO
CISO
CSAM
DIAR
DOl
DM
EFS
FAR
FIPS
FISMA
FISSA
FOIA
GAO
GSS
ICCO
ICR
ISE
ISSO
IT
MOU
NARA
NIST
OMB
PIA
Pl
POA&M
PRA
SAOP
SORN
SP
SSN
SSP

Assessment and Authorization

Assistant Director for Information Resources
Authority to Operate

BureauOffice Chief Information Security Officer
Code of Feeral Regulations

Chief Information Officer

Chief Information Security Officer

Cyber Security Assessment and Management
DOI Acquisition Regulation

Department of the Interior

Departmental Manual

Enterprise Forms System

Federal Acquisition Regulations

Federal Information Processing Standards
Federal Information Security Management Act
Federal Information Systems Security Awareness
Freedom of Information Act

Government Accountability Offe

General Support System

Information Collection Clearance Officer
Information Collection Request

Information Sharing Environment

Information System Security Officer
Information Technology

Memorandunof Understanding

National Archives and Records Administration
National Instituteof Standards and Technology
Office of Management and Budget

Privacy Impact Assessment

Personally Identifiable Information

Planof Action and Milestones

Paperwork Reduction Act

Senior Agency Official for Privacy

System of Records Notice

Special Publication

Social Security Number

System Security Plan
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Appendix A: DI-4001PIA Form

DI-4001 09/2014
U.S. Department of the Interior

U.S. Department of the Interior
PRIVACY IMPACT ASSESSMENT

Introduction

The Department of the Interior requires PIAs to be conducted and maintained on all IT systems whether already in
existence, in development or undergoing modification in order to adequately evaluate privacy risks, ensure the protection of
privacy information, and consider privacy implications throughout the information system development life cycle. This PIA
form may not be modified and must be completed electronically; hand-written submissions will not be accepted. See the DOI
PIA Guide for additional guidance on conducting a PIA or meeting the requirements of the E-Government Act of 2002. See
Section 6.0 of the DOI PIA Guide for specific guidance on answering the questions in this form.

NOTE: See Section 7.0 of the DOI PIA Guide for guidance on using the DOI Adapted PIA template to assess third-party
websites or applications.

Name of Project Date
| Appendix A - Sample DI-4001 PIA Form | [09r30/2014 |

Bureau/Office Bureau/Office Contact Title
‘ Office of the Secretary | | Privacy Officer |

Point of Contact Email First Name M.I.  Last Name Phone

[Privacy Officer@ios.doi.gov | [Privacy | [ ] [officer | [(202) 208-0000 ]
Address Line 1

[ 1849 C St NW |
Address Line 2

[ Mail Stop MIB |

City State/Territory Zip
| Washington | [ District of Columbia | [20240 |

Section 1. General System Information

A. Is a PIA required?
Yes

Yes, information is collected from or maintained on
J Federal personnel and/or Federal contractors

B. What is the purpose of the system?

Describe the purpose of the system and how it relates to the program office’s and Department’s mission. Include the
context and background necessary to understand the purpose, the name of the program office and the technology,
project or collection being assessed.

This question is directly related to privacy control AP-2, Purpose Specification.

Page 1of 13
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C. What is the legal authority?

section of the Privacy Act system of records notice.

A Federal law, Executive Order of the President (EO), or DOI requirement must authorize the collection and maintenance
of a system of records. For Privacy Act systems, the response should reflect the information provided in the authority

This question is directly related to privacy controls AP-1, Authority to Collect, and UL-1, Internal Use.

D. Why is this PIA being completed or modified?

Other
Describe

being merged together.

and Development.

Indicate why the PIA is being conducted. For example, the system is being significantly modified or two systems are

This question is related to privacy controls AP-2, Purpose Specification; and AR-7, Privacy-Enhanced System Design

E. Is this information system registered in CSAM?
Yes

System Security Plan (8SP) Name

‘ Test System

F. List all minor applications or subsystems that are hosted on this system and covered under this privacy impact

assessment.
Subsystem Name Purpose Contains PIl
Subsystem A For General Support Systems  Yes

(GSS) be sure to include all
hosted major applications,
miner applications, or other
subsystems, and describe the
purposes and types of PII if
any. Privacy risks must be
identified and adequately
addressed for each hosted
application or subsystem
identified in the GSS PIA. It is
strongly recommended that a
separate PIA be conducted
specifically for each hosted
application or subsystem that
contains significant amounts of
Pll. In any case, the GSS PIA
must identify all hosted
applications, describe the
relationship, and reference or
append the PIAs conducted for
the hosted applications. The
GSS PIA and associated PlAs
must be reviewed and
approved by all officials as
appropriate; and all related
PlAs, SORNs and supporting
artifacts must be entered into
CSAM.

Describe

This question is related to
privacy controls AR-1,
Governance and Privacy
Program, and AR-4, Privacy
Monitoring and Auditing.

Page 2 of 18
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G. Does this information system or electronic collection require a published Privacy Act System of Records Notice (SORN)?
Yes

List Privacy Act SORN Identifier(s)

A Privacy Act SORN is required if the information system or electronic collection contains information about individuals
that is retrieved by name or other unique identifier. Provide the DOI or Government-wide Privacy Act SORN identifier
and ensure it is entered in CSAM for this system. For new SORNS being developed, select "Yes" and provide a
detailed explanation. Contact your Bureau Privacy Officer for assistance identifying the appropriate Privacy Act SORN

(s).

This question is directly related to privacy control TR-2, System of Records Notices and Privacy Act Statements.

H. Does this information system or electronic collection require an OMB Control Number?
Yes

Describe

The Paperwork Reduction Act requires an OMB Control Number for certain collections of information from ten or more
members of the public. If information is collected from members of the public, contact your Bureau Information
Collection Clearance Officer for assistance to determine whether you need to obtain CMB approval. Please include all
OMB Control Numbers and Expiration Dates that are applicable.

This guestion is related to privacy controls AR-2, Privacy Impact and Risk Assessment; and DI-1, Data Quality.

Section 2. Summary of System Data

A. What PII will be collected? Indicate all that apply.

[ ] Name [ ] Religious Preference (] Social Security Number (SSN)
[] Citizenship [] Security Clearance [ ] Personal Cell Telephone Number
[ ] Gender [ ] Spouse Information [ ] Tribal or Other ID Number

[] Birth Date [] Financial Information [] Personal Email Address

] Group Affiliation [ ] Medical Information [ ] Mother's Maiden Name

[ ] Marital Status [ ] Disability Information [ ] Home Telephone Number

[ ] Biometrics [ ] Credit Card Number [ ] Child or Dependent Information
[ ] Other Names Used [ ] Law Enforcement [ ] Employment Information

[ ] Truncated SSN [] Education Information [] Military Status/Service

[] Legal Status [ ] Emergency Contact [] Mailing/Home Address

[ ] Place of Birth [ ] Driver's License

<] Cther [ ] Race/Ethnicity

Specify the Pl collected.

Identify all the categories of PIl that will be collected, stored, used, maintained or disseminated. Describe any
additional categories of Pll not already indicated, as well as any new information that is created (for example, an
analysis or report), and describe how this is done and the purpose of that information.

This question is related to privacy control SE-1, Inventory of Personally Identifiable Information.

Page 3 of 13
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B. What is the source for the PII collected? Indicate all that apply.

[ Individual [] Tribal agency [ ] DOI records [] State agency
[] Federal agency [ ] Local agency [_] Third party source [ Other
Describe

Include all sources of Pl collected. For example, information may be collected directly from an individual through a

written form, website collection, or through interviews over the phone or in person. Information may also come from
agency officials and employees, agency records, from a computer readable extract from another system, or may be
created within the system itself. If information is being collected through an interface with other systems, commercial

data aggregators, or other agencies, list the source(s) and explain why information from sources other than the
individual is required.

This question is related to privacy controls DI-1, Data Quality; IP-1, Consent; TR-1, Privacy Notice; and TR-2, System
of Records Notices and Privacy Act Statements.

C. How will the information be collected? Indicate all that apply.

[ ] Paper Format [ ] Face-to-Face Contact []Fax [] Telephone Interview
[] Email [] Web Site Other [] Information Shared Between Systems
Describe

Indicate all the formats or methods for collecting Pl that will be used. If the system receives information from another

system, such as a transfer of financial information or response to a background check, describe the system from which
the information originates, how the information is used, and how the systems interface.

This question is related to privacy controls AR-7, Privacy-Enhanced System Design and Development; DI-1, Data
Quality; TR-1, Privacy Notice; TR-2, System of Records Notices and Privacy Act Statements; and UL-1, Internal Use.

D. What is the intended use of the Pl collected?

Describe the intended uses of the Pl collected and maintained in the system and provide a detailed explanation on how

the data will be used. The intended uses must be relevant to the purpose of the system,; for Privacy Act systems, uses
must be consistent with the published system of records notice.

This question is related to privacy controls AP-2, Purpose Specification; TR-1, Privacy Notice; TR-2, System of Records
Notices and Privacy Act Statements; UL-1, Internal Use; and UL-2, Information Sharing with Third Parties.

Page 40f13
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E. With whom will the PIl be shared, both within DOl and outside DOI? Indicate all that apply.
X Within the Bureau/Office

Describe the bureau or office and how the data will be used.

Indicate all the parties, both internal and external to DOI, with whom PII will be shared. Identify other DOI offices with
assigned roles and responsibilities within the system, or with whom information is shared, and describe how and why
information is shared. Also, identify other federal, state and local government agencies, private sector entities,
contractors or other external third parties with whom information is shared; and describe any routine information
sharing conducted with these external agencies or parties, and how such external sharing is compatible with the
original purpose of the collection of the information. If sharing is pursuant to a Computer Matching Agreement, provide
an explanation. For Privacy Act systems, describe how an accounting for the disclosure is maintained.

This question is related to privacy controls AR-3, Privacy Reguirements for Contractors and Service Providers; AR-8,
Accounting of Disclosures; DI-2, Data Integrity and Data Integrity Board; TR-1, Privacy Notice; TR-2, System of
Records Notices and Privacy Act Statements; UL-1, Internal Use; and UL-2, Information Sharing with Third Parties.

X| Other Bureaus/Cffices

Describe the bureau or office and how the data will be used.
‘ See above. ‘

[X] Other Federal Agencies

Describe the federal agency and how the data will be used.
‘ See above. ‘

Tribal, State or Local Agencies

Describe the Tribal, state or local agencies and how the data will be used.
‘ See above. ‘

X] Contractor

Describe the contractor and how the data will be used.
See above.

X Other Third Party Sources

Describe the third party source and how the data will be used.
See above.

F. Do individuals have the opportunity to decline to provide information or to consent to the specific uses of their PII?
Yes

Describe the method by which individuals can decline to provide information or how individuals consent to specific uses.

If “Yes,” describe the methed by which individuals can decline to provide infermation or how individuals consent to
specific uses. If “No,” state the reason why individuals cannot object or why individuals cannot give or withhold their
consent.

This question is directly related to privacy control IP-1, Consent.
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G. What information is provided to an individual when asked to provide Pl data? Indicate all that apply.
[] Privacy Act Statement [] Privacy Notice Cther [ ] None

Describe each applicable format.

Describe how notice is provided to the individual about the information collected, the right to consent to uses of the
information, and the right to decline to provide information. For example, privacy notice to individuals may include
Privacy Act Statements, posted Privacy Notices, privacy policy, and published SORNs and PIAs. Describe each format
used and, if possible, provide a copy of the Privacy Act Statement, Privacy Notice, or a link to the applicable privacy
policy, procedure, PIA or referenced SORN Federal Register citation (e.g., XX FR XXXX, Date) for review. Also
describe any Privacy Act exemptions that may apply and reference the Final Rule published in the Code of Federal

Regulations (43 CFR Part 2).

This question is directly related to privacy controls TR-1, Privacy Notice; and TR-2, System of Records Notices and
Privacy Act Statements.

H. How will data be retrieved? List the identifiers that will be used to retrieve information (e.g., hame, case number, etc.).

Describe how data is retrieved from the system. For example, is data retrieved manually or via reports generated
automatically? Are specific retrieval identifiers used or does the system use key word searches? Be sure to list the
identifiers that will be used to retrieve data (e.g., name, case number, Tribal Identification Number, subject matter, date,

etc.).

This question is related to privacy controls TR-2, System of Records Notices and Privacy Act Statements; and UL-1,
Internal Use.

|. Will reports be produced on individuals?

Yes

What will be the use of these reports? Who will have access to them?

Indicate whether reports will be produced on individuals. Provide an explanation on the purpose of the reports generated,
how the reports will be used, what data will be included in the reports, who the reports will be shared with, and who will
have access to the reports. Many systems have features that allow reports to be generated on data in the system or on
user actions within the system.

This question is related to privacy controls AR-4, Privacy Monitoring and Auditing; and UL-1, Internal Use.

Section 3. Attributes of System Data

A. How will data collected from sources other than DOI records be verified for accuracy?

Data accuracy and reliability are important requirements in implementing the Privacy Act which requires that agencies
only maintain data that is accurate, relevant, timely, and complete about individuals. The information has to have some
form of verification for accuracy due to the Privacy Act provisions that require that only relevant and accurate records
should be collected and maintained about individuals.

This question is related to privacy controls DI-1, Data Quality; DM-1, Minimization of Personally Identifiable Information;
and IP-3, Redress.

B. How will data be checked for completeness?
Describe the procedures to ensure data is checked for completeness. To the extent practical, PIl should be checked for
completeness to ensure accuracy within the context of the use of the data.

This question is related to DI-1, Data Quality.
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C. What procedures are taken to ensure the data is current? Identify the process or name the document (e.g., data models).

Describe the steps or procedures taken to ensure the data is current and not out-of-date. Where are they documented?
For example, are they outlined in standard operating procedures or data models? Data that is not current also affects the
relevancy and accuracy of the data. This is particularly true with data warehousing. A data warehouse is a repository of
an organization's electronically stored data and is designed to facilitate reporting and analysis. A data warehouse may
contain data that is not current which would cause a domino effect throughout the data stores.

This question is related to DI-1, Data Quality.

D. What are the retention periods for data in the system? Identify the associated records retention schedule for the records
in this system.

Identify all applicable records retention schedules or explain at what development stage the proposed records retention
schedule is in. Information system owners must consult with Bureau/Office Records Officers early in the development
process to ensure that appropriate retention and destruction schedules are identified, or to develop a records retention
schedule for the records contained in the information system. Be sure to include applicable records retention schedules
for different types of information or subsets of information and describe if subsets of information are deleted and how they
are deleted.

This question is directly related to privacy control DM-2, Data Retention and Disposal.

E. What are the procedures for disposition of the data at the end of the retention period? Where are the procedures
documented?

Describe policies and procedures for how PII that is no longer relevant and necessary is purged. This may be obtained
from records retention schedules, the Departmental Manual, bureau/office records management policies, or standard
operating procedures.

This question is directly related to privacy control DM-2, Data Retention and Disposal.

F. Briefly describe privacy risks and how information handling practices at each stage of the “information lifecycle” (i.e.,
collection, use, retention, processing, disclosure and destruction) affect individual privacy.

Describe and analyze the major potential privacy risks identified and discuss the overall impact on the privacy of
employees or individuals. Include a description of how the program office has taken steps to protect individual privacy and
mitigate the privacy risks. Provide an example of how information is handled at each stage of the information life cycle.
Also discuss privacy risks associated with the sharing of information outside of the Department and how those risks were
mitigated. Discuss whether access controls have been implemented and whether audit logs are regularly reviewed to
ensure appropriate sharing outside of the Department.

This question is related to privacy controls AR-2, Privacy Impact and Risk Assessment; AR-4, Privacy Monitoring and
Auditing; AR-7, Privacy-Enhanced System Design and Development; DM-1, Minimization of Personally Identifiable
Information; DM-2, Data Retention and Disposal, DM-3, Minimization of Pl Used in Testing, Training, and Research;
SE-1, Inventory of Personally Identifiable Information; UL-1, Internal Use, and UL-2, Information Sharing with Third
Parties.

Section 4. PIA Risk Review
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A. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
Yes

Explanation

Describe how the use of the system or information collection relates to the purpose of the underlying mission of the
organization. Is the information directly relevant and necessary to accomplish the specific purposes of the system? For
Privacy Act systems, the Privacy Act at 5 U.8.C. 552a(e)(1) requires that each agency shall maintain in its records only
such information about an individual that is relevant and necessary to accomplish an agency purpose required by
statute or by executive order of the President.

This question is related to privacy controls AP-2, Purpose Specification; DM-1, Minimization of Personally Identifiable
Information; TR-2, System of Records Notices and Privacy Act Statements; and UL-1, Internal Use.

B. Does this system or electronic collection derive new data or create previously unavailable data about an individual
through data aggregation?

Yes

Explain what risks are introduced by this data aggregation and how these risks will be mitigated.

Does the technology create new data or conduct electronic searches, queries, or analysis in an electronic database to
discover or locate a predictive pattern or anomaly? Is data aggregated in a way that will permit system users to easily
draw new conclusions or inferences about an individual? Electronic systems can sift through large amounts of
information in response to user inquiry or programmed functions, or perform complex analytical tasks resulting in other
types of data, matching, relational or pattern analysis, or reporting. Discuss the results generated by these uses and
include an explanation on how the results are generated, whether by the information system or manually by authorized
personnel. Explain the purpose and what will be done with the newly derived data. Derived data is obtained from a
source for one purpose and then used to deduce/infer a separate and distinct bit of information to form additional
information that is usually different from the original source information. Aggregation of data is the taking of various
data elements and turning it into a composite of all the data to form another type of data, e.g., tables or data arrays.

This question is related to privacy controls AP-2, Purpese Specification; AR-2, Privacy Impact and Risk Assessment;
and UL-1, Internal Use.

C. Will the new data be placed in the individual’s record?

Yes
Explanation

Will the results or new data be placed in individuals’ records? Explain in detail the purpose of creating the new data,
how it will be used, by whom it will be used, with whom it will be shared, and any resulting effect on individuals.

This question is related to privacy controls AP-2, Purpese Specification; AR-2, Privacy Impact and Risk Assessment;
DI-1, Data Quality; DM-1, Minimization of Personally Identifiable Information; TR-2, System of Records Notices and
Privacy Act Statements; and UL-1, Internal Use.

D. Can the system make determinations about individuals that would not be possible without the new data?
Yes

Explanation

Will the new data be used to make determinations about individuals or will it have any other effect on the subject
individuals? Explain in detail the purpose of creating the new data, how it will be used, by whom it will be used, with
whom it will be shared, and any resulting effect on individuals.

This question is related to privacy controls AP-2, Purpose Specification; AR-2, Privacy Impact and Risk Assessment;
DI-1, Data Quality; DM-1, Minimization of Personally Identifiable Information; TR-2, System of Records Notices and
Privacy Act Statements; and UL-1, Internal Use.
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