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INTRODUCTION

Sections in this Document:

Section I
Department of the Interior’s (DOI) Privacy Impact Assessment (PIA)

Section II
PIA Guide that provides information and references on completing each of the PIA questions 

Section III
Sample completed PIA for the Electronic FOIA Tracking System

Section IV 
Web links to resources on the Privacy Act and Government privacy protection policy

What is the Privacy Impact Assessment (PIA)?

The objective of the PIA is to assist DOI employees in identifying and addressing information privacy when planning, developing, implementing, and operating agency information management systems that maintain information on individuals.  The following is the Office of Management and Budget’s (OMB) definition of the PIA taken from guidance on implementing the privacy provisions of the E-Government Act of 2002 (see OMB memo of M-03-22 dated September 26, 2003).  

“Privacy Impact Assessment (PIA) – is an analysis of how information is handled: (i) to ensure handling conforms to applicable legal, regulatory, and policy requirements regarding privacy, 

(ii) to determine the risks and effects of collecting, maintaining, and disseminating information in identifiable form1 in an electronic information system, and (iii) to examine and evaluate protections and alternative processes for handling information to mitigate potential privacy risks.”

Going through the PIA process helps to identify sensitive systems to ensure that appropriate information assurance measures are in place (such as: secured storage media, secured transmission, special handling instructions, and access controls).
Besides completing the PIA, the security plan, business rules, and metadata should include specific access controls, and disclosure restrictions for implementing the Privacy Act requirements and addressing Federal Register Privacy Act system of records notice “routine uses” and requirements.  IDENTIFYING sensitive systems and AWARENESS of the proper ways of handling that sensitive information are major steps in ensuring that information is protected.

The goals accomplished in completing a PIA include:

· Making informed policy and system design or procurement decisions.  These decisions must be based on an understanding of privacy risk, and of options available for mitigating that risk;

· Accountability for privacy issues;

· Analyzing both technical and legal compliance with applicable privacy law and regulations, as well as accepted privacy policy; and

· Providing documentation on the flow of personal information and information requirements within DOI systems.

When is a PIA Required?









According to the OMB guidance (M-03-22), the E-Government Act requires agencies to conduct a PIA before:

1. Developing or procuring IT systems or projects that collect, maintain or disseminate information in indentifiable form
 from or about members of the public; or

2. Initiating, consistent with the Paperwork Reduction Act, a new electronic 



collection 
 of information in identifiable form for 10 or more persons (excluding agencies, instrumentalities or employees of the federal government); and

3.  Where a system change creates new privacy risks.  The following are examples where privacy risks may occur when:
a. Converting paper –based records to electronic systems;
b. When functions change anonymous information into information in identifiable form;
c. New uses of an existing IT system significantly changes how information in identifiable form is managed in the system;
d. Agencies adopt or alter business processes so that government databases holding information in identifiable form are merged, centralized, matched with other databases or otherwise significantly manipulated;
e. User-authenticating technology (password, digital certificate, biometric) is newly applied to an electronic information system assessed by members of the public;
f. Agencies systematically incorporate into existing information systems databases of information in identifiable form purchased or obtained from commercial or public sources;
g. Agencies work together on shared functions involving significant new uses or exchanges of information in identifiable form, such as the cross-cutting E-Government initiatives (in such cases the lead agency should prepare the PIA);
h. Alteration of a business process results in significant new uses or disclosures of information or incorporation into the system of additional items of information in identifiable form; or
i. New information in identifiable form added to a collection raises the risks to personal privacy.
With What Documents are PIAs Submitted?

1)  With OMB Budget Submissions – In Exhibit 300s:

For projects that collect and manage information on individual members of the public
(vs employees) OMB now requires that a PIA be submitted with Exhibit 300s for budget requests (see OMB Circular A-11, sections 31.8, 53.1, and 300.9 at http://www.whitehouse.gov/omb/circulars/a11/02toc.html).  Exhibit 300, Part I, Questions A. c. and II.B. ask if a PIA or privacy risk assessment was performed for the project.  There are other sections in the Exhibit 300 which address privacy risks and protection measures.

2) With Paperwork Reduction Act Submissions
The E-Government Act also requires that the questions below be addressed with a new electronic collection of information when collected from 10 or more persons (does not include agencies, organizations, or employees of the federal government).  (See OMB Memorandum, M-03-22 dated September 26, 2003, Attachment A, II. D for more information on the E-Government Act and Paperwork Reduction Act interface).

The following information should be included with the SF83 Supporting Statement to OMB:

i.
  A description of the information to be collected in the response to Item 1 of the Supporting Statement;
ii.  A description of how the information will be shared and for what purpose in Item 2 of the Supporting Statement;
iii.  A statement detailing the impact the proposed collection will have on privacy in Item 2 of the Supporting Statement;
iv.  A discussion in item 10 of the Supporting Statement of:
1.
Whether individuals are informed that providing the information is mandatory or voluntary 
2.
Opportunities to consent, if any, to sharing and submission of information;
3.
How the information will be secured; and
4.
Whether a system of records is being created under the Privacy Act.
3)  With the DOI IT Security Certification and Accredidation Process

For all systems that maintain information on individuals (both employees and members of the public) the Department of the Interior requires that a PIA be completed for a DOI Information Technology (IT) Security Certification and Accreditation (C&A).  The DOI IT Security Plan outlines the policies and procedures for the C&A process.  This ensures that systems including information on employees are also compliant with Privacy Act requirements.

The System Has NO Information on Individuals in Identifiable Form in it?
To ensure that a thorough review is made of an IT system for information on individuals in identifiable form, the Office of the CIO asks that a “preliminary PIA” be done. This requires completing Section A and B. 1. of Section I of the PIA template.  In cases where the “preliminary PIA” identifies that there is no information on individual members of the public or employees maintained in the system in identifiable form, you do not have to complete the rest of the PIA questions.

Maintain this “preliminary PIA” analysis in metadata, with the bureau/office Privacy Act Officer, and with the IT Security Certification to verify that a review for information on individuals was already done for the system.   

If an OMB Exhibit 300 is required for the system, indicate in the questions in the Exhibit 300 that ask if a PIA was done or not, that a review was done, that no information on individual members of the public applied, and there was no reason to complete the PIA.  This will make it clear to OMB that DOI performed an analysis and provides the reason why no PIA was completed.  (See Exhibit 300 sections I. c. and II.B.5).

For OMB guidance on when a PIA is not required refer to OMB memorandum M-03-22, Attachment A, Section II. B.3.

Who Completes a PIA?
Since the requirements of a PIA must be addressed at the early stages of system development, ideally the system owner and system developer will complete the assessment.  System owners must address what data is to be used, how the data is to be used, and who will use the data.  System developers and managers must be aware of privacy requirements when systems are conceptualized and designed.  The system developers must address whether the implementation of the owner’s requirements presents any threats to privacy.  The system owner and developer will need to coordinate certain responses with the bureau/office Privacy Act Officer, Information Collection Clearance Officer, IT Security Manager, Records Officer, and possibly CIO, if necessary.

What are the steps to complete a Privacy Impact Assessment?
The chart below identifies some steps involved with completing a PIA.

	Steps
	Who Does It
	What is Done

	1.
	Owner and Developer
	Obtain a copy of the assessment from your bureau/office Privacy Act Officer or from the Department Privacy Act Officer or IT Portfolio Management Division, Office of the Chief Information Officer (CIO).  Request briefings on Government and Interior privacy, security, records, and Freedom of Information Act requirements.

	2.
	Owner and Developer
	Complete questions on the PIA, and consult with necessary parties (e.g. FOIA Officer, Data Administrator, Privacy Officer, IT Security Manager, Information Collection Clearance Officer).

	3.
	Owner, Developer, CIO, Privacy Officer, IT Security Officer
	All parties should reach an agreement on design requirements and resolve any identified privacy or security risks.  Ensure that all appropriate surnames are obtained.

	4.
	Bureau/Owner, IT Security Manager
	Review PIA for IT Security C&A purposes.  Provide completed PIA to the bureau/office IT Security Manager and bureau/office Privacy Act Officer, and provide copy with Capital Asset planning exhibit 300.


Note:  Also allow time to coordinate information collection approvals if necessary through your office’s Information Collection Clearance Officer and the Office of Management and Budget (usually a 120 day process); Privacy Act system of records notices with your office’s Privacy Act Officer (usually a 120 day process); and Records Disposition Schedules with your office’s Records Officer.

Where Can I Go for More Information?

For assistance and to obtain an electronic version of this document, please contact your bureau/office Privacy Act Officer, the Departmental Privacy Act Officer, or your Capital Planning Coordinator.  It is available on the Information Technology (IT) Portfolio Division and Privacy Program websites.  (See links on DOI OCIO Website at http://www.doi.gov/ocio/).
Section II provides explanations and references for completing questions in the Privacy Impact Assessment template in Section I.  Identified are questions which will help to respond to other questions on privacy in the Exhibit 300, and when preparing the Privacy Act system of records notice for the Federal Register if a notice is required.  
Section IV provides links to privacy resources which may help you in identifying privacy requirements for systems and applying these requirements to your websites, collections of information from individuals, and databases with information on individuals.

SECTION I

Department of the Interior

Privacy Impact Assessment Template

Name of Project:

Bureau:

Project’s Unique ID:

Once the PIA is completed and the signature approval page is signed, please provide copies of the PIA to the following:

· Bureau/office IT Security Manager 

· Bureau/office Privacy Act Officer

· DOI OCIO IT Portfolio Division
· DOI Privacy Act Officer
Do not email the approved PIA directly to the Office of Management and Budget email address identified on the Exhibit 300 form.  One transmission will be sent by the OCIO Portfolio Management Division.

Also refer to the signature approval page at the end of this document.
A. CONTACT INFORMATION:
1) Who is the person completing this document?  (Name, title, organization and contact information).

2) Who is the system owner?   (Name, organization and contact information).
3) Who is the system manager for this system or application? (Name, organization, and contact information).
4) Who is the IT Security Manager who reviewed this document?  (Name, organization, and contact information).

5) Who is the Bureau/Office Privacy Act Officer who reviewed this document?   (Name, organization, and contact information).

6) Who is the Reviewing Official?  (According to OMB, this is the agency CIO or other agency head designee, who is other than the official procuring the system or the official who conducts the PIA).
B. SYSTEM APPLICATION/GENERAL INFORMATION:
1) Does this system contain any information about individuals?  

a.   Is this information identifiable to the individual1?

(If there is NO information collected, maintained, or used that is identifiable to the individual in the system, the remainder of the Privacy Impact Assessment does not have to be completed).

b. Is the information about individual members of the public?
(If YES, a PIA must be submitted with the OMB Exhibit 300, and with the IT Security C&A documentation).

 
c.  Is the information about employees?  (If yes and there is no information about members of the public, the PIA is required for the DOI IT Security C&A process, but is not required to be submitted with the OMB Exhibit 300 documentation).
2) What is the purpose of the system/application?

3) What legal authority authorizes the purchase or development of this system/application?

C. DATA in the SYSTEM:
1) What categories of individuals are covered in the system?

2) What are the sources of the information in the system?

a. Is the source of the information from the individual or is it taken from another source?  If not directly from the individual, then what other source?

b. What Federal agencies are providing data for use in the system?

c. What Tribal, State and local agencies are providing data for use in the system?

d. From what other third party sources will data be collected?
e. What information will be collected from the employee and the public?
3) Accuracy, Timeliness, and Reliability
a. How will data collected from sources other than DOI records be verified for accuracy?

b. How will data be checked for completeness?

c. Is the data current?  What steps or procedures are taken to ensure the data is current and not out-of-date?  Name the document (e.g., data models).

d. Are the data elements described in detail and documented?  If yes, what is the name of the document?

D.  ATTRIBUTES OF THE DATA:
1) Is the use of the data both relevant and necessary to the purpose for which the system is being designed?

2) Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected, and how will this be maintained and filed?

3) Will the new data be placed in the individual’s record?

4) Can the system make determinations about employees/public that would not be possible without the new data?
5) How will the new data be verified for relevance and accuracy?

6) If the data is being consolidated, what controls are in place to protect the data from unauthorized access or use?

7) If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.

8) How will the data be retrieved?   Does a personal identifier retrieve the data?  If yes, explain and list the identifiers that will be used to retrieve information on the individual.

9) What kinds of reports can be produced on individuals?  What will be the use of these reports?  Who will have access to them?

10) What opportunities do individuals have to decline to provide

information (i.e., where providing information is voluntary) or to consent to particular uses of the information (other than required or authorized uses), and how individuals can grant consent.)

E. MAINTENANCE AND ADMINISTRATIVE CONTROLS:
1) If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?


2) What are the retention periods of data in this system? 

3) What are the procedures for disposition of the data at the end of the retention period?  How long will the reports produced be kept?  Where are the procedures documented?

4) Is the system using technologies in ways that the DOI has not previously employed (e.g., monitoring software, Smart Cards, Caller-ID)?

5) How does the use of this technology affect public/employee privacy? 

6) Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 

7) What kinds of information are collected as a function of the monitoring of individuals?

8) What controls will be used to prevent unauthorized monitoring?

9) Under which Privacy Act systems of records notice does the system operate? Provide number and name.

10) If the system is being modified, will the Privacy Act system of records notice require amendment or revision?  Explain.

F. ACCESS TO DATA:
1) Who will have access to the data in the system? (E.g., contractors, users, managers, system administrators, developers, tribes, other)

2) How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?

3) Will users have access to all data on the system or will the user’s access be restricted?  Explain. 

4) What controls are in place to prevent the misuse (e.g., unauthorized browsing) of data by those having access?  (Please list processes and training materials)
5) Are contractors involved with the design and development of the system and will they be involved with the maintenance of the system?  If yes, were Privacy Act contract clauses inserted in their contracts and other regulatory measures addressed?

6) Do other systems share data or have access to the data in the system? If yes, explain.

7) Who will be responsible for protecting the privacy rights of the public and employees affected by the interface?

8) Will other agencies share data or have access to the data in this system (Federal, State, Local, Other (e.g., Tribal))?

9) How will the data be used by the other agency?

10) Who is responsible for assuring proper use of the data?

See Attached Approval Page

The Following Officials Have Approved this Document

1) System Manager

_________________________ ___  (Signature)    ________________(Date)

Name


Title

2) IT Security Manager

_____________________________  (Signature)  ________________(Date)

Name

Title

3) Privacy Act Officer

____________________________    (Signature) ________________(Date)

Name

Title

4) Reviewing Official 

_____________________________  (Signature) ________________(Date)

Name

Title

SECTION II

Guidelines for the

Department of the Interior
Privacy Impact Assessment
Section II provides explanations and references for completing questions in the Privacy Impact Assessment template in Section I.  Identified are questions which will help to respond to other questions on privacy in the Exhibit 300, and when preparing the Privacy Act system of records notice for the Federal Register if a notice is required.
For assistance and to obtain an electronic version of this document, please contact your bureau/office Privacy Act Officer, the Departmental Privacy Act Officer, or your Capital Planning Coordinator.  It is available on the Information Technology (IT) Portfolio Division and Privacy Program websites.  (See links on DOI OCIO Website at http://www.doi.gov/ocio/).
When Systems Maintain No Information on Individuals - “Preliminary PIAs”
In cases where systems are networks that house information systems and do not actually collect, manipulate, or use the data in the systems they house, and where systems are evaluated and no information is maintained in identifiable form1 complete only Sections A and B.1 of the PIA.  Maintain this “preliminary PIA” analysis in metadata, with the bureau/office Privacy Act Officer, and with the IT Security Certification to verify that a review for information on individuals was made for the system.   

Note:  For the network systems above, indicate what systems are managed by this network.  

A separate Assessment should be completed for each of those systems that interface with the network.

PIAs and Exhibit 300 Submissions to OMB
Although PIAs will be completed for all information systems the Department maintains on individuals (public and employee), and for DOI IT Security Certification and Accredidations, the Office of Management and Budget only requires that Exhibit 300 budget submissions include PIAs for projects that collect and manage information on individual members of the public that is identifiable to the individual. 

 In cases where the “preliminary PIA” identifies that there is no information on individual members of the public maintained in the system, explain in the Exhibit 300 that a review was done and no PIA was completed for this reason.  This will make it clear to OMB that the reason why no PIA was completed was due to a review and the result was that the system maintained no information on individual members of the public.  (See Exhibit 300 sections I. c. and II.B.5). 

A. CONTACT INFORMATION:
1) Who is the person completing this document?  (Name, title, organization and contact information).
2) Who is the system owner?   (Name, organization and contact information).
This is the official responsible for this system that will implement the legal information resources management requirements (privacy, security, Freedom of Information Act, records, data administration)?  For more information on the responsibilities of a system owner refer to Departmental Manual 375 DM 13:  Information Resources Management.

3) Who is the system manager for this system or application? (Name, organization, and contact information). 

For system manager responsibilities identified by the Privacy Act, refer to the Department of the Interior (DOI) Privacy Act Manual Sections 383 DM 1.4.F., 3.6, and 4.4.C., and DOI Privacy Act regulations at 43 CFR 2.48, 2.51, 2.52, 2.56 and 2.57 - 2.77.  The DOI Manual Section on IT at 376 DM 13: Automated Information Systems Management Accountability identifies the IT related responsibilities of a system manager.

4) Who is the IT Security Manager who reviewed this document?  (Name, organization, and contact information).

5) Who is the Bureau/Office Privacy Act Officer who reviewed this document?  (Name, organization, and contact information).
6) Reviewing Official 

(According to OMB, this is the agency CIO or other agency head designee, who is other than the official procuring the system or the official who conducts the PIA).
B. SYSTEM APPLICATION/GENERAL INFORMATION:
A system that collects, maintains, uses, and disseminates information and that can be retrieved by the name or other identifier particular to an individual(s) is a system of records (SOR) covered by the Privacy Act.  For more information on SORs, refer to the Departmental Privacy Act regulations at 43 CFR 2.46 and DOI Privacy Act Manual Section 383 DM 1.4.  

1) Does this system contain any information about individuals?  (Versus statistical, geographic, or wildlife with no link to a name or identifier, for example).

Note:  If information on individuals is paired with geographic information and related spacial data, PIAs must be completed for these systems as well.  The revised OMB Circular A-16 on “Coordination of Geographic Information and Related Spacial Data Activities” dated August 19, 2002, also requires that those agencies that collect, use, or disseminate geographic information and/or carry out related spacial data activities also comply with Government law and policy on privacy protection (see 2.a. and 8.a.7 of the Circular).

Also refer to the Federal Geographic Data Committee “Privacy Principles” at Federal Geographic Data Committee Privacy Policy at http://www.fgdc.gov/fgdc/policies/privacypolicy.pdf
a.   Is this information identifiable to the individual1?
b. Is the information about individual members of the public?

c.    Is the information about employees?  (If yes and there is no
information about members of the public, the PIA is required for the DOI IT Security C&A process, but is not required to be submitted with the OMB Exhibit 300 documentation).
2) What is the purpose of the system/application?
What will be the primary uses of the system/application?  How will this support the program’s mission?

Narrative Statement Information: This information is used when submitting a narrative statement to Office of Management and Budget (OMB) and Congress for new and major amendments to Privacy Act systems of records (see 383 DM 5, Appendix 2, A.1.).  It is also included in the Privacy Act system of records notice published in the Federal Register (see 383 DM, Appendix 3).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative and notice.
3) What legal authority authorizes the purchase or development of this system/application?

What are the statutory provisions or Executive Orders that authorize the maintenance of the information to meet an official program mission or goal?

Narrative Statement Information: This information is used when submitting a narrative statement to OMB and Congress for new and major amendments to Privacy Act systems of records (see 383 DM 5, Appendix 2, A.2.) and identifying the authority for the maintenance of the information in the Privacy Act notice (see 383 DM 5, Appendix 3).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative and notice.

C. DATA in the SYSTEM:
Responses to this section will be helpful in completing Exhibit 300, Part II, A. 7.

1) What categories of individuals are covered in the system?  (E.g., employees, contractors, visitors to National Parks, and volunteers)

Narrative Statement Information: This information is used when submitting a narrative statement to OMB and Congress for new and major amendments to Privacy Act systems of records (see 383 DM 5, Appendix 2, A.1.a.).  This information is also used in the notice (see 383 DM 5, Appendix 3).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative and notice.

2) What are the sources of the information in the system?



tc \l3 "(2)  What are the sources of the information in the system?


a. Is the source of the information from the individual or is it taken from another source?  If not directly from the individual, then what other source?

Examples of sources of the information include information that comes from individuals applying for permits, and forms individuals completed from a bureau web page.

This will be helpful in responding to Exhibit 300, Part II, B.4.  It can also used in preparing the Privacy Act system of records notice (see 383 DM 5, Appendix 3).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the notice.

b. What Federal agencies are providing data for use in the system?
Where does the data originate? (E.g., the Social Security Administration, U.S. Forest Service, Office of Personnel Management and Health and Human Services)

Narrative Statement Information: This information (and that in c. and d. below) is used when submitting a narrative (see 383 DM 5, Appendix 2, A.4.).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative.

c. What Tribal, State and local agencies are providing data for use in the system?
d. From what other third party sources will data be collected?  
A third party is usually a non-Federal person or entity, who may be a source of data/information (i.e., an informant, an internet service provider, an organization).

e. What information will be collected from the employee and the public?

Be as specific as possible and list information on individuals collected from the public such as a social security number, address, debts owed and telephone numbers.  Employee information may include badge number, user identifier, telephone number, social security number and health information. 

 If you are collecting information from the public, contact your Information Collection Clearance Officer to ensure that you have an OMB approval to do so or to determine whether you need to obtain an OMB approval to collect the information.  The Paperwork Reduction Act of 1980 establishes requirements for collecting the same information from 10 or more individuals (this does not include employees acting in their official capacity).   This information may be helpful in responding to Exhibit 300, Part II, D.3. regarding OMB approval codes for collections of information.

This information can also be used in preparing the Privacy Act system of records notice (see 383 DM 5, Appendix 3).  If the system already has a Privacy Act system of records notice, then the information for this question should reflect the information already in the notice.

3) Accuracy, Timeliness, and Reliability
The Privacy Act of 1974 requires that agencies only maintain data that is accurate, relevant, timely, and complete about individuals.  These requirements are statutory and need to be addressed.  If the data does not meet any one of these four components, then fairness in making any determination is compromised. 

There must be documentation as to how the requirements are enforced while the data is retained in the system, and what data is considered sensitive.  Maintaining Meta Data (documentation on the data) is important so it can be referenced in the future to identify data conditions when making decisions about data from a system (see OMB Circular A-130 8.a.4, DOI Manual Section 383 DM 9.2 and 43 CFR 2.48(b)).

Although the following does not apply to information covered by the Privacy Act, information used to make or influence decisions and that is published in the public domain, may be subject to challenge by the public under the Data Quality Act.  The need to publish correct and useful information should always be a concern.  Third party information or information originating outside of the Department of the Interior that is adopted by DOI in any decision-making process is subject to the Data Quality Act.

a. How will data collected from sources other than from DOI records be verified for accuracy?

The information has to have some form of verification for accuracy due to the Privacy Act provisions that require that only relevant and accurate records should be collected and maintained about individuals.

Data accuracy and reliability are important requirements in implementing the Privacy Act. The statute requires that each agency that maintains a system of records shall “maintain all records which are used by the agency in making any determination about any individual with such accuracy, relevance, timeliness, and completeness as is reasonably necessary to assure fairness to the individual in the determination.”

(5 U.S.C. 552a(e)(5)). 

b. How will data be checked for completeness?
The data must be complete before the data is deemed accurate.  

c. Is the data current?  

What steps or procedures are taken to ensure the data is current and not out-of-date?  Name the document (e.g., data models).

If the data is out-of-date, then the relevancy and accuracy of the data are called into question.  This is particularly true with data warehousing.  A data warehouse may contain data that is not current which would cause a domino effect throughout the data stores.

d. Are the data elements described in detail and documented?  If yes, what is the name of the document?

The data element description should provide information on the legal requirements of the data.  Data elements should also be documented in keeping with OMB Circular A-130 requirements for determining the privacy impact at each stage or phase of the information life cycle. 

D. ATTRIBUTES OF THE DATA:
1) Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
The Privacy Act at 5 U.S.C. 552a(e)(1) requires that "each agency that maintains a system of records shall maintain in its records only such information about an individual as is relevant and necessary to accomplish a purpose of the agency required to be accomplished by statute or by executive order of the President."   Refer to Departmental Regulations on the Privacy Act at 43 CFR 2.48: Standards for Maintenance of Records Subject to the Act. 



Narrative Statement Information: This information is used when submitting a narrative statement (see 383 DM 5, Appendix 2, A.6.).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative.

2) Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected, and how will this be maintained and filed? 

All enhanced or modernized systems most likely will derive new data and create previously unavailable data about an individual through aggregation from the information collected.  

What is meant by derived and aggregation?   

· Derived data is obtained from a source for one purpose and then the original information is used to deduce/infer a separate and distinct bit of information that is aggregated to form information that is usually different from the source information. 

· Aggregation of data is the taking of various data elements and then turning it into a composite of all the data to form another type of data. (For example, tables or data arrays).   

Refer also to the General Accounting Office (GAO) report on “Data Linkage and Privacy” (GAO-01-126SP) at http://www.gao.gov/new.items/d01126sp.pdf.

Narrative Statement Information: This information is used when submitting a narrative statement (see 383 DM 5, Appendix 2, A. 3.).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative.

3) Will the new data be placed in the individual’s record?

Will the new data that is created either by deriving or aggregating the data be placed in a new filing system?  Or will it be placed in an existing file system with information on the individual (for example, in the employee’s Official Personnel File or manager’s file)?  

4) Can the system make determinations about employees/public that would not be possible without the new data?

Narrative Statement Information: This information is used when submitting a narrative statement (see 383 DM 5, Appendix 2, A.3).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative.

5) How will the new data be verified for relevance and accuracy?

Refer to the information provided for question C. 3 above.

6) If the data is being consolidated, what controls are in place to protect the data from unauthorized access or use?

If the data is being consolidated, that is, combined or united into one system, application, or process, then the existing controls, if any, should remain to protect the data.  If needed, strengthen the control(s) to ensure that the data is not accessed inappropriately or by someone unauthorized to access the data.  These controls will help to prevent unauthorized use from occurring.  Minimum sets of controls are outlined in OMB Circular A-130, Appendix III.    Another consideration is the use of Role Based Access Controls (RBAC).  For more information on RBAC go to http://csrc.nist.gov/rbac/.

The DOI IT Security Plan (ITSP) describes the practice of identification and authentication that is a technical measure that prevents unauthorized people or processes from accessing data.  The IT Security C&A process requires a system security plan outlining the implementation of the technical controls associated with identification and authentication.

Narrative Statement Information: Information from this question and (7), (8) and (9) below is used when submitting a narrative statement (see 383 DM 5, Appendix 2, A.5).  This information can also used in preparing the Privacy Act system of records notice (see 383 DM 5, Appendix 3).  If the system already has a Privacy Act system of records notice, then the information for this question should reflect the information already in the narrative and notice.

7) If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.

The DOI IT Security Risk Assessment Guide outlines a process deliberately developed to be broad in scope, considering not only the technical security aspects but the managerial and operational as well.  When processes are consolidated, management must maintain the proper controls minimizing the risk to all systems.  The IT Security C&A process requires that a risk assessment be performed regularly on DOI’s major applications, networks, and computer installations.

8) How will the data be retrieved?  Does a personal identifier retrieve the data?  If yes, explain and list the identifiers that will be used to retrieve information on the individual.

Data can be retrieved a number of ways, but there is usually a personal identifier associated with data retrieval mechanism.  A system with data on individuals that is retrieved by a name or personal identifier is a Privacy Act system and will need a published system of records notice in the Federal Register.  If you do not have a published system or record notice, contact your office’s Privacy Act Officer.  For a listing of DOI bureau/office Privacy Act Officers go to the DOI Privacy Program web page at http://www.doi.gov/ocio/privacy/.

9) What kinds of reports can be produced on individuals?  What will be the use of these reports?  Who will have access to them?

10) What opportunities do individuals have to decline to provide

information (i.e., where providing information is voluntary) or to consent to particular uses of the information (other than required or authorized uses), and how individuals can grant consent.)

This is a new question required as a result of the E-Government Act of 2002.  Responses to Information Collection Clearance packages submitted to OMB also requests the same information, and a response can be taken from that package.  Contact your bureau/office Information Collection Clearance Officer.

E. MAINTENANCE AND ADMINISTRATIVE CONTROLS:
1)  If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?

2) What are the retention periods of data in this system? 

The Privacy Act requires that the retention and disposal of information about individuals in Privacy Act system of records be addressed.  (The information is published in the Federal Register with the Privacy Act system of records notice).  Retention also supports the Privacy Act requirement to maintain such records “with such accuracy, relevance, timeliness, and completeness….”

The retention periods of data/records that the DOI manages are contained in either the General Records Schedule or the bureau/office Records Schedule(s).  For the particular data being created/maintained in the system/application/process, these are the authoritative sources for this information.  Your bureau/office Record Management Officer is another source for determining the retention period of data used by the agency.  For a listing of the bureau/office Records Officers go to the DOI Records Management web site at http://www.doi.gov/ocio/records/.

3) What are the procedures for disposition of the data at the end of the retention period?  How long will the reports produced be kept?  Where are the procedures documented?
Disposing of the data at the end of the retention period is the last state of life cycle management.  Contact your bureau/office Records Management Officer for further assistance http://www.doi.gov/ocio/records/.  Records subject to the Privacy Act have special disposal procedures.  Refer to 383 DM 8.8 for instructions.  Also refer to DOI IRM Bulletin No. 2001-004, Protecting Sensitive Data When Transferring, Donating, or Disposing of Computer Equipment, and National Institute of Standards and Technology special publications on managing sensitive information systems.

4) Is the system using technologies in ways not previously employed (e.g., monitoring software, Smart Cards, Caller-ID)?

Are there new ways used to monitor activities of the individual in any way?  Access logs may already be used to track the actions of users of a system, but new software allows keystroke monitoring for example.

5) How does the use of this technology affect public/employee privacy? 

Depending on the technology being used, it may have little or no impact on either public or employee privacy.  On the other hand, it may have a significant impact.  (For example in using Public Key Infrastructure, Smart Cards, and electronic signatures, new personal information is collected on the individual which will need appropriate safeguards).  Contact your office’s Privacy Act Officer for clarification.

Narrative Statement Information: This information is used when submitting a narrative statement (see 383 DM 5, Appendix 2, A.3).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative.

6) Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 

Most systems provide the capability to identify, locate, and monitor individuals (e.g., audit trail systems/applications).  Generally, the Core Terminal Table that is embedded in a system contains the Security Information Record [SIR] that identifies and authenticates the users to the system.   Check your security procedures for information to respond to this question.

Narrative Statement Information: This information is used when submitting a narrative statement to OMB and Congress for new and major amendments to Privacy Act systems of records (see 383 DM 5, Appendix 2, A.3).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative.

7) What kinds of information are collected as a function of the monitoring of individuals?
The DOI IT Security Plan describes the audit trail process.  In response to this question provide what audit trails are maintained to record system activity and user activity including invalid logon attempts and access to data.  The IT Security C&A process requires a system security plan outlining the implementation of the technical controls associated with identification and authentication.

8) What controls will be used to prevent unauthorized monitoring?

Certain laws and regulations require certain monitoring for authorized reasons by authorized employees.  What is in place to ensure that only those authorized can monitor use of the system.  For example, business rules, internal instructions, posting Privacy Warning Notices (see 383 DM 8, Illustration 1, and 43 CFR 2.52) address access controls and violations for unauthorized monitoring and access.  It is the responsibility of managers of systems to ensure no unauthorized monitoring is occurring.

Narrative Statement Information: This information is used when submitting a narrative statement (see 383 DM 5, Appendix 2, A.5).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative

9) Under which Privacy Act systems of records notice does the system operate? Provide number and name.

If a system is a Privacy Act system of records, a Privacy Act system of records notice must be published in the Federal Register before a system can operate according to the Privacy Act.  If you do not know the Privacy Act systems of records (SOR) notice, contact your office’s Privacy Act Officer (seee 383 DM 5).  Any officer or employee who knowingly and willfully maintains a SOR without meeting the Privacy Act notice requirements (5 U.S.C. 552a(e)(4)) is guilty of a misdemeanor and may be fined up to $5,000.  Also refer to information for question D. 8 above.

If a name or other personal identifier is not used to retrieve information, it is possible that the system is not a Privacy Act system.  However, even though information may not fall under the Privacy Act’s protection and requirements, certain information may be protected from disclosure under the Freedom of Information Act.

10) If the system is being modified, will the Privacy Act system of records notice require amendment or revision?  Explain.

The system may already have a Privacy Act system of records notice that applies to it.  However, the Privacy Act requires that amendments to an existing system must also be addressed in a Federal Register notice (see the DOI Privacy Act Manual Section 383 DM 5.3).  Consult with your bureau/office Privacy Act Officer.

F. ACCESS TO DATA:
1) Who will have access to the data in the system?  (E.g., contractors, users, managers, system administrators, developers, tribes, other)

Also consider “other” users who may not be as obvious as those listed above, such as the GAO or the Inspector General.  “Other” may include database administrators or IT System Security Managers.  Also include those listed in the Privacy Act system of records notice under the “Routine Use” section when a Privacy Act system of records notice is required.  The more comprehensive the list, the better it is.

2) How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?        

For the most part, access to data by a user within the DOI is determined by the “need-to-know” requirements of the Privacy Act (this means to authorized employees WITHIN the Department who have a need for the information to perform their duties).  Care should be taken to ensure that only those employees who need the information have access to that information.  Other considerations are the user’s profile based on the user’s job requirements and managerial decisions.  

The criteria, procedures, controls and responsibilities regarding access must be documented to comply with the intent of the Federal Information Security Management Act of 2002 for standards and guidelines on security and privacy.  What criteria will the manager and system security person use to decide on access to the data, for example?  


The Departmental IT Security Manual at 375 DM 19 indicates that the system manager is responsible for ensuring that access to information and data is restricted to authorized personnel on a “need-to-know” basis.

Narrative Statement Information: This information is used when submitting a narrative statement (see 383 DM 5, Appendix 2, A.5.).  If the system already has a Privacy Act system of records notice, then the response to this question should reflect the information already in the narrative.

3) Will users have access to all data on the system or will the user’s access be restricted?  Explain.   

Also see explanation in #2 above.  Usually, a user is only given access to certain data on a “need-to-know” basis for information that is needed to perform an official function.  Care should be given to avoid “open systems” where all information can be viewed by all users.  System administrators may be afforded access to all of the data depending upon the system and/or application.  However, restrict access when users may not need to have access to all the data.  For more guidelines on this, refer to the Federal Information Processing Standards [FIPS] Publications at http://www.itl.nist.gov/fipspubs/0-toc.htm.

The IT Security Plan describes the practice of applying logical access controls.  Logical access controls are system-based means by which the ability is explicitly enabled or restricted.

It is the responsibility of managers of systems to ensure no unauthorized access is occurring.

4) What controls are in place to prevent the misuse (e.g., unauthorized browsing) of data by those having access?  (Please list processes and training materials)

For example, business rules, internal instructions, posting Privacy Warning Notices (see 383 DM 8, Illustration 1, and 43 CFR 2.52) address access controls and violations for unauthorized browsing and access.  

According to OMB Circulars A-123 and A-130, every system/application/process that uses data must have some sort of control to prevent the misuse of the data by those having access to the data.  For instance, in computerized systems the Security Information Record (SIR) is part of the Core Storage Terminal Table.  The SIR is the automated tool that identifies and authenticates an individual for the system and is transparent to the user.  Describe these in response to this question.

The IT Security Plan describes the practice of audit trails.  Audit trails maintain a record of system activity and user activity including invalid logon attempts and access to data.  The C&A process requires a system security plan outlining the implementation of the technical controls associated with identification and authentication.

Are there privacy and security awareness controls such as training materials for personnel?  All employees, including contractors, have requirements for protecting information in Privacy Act systems (see DOI Privacy Act regulations at 43 CFR 2.52: Conduct of Employees, and 43 CFR 2.53: Government Contracts).  Describe the controls in place.  This will be helpful in completing Exhibit 300, Part II. C. 2. (D).

5) Are contractors involved with the design and development of the system and will they be involved with the maintenance of the system? 

 If yes, were Privacy Act contract clauses inserted in their contracts and other regulatory measures addressed?

When a contract provides for the operation of a SOR on behalf of the DOI, the Privacy Act requirements and Departmental regulations on the Privacy Act must be applied to such a system (see DOI Privacy Act regulations at:  43 C.F.R.2.53: Government Contracts).   The Federal Acquisition Regulations (FAR) also require that certain information be included in contract language and certain processes must be in place (see FAR 48 C.F.R.24.102(a) and DOI Acquisition Regulation at 48 C.F.R.1424.1).

This will be helpful in completing Exhibit 300, Part I. F. 2. and Part II. C. 2. (D).

6) Do other systems share data or have access to the data in the system? If yes, explain.

This question deals primarily with interfaces between processes, systems, and applications.  If it is unknown to you whether or not systems share data, you can either contact the business owner of the data, or you can contact the IT specialist who knows what other interface goes on between the systems/applications.  As an example, if your system/application shares data with another system/application, ask yourself whether you have access to the data in the interfaced system/application.  If so, then your answer is yes and an explanation is needed.  You may also need to have a copy of any Memorandum of Understanding or sharing agreement that may be in force/effect, if other agencies are interfacing with this system.  

For further information on interfaces and applicable guidance, refer to FIPS Publication 191, Local Area Networks.  The publication contains definitions and explanations that may assist you (see FIPS publications at http://www.itl.nist.gov/fipspubs/0-toc.htm).

You must first review appropriate Privacy Act SOR notices to determine whether any information that may come from an existing Privacy Act SOR allows that information to be exchanged and used for these new purposes or uses.   There are statutory restrictions on use and disclosure of information that comes from a Privacy Act SOR.  Please consult with your appropriate bureau/office Privacy Act Officer.  (Refer to Privacy Act disclosure restrictions at 43 CFR 2.56 and 383 DM 7).

This will be helpful in completing Exhibit 300, Part II. B. 5.

7) Who will be responsible for protecting the privacy rights of the public and employees affected by the interface?

Although all employees who have access to information in a Privacy Act system have some responsibility for protecting personal information covered by the Privacy Act (see 43 CFR.2.52: Conduct of Employees), often the information owner and system manager (identified in the Privacy Act system of records notice) share responsibilities.  

For system manager responsibilities identified by the Privacy Act refer to DOI Privacy Act Manual Sections 383 DM 1.4.F., 3.6, and 4.4.C. and DOI Privacy Act regulations at 43 CFR 2.48, 2.51, 2.52, 2.56 and 2.57 - 2.77.  The DOI Information Resource Manual Section 376 DM 13: Automated Information Systems Management Accountability identifies the IT related responsibilities of a system manager and system owner.  

8) Will other agencies share data or have access to the data in this system (Federal, State, Local, Other (e.g., Tribal))?

This question deals primarily with agencies outside of the DOI and will include the oversight agencies.  If you are not sure if other agencies share the data or have access to the data in this system/application/process, you should contact either the data owners or the IT services group. 

You must first review appropriate Privacy Act SOR notices to determine whether any information that may come from an existing Privacy Act SOR allows for its exchange and use for these new purposes or uses.   There are statutory restrictions on use and disclosure of information that come from a Privacy Act SOR.  Please consult with your appropriate bureau/office Privacy Act Officer.  (Refer to Privacy Act disclosure restrictions at 43 CFR 2.56 and 383 DM 7).

9) How will the data be used by the other agency?

Has DOI entered into a Matching Agreement by sharing this data with another agency?  For Departmental guidelines on Computer Matching programs refer to DOI Privacy Act Manual Section 383 DM Ch.12.  Also refer to OMB Memo of December 20, 2000: M 01-05 on “Interagency Sharing of Personal Data” at http://www.whitehouse.gov/OMB/memoranda/m01-05.html; and DOI IRM Bulletin No. 2001-002.


10)  Who is responsible for assuring proper use of the data?

This may be stipulated in the language contained in the agreement (e.g. Head of the Bureau, or Program Manager).  Refer to OMB Circulars A-123:  Management Accountability, and A-130:  Management of Federal Information Resources. 


SECTION III

Sample Completed PIA

Department of the Interior

Privacy Impact Assessment

Electronic FOIA Tracking System

Project ID #:  010-00-01-07-01-0020-00-305-108

Agency: Department of the Interior
Bureau: The Office of the Chief Information Officer (OCIO), PMB
Name of Project: Department of the Interior Electronic FOIA Tracking System (EFTS) 

A.  CONTACT INFORMATION:
(1) Who is the person completing this document?

Alexandra Mallus, Departmental  Freedom of Information Act 

(FOIA) Officer, OCIO (202) 208-5342

(2) Who is the system owner (name, organization and contact information)?  

Alexandra Mallus, OCIO, (202) 208-5342

(3) Who is the system manager for this system or application (name and contact information)?

Roberta Heintz, National Business Center (NBC), Washington, DC

(202) 208-5148, 

(4) Who is the IT Security Manager for this system and their contact information?

Charles Coleman, NBC, Washington, DC (202) 208-5148

(5) Who is the Privacy Act Officer who reviewed this document (name and contact information)?

Marilyn Legnini, Department of the Interior Privacy Act Officer, OS/OCIO,  (202) 219-0868

B. SYSTEM APPLICATION/GENERAL INFORMATION:

(1) Does the system contain any personal information about individuals?

The system contains personal information about individuals, e.g., name, home address, home telephone and fax numbers, personal e-mail address, and other pertinent information related to processing and responding to their FOIA and Privacy Act requests. 


(2) What is the purpose of the System/Application?

The primary purpose of this system is to facilitate the manageability and efficiency of the FOIA and Privacy Act (PA) process throughout the Department of the Interior (DOI).  The system will allow the tracking of FOIA/PA requests from receipt to completion, provide valuable information to DOI FOIA Coordinators, identify duplicate requests, ensure consistency in responses, reduce the time in processing requests, support action on FOIA requests, appeals, and litigation, facilitate reporting and reviews, and improve customer service.

(3) What legal authority authorizes the purchase or development of this system/application?

5 U.S.C. 552; 5 U.S.C. 552a

C.
DATA in the SYSTEM

(1) What categories of individuals are covered in the system?

Individuals who have submitted FOIA/PA requests and administrative appeals; individuals whose requests or records have been referred to the Department by other agencies; and in some instances attorneys representing individuals submitting such requests, appeals and litigation; individuals who are the subject of such requests, appeals, litigation, and/or the DOI personnel assigned to handle such requests, appeals and litigation. 
(2) What are the sources of the information in the system?



tc \l3 "(2)  What are the sources of the information in the system?


     a.  Is the source of the information from the individual or is it taken from another source?  If not directly from the individual then what other source?
Information in this system comes primarily from the individuals who submit FOIA/Privacy Act requests, internally generated documents, and employees processing the requests.




b.  What Federal agencies are providing data for use in the system?
None other than those which may be in the FOIA case files.

c. What Tribal, state and local agencies are providing data for use in the system?

   None other than those which may be in the FOIA case files.
    d. From what other third party sources will data be collected?  







        None other than those which may be in the FOIA case files.

    e. What information will be collected from the employee and the public?

Information collected will include, but not be limited to: name, home/business address; home/business telephone number; fax and email numbers; organizational affiliation; all FOIA costs incurred including payments; date of request; subject of request; pertinent information associated with Bureau contact information; other information related to processing and responding to requests, e.g., disposition of requests.

(3) Accuracy, Timeliness, and Reliability
All FOIA Officers and Coordinators will be responsible for ensuring that information entered into the system is accurate and complete.  Information will be entered in a timely manner and updated in the system as appropriate.  There are software controls in place to ensure accuracy of both data fields and cross field relationships.

     a. How will data collected from sources other than DOI records be verified for



 accuracy?

Information is received from individual FOIA/PA requesters and is only as reliable as that provided by the requester.

    b. How will data be checked for completeness?
The system is designed to require specific information be entered in order to consider the FOIA/PA request complete.  If the required information is not entered into the system, the FOIA/PA request will not be accepted by the EFTS.
     c. Is the data current?  What steps or procedures are taken to ensure the data is

    
current and not dated? (i.e., data models, name documents)
Information is received from individual FOIA/PA requesters and is only as reliable and current as that provided by the requester.

d.  Are the data elements described in detail and documented?  If yes, what is the name of the document?

The EFTS is comprised of specific data fields.  These fields will be described and detailed in a data dictionary as prepared by the contractor.  In addition, specific guidance regarding data entry for specific fields is included in the business rules and guidelines for the EFTS. 

D.  ATTRIBUTES OF THE DATA:
(1) Is the use of the data both relevant and necessary to the purpose for which the system is being designed?
The information collected in the EFTS is necessary and is directly related to the reason for which the system has been designed.  The majority of the data elements are required for preparation and submission of the FOIA Annual Report to Congress (5 U.S.C. 552(e)).
(2)  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected, and how will this be maintained and filed? 


Yes.  The system will allow users to aggregate information about requesters


with regard to the number, nature of, and costs associated with FOIA/PA requests


they have submitted to the Department of the Interior.


(3) Will the new data be placed in the individual=s record?


The data will be maintained in the EFTS.

(4) Can the system make determinations about employees that would not be possible without the new data?
Yes, through the use of the system, the Department, as well as the bureaus and offices, will be able to determine what records have been created and completed by users in the system.
(5) How will the new data be verified for relevance and accuracy?


Refer to the information provided for question C(3).

(6) If the data is being consolidated, what controls are in place to protect the data  from unauthorized access or use?

The system consolidates the information provided by requesters and users for the


express purpose of providing computerized reports.  No privacy information is consolidated in this system or reports from the system, only general statistical information pertaining to FOIA activities, i.e., dollar amounts, number of days spent processing requests.  

(7) If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.
The EFTS is designed to protect data fields once the FOIA/PA request has been completed.  Additionally, access to the EFTS will only be granted to those persons within the Department of the Interior and specifically authorized by the Department and Bureau FOIA Officers.  Access levels and permission levels have been established by the Department and authorized only to those persons who have a need to know the information contained in the system in order to carry out their duties.  In accordance with OMB Circulars A-123, and A-130, Appendix III, the electronic FOIA tracking system will have controls in place to prevent unauthorized access to the data in the system.  Security measures and controls consist of:  firewalls and IP addresses, passwords, user identification, database permissions and software controls (see F(4)).

(8) How will the data be retrieved?  Can it be retrieved by a personal identifier?  If yes, explain, and list the identifiers that will be used to retrieve information on the individual.
Data will be retrieved by various fields including, name of requester, date of request, subject of request, FOIA number and/or the organizational affiliation of the requester, etc.

(9) What kinds of reports can be produced on individuals?  What will be the use of these reports?  Who will have access to them?
The system will be able to produce reports using various parameters determined by the user but limited to only the information that has been provided by the requester.  The reports will enable the user to determine certain information regarding the requests submitted including types of requests, categories of requests, numbers of requests, dates pertinent to requests, costs associated with the requests, etc.  This profile of information will only be accessible to the users of the EFTS.

E.  MAINTENANCE AND ADMINISTRATIVE CONTROLS:
(1) If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?
The users manual, operation manual, and business rules and guidelines will ensure consistent use of the data in all sites.



(2) What are the retention periods of data in this system? 
The retention periods of data/records in the system are covered by General Records Schedules 14 and 20.  Bureaus and offices also follow guidance on permanent and temporary records disposition issued by the National Archives Records Administration.  

(3) What are the procedures for disposition of the data at the end of the retention period?  How long will the reports produced be maintained?  Where are the procedures documented?
Procedures for eliminating the data at the end of the retention are established in accordance with GRS 14 and 20 or NARA guidance.  Disposal of Privacy Act information will also be consistent with the procedures established in 383 DM 8.8.  Eliminating the data at the end of the retention period is part of any life cycle and is the last stage of the life cycle. 

(4) Is the system using technologies in ways that the DOI has not previously 

employed (e.g., Monitoring software, SmartCards, Caller-ID)?


No.

(5)  How does the use of this technology affect public/employee privacy? 

There is no new use of technology  that would affect privacy.

(6) Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain. 
No.  In this release of the system, the firewall software will keep track of the IP addresses of those individuals accessing the system.  In the next release, the system will generate a log which will show which individuals accessed the system and when.

(7) What kinds of information are collected as a function of the monitoring of individuals?
There will be no monitoring of individuals.

(8) What controls will be used to prevent unauthorized monitoring?
The system is not used to monitor individuals.  NBC policy prevents monitoring except under certain circumstances (see NBC-CIO-POL-001).  The system is only accessible by those DOI employees who have been assigned user names and passwords.

(9) Under which Privacy Act Systems of Record notice (SOR) does the system operate? Provide number and name.

Interior, DOI-71, Electronic FOIA Tracking System and FOIA Case Files;

Interior, DOI-69, FOIA Appeals; and

Interior, DOI-57, Privacy Act Files.

(10)  If the system is being modified, will the Privacy Act system of records notice require amendment or revision?  Explain.
Not at this time. 
F.  ACCESS TO DATA:
(1) Who will have access to the data in the system (e.g., contractors, users, managers, system administrators, developers, tribes, other)?

Users of the system will include: FOIA/PA officers and coordinators, system managers, attorneys and other employees of the Department who have a Aneed to know@ the information contained in this system in order to carry out their duties.  The System Administrator will have access to the data in the system as necessary to carry out his/her responsibilities.  In certain instances, the contractor performing work on the Department’s behalf may have access to records in the system.  The routine use section of the Privacy Act system of records notice, DOI-71, identifies those parties that can gain access to the information when the use is compatible with that identified in the notice.  Disclosure and access to information in the system is based on DOI FOIA and Privacy Act regulations at 43 CFR Part 2.  

(2) How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?        

For the most part, access to the data by a user (i.e., DOI employees who are designated as FOIA/Privacy Act personnel and, as such, require access to the database to administer the laws) is determined by the “need-to-know” requirements of the Privacy Act, the user’s profile based on the user=s job requirements, managerial decisions, etc. and dependent on a compatible purpose for which the data was collected.  The criteria, procedures, controls and responsibilities regarding access are documented in the business rules and guidelines and rules of behavior and comply with the intent of the Computer Security Act of 1987 [Public Law 100-235] for standards and guidelines on security and privacy (see F(4)). 




(3) Will users have access to all data on the system or will the user’s access be

restricted?  Explain.   

Access to records in the system is limited to authorized personnel whose official duties require such access, i.e., on a “need to know” basis.  Electronic data is protected through user identification, passwords, database permissions and software controls.  Such security measures establish different access levels for different types of users.  For example, in the EFTS, system administrators may have access to all of the data for their specific bureau or office.  

(4) What controls are in place to prevent the misuse (e.g., browsing) of data by those having access?  (Please list processes and training materials)

In accordance with OMB Circulars A-123, and A-130, Appendix III, the electronic FOIA tracking system will have controls in place to prevent the misuse of the data by those having access to the data.  Such security measures and controls consist of: passwords, user identification, IP addresses, database permissions and software controls.  All employees including contractors must meet the requirements for protecting Privacy Act protected information.  See DOI Privacy Act regulations at 43 CFR 2.52: Conduct of Employees, and 43 CFR 2.53: Government Contracts.  Business rules and guidelines as well as rules of behavior, and an access matrix have been established to prevent inadvertent disclosure to individuals not authorized to use the system or those who do not have a direct need to know certain information contained in the system.  The system is designed to allow access in a pipeline format and also to provide levels of disclosure through a series of masks depending on the level of sensitivity.  All users have a password and ID that is issued by the Bureau FOIA Officer or Departmental FOIA Officer.  All users will receive training on the new electronic FOIA tracking system.  In addition, the contractor has developed: 1) an operations manual to provide guidance to the technical support staff who will maintain the system; and 2) a users manual to provide guidance to the FOIA personnel who will be regular users of the system.

(5) Are contractors involved with the design and development of the system, and will they be involved with the maintenance of the system?  If yes, were Privacy Act contract clauses inserted in contracts, and other regulatory measures addressed?

Yes, contractors are involved with the design and development of the system and may be involved with the maintenance of the system. Contractors also may be involved in developing upgrades to the system. When a contract provides for the operation of a system of records on behalf of the Department, the Privacy Act requirements and Departmental regulations on the Privacy Act must be applied to such a system (See Department of the Interior Privacy Act regulations at 43 C.F.R.2.53: Government Contracts).   The Federal Acquisition Regulations also require that certain information be included in contract language and certain processes must be in place.  (See FAR 48 C.F.R..24.102(a) and DOI’s Acquisition Regulation at 48 C.F.R.1424.1).  A Privacy Act clause was included as part of the statement of work and the contractor was provided with copies of the Department=s Privacy Act regulations and applicable policies. 

(6) Do other systems share data or have access to the data in the system? If yes, explain.

No, the EFTS is a closed system.

(7) Who will be responsible for protecting the privacy rights of the public and employees affected by the interface?

There is no interface.  Although all employees who have access to information in a Privacy Act system bear some responsibility for protecting personal information covered by the Privacy Act (see 43 CFR.2.52: Conduct of Employees), the information owner and system manager  (identified in the Privacy Act System Notice) share overall responsibility for protecting the privacy rights of individuals by developing guidelines and standards which must be followed.

(8) Will other agencies share data or have access to the data in this system (Tribal,
 Federal, State, Local, Other)?
Information from this system will only be shared with other agencies consistent with the FOIA/PA statutory exceptions and the routine uses set forth in the Privacy Act system of records notice, DOI-71, Electronic FOIA Tracking System and FOIA Case Files- Interior. 


(9) How will the data be used by the other agency?
Access will only be provided to those parties identified in the routine use section of the Privacy Act system of records notice, DOI-71, for purposes consistent with the purpose for which the system was developed. 


(10) Who is responsible for assuring proper use of the data?
The FOIA/PA officers/coordinators and appropriate attorneys.  All federal employees will be in compliance with the requirements in OMB Circulars A-123 and A-130 as well as the Departmental Manual, 383 DM 3,  Privacy Act - Bureau responsibilities.
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SECTION IV
Web Links to Privacy Policy Resources
Department of the Interior
· DOI regulations for implementing the Privacy Act (43 CFR Part 2 (2.45-2.79): http://www.doi.gov/foia/43cfrsub.html. 
· The DOI manual sections on the Privacy Act can be found at 383 DM Ch. 1-13 http://www.doi.gov/ocio/privacy/manual/index.html 
·  The DOI Privacy Program Homepage:  http://www.doi.gov/ocio/privacy/index.html
· DOI Privacy Act system of records notices and Government-wide notices: http://www.doi.gov/ocio/privacy/List_doipa_notices_9.03.htm


Government 
· The E-Government Act of 2002
· OMB Memo dated September 26, 2003 (M-03-22) on implementation of the section 208 privacy provisions of the E-Government Act of 2002: http://www.whitehouse.gov/omb/memoranda/m03-22.html
· Department of Justice Guide on "Legal Considerations in Designing and Implementing Electronic Processes (implementation of GPEA) (see C. Assessing the Significance of Risk, and II. Legal Issues to Consider in "Going Paperless" at http://www.cybercrime.gov/eprocess.htm 
· Congressional Internet Caucus Advisory Committee Briefing Book on E-Government issues dated March 22, 2001 at http://www.doi.gov/cgi-bin/intercept?http://www.netcaucus.org/books/egov2001/.  See Section on Privacy at http://www.netcaucus.org/books/egov2001/pdf/key.pdf



· The Privacy Act (5 U.S.C. 552a)
· The Privacy Act of 1974, as amended (5 U.S.C. 552a): http://www4.law.cornell.edu/uscode/5/552a.html 

· Office of Management and Budget (OMB) regulations on the Privacy Act.  Privacy Act Implementation, Guidelines and Responsibilities, 40 FR 28948 (July 9, 1975)
·  M-99-05, Instructions on Complying with President's Memorandum of May 14, 1998, "Privacy and Personal Information in Federal Records" (January 7, 1999)
· OMB Circular A-130:  Management of Federal Information Resources.  See Appendix I for implementing the Privacy Act and transmittal memorandum:
 http://www.whitehouse.gov/omb/circulars/a130/a130trans4.html
· OMB Privacy Policy Page: http://www.whitehouse.gov/omb/privacy/index.html
· OMB Privacy Act regulations on personnel records (5 CFR 297): http://www.opm.gov/feddata/cfr297.txt 
· Department of Justice Privacy Act Overview http://www.usdoj.gov/04foia/04_7_1.html
· A Citizens Guide to the FOIA and Privacy Act http://www.fas.org/sgp/foia/citizen.html


Budget Processes and Privacy Requirements 
· See privacy requirements for Exhibit 300s at Office of Management and Budget (OMB) Circular A-11, Preparation and Submission of Budget Estimates, July 2000 (see Sections 31.8, 50.1, 50.2 & 58.3 and 300.1 at http://www.whitehouse.gov/omb/circulars/a11/02toc.html 


Contracts and Privacy Requirements 
· The Privacy Act, Section (m) addresses accountability for Privacy Act systems of records maintained by persons other than agency personnel: http://www.doi.gov/cgi-bin/intercept?http://www4.law.cornell.edu/uscode/5/552a.html 
· The Federal Acquisition Regulations (FAR) requires that when an agency contracts for the design, development, or operation of a system of records on individuals on behalf of the agency to accomplish an agency function, the agency must apply the requirements of the Privacy Act to the contractor and its employees working on the contract (FAR 48 CFR 24.102(a) http://www.arnet.gov/far/).  FAR Contracting Officer and System Manager responsibilities (See FAR at 48 CFR 24.103 http://www.arnet.gov/far/). Privacy clauses at 52.224-1 & 2 (http://www.arnet.gov/far/farqueryframe.html).

· DOI Acquisition Regulations (DIAR) 1452.224-1: http://www.doi.gov/pam/1452-3.html#244-1%20 
·  DOI Privacy Act regulations on contracts (43 CFR 2.53): http://www.doi.gov/foia/43cfrsub.html 


GAO Reports on Government Privacy
· [GAO-03-304 ] Privacy Act: OMB Leadership Needed to Improve Agency Compliance dated June 2003 at http://frwebgate.access.gpo.gov/cgi-bin/useftp.cgi?IPaddress=162.140.64.88&filename=d03304.pdf&directory=/diskb/wais/data/gao
·  [GGD-00-191] Internet Privacy: Agencies' Efforts to Implement OMB's Privacy Policy at http://frwebgate.access.gpo.gov/cgi-bin/useftp.cgi?IPaddress=162.140.64.21&filename=gg00191.pdf&directory=/diskb/wais/data/gao
· List of GAO reports on E-Government: http://www.gao.gov/index.htm 



Geographic Information Systems (GIS) and Privacy Policy
· Federal Geographic Data Committee Privacy Policy established in 1999 at http://www.fgdc.gov/fgdc/policies/privacypolicy.pdf 
· Urban Regional Information Systems Association “Code of Ethics” (see section IV on Privacy) at http://www.doi.gov/cgi-bin/intercept?http://www.urisa.org/ethics/code_of_ethics.htm 


Interagency Data Sharing
· OMB memo on Interagency Sharing of Personal Data, December 20, 2000: http://www.whitehouse.gov/omb/memoranda/m01-05.html 
·  General Accounting Office (GAO) Report of April 2001 (GAO-01-12SP) on Data Linkage and Privacy: http://www.gao.gov/new.items/d01126sp.pdf. 


Privacy Act System of Records Notices and Preparing Notices
· DOI Privacy Act system of records notices and Government-wide notices: http://www.doi.gov/ocio/privacy/List_doipa_notices_9.03.htm
· Government Printing Office Drafting Handbook (see Ch. 3 on guidelines for Privacy Act System of Records Notices): http://www.nara.gov/fedreg/ddhhome.html 

· Chapter 5 on “Privacy Act System of Records Notices” of the Department of the Interior Manual Section on the Privacy Act (see 383 DM 5 at http://www.doi.gov/ocio/privacy/manual/383DM5.htm)


 

Privacy Impact Assessments
·  DOI “Privacy Impact Assessment and Guide” at http://www.doi.gov/ocio/privacy/Privacy_Impact_Assessment_9_16_02.doc
·  OMB Memo dated September 26, 2003 (M-03-22) on implementation of the section 208 privacy provisions of the E-Government Act of 2002 (see Appendix A) http://www.whitehouse.gov/omb/memoranda/m03-22.html
·  Privacy Provisions of the E-government Act of 2002
· Federal Chief Information Officer Council Model Information Technology Privacy Impact Assessment (PIA) (see Section. V. Checklist) at 
http://www.cio.gov/Documents/pia_for_it_irs_model.pdf. 

 


Privacy Program Reviews
· Sec. 3 of OMB Circular A-130: “Assignment of Responsibilities” for Federal Offices.  (See required cyclical program reviews at http://www.whitehouse.gov/omb/circulars/a130/a130appendix_i.html)
· DOI Bureau Program Responsibilities (383 DM 3) http://www.doi.gov/ocio/privacy/manual/383DM3.htm


Privacy Protection Tips
· Federal Trade Commission (FTC) Website on Privacy Safeguards http://www.ftc.gov/privacy/privacyinitiatives/promises_educ.html
· What to do if your identity is stolen.  (See FTC website at http://www.consumer.gov/idtheft/)


Safeguarding and Disposing of Privacy Act Records
· See DOI Manual Section on the Privacy Act at 383 DM 8 http://www.doi.gov/ocio/privacy/manual/383DM8.htm
· See DOI Records Disposal guidelines at 384 DM 1 at http://elips.doi.gov/elips/release/3431.htm
· Federal Trade Commission (FTC) Website on Privacy Safeguards http://www.ftc.gov/privacy/privacyinitiatives/promises_educ.html

Web Privacy Policy
1.  Interior Web Privacy Policy Notices
· The official Departmental web privacy policy statement: http://www.doi.gov/footer/privacy.html 
· For websites directed at children 13 years or under:  http://www.doi.gov/kids/childprivacy.htm
· For websites that collect information from the public a specific notice must address the reason for the information collection, etc.  See sample notices at:  https://www.volunteer.gov/gov/privacy.cfm and http://training.fws.gov/Documents/privacyactstmnt.htm
· The official Departmental web disclaimer statement: http://www.doi.gov/footer/disclaim.html
· DOI Webmaster/Pagemaster Checklist: http://www.doi.gov/ocio/privacy/Webmaster_Checklist_12.03.doc
2. Children’s Online Privacy Protection Act Requirements 
·  For pages directed at Children 13 years or under see the Federal Trade Commission guidance on complying with the Children's On-Line Privacy Protection Act at http://www.ftc.gov/bcp/conline/pubs/buspubs/coppa.htm 
3.  Government Web Privacy 
· OMB Memo dated September 26, 2003 (M-03-22) on implementation of the section 208 privacy provisions of the E-Government Act of 2002.  (See Appendix A, Section III on web requirements at: http://www.whitehouse.gov/omb/memoranda/m03-22.html)

· See OMB Privacy Guidance on Government web pages at:  http://www.whitehouse.gov/omb/inforeg/infopoltech.html#pg
Websites Related to Privacy
· OMB Webpage for Information Privacy, IT, and E-Government http://www.whitehouse.gov/omb/inforeg/infopoltech.html
· OMB Privacy Page: http://www.whitehouse.gov/omb/privacy/index.html
· DOI Information Technology Security Homepage: http://www.doi.gov/ocio/security/ 

· DOI Capital Planning Homepage (see tips on preparing privacy sections of the Exhibit 300) http://www.doi.gov/ocio/cp/index.html
·  DOI Freedom of Information Act Homepage: http://www.doi.gov/foia/ 
Federal Trade Commission privacy initiatives: http://www.ftc.gov/privacy/index.html
1 “Identifiable Form” - According to the OMB Memo M-03-22, this means information in an IT system or online collection: (i) that directly identifies an individual (e.g., name, address, social security number or other identifying number or code, telephone number, email address, etc.) or (ii) by which an agency intends to identify specific individuals in conjunction with other data elements, i.e., indirect identification.  (These data elements may include a combination of gender, race, birth date, geographic indicator, and other descriptors).
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