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APPENDI X | : PROTECTI ON OF MJUSEUM PROPERTY

A

MANDATES AND REQUI REMENTS FOR SECURI TY AND FI RE PROTECTI ON OF
MUSEUM PROPERTY

1.

Laws and Requl ati ons

Security and crinme prevention prograns are based on
various statutes requiring federal agencies to properly
manage and protect their buildings and ot her property.
The nost pertinent statute is Title 40 of the United
States Code, entitled "Public Buildings, Property, and
Works." Paragraph 486(c) of Title 40 requires the head
of each executive agency to issue such orders and
directives as may be necessary to carry out the
Governnent's property nmanagenent regul ations. This and
ot her statutes have been translated into the Code of
Federal Requl ations. The nost pertinent part of the Code
is contained in 410 DM 114-60 which is "Federal Property
Managenent Regul ations.” 41 CFR 101-20.103 is entitled
"Physical Protection and Building Security". It
prescribes policies and nethods for the physical
protection of buildings and grounds operated by GSA and
ot her Federal Executive agencies. The Departnent of the
Interior's property nmanagenent regulations are in 410 DM
114-60.

The Departnent of the Interior has suppl enented CFR 41.
Chapter 1 of Part 444 of the Departnental Manual

"provi des guidelines on that part of the Departnental
security programrelated to neasures designed to safe-
guard personnel ; prevent unauthorized access to Federal
real and personal property and records; and safeguard
agai nst espi onage, sabotage, vandalism and theft."

The Departnental Mnua

Part 411 of the Adm nistration Series, "Miseum Property
Managenment " outlines the standards for the protection of
nmuseum property.

Bur eau Managenent Polici es

Excerpts from appropriate bureau managenent policies and
guidelines relevant to security and fire protection
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shoul d be cited in bureau-specific nuseum property
manual s and handbooks.

MANDATES AND REQUI REMENTS FOR EMERGENCY MANAGEMENT FOR MUSEUM
PROPERTY

1. Laws

The subj ect of energency preparedness is addressed in a
nunber of Federal |aws and regul ations, although in every
i nstance the focus is upon protection of visitors or upon
broad, general issues of unit nmanagenent and resource
protection. (Refer to the followng US. Code Ctations:
USC 12 & 17; 16 USC la-6, 1b-1, and 3; 28 USC 1346 &
2672; and 31 USC 6483; also see 36 CFR 1.5.)

2. The Departnental Munua

Part 411 of the Adm nistration Series, "Miseum Property
Managenment " outlines the standards for the protection of
museum property. Refer to Section A above for a listing
of these standards.

3. Bur eau Managenent Polici es

Excerpts from appropriate bureau managenent policies and
guidelines relevant to security and fire protection
shoul d be cited in bureau-specific nmuseum property
manual s and handbooks.

MUSEUM PROPERTY SECURI TY SURVEY CHECKLI ST

This section provides a general outline of the types of broad
topics that may be addressed in a detailed security survey of
spaces housi ng nuseum property. A security survey addresses
facility perimeter security, the structure(s) housing the
coll ection, procedural concerns, fire protection, emergency
action planning, and individual object protection. This
checklist may be used to formthe basis of a Scope of Wrk

St at ement when contracting for a security survey.

G 1. The Unit or Facility

G a. Nanme or identification
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Functi on or purpose

Locati on

1) Proximty to other facilities
2) Proximty to communities

Physical nature of the facility and its
surroundi ngs
The climate
Staffing
1) Nature and size of staff
2) Hours
3) Seasonal variations
Vi sitor access
1) Visitor use characteristics
2) Nunbers of visitors
3) Hours
4) Seasonal variations
The | aw enforcenent situation
1) Type of jurisdiction
2) Reaction/response tines

imeter Security (External)

G b.
G C.
G
G
G d.
G e.
G f.
G
G
G
G g
G
G
G
G
G h.
G
G
G 2 Peri
G a.
G
G
G
G
G
G b.
G C.
G
G
G
G
G
G
G
G e.
G
G
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Fences, gates, natural barriers, and grounds
1) Nature of fences and gates
2) Gates (control, access, |ocks)
3) Natural barriers
4) C ear zones
5) Under ground passages
Cover for possible illegal activity (e.g.,
veget at i on)
Li ghti ng
1) Nature
2) Location and areas of coverage
3) Maintenance and testing
4) Power supply, circuit, and sw tching

reliability
5) Tanper resistance
6) Operation
d. Access contro
Patrol s
1) Nature
G 2) Frequency

3) Seasonal variations
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I ntrusi on detection system
1) Type of system
2) Signal transm ssion node
3) Inspection, testing, and mai ntenance
4) Power supply
5) Tanper resistance
6) Monitoring
7) Records of alarmincidents

he Structure Housi ng Miseum Property

DOOLOOO°OOOOOOOOOTOOOOOOL

OOOO®

Perimeter security
1) Doors
2) W ndows
3) O her openings
4) Wl ls
5) Roofs
6) Fl oor, basenent, and attic
Interior security
1) Connecting doors and pass-throughs
2) Walls
3) Ceilings
4) Floors and crawl spaces
5) Ductwork
6) Storeroons, closets, utility roons
7) Security safes and vaults
8) Storage cabinets
9) Hiding places
Locks and rel ated hardware
1) Type
2) Installation
3) Mai nt enance
Li ghti ng
1) Security
2) Enmergency
3) Lighting reliability
a) Back-up power
b) Switch security
c) Wring protection
d) Mai nt enance
ntrusi on detection system
1) Nature and area of coverage
2) Location of controls
3) Tanper resistance of wring and conponents
4) Alarmtransm ssi on node

OOOO
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5) Maintenance and testing
6) Back-up power
7) Operating procedures and instructions
8) Monitoring and docunentation of alarm
nci dent s
9) Response
Fire safety and control
1) Detection systens
a) Nature and area of coverage
b) Location of controls
c) Tanper resistance of wring and conponents
d) Alarmtransm ssion node
e) Mintenance and testing
f) Back-up power
Operating procedures and instructions
2) Suppression node(s)
3) Housekeepi ng
4) Evacuation
Fire-resistant encl osures
1) Insulated filing cabinets
2) Insul ated safes
3) Record vaults

OOOO

OO

DOOOOOO
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Pr ocedur es

Key contr ol
Bui | di ng openi ng and cl osing (policies,
procedures and practices)
Housekeepi ng practices
Enpl oyee contro
1) Screening and investigation
2) ldentification
3) Package and material contro
Visitor contro
1) Control of visitors to staff-only areas
2) Passes
3) Records of visits
4) IDs for contractors, tradesnen, utility
wor ker s
Visitor surveillance and inspection
Protection of adm nistrative records
Security of cash and val uabl es
1) On site
2) In transit
Control of access to restricted areas or

oo
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facilities

OO 300000 OOOFT

Property inventory and control
Security comruni cations
1) Mode(s)
2) Reliability
3) Back-up power and al ternate nobdes of
communi cati on
4) Enpl oyee operation
5) Efficiency and speed
| nci dent response
1) Reporting
2) Timeliness
3) Effectiveness
I nci dent reporting (docunenting incident and
response)
1) Tineliness
2) Accuracy

Emer gency Operations Pl an ( EOP)

STOOOOOOO OO

(@]

Does it deal with all possible contingencies?

1) Bonb threats and bonbi ngs

2) Civil disturbances (riots, war, breach of

peace)

3) Natural catastrophes

4) Vandal i sm

5) Robbery and assault

6) Burglary

7) Fire

8) Equipnent failure

9) Accidents wth injury
Does it provide for notification of the right
people in the right sequence?
Does it provide detailed reaction instructions or
provi de directions on how to obtain instructions?
Does it provide for reporting of emergency
incidents to bureau-level officials and to the
proper |ocal authorities?

| ndi vi dual Cbj ect Protection

G

St or age spaces
1) Physical construction
2) Access contro

G a) Physical barriers
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G b) Procedural neasures
3) Housekeepi ng practices
4) Storage cabi nets and shel ves
5) Inventory and material novenent
6) Al arns
Exhi bit spaces
1) Case construction
2) Lighting of space and cases
3) Surveillance by the staff
4) Intrusion and tanper detection systens
5) Inventory and object renoval
Fur ni shed roons
1) Access contro
G a) Physi cal
G b) Procedural
G 2) Intrusion detection systens
G 3) Housekeepi ng practices
G 4) Inventory and object novenent/renova

D°POOOOOTOOOO

SOURCES OF ASSI STANCE

1

Organi zati ons and Soci eti es

The principal organi zations and societies for nmuseum
property security and fire protection are as foll ows:

a.

The American Society for Industrial Security (ASIS)
1655 North Fort Meyer Drive

Suite 1200

Arlington, VA 22209

703/ 522- 5800

The Society's Standing Commttee on Miuseum Library,
and Archive Security has published a book "Suggested
Guidelines in Museum Security.” This publication
provi des gui dance on physical security and fire
protection in nuseuns. The society also pronotes and
coordi nates the annual National Conference on Miseum
Security.

The Museum Associ ation Security Commttee of the
Ameri can Associ ation of Miuseuns (MASC)

c/o Smthsonian Institution

1111 North Capitol Street

Washi ngton, DC 20560
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703/ 357-1630

This commttee is active in the printing and
reprinting of publications on nuseum physi cal
security and in pronoting and coordi nati ng the annual
I nt ernational Conference on Miseum Security sponsored
by the Smthsonian Institution. |In addition, the
Comm ttee publishes a newsletter.

c. The National Fire Protection Association (NFPA)
1 Batterymarch Park
P. 0. Box 9101
Qui ncy, MA 02269-9959
617/ 770- 3000

Thi s association, a voluntary nenbership

organi zati on, pronotes and inproves fire protection
and prevention. This Association operates the
Charles S. Morgan Technical Library that acts as a

cl eari nghouse for relevant information on all aspects
of fire prevention and nanagenent. It publishes
nunerous fire protection standards, as well as books
and ot her educational materials on fire prevention,
detection, and suppression. Wite or phone the NFPA
for a copy of its latest catalog. The Association's
Techni cal Commttee on Protection of Cultural
Resources, (Libraries, Miuseuns, Places of Wbrship,
and Historic Structures) has devel oped for the NFPA
standards applicable to archives, libraries, nuseuns,
and historic structures.

Protection Staffs at Miseuns

Sonme of the |larger nuseuns in the country

(e.g., Smthsonian Institution) have full-tinme staff who
specialize in nuseum property protection. Curatorial
staff should consult with nearby nuseum protection staffs
for technical assistance in security, fire protection,
and energency managenent.

Law Enf orcement Agenci es and Fire Departnents

Police departnents or fire departnents | ocated in or near
ur ban areas shoul d be consulted for technical assistance
in the protection of nmuseum property. Police departnents
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in large communities nay have officers specializing in
the recovery of stolen nuseum property.

E. SAMPLE UNI T MJUSEUM PROPERTY ACCESS PROCEDURES

The Departnental Manual, Chapter 411, "Miseum Property
Managenent" requires that managenent of nuseum property

I ncl udes preparing and i nplenenting witten access
procedures. This section provides suggested format and

| anguage for conprehensive witten procedures for access to a
museum property collection. The sanple procedures are
designed to cover all elenents that need to be consi dered.
Format and | anguage can be expected to vary considerably
dependi ng on each situation.

SAMPLE UNI T MUSEUM PROPERTY COLLECTI ON ACCESS PROCEDURES
PURPOSE

It is the policy of the (Nane of Bureau), and of (Nanme of Unit),
that its natural and cultural resources be nade avail able for
educational and scholarly purposes. The primary value of the
unit's nuseum property collection is as a resource of this unit;
wth that value in mnd, the unit staff is charged with the
preservation of its nmuseum property. However, such property al so
possesses consi derable research value and its use for research is
al ways encouraged. The (Nanme of Bureau) is mandated to protect
its resources at the sane tine that those resources are nade
accessible to the public. Wth that mandate in mnd, the staff
also is charged with regulating access to the unit's nmuseum
property. This docunent serves as a guide to the staff in
carrying out its responsibilities for both encouragi ng and
regul ati ng access to nmuseum property and for neeting the needs of
prospective researchers.

GENERAL ACCESS PROCEDURES

1. Except as noted below, this witten procedural statenent
applies equally to nmuseum objects, historical and/or
scientific docunentation, and associ ated docunentati on of
museum property. These procedures also apply to information
about such unit resources witten by the staff in the course
of their official duties.
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Access to objects in the collection, to storage cabinets and
exhi bit cases, and to keys to | ocks on storage roons, storage
cabi nets, and exhibit cases will be strictly controlled by a
desi gnated unit enpl oyee, usually the unit nanager or |aw
enforcenent specialist. Al areas thus controlled shall be
identified as "Secure Areas".

Only those persons identified under "Eligibility for Access
to Museum Property"” will be permtted access to secure areas
under ordinary conditions. Under energency conditions,

ener gency response personnel may have access to secure areas,
but only under such conditions and with such supervision and
control as has been established in the unit's Energency

Oper ations Pl an.

The granting of access to a secure area does not
automatically grant access to objects, historical and/or
scientific docunentation, or associ ated docunentation kept in
those areas. Only persons with legitimate needs to use,
study, photograph, or handl e nmuseum property will be granted
access to them other persons may be granted access only to
areas housi ng such itens.

A request for access nust indicate whether the request
applies only to a secure area or to both the area and the
museum property therein

The unit manager will designate, in witing, those unit

per sonnel whose positions or duties dictate that they should
have access to secure areas or to the collections wthout

t heir being acconpani ed by other staff. Normally, only staff
directly responsible for nuseum property will receive such a
designati on. Persons not so designhated nust be acconpani ed
by one of the designated personnel in order to gain

| egitimate access to the collections. Persons holding a
designation fromthe Unit Manager are referred to as

"Aut horized Staff" in this policy statenent.

Al l persons, except Authorized Staff, who request access to
museum property for the purposes of using or view ng objects,
hi storical and/or scientific docunentation, or associ ated
docunent ati on nust specify in their request which itens or

groups of itens they will want to use. |If permssion to
access nuseum property is granted, only those itens wll be
:10 Rel ease Dat e:
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made avail able. Persons already working with the nuseum
property collections may verbally request access to
additional itens; their requests will be considered on a
case- by-case basis.

This procedural statenent should be reviewed, at a m ni num
every two years and revised as necessary for it to remain
current and viable. It may be convenient to conduct this
review concurrently with review of the unit's approved Scope
of Collection Statenent.

ELIGBILITY FOR ACCESS TO MJSEUM PROPERTY COLLECTI ONS

Access to the collections should be granted by the Unit Manager
or designated official to the foll owm ng persons or classes of
per sons:

1.

Bonafi de researchers. A person nmay be consi dered "bonafi de"
by:

(a) presenting docunentation that he/she is affiliated with a
recogni zed educational institution, either as faculty or as a
regi stered student, or that he/she is on the staff of a
recogni zed nuseum (b) denonstrating, preferably in witing,

t hat he/she needs to study objects, specinens, or records in
the bureau's collections in order to conduct research; (c)
denonstrating that the research to be conducted has nerit,
i.e., that it is not frivolous and that the results of the
research will benefit either the researcher's institution or
the unit (or ideally both); and (d) that those results wll
be made available to the unit in some form All persons
granted access under this itemof eligibility nust be
acconpanied at all tines by authorized unit staff.

Bureau staff visiting the unit on official business. The
nature of their work nust require themto eval uate, inspect,
or work with the museum property collections or the roonmns,
cabi nets, or cases housi ng nuseum property, or with its
associ at ed docunentation. Persons granted access under this
category of eligibility do not necessarily have to be
acconpani ed by unit Authorized Staff at all times; a decision
in that respect will be based on their reasons for needing
access and on other factors that the Unit Manager or
designated official may consider gernane at the tine.
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Menmbers of Native American groups having official business
with the unit staff, for exam ning, handling, or appraising
ar cheol ogi cal or ethnographic objects in the nuseum property
collections. The Unit Manager or designated official should
ascertain that the individuals are tribal nmenbers, and not

I ndi vidual s who may or may not otherwi se be eligible to
request access on their own right. Refer to Appendi x A,
Section B of this Handbook (411 DM 1.7D(10)) regarding
consultation. Normally, when persons froma certain tribe
are allowed access to the nuseum property collections to use
obj ects representing that tribe, they will not be all owed
access to other objects, including those representing other
tribes. Exceptions nay be made on a case by case basis as
necessary. All persons granted access under this item of
eligibility nust be acconpanied at all tines by unit

Aut hori zed Staff.

Unit enpl oyees not directly responsible for nuseum property,

i ncludi ng vol unteers, who are being oriented to the unit and
their work or who require access to nmuseum property as part
of their internal training. Such persons nust be acconpani ed
at all times by unit Authorized Staff.

Unit mai ntenance and protection staff in the perfornmance of
their official duties. Except in the nost unusual

ci rcunst ances, such personnel may have access only to areas

I n which nuseum property is kept, but not to storage cabinets
or exhibit cases or to key boxes or other places where keys
to cabinets and cases are secured. As provided bel ow, other
nmeans shall be nade avail able to these personnel for
energency access. Persons granted access under this item of
eligibility should be acconpanied by unit Authorized Staff,
except when infeasible due to energency.

Access to nmuseum property by the follow ng persons or classes of
persons is discretionary but may be granted by the Unit Manager
or designated official:

6.

Private individuals seeking to use nmuseum property for
research or study. Such persons nust present credentials
satisfactory to the Unit Manager or designated official
showi ng that they have serious intent and are engaged in
research that necessitates exam nation of objects or records
at close hand. They may be required to present a witten
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research proposal or other docunentation of the type that
woul d be presented by soneone affiliated with an educati onal
I nstitution or nuseum (see nunber 1 above). Persons granted
access under this itemof eligibility nust be acconpani ed at
all tinmes by unit staff.

I ndi vidual s or representatives of organi zations,

I nstitutions, or corporations desiring to use objects or
docunentation in the nuseum property collection for
commercial or publicity purposes. Such persons nust satisfy
the designated official that their purposes are legitimte
and that the proposed uses are in keeping with unit purposes
and the bureau mssion and will not reflect adversely on the
unit, the bureau, or a Native Anerican group, if the request
Is for tribal materials. |In addition, such persons nust
satisfy the designated official that their purposes cannot be
nmet by access to property or institutions outside the unit.
Access should not be granted solely on the grounds that
access to the unit's nuseum property woul d be nore econom cal
or "easier" for themthan access to another source. Persons
granted access under this itemof eligibility nmust be accom
panied at all tinmes by unit Authorized Staff.

Enpl oyees of construction or service conpani es who require
access to areas housi ng nuseum property in order to service
or maintain the building or its utilities, including alarm
systens. Such persons will be all owed access only under the
terms of a contract or purchase order issued by or for the
unit and only to those areas where they are supposed to work.
Under no circunstances shall such persons be all owed
unsupervi sed access to objects kept in storage cabinets and
exhi bit cases. Except as may be otherwi se provided in the

| anguage of the contract or purchase order, all persons
granted access under this itemof eligibility nust be
acconpanied at all tines by Authorized Staff. The designated
official shall have the authority to restrict access

ot herwi se granted by this paragraph, under such circunstances
where it is deemed advi sabl e.

O her persons or groups of persons may be allowed limted
access to nuseum property, on determ nation by the designated
official that such access will be to the nutual benefit of
the persons or groups and the unit. Exanples of
circunstances to which this itemof eligibility mght apply

I nclude: tours for school classes, tours for nenbers of
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museum or gani zations or historical societies, tours for
famlies of unit enployees, orientation for | ocal
political/governnental officials, orientation for visiting
bureau enpl oyees not on official business, and tours for non-
bureau nmuseum personnel, teachers, and prospective
researchers who are considering applying for permssion to
use or view the nuseum property collection. Al persons
granted access under this itemof eligibility nust be
acconpanied at all tinmes by Authorized Staff.

In applying the above itens of eligibility, persons under 16
years of age generally should not be admtted to collection
storage areas. That provision nmay be waived by the designated
official in respect to famly nenbers of unit enpl oyees or when
circunstances dictate that it may be wai ved w t hout endangering
collections. Authorized Staff may all ow access to nenbers of
their imediate famlies under 16 years of age w thout further
perm ssion; the staff person nust acconpany his/her famly
menber (s) and will be held responsible for their conduct.

Al'l organi zed groups of school-age children nmust be under the
direct control of at |east one adult (teacher or parent) for
every 10 children on the tour. To conply with this policy, it
may be necessary to allow only |inmted nunbers of students into a
secure area at one tine. This policy does not apply to groups in
exhi bit areas open to the general public during regular visiting
hours. This policy does apply to such groups outside of regular
visiting hours, and may apply even in otherw se publicly
accessi bl e exhibit areas, depending on the |evel of security
required in the exhibit area.

CONDI T1 ONS OF ACCESS

The follow ng conditions apply equally to all non-staff persons
granted access to a secure area, unless so indicated to the
contrary.

1. Access to a secure area will be allowed only during regul ar
unit operating hours, unless other arrangenents have been
made in advance of the visit.

2. The staff is obliged to consider requests for access only
when requests are made in advance of the day of visit.
Therefore, persons needing to have access are urged to make
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their requests known to the designated official as far in
advance as possi bl e.

Prospective visitors should be aware that the unit staff is
extrenely busy at certain tines of the year and that

Aut hori zed Staff nmay not be available to assist themat those
times. Accordingly, it is suggested that persons needing
access offer or be prepared to discuss alternative tines with
the staff when they submt their requests.

The unit's decision to all ow access may depend upon the
availability of space in which the requester may work. The
unit attenpts to keep at | east sone space avail able at al
times for visiting researchers. However, if one researcher
al ready has been accommodat ed, there m ght not be space for
others at the sane tine. Space availability also m ght be
affected by in-house activities, such as inventorying

col l ections, cleaning exhibits, and staff research
activities.

Al'l guidelines for handling objects and historical and/or
scientific docunentation nust be followed by all nuseum
property users, whether staff or non-staff. Those guidelines
are published separately and nmay be requested in advance of a
visit. A copy of the guidelines also will be provided to
each user at the tinme he/she arrives.

Al persons, staff and non-staff alike, nmust sign in and out
of nmuseum property storage areas on the "Coll ections Access
Log". A sanple page fromone such log is attached to these
procedures. A log book will be found outside the door to
each storage area. Conpleted | og book pages should be filed
and retained indefinitely in order to determ ne who had
access to objects if there are objects m ssing.

All non-staff visitors and all staff visitors who are not
designated as "Authorized Staff" nust be acconpanied at al
times by Authorized Staff when in nuseum property storage
areas or when working in open exhibits. Exceptions to this
rule may be nade on a cases-by-case basis at the discretion
of the designated official. Wen Authorized Staff are not
required to acconpany a visitor, they still wll be available
to render assistance.
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8. The unit reserves the right to require a third-party
recomrendati on for any individual desiring access to nuseum
property who is not already known to the staff.

9. The unit reserves the right to receive the followng as a
condition for granting access to the collections:

a. Copies of any notes, neasured draw ngs, or photographs
taken on or of objects, specinens or records in the
museum property col |l ection.

b. Copies of conpleted research papers and publications
deriving fromwork on museum property.

c. Copies of conpleted research papers and publications when
t hey contai n phot ographs of nuseum objects or facsimle
copi es of docunents of historical and/or scientific
docunent ati on

d. Copies of any reports or publications based solely or
| argely on research conducted on the nuseum property
col I ecti on.

Copi es of formal reports and other published materials shal
be provided at the researcher's expense. Copies of notes,
drawi ngs, phot ographs, and other products of research shal

be provided at the researcher's expense, except when doing so
constitutes an econom ¢ burden, in which case the designated
official can elect to defray those costs or waive the

requi renent for the researcher to provide the nmaterials.

Because the physical integrity and safety of nuseum property is a
primary unit responsibility, no one will be granted unlimted,
totally discretionary access to nuseum property except for the
designated official and such other permanent staff that nay be
designated in witing. Anyone's access nay be denied or
restricted by the designated official at any tinme. Any

unf oreseen questions or problens regarding access will be
considered by the designated official on a case-by-case basis.

Under no circunmstances, excepting energencies, will persons other
than Authorized Staff possess, carry, use, or otherw se have
access to keys to | ocks on storage roons, storage cabinets,

exhi bit cases, and ot her places where nuseum property is kept.
This rule also applies to conbinations of |ocks on safes , vaults
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and filing cabinets.
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1. Bureau museum property and research materials shall be used
within the designated area under staff supervision. Material may not
be removed from the designated work area.

2. Researchers must present photographic identification to staff
responsible for the collections. When signed, the visitor log attests
the user has read and agrees to abide by these rules. Upon
departure from the workroom, researchers may be asked to submit
for inspection note paper, personal books, and other materials
carried into the designated workroom.

3. Only softlead pencils are to be used for notes. Pens, food,
drink, smoking materials, and any other material that may endanger
the preservation of the collections or records are not allowed in the
workroom. Personal laptop computers are permitted only if their use
does not intrude unfairly on the concentration of other users.
Briefcases, notebooks, purses, coats and other outdoor clothing and
extraneous materials must be left outside the workroom.

4. Artifacts and documents must be put back in the order and
conditionin which they are found. Researchers may not mark orin
any way change the shape or appearance of an object or document.

5. The (Bureau's Name) reserves the right to limit and control
access to fragile materials so as to preserve them for future use.

6. Certain materials may be restricted due to copyright status.
Researchers are responsible for discovering and satisfying any
copyright liabilities in material being used for research and
publication. Researchers are responsible for obtaining permission
to publish an image or document from the holder of the original
copyright, which is not necessarily vested in the (Bureau's Name).

7. Researchers must have the written permission of the creating
office of documents or the donor of personal papers, or their duly

U.S. Department of the Interior
(BUREAU NAME)

CONDITIONS FOR USING MUSEUM PROPERTY

authorized agents, to search restricted materials. (Bureau's Name)
requires that researchers request written permission from the
appropriate sources to quote from any documentin its holdings.
Credit should be given to the (Bureau's Name). The preferred credit
line is "Courtesy of the (Bureau's Name)."

8. Copyright Law of the United States (Title 17, USC) governsthe
making of photocopies or other reproductions of copyrighted
materials. Under certain conditions specified inthe law, libraries
and archives are authorized to furnish a photocopy or other
reproduction, including the condition that the reproduction is not to
be used for any purpose other than private study, scholarship, or
research. Ifauser makes arequestfor or later uses a photocopy or
reproduction for purposes in excess of “fair use," that user may be
liable for copyrightinfringement. (Bureau's Name) reserves the
right to refuse to accept a copying order if, in its judgement,
fulfillment of the order would involve violation of the copyright layv.

9. Thereisacharge for creation of xerographic and photographic
copies of unrestricted photoprints and archival materials. Copying
arrangements may be made with Bureau staff. Materials to be
photocopied may be flagged only with plastic paper clips, which will
be provided by Bureau staff. Documents to be photocopied must be
identified without disturbing the arrangement of documents in
folders. Use of personal copying equipment such as microfilm
cameras and electrostatic copiers is not permitted.

10. In accordance with bureau policy and mission to use and
preserve collections, bureau staff may inform researchers of the
work of others sharing the same subject interests.

Figure I.1b.
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F. SAMPLE UNI T MJUSEUM PROPERTY AREA OPENI NG AND CLOSI NG
PROCEDURES
1. Openi ng and Cd osi ng Procedures for Spaces Housi ng Miseum

Property

The Departnental Mnual, "Miseum Property Managenent"
(411 DM 3.2A) requires that nuseum property concerns be
included in witten opening and cl osing procedures for
each facility, or space within a facility, that houses
museum obj ects in storage or on exhibit. The sanple
docunent included in this appendi x addresses protection
concerns that are common to areas housing nuseum
property, and nuch of the |anguage can be applied to a
nunber of situations. However, witten procedures vary
in format and content dependi ng on each situation.

"Aut hori zed Staff" refers throughout the docunent to
staff responsible for nuseum property who have been so
designated by the unit's designated official.

Sanpl e Openi ng and d osi ng Procedur es

OPENI NG AND CLGOSI NG PROCEDURES FOR AN AREA HOUSI NG MUSEUM
PROPERTY

Menor andum

To: Al'l Unit Personnel

From Uni t Manager

Subj ect: QOpening and C osing Procedures: Building 28

Pur pose: To establish responsibilities for security and
daily opening and cl osi ng procedures of Building 28.

Policy: Building 28 houses the visitor orientation

exhi bit and managenent offices. Unit personnel assigned
to Building 28 will follow established guidelines to
ensure proper security of the building and protection of
t he museum property housed therein.

Gui del i nes:

The intrusion detection systemat Building 28 will be
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activated during all non-business hours. GCenerally this
is from4:30 PMto 7:30 AMdaily. (Hours may vary
slightly on weekends.)

On weekends when managenent staff are not at work, alarm
zones covering the nmanagenent area of the building wll
remain arned; only the visitor exhibit area wll be
deactivated by unit interpretive staff on duty. That
staff is responsible for rearmng the entire intrusion
detection systemat the end of the workday. During
regul ar busi ness days (Monday-Friday), it is the
responsibility of the unit guard staff to armthe system
at approximately 6:30 p. m

Each norning, it is the responsibility of the Unit Guard
staff to disarmthe intrusion detection system The
guards on duty will turn off the systens during the early
norni ng at approximtely 6:30 a. m

It is the responsibility of Authorized Staff to maintain
security on days when the visitor orientation area i s not
open to the public. Entry doors should remain | ocked at
all tinmes and the area should be secured and al arned

t hroughout the day when Authorized Staff are not present.

It is the responsibility of the interpretive staff to
secure the visitor orientation area and the building on
weekends, and to secure the visitor orientation area on
ot her days that it is open to the public. The closing
procedures should include inspecting all areas of the
bui | di ng where al arnms have been deactivated during the
day, not just the areas used by the public.

The evening guard patrol of unit will include an

i nspection to ensure that the building has been properly
secured. Before entering the building, the guard wll
patrol around the exterior of the house shining the
flashlight on each of the wi ndows to ensure that they are
closed. Only if all appears secure, will the guard enter
t he house alone to conplete the inspection.

Openi ng Pr ocedur es:

I ntrusion detection systens at Building 28 are disarned
each norning by either the guard or by anot her designated
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menber of the interpretive staff. The systens wll be
off prior to the tinme that other unit staff need to enter
t he buil di ng.

1.

Before entering Building 28, walk around the outside
of the building and check for signs of entry. |If

anyt hi ng | ooks suspicious do not enter; report the
observation to the guard staff inmediately.

Enter the building through the front foyer. Enter
the visitor orientation area, then | ock the door
behi nd you.

Check the status |lanps and alarns on the sector's
al arm syst em panel s behind the infornmation desk and
record any mal functions or apparent activations.

Make a wal k-t hrough vi sual inspection of the
orientation area. WMake particular note of signs of
attenpted entry, safety or nmintenance needs, and the
| ocation of individual nmuseum objects. Report
concerns or problens to the appropriate guard or

Aut hori zed Staff.

Just prior to opening the area to the public, take
down the two portable fire detectors. Place themin
t he storage cl oset.

If the area is to be open to visitors, open w ndow
blinds and turn on the appropriate lights. Ensure
that blinds are adjusted with the slats turned upward
to avoid direct sunlight on exhibits. Mke a speci al
note of safety and security concerns in these visitor
use areas.

Prepare for greeting visitors by placing the open
signs in the foyer. Establish staff assignnents,
prepare the visitor statistic sheet and ensure that a
supply of folders is avail able.

Call the guard desk and the receptionist to let them
know the visitor orientation area is ready for
visitors and to check for any special tours or
activities.
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Unl ock the entry doors.

C osi ng Procedures:

The followi ng steps are to be taken by desi gnated
interpretive or Authorized Staff. As you wal k through
the orientation area, note mai ntenance or safety concerns
or questions about nmuseum property security.

1

Ensure that visitors are out of the area. Record
visitation statistics (when the area has been open to
the public).

Lock both entry doors.

Close all windows and fasten those that can be
| ocked. Check all windows in the area.

Cl ose wi ndow blinds as each wi ndow i s checked.

Put the two tripods with fire detectors in their
proper position near the information desk. Pol es
shoul d be extended so the detector heads are as cl ose
to the ceiling as possible.

Leave night lights on in the follow ng areas:
- Behind the information desk

- To the right of the nmap

- Beside water fountain

Notify guard that building is being vacated, and
intrusion alarns activated in the orientati on area.

Activate the two intrusion detection system panel s
beside the entry door. Exit the building through the
foyer door. Secure the door using the dead bolt.

Make a final patrol around the outside of the

buil ding to check doors and wi ndows. Do not jiggle
doors or wi ndows fromthe outside. Doing so m ght
cause an intrusion alarm

Addi ti onal Considerations for Ofice Areas

Whil e office areas are subject to concerns simlar to
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t hose addressed in the sanpl e opening and cl osi ng
procedures in section F.2, it may be necessary to adapt
the principles underlying those procedures to an office
setting. Ofices or corridors containing works of art
may not be | ockabl e, and cannot be 'opened' or 'closed

I n the conventional sense. Procedures that conpensate
for this problem and that ensure, to the extent

possi bl e, the protection of nuseum objects in offices
shoul d be devel oped. Alternative approaches for securing
museum property exhibited in office areas are:

a. nmaintain a witten log to docunent the openi ng and
closing of the office. The |og should record the
nanmes of the persons responsible, the tinmes of
openi ng and cl osi ng, and any probl enms encountered or
observations made at the tine (e.g., faulty | ocks).

b. wite procedures for conducting a daily inventory and

i nspection of designated areas, with attention to the
fol | ow ng:

I evidence of unauthorized entry or attenpted entry;
I m ssing or damaged nuseum property;

I any incident occurring since the office was
secured, such as a fire, vandalism structural
col | apse, water |eak, toppled objects in an exhibit
or bookcase, and alarmor fire suppression system
activation.

c. establish as policy that offices housing nuseum
property (if possible) should be secured whenever
staff are not present, unless the area is guarded by
an activated al arm system

d. as appropriate, establish procedures for notifying

desi gnated authorities before returning to an office
after regul ar working hours.

G STEPS FOR ESTABLI SHI NG KEY AND COMBI NATI ON CONTRCL
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The Departnental Manual, "Miuseum Property Managenent" (411 DM
3.2A), requires that procedures be witten and inplenented to
control possession and use of keys and conbi nations that
provi de access to spaces housi ng nuseum property. The
follow ng steps ensure key and conbi nation control:

1. Establish witten procedures to be signed by the
designated official designating curatorial staff who are
aut hori zed access to nuseum property col |l ections storage
spaces, nuseum records storage areas, and exhibit cases.
These procedures should state who may keep keys or
conbi nati ons permanently, on a tenporary basis, or only
during work hours. Keys and conbinations to nuseum
property spaces should not be issued to staff whose need
for access is occasional. Procedures should indicate
that all staff and visitors not permanently authorized
entry to museum property storage shoul d be acconpani ed by
appropriate curatorial staff (e.g., staff directly
responsi bl e for museum property and so authorized by the
designated official).

2. ldentify staff nmenbers who need | ong-term or tenporary
possessi on of keys and conbi nations to acconplish their
duties. Docunent issuance of keys and conbi nations to
museum property storage spaces or exhibit cases with a
si gned Receipt for Property FormDI-105 or its
equivalent. On the form specify the duties that require
each individual to receive the issued keys and
conbi nati ons, and establish a tine frane for retaining
possession of them Stipulate that the person receiving
the key or conbination may not provi de unauthorized
persons access to either. Miintain a copy of the formin
a file established expressly and solely for that purpose.

3. Review key control accountability once a year to ensure
that records are current. Wen an enpl oyee with nuseum
property responsibilities permanently or tenporarily
transfers to another assignnment, ensure that all nuseum
property keys are returned and acknow edged, and t hat
conbi nati ons are changed. Museum property keys shoul d be
stanped "U. S. property, do not duplicate.”

4. Secure all keys not in use. Operational keys should be
kept in a key box to be readily available for issue,
whi l e spare keys should be secured in a safe. Keep al
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keys to nmuseum speci nen storage cabinets and to exhibit
cases in a secure key cabinet or other |ocked container.
The container should be |located in the nmuseum property
storage space or other secure space. Only pernanent
curatorial staff with nuseum property responsibilities
shoul d be issued a key to this container. Wen renovable
core cylinders are in use, spare cores and the core
renoval key are secured in a safe.

Seal a witten record of a conbination in an envel ope
desi gned to show evidence of tanpering and secure the
envel ope in a safe. Reqgularly change the conbination to
m nimze the chances of conprom se should the old

conbi nati on have been | ost or stolen. Change wenches
and instructions for changi ng conbi nati ons shoul d be
protected from unaut hori zed use.
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