iQMIS Training Module

Getting Access & Logging On
Hello and welcome to the first in a series of iQMIS training modules made available to you on our web site.  My name is Doug Pokorney.  I am the Quarters Program Manager for the US Department of Interior and I run the program here in Denver, CO.  We encourage you to take a look at all the other training modules made available to you.  We’ve identified which user roles should be taking which modules.  You don’t need to watch all of them for certain roles and we hope they are useful and valuable to you.
This particular module we consider the first one because it’s covering getting access or requesting access and logging onto the iQMIS system; the very first step in the process.  Getting access to iQMIS is a rather straight forward, easy process.  There is a user access form on the web that you can fill out and submit.  Along with the form, we’ve provided instructions on how to fill out the form and our rules of behavior document that you will have to read and attest that you agree to those conditions.  So I’m going to go out to the web and take a look at these documents we are talking about.  First I’ll pull up the form itself.  It is a fillable PDF, which means you can type in these fields the information that is required.  The top section is pretty straight forward, your name, what agency you work for.  We have 19 different agencies that participate in our program so you’d pick the agency that you work for.  
Provide us your other information, your title, your location, your email address, your work phone.  For DOI users, pay attention to this field here.  We need to know what your active directory login ID is.  What is your user ID that you use to logon to your PC every morning?  Please fill that out exactly how you use it to logon to your PC because it will be the information you use to logon to iQMIS.  Once you filled out the top section, you will next pick the iQMIS role that you will be fulfilling.  We have three different choices:  the Housing Manager role; the Tenant Manager role; and a Read-only role.  
The Housing Manager role is for those folks that update the housing inventory and need full access to change and update all data fields within iQMIS.  You are responsible for establishing the rental rates for your housing.  You need to have access to fields such as square feet, the condition, administrative adjustments, etc.  You need to be able to change the data in all those fields.  So if you are in that type of position you would select the Housing Manager role.  
The Tenant Manager role has limited access to data fields.  Tenant Managers are usually more local, out in the field, handing out keys, checking tenants in and out, getting them to sign lease documents.  They are generally more hands on with the tenants and they will have access to change the tenant data only within iQMIS.  So you will be able to enter the tenant’s name, what position they have, when they arrived, when they will depart from the unit, you’ll be able to produce their rent documents, lease documents and start their payroll deduction.  So if you’re in a Tenant Manager role you’d select it here on this particular field.  Tenant Managers can view the other data fields, like square feet, condition, number bedrooms and bathrooms, but they do not have access to change those fields that determine rent.  
The read-only role is pretty straight forward.  You’ll have access to read only all the data that you have been granted access to.  
Next we need to know which installations you need to have access to.  So what installations do you manage housing for?  If you are in the National Park Service, what park or parks do you manage housing for?  For instance, if you are the Yellowstone user you’d indicate Yellowstone National Park.  If you manage more than one installation please list that here.  If within the Bureau of Indian Affairs, what school housing do you manage?  Or in Indian Health Service what hospital or hospitals do you manage?  So indicate each installation that you need to have access to.  If you are a regional user you can indicate that here and you can simply indicate your region that you need access to.  So if you’re, again, in Park Service and you need access to the Intermountain Region simply indicate Intermountain region.  You don’t have to list every single installation within that region.  We already know that information and you’ll be granted access.  Same thing for Forest Service.  If you manage the housing for Region 9, just simply put Region 9 and we will grant access to all forests within that region.  And last but not least, if you are a national user indicate that here and you’ll be granted access to all your housing data within your agency.  
If you are replacing a user, please indicate the previous user’s name and we can then revoke their access if they’ve moved on to a different job, retired or whatnot.  
Down here below, this is where you as the user are agreeing to some things, some rules of behavior and some restrictions and guidelines for accessing a government system.  So you can read the text here.  Some of the rules you are agreeing to.  That rules of behavior document again there is a link on our web page so that you can review that document and you’re agreeing to those terms.  
And last but not least indicating whether or not you live in government housing.  If you are assigned to government housing you cannot establish rental rates for your own unit, someone else must do that for you.  That is per Office of Management and Budget, OMB Circular A-45.   
Once you sign the document and date it you will then need to get the correct approvals for the document.  Now who approves this document? Well in order to know that you should access the form instructions.  So go back out to our web page again here is the link to our rules of behavior that you should review and also there is a link here to the form instructions.  So it discusses all the fields that I just covered.  If you keep scrolling down you’ll see a chart in this instruction document for your agency’s approval process.  Again we have 19 different agencies that are using this system and each has come up with their own approval process and we have documented for you here.  So for instance if you work for the Bureau of Indian Affairs, you would first have to get your agency’s Superintendent to approve it, then your regional quarters manager and then out to your Albuquerque office and Debbie Campbell, your Facilities management office in Albuquerque.  So you’ll need to get three approvals on the form before it is routed to our office and before you get granted access to the system.  If you are with the Bureau of Land Management you would first get your immediate supervisor’s approval and then you would forward that form on to your National Housing Officer, Bonnie Pomarico here in Denver to have her approve it.  So you can see here a list of all the agencies, so please particular attention to your agency’s approval process and be sure to follow it.  Any form we receive that is filled out incorrectly or did not get proper approval has to be rejected and sent back to you as the user to start over or make the necessary corrections.  So we want to avoid that as much as possible, so follow the guidelines outlined here in the instructions.
Once you fill out the form and get the proper approvals and it gets to our office and we have reviewed and it looks good we will give it to our security folks to add you to a user to iQMIS.  Once that happens you will receive either one or two emails from the iQMIS system.  If you are a DOI user you will receive one email saying you’ve been granted access to iQMIS and what your role is and for what housing installations.  You are going to be using your active directory id and password to login to iQMIS so we will not be emailing you a separate user id or separate password.  If you are non-DOI user you will receive two emails from the iQMIS system manager.  The first email will provide you with your iQMIS user id.  The second email will be the password that you’ll use to initially use to login to the iQMIS system.  So please keep those emails handy, do not delete them, store them in a safe place because when it comes time to logon to the system you’ll need to have those readily available.  Also within the email you’ll have a link to the web page that you’ll use to logon to the system.   So I’ll go to that page now.  I’ll demonstrate how to use that information to login to the system.  So welcome to iQMIS.  Here is the logon page.  Over here is a brief description of what iQMIS stands for and what it does.  You’ll notice some pictures of actual government housing units and if we refresh the page you’ll get to see some more pictures and it kind of rotates and we have a small database of pictures and we’re always looking for new pictures to include in our database so that we can show those on the login page.  Obviously we will be putting in our user id and password but just want to point out some other things on this page.  The iQMIS help desk email and phone number listed here, some links at the bottom of this page for the Department of the Interior, our Quarters home page and some other information that might be useful to you.  OK some I’m going to logon to the system.  I’m first going to demonstrate how to logon as if you are a DOI user.  Again you are using your active directory user id and password.  The same user id and password you use to logon to your PC at work every morning.  Now if you are a DOI this Forgot Password link will not work for you because if you did forget your password remember this is your active directory password, iQMIS cannot change that password for you.  You would need to get with your IT folks to update your active directory password and then come back to iQMIS to log on.  So I click Login, it brings me into the system, I’m on the Main Menu and I’m ready to start using the system; pretty straight forward.  Now I’d like to demonstrate the process for a non-DOI user; how they would log on.  It is a little bit different; they have a few more steps in getting access to the system.  So first I’m going to access those emails that were sent to me by the iQMIS system and first I’m going to type in my user id.  Then I’ll access the other email that had my password…and I probably typed it wrong so bear with me, I’ll type it in again.  It is case sensitive and this is a temporary password.  There we go.  It always helps to type it in correctly.  So if you are a non-DOI user again the password that gets emailed to you is a temporary password.  You now are going to be prompted to enter your permanent password.  So you have to enter you current password that you were emailed so the one you just used to log on is your current password so type that in again.  And then you’re going to have to change your password and you can see the rules here for your new password.  It has to be at least 12 characters, has to have some special characters, lower case, upper case, these are pretty standard rules these days as far as passwords are concerned.  Let me try one here.  OK so it liked my password.  Now I have to login using my new password.  Now if I ever forgot my password and I’m a non-DOI user I can use this link to go through a process to reset my password.  You can call the help desk and we can help you with that but you don’t have to call the help desk we have an automated way of resetting your password built into the system for you.  OK it did like that new password and now I’m logged on to the Main Menu.  Once you’re logged on here you’ll see a button up here at the top called Password.  Again for DOI users you will not be able to reset your password using iQMIS you’ll have to go through the process of changing it in active directory.  But for non-DOI users you can also come in here and setup some security questions.  This will help you reset your own password in the future if you forget it.  So this is pretty straight forward if you’ve web at all and you’ve had to go through this process you’re probably pretty familiar with this process.  All these yellow stars mean these fields are required so you can’t just one you have to fill out all the questions here.  So non-DOI users should setup security questions so that in the event that they forget or lose their password in the future they’re able to reset their password on their own using the automated built-in tool with iQMIS.
Alright so that concludes this training module getting access and logging onto the iQMIS system.  Please review all the other training modules for information on navigation, editing, producing rent documents, etc.  To logout of the system, click logout.  Thank you.
