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SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS

1 PRICING OVERVIEW

This is a service Task Order against NC{'s ITES-2S Contract # W91QUZ-07-D-0004 on
behalf of the Army National Guard {ARNG), Air National Guard (ANG), other DQD
organizations, and US Government agencies. Pursuant to Federal Acquisition Regulation
(FAR) Subpart 37.6, performance-based contracting techniques will be applied under this
task order to the maximum extent practicable. CLIN X005 1s RESERVED for all periods
of performance.

Expected Period of Performance (POP);

Base Period: December 1, 2008 — September 30, 2009
s  CLINs 0001-0013
e CLINs 0012 & 0013 are the ARNG and ANG transition CLINs and only apply to

the base period

Option Period 1: October 1, 2009 — September 30, 2010
e CLINs 1001-1011

Option Period 2: October 1, 2010 -- September 30, 2011
e CLINs 2001-2011

" Option Period 3: October 1, 2011 - September 30, 2012
e CLINs 3001-3011

Option Period 4: October 1, 2012 - September 30, 2013
» (CLINs 4001-4011

Option Period 5: October 1, 2013 — September 30, 2014
e CLINs 5001-5011

Option Pcriod 6: October 1, 2014 - September 30, 2015
e CLINs6001-6011

2 LABOR AND OTHER DIRECT COST

2.1 Labor

This task order identifics labor categones in accordance with the [TES-2S contract labor
categories. The offeror identifies the number of hours per labor category required for
performance of this task order. The task order is priced in accordance with the labor rates
set forth in the offeror’s ITES-2S contract.
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4.2 CLIN X002 - ARNG Enterprise Processing Center (EPC) — Core Support
CLIN Contract Type: T&M

Description; Perform services required tor ARNG EPC Core Support in accordance with
the discrete elements as addressed in the PWS Sections 2.4, and 4.1.

The support shall be based only on the fully burdened labor rates set forth in the contract.
Subcontractor charges shall be included in CLIN X002,

4.3 CLIN X003 - ARNG Other Direct Costs and Travel

CLIN Contract Type: T&M

Description: The Government is reserving this CLIN for specific purposes and is
restricting its use, The Government prohibits use of CLIN X003 — ARNG Other Direct
Costs (ODC) and Travel as a primary means to implement the task order. The
Government’s restriction only permits the contractor to use CLIN X003 - ARNG ODC
and Travel for unusual or one-time expenditures and travel.

The Governmenl! expects the contractor to account for incidental ¢osts in a burden factor,
e.g. overhead rate, and not to itemize or price them separately in CLIN X003 - ARNG
Other Direct Costs. The Ordering Contracting Officer (OCO) shall determine the
allowability of ODCs in accordance with subpart 31.2 of the Federal Acquisition
Regulation {FAR) in effect on the date of this task order and with the limitations and
restrictions as specified above. The contractor shall present a detailed list of all ODC
items, item pricing, and a basis of estimate for each price. All travel in support of this
task order shall be in aceordance with the Joint Travel Regulations (JTR). The
Govemunent permits a burden factor to be applied to travel in accordance with the Master
ITES-25 contract.

Equipment, software, and materials acquired by the contractor with Government funds,
for performance of this task order, are the property of the Government.

The Government will not reimburse the contractor for Other Direct Costs and Travel not
delivered and/or exeeeding the ordered pool amount, or not authorized.

4.4  CLIN X004 - ARNG Government Directed [nitiatives {(optional)

CLIN Contract Type: T&M

Description: ARNG Government Directed Initiatives are those activities, in accordance
with the discrete elements as addressed in the PWS Seetions 2 and 9, which are outside
scope of the activities defined in other ARNG CLINs. When requested by the
Govemunent or when the contractor feels that there is a need for improvement or change,
the contractor shall submit a formal project proposal, including scope, activitics,
schedule, deliverables, and success critena required for cach initiative to the Government
tor review. No work shall be initiated prior to the Government’s written approval to
proceed.

The support rates shatl be based only on the tully burdened labor rates set forth in the
comtract. Subcontractor charges shall be included in CLIN X004,

For T&M, the Government will not reimburse the contractor for labor hours not
dehvered.

This is an optional CLIN exercised solely at the discretion of the Government.

4.5 CLIN X005 - (RESERVED)
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will determine the allowability of ODCs in accordance with subpart 31.2 of the Federal
Acquisition Regulation (FAR) in effect on the date of this task order and with the
limitations and restrictions as specified above. The contractor shall present a detailed list
of all ODC items, item pricing, and a basis of estimate for each priece. All travel in
support of this task order shall be in accordance with the Joint Travel Regulations {JTR).
The Government permits a burden factor to be applied to travel in accordance with the
Master {TES-28 contract,

Equipment, software, and materials acquired by the contractor with Government funds,
for performance of this task order, are the property of the Government.

The Government will not reimburse the contractor for Other Direct Costs and Travel not
delivered and/or cxceeding the ordered pool amount.

4.11 CLIN X011 - ANG Government Directed Initiatives {optional)

CLIN Contract Type: T&M

Description: ANG Government Directed Initiatives are those activities, in accordance
with the discrete elements as addressed in the PWS Sections 2 and 9, which are outside
scope of the activities defined in other ARN CLINs. When requested by the Government
or when the contractor feels that there is a need for improvement or change, the
contractor shall submit a formal project proposal, including scope, activities, schedule,
deliverables, and success critena required for each initiative to the Government for
review. No work shall be initiated prior to the Government’s written approval to proceed.
The support rates shall be based only on the fully burdened labor rates set forth in the
contract. Subcontractor charges shall be included in CLIN X011.

For T&M, the Government will not reimburse the contractor for labor hours not
delivered.

This is an optional CLIN excrcised solely at the discretion of the Government,

412 CLIN 0012 - ARNG and ANG Transition (Base Period Only - To take place
during the first 90 days of the base period)

CLIN Contract Type; T&M

Description: Perform services required for Army and Air National Guard transition in
accordance with the discrete elements as addressed in the PWS.

The support rates shall be based only on the tully burdened labor rates set forth in the
contract. Subcontractor charges shall be included in CLIN 0012,

CLIN 0012 - ARNG and ANG Transition is to be used tor the Transition Period only.

4.13  CLIN 0413 - ARNG and ANG Other Direct Costs for Transition (Base
Period Only - To take place during the first 90 days of the base period)

CLIN Contract Type: T&M

Descrption; The Government is reserving this CLIN for specific purposes and is
restricting its use. The Govermment prohibits use of CLIN 0013 — ARNG and ANG Other
Direct Costs for Transition as a primary means to implement the task order. The
Govermnment's restriction only permits the contractor to use CLIN 0013 — ARNG and
ANG Other Direct Costs for Transition for unusual or one-time cxpenditures and travel.
The Government expects the contractor to account for incidental costs in a burden factor,
¢.g. overhead rate, and not to itlemtze or price them separately in CLIN 0013 - ARNG
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Amount by

d Ocxber |, 2010 through September 30, 201 |

?‘\l

Month ] i

Opt 2

Opt 2 Towi | Toul T&M

CLIN

(

Kel0

Support
2002 - ARNG ERC -Core Suppont

2003 « ARNG ODC and Travel
2004 - ARNG Gover nment

Dxecied Inmatives (Ophonal )*

2005 - Reserved
2006 - ARNG Software
Enginecnng Support (Opnional ) *

L} ARNG Web Senvice
Sappon {Optional j*

008 - ARNG EFC - 24x7 Suppon
2009 - ANG NCR Opemtional
S upport

2000 < ANG OIDX and Truvet

2001 - ANG

Govemment Directed

{intianives (Optonal »*
L

Foml T&M

§2,

94,859

Nov=10 Dec-10 Jan-1 1 Feb-11 Aar-11 Apr=11 May-11

Jun-i | Jul-11 Aug-l1 Sep-1 )

$2,095226 $2095,226 $209555% $2096229 $2098213 S2098288 $2098.289 $2.104805 $2.105.134 $2,107.449 $2.107.629 |$25.196,90C [$25.196 900
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| § of Pesformance -Opoon Penod § - Ocwober 1 2013 through Seplember 3 U4

f_\m.\.m by TOYr Month B

* Opt $ Opt § Towd | Toul T&M
CLIN =13 Nov-13 Dex an-14 Feb-14 Mar-14 Apr-14 May-14 Jun-14 Jul-14

|

15002 - ARNG EX

SO01 - ARNG NCR DOIM Support
- Cote Sappont
SO0 ARNG ODX a svel

SOO4 - ARNG Government Dhrected

Ingiatives (Optional j*

5005 « Reserved

S006 - ARNG Software i

RineEnng
Suppon (Optlional )*

$007 - ARNG Web Services Support
Oproml)*

008 - ARNG EPC - 2427 Suppon
SO09 « ANG NCR Opemnstional

S upport

SO10- ANGODC and Traved

S011 « ANG Govemment Duected
Fntiatives (Optronal)*

Tow! T&M

d
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Period of Performance -Opoon Penod 6 - Ocwber 1, 2014 through September 30, 2015
Amount by TO Y Month ]
Opi € Opt 6 Totdl | Total T&M
CLIN Oc-14 Nov-14 Dec-14 Jan-15 Feb-15 Mar-15 Apr-15 May-15 Jun-15 Jul-15 \ig-15 Sep-15

01 - ARNG NCR DOIM Support |

5002 - ARNG EPC -Cor: Suppon |

16003 « ARNG ODC 2nd Travel
OO -ARNG Govemment Drecied

Inmanves (Optional )*

0005 « Reserved
6006 - ARNG Software Engineennag
Support (Optsonet )*

G007 « ARNG Web Senvices

ptional ¥
NG EPC - 24x7 Suppon

Suppon

{
6008 - AK H
\
I’.l;r'n. 1l
009 -« ANG NCR Opesationa
Suppon
GUL0 - ANG ODC aad Travel
16011 « ANG Government Directed

{intiatives (Optional)*

=
[Toml T&M
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The Government, or its representative, will perform oversight of all aspects of the operations.
This PWS defines a performance-based operation and the Contractor may be rated according to
performance criteria defined by the Service Level Agreements (SLA) as well as the Service
Level Objectives (SLO). If determined to be appropriate, the ratings will be performed quarterly
by the Government or its delegated authority.

The Government or its representative may test the contractor’s ability to respond to threats
and/or disaster situations by conducting announced and unannounced Information Assurance
(TA) inspections and requesting tests of the disaster recovery systems.

The Government reserves the right to remove any Contractor personnel or its subcontractors not
qualified to perform the tasks of this Task Order or individuals that the Government feels are a
potential threat to the health, safety, security, general well-being or operational mission of the
installation or its population.

1.7  Contractor Furnished Equipment

The Contractor will not be allowed to operate any hardware or software device on the
ARNG/ANG network without getting approval to operate from the Contracting Officer’s
Technical Representative (COTR). Once approval is granted, any additional changes to the
Contractor furnished equipment using the Government’s network must be presented by the
Contractor for certification and approval.
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o Develop and administer a process for notifying end-users of scheduled and unscheduled
maintenance

e Participate in workings of Government change control organizations

The Contractor shall ensure that all work performed by its personnel follows the Government-
dictated change management approach. Currently, the Government is using a modified version
of the ITIL Change Management Process. Please note that although similar, the ARNG rules
and regulations vary somewhat from the rules used by ANG.
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¢ Troubleshoot user problems with databases
o  Assist users with obtaining data from the databases
¢ Maintain documentation about data structures

The Army Information Network-Web Services (AIN-WS) is utilizing SQL 2000, SQL 2005, and
Oracle 10g.

3.7  Active Directory (AD) Support

The Contractor shall assume full operaticnal responsibility for managing the NCR ARNG AD
forest in accordance with the applicable Army rules and regulations. The Contractor shall
closely coordinate its efforts with the enterprise AD management group (presently, the NOSC).
The list below includes tasks that the Contractor shall perform to provide routing administration
of the NCR AD structure:

Install, set-up, maintain and update active directory objects:

Maintain domain plan, OU plan and other design documentation

Trust relations with the Enterprise AD and external AD structures

Manage NCR-level domains

Manage site replication

Develop plans and implement upgrade and transition to new versions of Active Directory
as required

Deploy new/retire old and move domain controllers to meet changing characteristics and
user base

Manage user accounts

Manage groups and group policies

Add/delete/modify objects

Manage shared folders usage size

Add/delete/modify Organizational Units

Manage trust relations with other domains

Manage AD schema

Backup and restore AD services

At the Government's direction, the Contractor shall assume operational responsibility for
additional AD structures.

All the ARNG locations are under the same AD Root, with exception of:
Ft. Belvoir, VA

Ft. Myer in Arlington, VA

District of Columbia Armory in Washington, DC

NGB Liaison offices at the Pentagon in Arlington, VA

3.8  Telecommunications Support

The ARNG operates an extensive voice telecommunication network that supports its various
operations throughout the NCR. This network consists of an AVAYA Private Branch Exchange
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through Remedy client software loaded on the appropriate workstations or via a Remedy Web
interface.

8.2  On-Site End User Support

The Contractor shall be responsible for on-site support of computer devices (desktops, laptops,
handheld devices) and associated software at the locations listed in Section 1 of this PWS. There
are approximately 1,600 ANG computer devices being supported on the network. The majority
of these systems are at the ANGRC.

To support these, the Contractor shall:

Install and configure devices

Install and configure software elements including the operating system (OS)

Maintain and upgrade software clements, including the OS

Move existing devices

Troubleshoot software and hardware issues

Assist end users with application usage questions and concerns

Maintain proper version of the installed software elements, including bug fixes, security

patches, and anti-virus updates

Backup and restore selected desktops

Assist in developing and maintaining standard configurations for desktops and laptops

o Ensure that the Government is aware of improperly performing equipment and assist on
replacement/repair of such equipment

» Perform hardware maintenance on equipment that is maintain in-house

8.3  Local and Metropolitan Area Network Support

The Contractor shall be responsible for monitoring and managing the entire NCR LAN
infrastructure at the locations listed in Section 1 (approximately 110 network c¢lements (switches,
routers and firewalls) not including servers) according to the operational goals outlined in the
SLA document. Specifically, the Contractor shall:

e Proactively monitor network elements/assets (including servers) to detect and identify

network problems

Troubleshoot and resolve any issues identified or reported

Manage capabilities and performance of all network elements

Proactively plan system enhancements and expansion

Perform configuration management activities

Ensure operational reliability, maintainability, and availability of network elements/assets

Assist ANG Network Operations Center (NOC) staff with equipment moves,

installations. upgrades and troubleshooting

e Proactively analyze system performance to identify potential issues, problems and
capacity

¢ Propose enhancements to ensure compliance with ANG, Air Force and other DoD rules
and regulations

e Notify all users of planned and unplanned outages and interruptions that affect end-user
service
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¢ Develop plans and implcment upgrade and transition to new versions of Active Directory
as required

¢ Deploy new/retire old and move domain controllers to meet changing characteristics and
user base

e Manage user accounts

s Manage groups and group policies

¢ Add/deletc/modify objects

e Manage shared folders usage size

e Add/delete/modify Organizational Units

e Manage trust relations with other domains

e Manage AD schema

s Backup and restore AD services

At the Governmient’s direction, the Contractor shall assume operational responsibility for
additional AD structures.

8.9 Engineering Support

The engineering support activities are, in general, concerned with ensuring continuous
availability of IT services. This support ensures that the existing systems are operating properly
and that the ANG is able to grow the existing infrastructure (in response to changing needs or as
driven by technology needs) in a manner least disruptive to the ongoing operations. The
discussion below presents high-level requirements for engineering support.

8.9.1 Architecture Management Support

The goal of the Architecture Management (AM) functions is to ensure that the NCR [T
architecture is in compliance with the DoD Joint Technical Architecture (JTA) requirements. To
support these requiremnents, the Contractor shall:

¢ Maintain the Enterpnise Architecture Model

®  Assist in tool hardware and software selection

e Develop and maintain System and Technology Models

e Develop and maintain detailed diagrams of the existing [T infrastructure

¢ Advise the Government of the systemn’s inefficiencies and suggest improvements

8.9.2 System Integration Support

The System Integration function is to ensure smooth integration of newly developed or new
systemns into the NCR's IT infrastructure. To support this function, the Contractor shall:
»  Assist the developers in creating proper interfaces to the existing systems
»  Work with the CM and AM teams in ensuring system's smooth transition into the
existing infrastructure, including:
o Pre-deplovment testing
o Coordination of project-management tasks associated with the integration process
e Analyze impact of the newly integrated systems on the overall performance of the NCR's
infrastructure and business processes (post implementation review)
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8.9.3 ANGRC COOP Support

The ANG currently maintains COOP site for its RC operations in the Eastern US. This site is
configured to support limited ongoing critical systems in case of complete or partial failure of the
RC facilities. The Contractor shall ensure that the COOP site and its equipment are configured
in a way that will ensure continuity of operations in case of partial or full RC operations failure.

8.9.4 System Update and Software Distribution Support

The Contractor shall be responsible for creating, testing, distributing, and installing new software
packages and updates to the existing applications on all supported machines. This support
includes:

e Creation of SMS packages
Distribution to the SMS packages to the appropriate machines
Monitoring of progress and keeping track of machines receiving updates
Manual intervention, if required

8.9.5 Other Engineering Support

As part of the overall engineering services, the Contractor shall ensure that the IT systems have
adequate operational environment. To support this task, the Contractor shall:
e Ensure that the roomns housing equipment have adequate and high-quality power
e Ensure that the computer rooms have appropriate and fully operating cooling facilities
¢ Engineer UPS solution so that all critical systems will remain on line in case of power
failure
Engineer rack space to ensure adequate air flow
Manage cables
Consolidate servers to minimize space and power consumption
Manage available computing resources to ensure high availability of provided services

8.10 Maintenance Support

Although all ANG systems are purchased with warranties and support contracts, it is the
responsibility of this function to ensure personnel’s computer systems and peripherals are set up
properly and are functional. The Contractor shall ensure Government personnel are notified
prior to the expiration of any service or warranty coverage on all systems at a minimum of six {6)
months prior to the expiration. Should systems under warranty need to be replaced, Contractor
shall facilitate this replacement by contacting the Original Equipment Manufacturer (OEM) and
arranging for replacement.

The Government purchases the maintenance agreements.

For ANG, the volume of equipment to be set up is 600 systems/year. The volume of warranty
replacements to be coordinated is 200/year.

8.11 Training Support

The Contractor shall provide training to the NCR end users as requested by the COTR. The
training shall include both the traditional instructor-led classroom training as well as on-line
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e De-install and remove classified systems

The contractor will be provided appropriate SIPRNET accounts to support the classified systems.
The contractor shall ensure the proposed personnel have an appropriate security clearance.

The number of classified ANG workstations and accounts to be supported is approximately 90
with 10% in annual growth.

8.14 Remedy System Engineering and Support

The Contractor shall assume responsibility for managing and enhancing the ANG’s Remedy-

based Trouble Ticketing (TT) system. To provide the appropriate support, the Contractor shall:
¢ Maintain appropriate end-user and server licenses

Maintain communication with the database

Archive unused data

Work with the end-users to develop enhancement requirements

Develop new/alter existing schemas

Maintain back-up version of the current system

Test and deploy new releases and upgrades

Maintain configuration and change documentation
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SECTION F - DELIVERABLES

L. Submission Requirements

The following table lists the requirements for providing plans, technical documentation, and
reports to the Government. The Contractor must obtain the Government’s approval (in writing)
prior to making any changes to the requirements.

Many deliverables require Government approval before they can be implemented. The
Govermnment reserves the right to take up to ten working days to review any deliverable that must
have Government approval. During that time period, the Government will cither provide the
Contractor with documented approval or retum the document, with comments, for revision by
the Contractor. The Contractor will make the changes requested by the Government or cngage in
a discussion about the deliverable with the Government managers. Whenever the Contractor
provides a revised document, the Government will have another ten working day period to
review it.

Please note that not all deliverables are required by both elients (ARNG and ANG). Upon award

of the task order, the Goverminent will work out the details of these deliverables with the
Contractor.
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1. 'Approach for managing the transition from the current Contractor,

2. How the Offeror will work with the current support Contractor to facilitate the
transition of both services and Government Furnished Property (GFP) from the
current Contractor.

3. A list of all Government dependencies and assumptions for Government resources
to be used during the transition(s).

4. Technology and information transfer processes and procedures among the various
organizations (Contractor, Government, vendors, etc.)

- Transition issues and risks and how the Offeror shall manage them.

6. Price and schedule risks, if anticipated, and their likely impacts on affected
personnel.

y A Transition schedule that includes, at a minimum: specific tasks to be performed

and the resources assigned to them; task dependencies and relationships; proposed
task duration; and major milestones, including the deliverable milestones
specified in the Deliverables document.

8. A phase-out plan in accordance with FAR 52.237-3, "Continuation of Services.”

Phase 2 of the draft PMP shall address the management of the on-going operations:

l. Management approach to providing required services.

2 Management approach to formulating and enforcing work and quality standards,
establishing schedules, reviewing work in progress, and managing personnel,
including Subcontractors.

3. Management approach to tracking and controlling costs.

4, Methodology and tools for planning, forecasting, budgeting, accounting for,
tracking, and reporting on the Task Order budget and expenditures.

3! Approach to improving service and operating more efficiently, including
proactive, ITIL-compliant service enhancements and problem avoidance.

6. Approach to managing teaming relationships with any and all Subcontractors
and/or partners.

7. Approach to maintaining relationship with other Contractor operating within the
NCR.
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1. Summary information about performance that was Below Expectations, including
impact on the operations and end-users.

Details about the root cause or findings from troubleshooting efforts.

9

: % Details of Contractor efforts to improve performance.
4, An evaluation of the risk to future operations posed by the event.

Availability Management

The Contractor shall provide the information about the actual versus scheduled availability of all
critical systems. If availability falls below the expected valucs, the report should address reasons
and plans to bring the availability to acceptable levels.

Capacity Management

The Contractor shall provide the capacity information for the critical operational components. If
capacity falls below the expected values, the report should address reasons and plans to bring the
capacity to acceptable levels,

Trouble Ticket Summary
The Contractor shall summarize trends in trouble ticket activity, such as:

1. The number of trouble tickets closed during the report period by severity levels
2. The average resolution times of trouble tickets by severity levels
x Trending information comparing current trouble ticket volumes and

characteristics with the previous month

4. Trending information comparing current trouble ticket volumes with the last 12
months
~7 Trending analysis and expectations for the future
Help Desk Summary
The Contractor shall summarize the Help Desk activity for the month, including:
12 The number of trouble/requests calls received at the help desk
2. Call abandoned rate

3. Average Speed to Answer

4. Average talk time
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SECTION G. CONTRACT ADMINISTRATION DATA

I, Contracting Officer’s Technical Representative (COTR)
The Contracting Officer’s authorized representative, for this effort is as follows:

COTR

LTC Jason Snow

1411 Jefferson Davis Highway
Arlington, VA 22202
Jason.snow(@ngb.army.mil
Phone 703.607.9909

The COTR is the individual within the Program Management function who has overall technical
responsibility for this effort. The COTR supports the Contracting Officer during administration
of this effort by:

1) Making final decisions regarding any recommended rejection of deliverables;

2) Providing technical clarification relative to overall workload matters;

3) Providing advice and guidance to the Contractor in the preparation of deliverables
and services; ‘

4) Providing acceptance of deliverable products to assure compliance with requirements.

The COTR also provide technical direction to the Contractor, i.e., shifting work emphasis
between areas of work; fills in details, or otherwise serves to accomplish the purposes of this
effort. Technical direction shall be within the general statement of work for this effort. The
COTR does NOT have the authority to and may NOT issue any technical direction which:

1) Constitutes an assignment of work outside the general scope of this effort;

2) Constitutes a change as defined in the “Changes” clause;

3) Inany way causes an increase or decrease in cost or the time required for performance;
4) Changes any of the terms, conditions, or other requirements of this effort; and

5) Suspends or terminates any portion of this effort.

All technical direction shall be issued in writing by the COTR or will be confirmed by the COTR
tn writing within 10 calendar days after verbal issuance. A copy of the written direction shall be
furnished to the Contracting Officer..

In addition to providing technical direction, the COTR will:
1) Monitor the Contractor’s technical progress, including surveillance and assessment of
performance, and recommend to the Contracting Officer, any changes in the requirement;

2) Assist the Contractor in the resolution of technical problemns encountered during
performance; and
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3) Perform inspection and acceptance or recommendation for rejection of Contractor
deliverables and identify deficiencies in delivered items. This does not replace any other
quality assurance inspection requirements that are specified elsewhere within this SOW.

[f in the opinion of the Contractor, any instruction or direction issued by the COTR is outside of
their specific authonity, the Contractor shall not proceed but shall notify the Contracting Officer
in writing within 5 working days after receipt of any instruction or direction.

2. Contracting Officer Authority
The contracting officer is:

Sharon Hallinan, Contracting Officer

Acquisition Services Directorate / National Business Center / US Dept of Interior
381 Elden Street, Suite 4000

Herndon, VA 20170

Phone: 703.964.3698, Fax: 703.964.8440

Email: sharon.hallinan@aqd.nbe.gov

In no event shall any understanding or agreement between the Contractor and any Government
employee other than the Contracting Officer on any contract, modification, change order, letter
or verbal direction to the Contractor be effective or binding upon the Government. All such
actions must be formalized by a proper contractual document executed by an appointed
Contracting Officer. The Contractor is hereby put on notice that in the event a Government
employee other than the Contracting Officer directs a change in the work to be performed or
increases the scope of the work to be performed, it is the Contractor’s responsibility to make
inquiry of the Contracting Officer before making the deviation. Payments will not be made
without being authorized by an appointed Contracting Officer with the legal authority to bind the
Government.

3. Correspondence

To promote timely and effective administration, correspondence shall be subject to the following
procedures:

a) Technical correspondence shall be addressed to the Contracting Officer’s Technical
Representative (COTR) with an information copy to the Contracting Officer (CO) and the
Contract Specialist (CS).

b) All other correspondence, including invoices shall be addressed to the Contracting
Officer with an information copy to the COTR.

4. Government Representatives
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The contract will be administered by an authorized representative of the Contracting Officer. In
no event, however, will any understanding or agreement, modification, change order, or other
matter deviating from the terms and conditions of the contract between the Contractor and any
person other than the contracting officer be effective or binding upon the Government, unless
formalized by proper contractual documents executed by the contracting officer prior to
completion of this contract. The authorized representative as indicated hereinafter:

(1) The COTR will be designated by the contracting officer as the authorized
representative of the contracting officer. The COTR is responsible for monitoring
performance and the technical management of the effort required hereunder, and
should be contacted regarding questions or problems of a teehnical nature.

5. Project Management and Control

The contractor shall designate a corporate officer with responsibility for personnel assignments
and management control of all projects under the contract and a contract administrator
responsible for project accounting and invoicing. It is understood and agreed that these persons
are not additional labor categories under this contract.

6. Submission of Invoices — GovPay

The Contractor shall bill no more than once monthly. Invoices must include, as a minimum, the
following information for each individual:

Name

Time Period Covered

Productive Direct Labor Hours for the current billing period and cumulative to

Date

Labor Category(s)

Hourly Rate

Any Travel or Other Direct Costs (ODCs) incurred (including supporting
documentation/receipts for all charges) for the current billing period and cumulative to
date

[nvoices shall be submitted electronically through GovPay - GovWorks Electronic Invoicing
System at https://www.govpay.gov . Please direct all GovPay inquires to the GovPay Help Desk
a1 (703) 964-8802 or helpdesk(@w govpay.gov.

Hardcopy invoices shall not be aceepted, unless requested by GovWorks or the GovPay Team.
GOVPAY ELECTRONIC INVOICING REQUIREMENTS

All payment requests must be submitted electronically through GovPay. “Payment request”
means any request for contract financing payment or invoice payment by a contractor. To

constitute a proper invoice, the GovPay payment request must conform to the requirements
identified in FAR 32.905(b), *Payment Documentation and Process™ and FAR 52.232-25,
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Task Order shall be for the sole use of and become the exclusive property of the U.S. Government.
The Contractor shall allow Government access to any and all information, databases, data,
programming, documents, and records within one (1) working day of the date of request. At the
completion or the termination of this Task Order all information, databases, data, programming,
documents, and records shall be turned over to the Government in an appropriate format to render
them readily usable by the Government or a successor Contractor. This list is not exhaustive and
all types of information, including any not listed here, are subject to this requirement.

These obligations do not cease upon the expiration or termination of this Task Order. The
Contractor shall include the substance of this provision in all contracts of employment and in all
subcontracts hereunder.

4 GOVERNMENT ACCESS

The Contractor shall provide the Government and its representatives {as directed by the
Govemment) access to all project-related activities and facilities for the term of the task order.

5 GOVERNMENT-FURNISHED EQUIPMENT, MATERIAL, AND INFORMATION

All Government Furnished equipment and material shall be returned to the Government upon the
conclusion of the Task Order, as specified or as directed in writing by the OCO.

Government Furnished Information relevant to the tasks to be performed will be provided to the
Contractor for use during the performance of the Task Order but at the discretion of the
Government. Contractors are responsible and liable for Government property in their possession
pursuant to FAR 52.245-1, 52.245-2 and 52.245-5, as applicable.

6 SECURITY REQUIREMENTS

(a) Since it may be necessary for certain Contractor personnel to have access to
classified material and/or to enter into areas requiring a security clearance, each
Contractor employee requiring such access must have an individual security
clearance level of at least SECRET prior to starting work under this Task Order.
Individual clearances shall be maintained for the duration of employment under
this Task Order, or until access requirements change.

(b)  Classified material received or generated in the performance of this Task Order
shall be safeguarded and disposed of in accordance with the National Industrial
Security Program Operating Manual (DOD 5220.22-M).

(c) In the event of expiration or termination of the clearance of a Contractor
employee who has access to restricted areas, the Contractor shall notify the COTR
and OCO immediately.
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SECTION J - ATTACHMENT 3: PAST PERFORMANCE

RESERVED
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2.6

2.7

2.8

E.

F.

Measurement Frequency: Monthly.

Data Source: Trouble Ticketing System and other operational tools as necessary.

Resolve and Close Trouble Tickets and Service Requests — Urgent

A.

B.

SLA ID: 5-2.

Key Performance Indicator. The average time difference from when a problem was
either detected or reported to the time when it was resolved. Resolved implies that
full functionality was restored.

Performance Standards

Meets Expectations Below Expectations

E.

F.

<= 8 hours > 8 hours

'Who Measures: Contractor.

Measurement Frequency: Monthly.

Data Source: Trouble Ticketing System and other operational tools as necessary.

Resolve and Close Trouble Tickets and Service Requests — Normal

A.

B.

SLA ID: 5-3.

Key Performance Indicator. The average time difference from when a problem was
either detected or reported to the time when it was resolved. Resolved implies that
full functionality was restored.

Performance Standards

Meets Expectations | Below Expectations

E.

F.

< = 2 business days > 2 business days

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: Trouble Ticketing System and other operational tools as necessary.

Resolve and Close Trouble Tickets and Service Requests — Low

A.

SLA ID: 5-4.
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2.10

Key Performance Indicator. The average time difference from when a problem was
either detected or reported to the time when it was resolved. Resolved implies that
full functionality was restored.

Performance Standards

Meets Expectations Below Expectations

S

< = 4 business days . >4 business days |

D. Who Measures: Contractor.

E.

E

Measurement Frequency: Monthly.

Data Source: Trouble Ticketing System and other operational tools as necessary.

Notification Criteria for Scheduled Maintenance and/or Outage

A. SLAID: 6.
B. Kev Performance Indicator. The time difference from when a notification is sent to
the stakeholders and the start of the event.

C. Performance Standards

Meets Expectations Below Expectations _}

>=48 hours during | <48 hours during |

business days 3 business days

D. Who Measures: Contractor.
E. Measurement Frequency: Monthly.
F. Data Source: The data source will be agreed upon by the Government and Contractor

after task order award.

Notification Criteria for Unscheduled Outages

A. SLAID: 7.

B. Key Performance Indicator. The tuime difference from when an event is identified to
when a notification is sent 1o the stakeholders of the event.

C. Performance Standards o

IF Meets Expectations Below Expectations

? < = 15 minutes ! > 15 minutes
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2.11

2.12

D. Who Measures: Contractor.
E. Measurement Frequency: Monthly.

F. Data Source: The data source will be agreed upon by the Government and Contractor
after task order award.

Network Availability
A. SLAID: 8.

B. Key Performance Indicator: The percentage of time that the LAN and MAN
infrastructure is available to end users,

C. Performance Standards

Meets Expectations Below Expectations
>=99.9% (excluding <99.9% (excluding

| scheduled maintenance) scheduled

| ‘ maintenance) j

D. Who Mecasures: Contractor.
E. Measurement Frequency: Monthly.

F. Data Source: The data source will be agreed upon by the Government and Contractor
after task order award.

Email Availability
A. SLAID:9.

B. Key Performance Indicator: The percentage of time that the email service if fully
accessible to all authorized end-users.

C. Performance Standards
Meets Expectations Below Expectations
> =99 9% (excluding < 99.9% (excluding
scheduled maintenance) scheduled
l maintenance)

D. Who Measures: Contractor.

E. Measurement Frequency: Monthly.
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2.13

2.14

F. Data Source: The data source will be agreed upon by the Government and Contractor
after task order award.

Active Directory Availability
A. SLA ID: 10.

B. Key Performance Indicator: The percentage of time that the Active Directory service
is fully accessible to the authorized end-users.

C. Performance Standards

-
|

!' Meets Expectations ' Below Expectations |
> = 98% (excluding < 08% (excluding
scheduled maintenance) scheduled
maintenance)

D. Who Measures: Contractor.
E. Measurement Frequency: Monthly.

F. Data Source: The data source will be agreed upon by the Government and Contractor
after task order award.

Mission Support Servers Availability
A. SLAID: 11.

B. Key Performance Indicator: The percentage of time that the mission support servers
are tully accessible to the authorized end-users.

C. Performance Standards

Below Expeetations |

i
o S PP U N SR

Meets Expectations

> = 98% (excluding | <98% (excluding
scheduled maintenance) | scheduled
i maintenance)

D. Who Measures: Contractor.
E. Measurement Frequency: Monthly.

F. Data Source: The data source will be agreed upon by the Government and Contractor
after task order award.
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2.19  Security Audit/Vulnerability Assessment Performance

A. SLAID: 16.

B. Key Performance Indicator: The percentage of time that high vulnerabilities are
removed by the compliance date or have documented approved exemption or
extensions, The definition of high vulnerabilities will be agreed upon by the
Government and Contractor after task order award.

C. Performance Standards

Meets Expectations | Below Expectations J

security vulnerabilities are |

>=85%ofallhigh = <85%ofallhigh
| security vulnerabilities |
removed by the compliance 1 are removed by the
date or have documented |  compliance date or
approved exemption or | have documented
extensions . approved exemption or
} extensions

D. Who Measures: Contractor.
E. Measurement Frequency: Monthly.

F. Data Source: The data source will be agreed upon by the Government and Contractor
after task order award.
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2.2

Performance Standards

. SN
Meets Expectations | Below Expectations

> = 90% of problems < 90% of problems
resolved duning initial | resolved during initial
contact ‘ contact

Who Measures: Contractor.
Measurement Frequency: Monthly,

Data Source: Trouble Ticketing System and other operational tools as necessary.

Help Desk Average Speed fo Answer

A.

B.

C.

SLA ID: 2.

Key Performance Indicator. The percentage of calls received at the Help Desk that
were answered by agents within 20 seconds (during normal hours of operation).

Performance Standards

. <SS —

D.

E.

F.

Meets Expectations Below Expectations

> = 93% answered by < 93% answered by
agents within 20 seconds agents within 20
seconds :

i
Who Measures: Contractor.
Measurement Frequency: Manthly.

Data Source: Automatic Call Distribution systemn.

Help Desk Call Abandon Rate

A.

B.

SLA ID: 3.

Key Performance Indicator. The percentage of calls that were abandoned while in
queue.
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LINE ITEM CONTINUATION PAGE 2
MIPRNUMBER  FoWFC48325GC0L
ITEM DESCRIPTION , ESTIMATED ESTIMATED
NO (Feveral stock number. nomern.. - ince. s0ec fication and/or drswng No., etc.) QUANTITY | UNT UNIT PRICE TOTAL PRICE
=3 $ S
1 FY09 ANG NCR Network Ocerations and Support b EA 3,329,815.00 3,326,815.00
(1 Dec 008 cthru 30 Sep -9.9%)
2 2.5 % AQD Off-Load Fec 1 EA 83,245.00 83,245.00
iD FORM 448, JUN 72 (EP-V1) "Generstec by ABSS Crasied using Oracle Reports










3 =

ACCEPTANCE OF MIPR
To: (Requiring Activily Address) 2. MIPR Numbar 3. Amendment
Army - NGB - Readiness Ctr MIPRSANBCIS903 Al
111 South George Mason Drive 4. DATE (MIPR Signature Date) 5. AMOUNT (As Listed on the MIPR)
Arfingthe, YA 325093592 November 21, 2008 -$976,216.00
8. The MIPR identilied above Is accepted and the itams requested will be provided as lollows: (Check as Applicable)

a.[3 ALLITEMS WiLL BE PROVIDED THROUGH REIMBURSEMENT (Catagory 1)

5.0 ALL ITEMS WILL BE PROCURED BY THE DIRECT CITATION OF FUNDS (Category IT)

¢.[J ITEMS WILL BE PROVIDED BY BOTH CATEGORY | AND CATEGORY 1 AS INDICATED BELOW

d [J THIS ACCEPTANGE, FOR CATEGORY 1ITEMS, IS QUALIFIED BECAUSE OF ANTICIPATED CONTINGENCIES AS TO FINAL
PRICE CHANGES IN THIS ACCEPTANCE FIGURE WILL BE FURANISHED PERIODICALLY UPON DETERMINATION OF DEFINITIZED PRICES, 8UT PRIOR
TO SUBMISSION OF BILLINGS

7. [0 MIPRITEM NUMBER(S) IDENTIFIED IN BLOCK 13, “REMARKS" IS NOT ACCEPTED (IS REJECTED) FOR THE REASONS

INDICATED
g TO BE PROVIDED THROUGH REIMBURSEMENT 8. TO BE PROCURED BY DIRECT CITATION OF FUNDS
CATEGORY 1 CATEGORY I
ITEMNO. QUANTITY ESTIMATED PRICE ITEM NO. QUANTITY ESTIMATED PRICE
a o ] a [] c
-$976,216.00
A1ISTO
BELEASE
SUBJECT TO
VA ITY OF
U AND
DEOBLIGATE A
PORTION OF
FUNDS
“, - =]
7 TOTAL ESTIMATED PRICE -$976,216.00 d TOTAL ESTIMATED PRICE
10. ANTICIPATED DATE OF OBLIGATION FOR CATEGORY Il [TEMS 5. GRAND TOTAL ESTIMATED PRICE OF ALL ITEMS
$2,098,784.00

12. FUNDS DATA (Check if Appiicable)
a. [J ADOITIONAL FUNDS IN THE AMOUNT OF § ARE REQUIRED (See Justification in Block 13)
b. B FUNDSIN THE AMOUNT OF $ 976,216.00 ARE NOT REQUIRED AND MAY BE WITHDRAWN

12, REMARKS

NOTWITHSTANDING ANY PREVIOUSLY CITED AUTHORITY, ACQUISITION SERVICES
DIRECTORATE HAS ACCEPTED THIS FUNDING UNDER THE GOVERNMENT MANAGEMENT
REFORM ACT (GMRA) OF 1994

14, ACCEPTING ACTIVITY (Complafe Address) NAME AND TITLE OF AUTHORIZED OFFICIAL

Acquisition Services Directorate, NBC, DOI

381 Elden Street, Suite 4000

Crane, Chief Business Operations Branch
Herndon, VA 20170-4817
Volce: (703) 964-8801

17. DATE
(/\&& 11/21/2008
Fax: (703) 964-5300

DD FORM 446-2, JUL 71 PREVIOUS EDITION WL BE USED UNTIL EXHAUSTED. USAPPCV4 00

¥

“,Z[fi)'l







Contract Number: W91 QUZ-07-D-0004 TOQ# 20661

Page 2 of 3

The foilowing changes are effective immediately:

19

(¥

o

L'nder Scction G, Contract Administration Data, Paragraph 1, add the following COTR information:
“Mr. Carlo Fanelli is the review/approval authority for Air National Guard invoices and deliverables,
LTC Jason Snow retains overall COTR authority for the contract.”

Air National Guard COTR
Mr. Carlo Fanelli, YC-02, DATF
3500 Fetchet Avenue

Andrews AFB, MD 20762
carto. tancilivang. at.mil
Comm: {301) 836-8880

Invoicing procedures under Section G, Paragraph 6, are hereby supplemented as {ollows:

“The contractor shall submit monthly invoices for Air National Guard and Army National Guard
separately, and each invoice shall reflect the funding document (i.e. MIPR #) from which the billed
CLIN originated. In addition, each invoice shall reflect each CLIN individually and the amount
invoiced against each.”

Under Section F, Deliverables, the due date for the following 5 items is hereby changed from { Feb (9
to ! Mar 0%:

{a) Availability Management Plan

{b) Assct and Configuration Management Plan
{¢) Change Management Plan

(d) Contractor Security Plan

(e) Program Management Plan

Under Sectjon F, Deliverables, Paragraph 1. Submission Requirements, add the following text:

“Air National Guard deliverables will be reviewed and approved/disapproved by the Air National
Guard COTR. Army National Guard deliverables will be reviewed and approved/disapproved by the
Army National Guard COTR.”

Under Section F, Deliverables, change submission requirement for the Manthly Program Status Report

e

{3.3) 1o read as follows:

1
P Nonthly Program 33 Written report due 3 business days Update Softcopy. !
. Status Report after monthly briefing. Trigger: ardeopy
Monthly bricfings held jointly with | Monthiy
the 157,

i EOSS Contractor SRA on or about !
]
|

i r NGB o provide 6 month brieling
o schedule o NCL

' Finanuials discussed sepurately ut |
! unother mecting, notat the brieting.
‘ f

1 T | [ G




Contract Number: WOIQUZ-07-D-0004 TO# 20661
Page 3 of 3

6. In Section H, Special Requirements, Paragraph 6, Security Requirements, replace sub-Paragraph (a}
with the fellowing:

{a) Since it may be necessary for certain Contractor personnel to have access to classified material
and/or to enter into areas requiring a security clearance, each Contractor employee requiring such
access must have an individual security clearance level of at least SECRET prior to starting work
under this Task Order. Individual clearances shall be maintained for the duration of employment
under this Task Order, or until access requirements change. Interim clearances will be
approved on a case by case basis.

In Section H, Special Requirements, Paragraph 7, Personnel Security Requirements, insert the
foltowing text at the end of paragraph 1:

“[nterim security clearances will be permitted under this contract on a case-by-case basis,
pursuznt to the approval of the COTR.”

CONTRACT PRICE AND FUNDING
The total contract price and total contract funding remain unchanged as a result of this modification.

CONFORM COPY
A conform copy ol the contract, incorporating these changes, is attached, replacing all previous version of
this contract.

ALL OTHER TERMS AND CONDITIONS REMAIN UNCHANGED
AND IN FULL FORCE AND EFFECT.

T SN ) e e e






f
Contract No: WIQUZ-0:-D-0004 Modification 0062
TOA 20001 Page 2ui

The followirg changes are eifective | December 2008

Add Oracle DBA Support and ihmensions Configuration Management, in accerdance with the attached
Statement o Work. for the Base Period and Option Pertods |- V1, via the addition of CLIN XU (0014,
TUI 200d, 3004, 4014, 5014, and 6013). This CLIN will b2 4 Labor Hours CLIN

CLIN QOIS CLIN 3014
Base Penod o Pertormanve T Dec U8 - U Sep oy
NSentor F Systens Soluton Archeieut

CLIN 1O CLIN 4014

Uption Peried 1ol Periormance WKLUS =30 Nep TG Option Pertod § o 2. s i3
Senpof g svsler Nt 3, 1le SN S Nyslenys

CLIN 2014 CLIN3DI4

Gpuon Perod Tof Perforanee 1 Oct 10 - 3¢ Sep 11 Option Peniod | of Pertorance. 1 Oet 13 - 3G 8ep s

por [T Svstems Soiution Architect N, Sy atelnns Solution Architect

CLIN 6014

Opticn Period Lot Perfarmance: | Oct 1 =3 Sep 13

TASK ORDER LINE ITEM NUMBERS STRUCTURE
Update the TO CLIN structure in Section B, Part 5 uf the award by adding CLIN X014 as {oliaws

Army National Guard CLINs only

CLIN X001: ARNG NCR Director of Information Management {DOIM) Suppott
CLIN XC02Z: ARNG Enterprise Processimg Cernter (EPC) = Core Support

CLIN X003 ARNG Other Direct Costs and Irave!

CLIN X004 ARNG Gevernment Direeted [nitiatives (optionai)

CLIN X00S: (RESERVED)

CLIN X006: ARNG Software Enginecring Support (vptional)

CLIN X007 ARNG Web Services Supporl (optionut)

CLIN XU08: ARNG Enterprise Processing Center (EPCy 2487 Suppart toptional}
Air Nationu! Guard CLINs only

CLIN X009 ANCG NCR Operationz| Support

CLIN X100 ANG Cther Direct Costs and Trave

CLIN X0 ANG Government Directed Intiatives (optionaly

Army and Air National Guard Transition CLINs (Base Period Only)

CHIN DO ARNG and ANG Fransises

CLIN Q013 ARNG and ANG Other Direct Costs for Transitien

Army National Guard CLIN ouly

CLIN XO T ARNG Cravie DBA Support e Lieasans Contereion Mssement

iRy tnk ot s hereby increased by SGTS3 863600 As a rosuit. the el

nereasad from €173 381 317 e 0 S182,535,906.60.
1 that foiduwa on Page 5 ot this moditicatios.)

coMtract value ar

‘Please reference the updated pricing 5



Contract No: WOI1QUZ-07.D-0004

Maodification 0002
1O# 20061

Page 3 of 4

Option Uption Option Option Option ] Oplion Source
PAN | Base Perwod S P | P . ; k i e \ P Touw! ! ‘
{ Peried | Period 2 Period 3 Penod 4 Penod 5 Period 6 Documen
1-6001 - ARNG NCR '
i }r A ' Award |
t DOQIM Suppon
| s
XK2-60402 « ARNG EI
GEl Award
{ orc \"‘[‘I"‘”
ODO3-6003 N ¢ WX
. s Award
and Traye!
ODO4-6(KH - ARNG (Gost
F . Award
Directed [nimatives
KH3-7005 - Reserved Award
OG-HL6 - AR * Soit »
KNG Soltware Awzrd
Enguncering Supt
) AN ¥ ING .
() 7-60) AR? Web Awarid
Services Support
! .
fOOR-600K - ARNG HIX
! AICOR N Jy Award
| 24\7 Support
NN 6009 - ANG NCR
] " Award
; Operational Supporn
[ M-6010 « ANG OO and :
I | Award
rave
QO 16011 - ANG Govt
. ¢4 Avward
1hrccica Imhaly }
t e ]
T Fanstiion for ARNG :
\ Award |
Jd ANG
0013 - ODC s tor Dansibon Award !

0014-6014 - Oracle DA
Support and Dimensions

| Configuratton Management

—

Total T&M Czilin

§ i 20,660.27460 | S23613.665 | $26,474.175 | §27.365.209  $26.709.158






AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT [' o L |"“"ﬂ v "“’“3
¥ AIAERGRE RO ATTOR WO, THICIe DA |« T T 20, W0, T PAGRCTH EEET

aGos Oct 1, 260§ POUPC4AD26B0CO1 BISH 59570
& TS S B TOOT T ADMINGTZAED BY  # athes thon fiem 6] TaDE i

National Businesas Center/
Acguisition Services Directorate
38l Elden Street, Suite 400 See block &
Herndonm, VA 20170

ATTN: Adam W, Lowery, {703) 564-8449

8.5 €55 OF TN Street, county, State Ona SiF Looe;
HCI Information Systema, Inc. DUNS: 6206864504
11730 Flaza America Drive TIN: 541%22509

Reston, VA 20189

Nov 28,

CODE Imcrl.m' CODE
THLTHISTTE

D The 7 o i ded as et forth i Hiem 14, The how and date cpaciBed for rectlpt of Qtters D & extended. D it not extended:
Offers must scknowdedge recelpl of this ameandment prios to Tive hows and date specified en the solftitation of 35 srmended, by gne ol the leligwing nerhads:
w8y campleling hems 3 4nd 135, and returrung copées of the amendmaat: (b} iy acknowledging receipt of this smendment on each capy of the offer sbmitied:

oo {) By Hepacale belier ar talegram which inchudes a refs 10 1he solicitation 3nd ¢ bars, FALUSE OF YOUR ACXKNOWLEDGMENT 1D BE RECEIVED AT THE PLACE
DESGNATED FOR THE AECELPT OF OFFERS PRIOR TQ THE HOUR AND DATE SPECFIED MAY AESULT N REJECTION OF YOUR OFFER, 1 by vitue of thy amandment your desite to change an alfer

Wi ad; i i / 1
i Jrr’uT t :ssr"ud;i‘nhﬁnaﬁumﬂtm';'p'gﬁiﬂ F\'t;u r;'ﬂ 3’;‘;5‘!5%‘“’ wach telegram or lareer makes reference (o the solicitation and this

T ACCOURTING AHD APPROTRATION DATA W requlred]
SUBJECT TO THE AVAILABILITY QF FUNDS FOR FY 2010

13. THIS ITEM ONLY APPLIES TO MOOIFICATION OF CONTRACTS/ORDERS.
{T MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBEO IN ITEM 14.

CHECKONE A AN DER I URST 3 pECHy auihorTy) [T
rmrrmed O, INATEM 104,
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Contract Number: WOIQUZ-07-D-0004 20f4
TO#H 20661
Modification 0008

SUMMARY OF CHANGES
Task Order 20661 is hereby modified to exercise and partially fund Optional CLIN 101 ] and to fully fund
CLINs 1009 and 1010,

EXERCISE OF OPTIONAL CLIN 101]
Optional CLIN 1011, ANG Government Directed Initiatives, is hereby exercised. A description of the
work to be performed can be found in Addendun | 1o the Performance Work Statement (attached).

FUNDING
CLINs 1009 and 1010 are fully funded. CLIN 1011is partially funded. (See chart below)

- e e
" I . Option Poriod 1 STAF* STAF* Fundin Total
CLIN Description . . 5o : g
I_ﬁ_, P Ceiling (NTE Fundin ~___Document Unfunded
{ 1ool ARNG N(‘lli)()lM Support MIPROANBCIS00!
J002_| ARNG LT'C - Core Suppon | MIPROANBCIS002
| [003_| ARNG ODC snd Travel MIPROANBCISO0!
! 1004 ARNG Glovernment Directed
! ’ Instiatives (Optional) .
! . ARNG Software Engineering ens
1006 | Support (Optional) MIPROANBCIS0OO1 |
. ARNG Web Scrvices Sepport T
1007 (Optional) -
ARNG EPC « 24x7 Suppont e
1008 (Optional) MIPROANBCIS002
\i ANC NCR Operational R -
‘- 1009 Support i FOWFC49268GCO1
[ 1010 | ANG ODC wod ‘Iravel FOWFC49268CCG1
| . —
| ANG Government Directed SO\
PO pitiatives (Optional) FOWFC49268GCO1
i Oracle DDA Support and
1014 | Dimensions Configuration MIPRDANBCISG0?2
Management {
Total: - $25,613,665.00 $15,620,072,00 | _ $9,993,593.00

*This action is subject to FAR 52.232.18, Availability of Funds. Funds are not presently available for this
contract. The Contractor is not required to work or incur cost until the Government provides the notice of
funding availability, The Contracting Officer (CO) will notify the contractor in writing when funding is
available. Unti! the notification of avaitable funding is received, any contract performance is at the
contractor’s own risk, and the Government assumes no liability for payment of for any services rendered.

Previous STAF funding was provided under Modification 0004 via 2 separate funding documents. Current
STAF funding is provided under funding document FOWFC49268GC0!, in the amount of $5,097,251.00.
A summary of all STAF funding for Option Period | is provided below:

Funding Document STAF Funding for Option Period !
MIPROANBCIS00] B $6,872,050.00
g MIPROANBCIS002 - $3,650,771.00
FOWFC49268G CO01 ) §5,097,251.00
- Total: ’ ~ $15,620,072.00 B
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CONTRACT CEILING / NOT-TQ-EXCEED

The total ceiling for Option Period | is unchanged and remains $25,613,665.00.

PERIOD OF PERFORMANCE

The period of performance for Option Period 1 is unchanged and remains 1 Oct 09 — 30 Sep 10.

CHANGES WITHIN TASK ORDER AWARD DOCUMENT (UNIFORM CONTRACT FORMAT)

Under SECTION F - DELIVERABLES, the following text is added:

LR CLIN 101 DELIVERABLES

il

5.3

5.4

The contractor Program Manager shalt provide monthly Technical Status Reports and
minutes of technical meetings to the government COR/COTR in electronic format (e-
mail preferred). Format shall be of the contractor’s choosing; however the governmen!
reserves the right to recommend changes to the reports format/content.

The contractor Program Manager shall provide a monthly financial status report to the
CORJCOTR showing a detailed breakdown of contractor staffing status, labor hours

expended, labor costs, travel costs and balances remaining,

The contractor Program Manager shall provide to COR/COTR on a monthly basis a
repart of contracior contact information for all contraciors assigned to the contract.

Contractor system administrator shall provide monthly Unit Status Reports to the
COR/COTR detailing changes in hardware, software, and connectivity status and any
outstanding issues to be resolved.

Under SECTION H - SPECIAL REQUIREMENTS, the following text is added:

28

ADDITIONAL APPLICABLE DOCUMENTS

CICS16731.01 Global Command and Contrel System Security Manual

Dob 5010.132.1 éggﬁi{f}tﬁg&’ljﬁggﬁcm Systermns and Data Requirements
Configuration Management

AFSCP 809-7 {to begused for puidance only)

AF133-101 Command, Centrlol, Communicatiou,.ar‘]q Flomputer Systems
Management Guidance And Responsibilities

AFPD 24-2 Preparation and Movement of Air Force Material

LL-210-06-02 JDISS Computer System Reference Manual

LL-210-08-02 IDISS Security Concept of Operations

LL-211-01-0] JMCIS Handbook

LL-211-10-01 IMCIS 2.1 System Administrators Guide

LL-211-11-01 JMCIS 2, | Security Managers Guide

LL-500-102-04 GCCS Version Description Document

L1-500-103-14 GCCS 3.X Implementation Procedures for Automated Systems

LL-500-29-05 GCCS System Administrator Manual for GCCS Version 3.X

LL-500-43-04 gg(gssiystem/Securiry [mplementation Instructions

LL-500-67-04 GCCS Automated Information System (AIS) Security Plan

TL-199-23-08 E;PmTi‘:;:ngztc;:‘ :ﬁ?;lrli;n'ators Manual/GCCS System

NA-000-00-003 GCCS System Reference Guide
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LL-501-11-01 LICCS (AMHS) System Administrator/Operator
Guide

LL-518-05-03 GRIS CSCI v2.2 Operators Manual

LL-521-05-01 Alrfiglds Software installation Plan

LL-527-02-01

LEGENT System Manager Agent Release 2.1.0
Release and Installation Notes

LL-527-05-01

LEGENT DB Agent for Oracle Release 1.0.0
Notes and Installation Notes

LL-527-07-01}

LEGENT DB Agent for Oracle Release 1.0.0
Reference Manual

TL-199-23-08

TIP Technical Administrators Manual/GCCS
System Administrator's Manual

NA-000-00-001

Topic Database Administrators Guide V.3.1, Vol, |

NA-000-00-001

Topic Database Administrators Guide V.3. 1, Vol. 2

NA-000-00-001

Topic Reai-Time Administrators Guide V4

MNA-000-00-003 .

GCCS Systemn Reference Guide

NA-000-00-002

ORACLE Database System Administrator Manual

AF133-112 Computer Systems Management
AFT 33-113 Managing Air Force Messaging Cent
AF133-114 Software Management

AFE33-128 Electronic Messaging Registration
AFI 33-277 Fortezza Qperational Security

All other terms and conditions remain unchanged.

__END-OF MODIFICATION 0005
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1. INTRODUCTION
1.1. Purpose

The purpose of this contract is to provide systems management and engineering, systems administration, database
administration and other technical support for identified Air Nationa! Guard (ANG) classified and unclassified
Command and Control (C2} data systemas. Classified system administration suppori is required for ANG slandard
and downward directed systems connected to the Secure Internet Protocol Network (SIPRNET). Additional suppori
is required for unclassified C2 systems as identified in this SOW. System ndministrative support is required for all
ANG locations and units within the Continental United States (CONUS) as welil as Alaska, Guam, Hawaii, Puerto
Rice and the United States Virgin [slands.

2. BACKGROUND

Since 9/11 there has been an acute awareness throughout the Depantment of Defense (DOD) and the ANG on the
role the SIPRNET plays in mission accomplishment. Classified C2 systems that were emerging when our Nation
was attacked, have reached a position of prominence for cur combat roles, Linits that were not sure what to do with
the SIPRNET now realize that they cannot function without it.

In this time of critical need it is imperative that the ANG have the dedicated resources to manage and maintain ¢he
SIPRNET and its associated applications and to make sure that this eritical “weapons system” is available 24 hours
per day, seven days per week.

3. OBJECTIVES

e Provide contractor data information and technology support for ANG personnel at Jefferson Plaza One
{JP-1), the Air National Guard Readiness Center {ANGRCY), Air National Guard Crisis Action team
{ANGCAT), and the Continuity Of Operations (COOP) during normal core hours. During
contingency/surge requirements, this support will be available 24 hours per day, seven days per week,
and 365 days per year upon request by NGB/AG.

»  Ensure connectivity and availability of all SIPRNET systems and the network that support the missions
of the ANG.

»  Qbtain Subject Matter Experts (SME) in standard and downward directed classified/unclassified C2
systems

*  Asagoal, sustain all systems and the network at a 100% system availability raie.
¢ Enhance communications security and eliminating system vulnerabilities.
*  Develop a comprehensive SIPRNET training plan for all classified C2 users.

= Provide a single point of contac! {or classified and unclassified C2 systems planning, development and
implementation.

Page [ of I5
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4, SCOPE

‘This Performance Work Statement (PWS) describes the tasks and capabilities required 1o provide systems
engineering, sysiems administration, information management and other informatipn technology support for Air
Nationni Guard mission classified or unclassified C2 requirements. The PWS i3 designed as a flexibic end-user
solution to embrace diverse current and {uture network-centric information technodogy requirements, ensure
steroperability through standards based technology and implement the constant evelution of state-of-the-ar
technoiogy and systems solutions, supporting initiatives and programs such as, but not limited to, the Defense
Information System Network (DISN}, Automated Message Host System (AMHS), Air Force System Network
(AFSN), Secret Internet Protocol Router Network (SIPRNET), Non-Classified Internet Protoco] Router Network
(NIPRNET), Global Command and Control System (GCCS) and Joint Command and Centrol Systems (JCCS),
Global Combat Support System (GCSS), Coinbat information Transport System (CITS) and Theater Battle
Management Core Systems (TBMCS). Support may also be provided for unique classified systems not specifically
defined as Command and Control Systems that serve departments, divisions or offices of the ANG and its
components that reside on the SIPRNET,

4,1. Program Management

Program Management consists of the technical and managerial requirements to support JP-1, ANGRC and the ANG
COQP site.

4.2, JP1 Support

JP) support consists of the technical requirements for on-site system administrator support for user access to various
C2 classified and unclassified subsystems; technical systeins engineering in support of NGB/AGO programs.

4.3, ANGRC Support

ANGRC support consists of the technical requirements for on-site system administrator support for user access to
various C2 classified and unclassified subsystems.

5. GENERAL

5.1, Program Management

‘The Contractor shall provide personnel resources, adequate coniract and management systems (to include Cost
Accounting Systems), and facilities 1o successfully meet, plan, organize, staff, direct, and control the
implementation of all requirements stated in this contract,

5.2. Program Manager

The Contractor shall provide a Program Manager who will be responsible for all the work awarded under this
contract and ensure all standards referenced herein are adhered to.

Page 2 of 15
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5.3, Quaiity Assurance

5.5.

5.6,

Contractor shall implement and maimiain an effective quality control program. This program, as a minimum,
shall inciude inspection, validation, evaluation, corrective action and procedures necessary to effectively
oversee the quality of all performance (services) and products provided under this contrict. The program shall
allow inspection by the Government as deem necessary and shall be applicable to atl sub-Contractors or
members of the Contractor’s team,

. Personnel Hiring, Replacements and Substitutions

The Government reserves the right to recommend and review applicants prior 1o employment at their Jocation.
The contractor has the final decision in the hiring process. When a contract employee is unavailable to perform
the task identified in this contract for a continuous period exceeding five working days (this includes absence
due to illness, personal leave or military duty), the contract employee shall immediately notify the Contractor
Management ot designated representative, in writing; email preferably. The Contractor is responsible for
replacing contract employees with personnel of equal or superior skill sets. Upon determination that a contract
employee will permanently separate from a location, the Confractor shall immediately notify the COR/COTR,
Replacement personnel will possess equal or superior skill sets, and report within 15 days after the separating
employee vacates the position.

Systems Security

Security requirements accomplished by the Contractor will be performed per the Department of Defense (Dob)
Information Assurance Certification and Accreditation Process (DIACAP) outlined in DoD 8532, AF1 33-115,
AF133-200, AF133-215, AF133-223, and AFSSI 8502 to be accomplished for the DIACAP Comprehensive
Package. The Contractor shall transmit and deliver classified material/reports IAW the National Industrial
Security Program Operations Manual (NISPOM) and the Industrial Security Regulation (DoD 5220.22-M),

In addition to the certification and accreditation guidance above, there are two high-level security requirements
that must be met for all new Information Assurance (IA) and 1A-enabled products. The first is the Common
Criteria and the other is Federal Information Processing Standard (FIPS) 140-2. All Informalion Assurance (1A)
or [A-enabled IT hardware, firmware, and software components or products incorporatid into DoD information
systems must comply with the evaluation and validation requirements of National Security Tetecommunications
and [nformation Systems Security Policy (NSTISSP) Number |1, 1A or [A-enabled products that employ
cryplography must also comply with Federal Information Processing Standard (FIPS) 140-2 cryplographic
module validation program. Refer to NSTISSP |1 FAQs (htip:/niap.nist.gov/cc-scheme/) and DoD Directive
8500.1, Information Assurance (http://iase.disa.mil/policy.html) for detaited information. Additionally, all
networked systems must ineet Air Force Network Performance/Certificate of Networthiness {CON), and
MAJCOM unique requirements, such as Certificates to operate.

Access to Secret Automated Information Systems (AIS), facilities, documents, and/or material is required in the
performance of this contract. The contractor Facility Security Officer (FSO) is required to enter into a Visitor
Group Security Agreement (YGSA) covering the applicable contractor employees be fore contraet performance
begius. The NATIONAL INDUSTRIAL SECURITY PROGRAM must be complied with and responded to in
accordance with DoD, Air Force, and ANG regulations and policies, 1t is the contractor's responsibility to
ensure contractor employees are in strict compliance with these regulations and policies during performance of
the contract, including FSQ verification.

Training

The contractor will be responsible for ensuring their personnel are adequately trained and maintain the
necessary skifl sets to perform the duties to which they are assigned. The assigned system administrator must
have one year of system administration experience with all the jdentified programs and systems. An acute
knowledge of the ANG Enterprise Network is mandatory. Ii’s also inandatory the system administrator

Page 3 of 15
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assigned for each ANG location, possess an acute awareness of the unit’s mission and maintain professional
communication skills which permit them toe adequately address and convey responses to assigned personnel.

Overall Contracior Training Program Management will be a responsibitity of the Contraclor’s Program
Manager for this contract.

As required, the employed contractor personnel supporting the JP-land ANGRC will provide spot training to
assigned government/military personnel. Every effort will be made to eliminate/reduce spot training.

When a new SIPRNET application is deployed, and there is a government-training course designed o cover the
application, the contractor will request consideration for at feast one “seaf” so that the contractor may propagate
knowledge on that application. Employees of companies or corporations under contract to the Air Force, other
anned services, or other government agencies, \nay attend Air Force resident, field. or on-site training, and AU
(Air University) and AFIT {Air Force Institute of Technology) courses if the following conditions apply:

" The contract requires the goveriment to provide training or,
i Required training is not available from other sources and there is a material and direct benefit to the
~ The Air Foree or agency contracting otficer (ACO) certifies the above condition exists.

In cases where the contracted employee attends government sponsaced training, that employee will be expected
to “train the trainers™ at JP-1 and ANGRC.

Duty Hours

Contractor duty hours will be the same as the published core duty hours of their assigned location. Contractor
personnel must be either on-site or able to respond to the unit needs within one (1) hour during these core duty
hours. The contractor will maintain a current contact list and provide an updated list to the COR/COTR on a

monthly basis.

Government Furnished

Each contractor employee requires certain resources adequaie to accomplish their assigned tasks. The
governinent will provide office space, office supplies, computer equipment, web access, telephones, cell
phones/blackberries, facsimile machine access, and reproduction facilities as required. Due the secure nature of
the services performed by the contractor, special attention will be given to the assignment of office space. The
contractor will have access to both NIPRNET and SIPRNET and be entrusted with any/all cipher locks to these
rooms. The contractor will provide the Government with all necessary security information for all employees,
which will be maintained on file at each ANG location.

Contractor is permitied access to Internet web sites as authorized by the government COR/COTR to facilitate
coordination and performance of the contract.

Maintenance and Troubleshooting

The Contractor shall provide routine maintenance, testing, and diagnostic fault isolation, problem resolution,
sofiware configurations, and information on assigned equipment and networks. The government shall provide
the necessary tools, equipment, and consumables required for contractor personnel to complete their duties.

The Contractor shall provide maintenance assistance for analyzing the malfunction and direct assistance action
for resolution of equipment/system deficiencies. Assistance will apply to the equipment/systemns not covered
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under warranties or on the equipment for which the warranties have run out. This mainienance will include
koth hardware and sofiware.

6. REQUIREMENTS
6.1. Program Management

6.1.1.  The contractor will provide centralized program management and coordination funcrions for the government
COR/COTR, and individual system administrators, including but not limited to:

a. Maintain the C2 classified/unclassified subsystem documentation library,

b. Maintain an installation/configuration history of C2 classified subsystems and SIPRNET infrastructure
installed at ANG units identified in this contract.

¢. Maintain an online database of system administrator frequently asked questions.
d. Develop training plans and distribute training materjal for systern administrators and end-users.
e. Provide technical support and timely responses to questions from COR/COTR as requested.

f. Attend government-sponsored training and seminars to maintain a high level of proficiency for each
employed C2 classified subsystem.

g. Be acutely familiar with system administrators duties and responsibilities.
h. Engage with Government help desks regularly, in support of all C2 classified/unclassified systems,
i. Coordinate with contractor technical support persotme] assigned to the ANGRC and JP-1.

j. Be thoroughly famitiar with and support, as required, the ANG Continuity of Operations (COOP) office for
the National Capitol Region.

k. Compile statistics derived from monthily status reports.
1. Maintain a tickler file of pending actions.

m. Provide monthly Technical Stats Reports and minutes of technical meetings to the government
COR/COTR.

n. Provide a monthly Contractot’s Progress, Status, and Management Report to the COR/COTR.

6.1.2.  Provide on-site support to NGB/AG as follows:

a.  Provide two dedicated DOD 8570.01-M LAT-Level H certified Senior Systems Engineers for C2 Systems
10:

(1) Serve as technical advisors to NGB/A6 for all downward directed C2 systems.

(2) Serve as the focal point for coordinating SIPRNET requirements at the ANGRC and JP1.

Pape 5 of 15
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(3) Assist in the review, development and publication of policies related to programs under the
purview of NGB/AG.

(4} Auend government-sponsored training and seminars to maintain a tevel of proficiency for each
employed C2 classified subsystem.

(3) Attend govenunent-sponsored training and seminars on downward directed systems not yet
deployed to assist in the development of deployment plans for new systems.

{6) Ensure that al} required resources and facilities are availabie for program implementarion.

{7) Evaluate hardware and software and provide recommmendations on the feasibility of
implementation and impact to the current technical environment.

{8) Plan and manage project tasks and resources within the project management framework.

{9) Attend and if required conduct project status meetings with ANG management personnel and
prepare wrilten status reports.

(10) Conducted performance analysis and provided feedback to ANG management.

{11} Schedule and when appropriate conduct training on downward directed classified C2 systems for
Sys Administrator’s and ROSC personnel.

{12) Coordinate the Security requirements for the ANG SIPRNET Vault in JP1.

{13) Perlorm duties of organizational Certification Authorities (CA) Registration Manager, Directory
Administrator/Registration Manager, FORTEZZA card registration Managet, Piain language
Address Manager and Certification Authority Workstation (CAW) operator 1o support ANG

Headquarters requirements,

(14) Assuine the duties of ANG (SBU) and develop, administer and certify ali ANG DMS Directory
Information Tree (DIT}) requirements to the designated ARNG DMS Project Manager.

(15) Develop installation procedures for Exchange Server and DMS Client Workstations and provide
suidance and conduct site visits to field units for; Exchange Server installations and updates and
DMS Client desktop installations and updates.

(16) Provide assistance in developing technical documents specific to ANG C2 systems.

{17)Maintain a current POC list of all ANG Units.

(18) Track the status of non-delivery notices and provide support to correct them,

{19} Provide input and materials to prepare DMS/AMHS related briefings for the ANG.

(20) Assist in maintaining C2 systems and Web pages used to provide project information and status to
ANG and AF personne! associated with the sysiems,

b. Provide one DOD 8570.01-M IAM-Level | certified Principal Systens Bngineer to JP1 to:
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) Provide support and maintain designated classified and unciassified C2 systems hardware and

software and perform DMS/AMHS administrative tasks for ANG State Headquarters personnel
and fP1 accounts in Crystal City and Andrews AFB.

Provide System Administration for NT, UNIX, X and MS Exchange Servers at JPi, ensuring
their availability during business hours on normal business days.

Perform daily server tape backup of data coliected during the duty day.

Pertorms software loads and upgrades for all assigned ANG C2 Automated Data Processing
Equipment (ADPE) systewns.

Direct local activities during and following service outages to minimize loss of mission capability.
Establish and maintain user accounts.

Perform staff assistance visits to the ANG customers based at JP-[ and Andrews ATB.

Add, remove and reconfigure workstations connected to SIPRNET,

Grant rights and privileges for user accounts.

{10} Serve as a technical lead in the deployment of Command and Contrel Computer systems.

{11} Ensure the connectivity of system servers, processors, and workstations.

(12) Provide guidance for the Continuity of Operations (COOP) office. Provide support locally and at

remote site {currently Site Minuteman) as determined by ANG requirements for Classified C2
Systems for ANG.

(13)Maintain a working knowledge of day to day operations within the Program Managemeut

¢. Provide a minimum of two dedicated DOD 8570.01-M IAT-Level [{ C2 Systems Administrators to
ANGRC, ANGCAT, JPI Alternate facility:

(1) Provide SIPRNET Management and System Administration

(@)

(b)

(c)

(d)

Coordinate and if necessary initiate correct action with all offices concerned for scheduled and
unscheduled outages.

Assist remote elements with resolving SIPRNET connectivity issues that can be resolved at the
user level.

Maintain equipment documents directly related 1o the SIPRNET circuit (IE: router, KIV-74,
modems etc...)

Monitor and Maintain local environment including cleantiness, temperature and ensure system
power is stable as established in the equipment manufacturer’s specifications and recommended
practices.

Page 7 of 15



Task Order 20661
Modification 0003

NGB/AGO
PERFORMANCE WORK STATEMENT - ADDENDUM ]
NCR Tier HI Support

{¢) Prepare and maintain & destruction plan to be utilized in the event of an emergency,
{f) Ensure security measures are documented and implemenied.

(£) Assist with the Inforination Assurance (A) office to resolve discrepancies with the SIPRNET
accreditation

(2) Provide C2 Classified Systeins Management/System Administration

{a} Maintain alf user docwments, including requests for accounts, security documents and profile
information worksheets,

{b) Assist in the update and development of approved C2 classified [nformation Assurance (1A)
procedures as new requirements and applications become available.

{c) Maintain documents on equipment including: inventory, maintenance records, accreditation
documents and network diagrams for the units.

{d) Coordinate and plan for unscheduled outages that would negatively impact the supported units.

(&) Develop and implement an effective data backup schedule based on equipment availability and
user requirements. Ensures full viable backups are stored in secured location away from primary
site.

{f} Report and maintain logs on all hardware and software problems.

(g) Evaluate and maintain on-site servers to ensure maximum operational performance with mininal
outages and impact on mission.

(3) Install hardware and software replacements, additions, and upgrades for all local SIPRNET servers.
{(a) Initiate actions to replace defective hardware/software,

(4) Create user accounts for all classified C2 subsystems and configure accounts for access.

(5) Assist in maintaining the ANG SIPRNET server, including web pages posted by ANGRC/ANGCAT.

{6} Manage/Administer File and Application Servers

(7) Troubleshoot workstations, locally and remotely.

(8} Working in concert with the ANGRC network personnel, develop a classified system restoration plan.

(9) Assist with planning, developing and administering current and future ANG/AF systems. including,
but not limited to:

(10) Assist with accreditation packages; coordinate with unit lo ensure systesn has received Authority To
Operate (ATO) on the SIPRNET

{11)Manage workslation-naming conventions and configure for access to the dornain
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{12)Implement Trusted Facility Manual (TFM) requirements on all workstations
{13)Provide guidance and assistance during initinl install of soRfware and all upgrades
{14)Provide guidance and assistance during initial install of hardware and all upgradss
{15} Ensure workstations have approved connectivity 10 the SIPRNET
(16)Maintain and update all user and system documentation

(17)Ensure outages are reporied and logged in a timely manner

{ |8} Assist with evolving technological advancements at the supported locations, including new systems
and policies, and new procedures for existing/planned systems.

(19) Assist with troubleshooting and managing local ancillary equipment.
(20) Assist during and following an emergency condition to minimize loss of mission capabilities
{a) Advise users of system and circuit outages, both scheduled and unscheduled

(b) Coordinate with local communications unit maintenance and network personne] to troubleshoot
circuil outages or cominunications degradation

(21)Ensure user accessibility for all classified systems
(a) Establish new user accounts for C2 classified systems as requested.

{b) Grant appropriate, or additional, rights and privileges to user accounts as necessary for user
operations

(c) Maintain access permissions list for all C2 classified/unclassified requirements
(d) Provide printer rights and access when required
(e) Ensure continuity and proper operation of al] classified systems
(22)Check connectivity of the servers and workstations
(2) Monitor total system performance to ensure optimal performance

{b) Reconfigure equipment and circuits to regain processing capabilities for non-routine equipment
malfunctions

(¢} Maimain system and application configuration parameters
{(d} Maintain user applications

(e} Monitor status and state of each workstation
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{fy Add, remove, and reconfigure workstations from the network
fg) Check the communication status by running the appropriate connectivity tests
{23)Ensure Communications security

{a) Routinely change systein passwords

{b) Ensure system and user passwords are changed immediately when they have been, or may have
been, compromised

{c) Change passwords for site turnover to another SA
{d) Keep users informed of all security risks
' (e} Eunsure anti-virus software is loaded and enabled on all workstations connected to the SIPRNET.
(24)Perform Routine maintenance
{(a) Maintain all equipment in clean and \.v}orking condition
{b) Order necessary backup media to compiete workstation backups.
(25)Perform System maintenance
{a) Perform system starfups and shutdowns, as required
(b) Adhere to off-site storage procedures
(c) Routinely test connectivity (ping, nslookup, test messapes, etc.)
(d) Install operating systems, as required
(e) Monitor and manage system disk usage
(N Run disk scan and defragmentation programs when necessary on non-SCSI workstations
(g} Troubleshoot system generated error messages in “Event Viewer and Application™ logs

(26) Provide user access to updaled training materials, {This does not include hands-on fraining by the
assizned systems administrators or systems engineer).

{a) Provide users with training materiats when received from the servicing MAJCOM, or via the ANG
Warrior Network distributive learning broadcasts.

{b) Provide system and equipment support to users and trainers for in-house training
{c) Be knowledgeable in all user areas to better assist users

(27)Check E-mail daily (SIPRNET and NIPRNET])
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(28)Maimain current procedures provided by the local NCC
{29 Ensure automated system functions operate properly
(30)Maintain current list of policy directives

{31)Perform organizational level maintenance per AF1 33-114, Software Management and AFI 33-112,
ADPE Management.

(32)Coordinate equipment repair and management with the local helpdesk 1o ensure compliance with the
government furnished local operating procedures.

{33) Perfonin system upgrades (software) as required.

{34)Manage equipment inventory to ensure compliance with the government furnished management
procedures.

{35) Assist the unit Computer System Security Officer (CSSO) with site type certification and acereditation
(a) Assist in the completion of security certification and accreditation at least every 3 years
(b) Review security certification documentation to ensure security is properiy maintained once a year

{c) Formally validate all user access to C2 systems and delefe users without valid authorization at the
beginning of every quarter.

{d) Check security and applications logs for audit/alarm messages once a day
{e) Validate username/accounts to ensure proper security settings are correct once a year
(f) Verify physical system location with respect to security.

(36)Comply with DoD, Air Force and ANG systemn operations and security directives.

{37) Configure and load cryptographic equipment, as required, per applicable COMSEC
guidance/procedures

7. DELIVERABLES

7.1, Reports

a.

The contractor Program Manager shall provide monthly Technical Status Reports and minutes of technical
meetings to the government COR/COTR in electronic format (e-inail preferred). Format shalf be of the
contracior's choosing: however the government reserves the right to recommend changes to the reports

format/content, .

The eontractor Program Manager shall provide a manthly financiat status report to the COR/COTR
showing a detailed breakdown of coniractor staffing status, labor hours expended, labor costs, ravel costs
and balances remaining.
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¢. The contractor Program Manager shall provide to COR/COTR on a monthly basis a repost of contractor
contact information for all contractors assigned to the contract.

Contractor system administrator shall provide monthly Unit Status Reports 1o the COR/COTR detailing changes in
hardware. software, and connectivity status and any outstanding issues 1o be resolved.

8. STAFFING REQUIREMENTS 2010: Minimums as indicated
8.1. Air National Guard Headquarters NGB/AG6, Jefferson Plaza One, Arlington, Virginia

a. (I FTE) Principal Systems Engineer
b. (2 FTE) Senior Systems Engineers
c. {1 FTE) C2 Systemns Administrator — JP-1 Aliernate Facility (Optional)

§.2. Air National Guard Readiness Center, Andrews AFB, Maryland
a. (2 FTE) C2 Systems Administrators
b. (I FTE) CZ Systems Administrator — JP-1 Alternate Facility (Optional)

9. APPLICABLE DOCUMENTS

The contractor must have a complete understanding of Department of Defense, Air Force (AF) and ANG operational
and technical architecture requirements, standards and guidelines (current and [uture versions)

CICS16731.01 Global Command and Control Systein Security Manuat

DODD 5200.28 Security Requirements for Automated Information Systems

DoD 5010.132.1 Acquisition Management Systems and Data Requirements
Control List (AMSDL)

AFSCP 809-7 Configuration Management
{to be used for guidance only)

20.22 . .
DoD 5220.22M National Industrial Security Program Operating Manual
AFPD 33-2 Information Protection
AFL33-101 Command, Control, Communication, and Computer Systems

Management Guidance And Responsibilities
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AFPD 24-2

Preparation and Movement of Air Force Material

P LL-210-06-02

JDISS Computer System Reference Manual

L.L-210-08-02

IDISS Security Concept of Operations

LL-211-01-01

IMCIS Handbook

LL-211-10-01

IMCIS 2,1 Systein Administrators Guide

LL-211-17-01

JMCIS 2. | Security Managers Guide

LL-500-102-04

GCCS Version Description Document

LL-500-103-14

GCCS 3.X Implementation Procedures for Automated Systems

LL-500-29-05

GCCS System Administrator Manual for GCCS Version 3.X

LL-500-43-04

GCCS Systemn/Security Implementation Instructions
For SSA

LL-500-67-04

GCCS Automated Infortnation System {AlS) Security Plan

TL-199-23-08

TIP Technicat Administrators Manual/GCCS System
Administrator's Manual

NA-000-00-003

GCCS System Reference Guide

LL-301-11-01 UCCS (AMHS) System Administrator/Operator
Guide

LL-518-05-03 GRIS CSCI v2.2 Operators Manual

LL-521-05-01 Airfields Software Installation Plan
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LL-527-02-0]

LEGENT System Manager Agent Release 2.1.0
Release and Installation Notes

i LL-327-05-01

LEGENT DB Agent for Oracle Release 1.0.0
Notes and Installation Notes

LL-327-07-01

LEGENT DB Agent for Qracle Release 1.0.0
Reference Manual

TL-199-23-08

TIP Technical Administrators Manual/GCCS
System Administrator's Manual

NA-000-00-001

Topic Datahase Administrators Guide V.3.1, Vol. |

NA-000-00-001

Topic Database Administrators Guide V.3. 1, Yol 2

NA-000-00-001

Topic Real-Time Administrators Guide V4

NA-000-00-003

GCCS System Reference Guide

NA-000-00-002

ORACLE Database System Administrator Manual

AFI33-112 Computer Systems Management
AF133-113 Managing Air Farce Messaging Cent
AF133-114 Software Management

AF133-115v],v2 and v3

Network Management and Standard Evaluation Processes

AFI33-119 Electronic Mail Management and Use
AF133-128 Electronic Messaging Registration
AF133-277 Fortezza Operational Security
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AF1 33-202

Network and Cotmputer Security

All C2 classified subsysiems employed by the ANG will be accompanied by the proper system level and
Centificate 1o Operate (CTO) decwnentation (hard or electronic copy), prior to initial installation, This consists
of any system administration manuats, user's guides, specific applications user's manuals, soltware installation
procedures, and limited commercial manuals.
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SECTION A - SOLICITATION/CONTRACT IFORM
At SUMMARY OF CHANGES

The free Form item "DFARS 252.239-7001 has been added.

A2 DFARS 252.239-7001

INFORMATION ASSURANCE CONTRACTOR TRAINING AND CERTIFICATION (JAN 2008)
(1) The Cantructor shall ensure thal personnel aceessing information svstems have the proper and current i fonvition asswance
certification to perform infornmation assurance functious in accordaee witle Dol §370.01-M, Information Assuronce Workloree

laprovement Program. The Contracior shall mecet the applicable informalion assurance cerification requireiments, ncluding—

{1) Dob-approved inforimation assurence workloree eentifications appropriste for cach category ind level as listed in the currem
version of Del 8370.01-M; and

{2) Approprizte operating sysiem certilicution for information assucance technical positions as regstired by Dal) 8570.01-M.

{b) Upon regquest by dhe Government, the Contractor shall pravide tocumentition supporfing the information assurance cestification
stitus of personned performing information assurance functions.

{c) Comtractor personnel who de not have proper and current certilicacions shall be denied access 10 oD information systems for the
purpose of perdforaiing information assurance funclions.

{End ol clzuse)

I additon, the contrictor is instructed to obain ene of the fottowing certifications required by Dol) S57001-A1 ininlurmation
mssurinee technieal catepory at level AT H); GSEC; Seeurity+; SCNI o S8CIM










STATEMENT OF WORK FOR TELEPHONE SUPPORT FOR THE AIR NATIONAL
GUARD READINESS CENTER/HEADQUARTERS

SCOPE:

1.1. This Statement of Work (SOW) establishes and defines the responsibilities for one
primary contracted company to provide full-time telephone and related peripheral
support. Responsibilities include maintaining and repairing various pieces of
telecominunications equipment comprising telephones and related peripheral
equipment to support the Air National Guard Readiness Center. Contract period
will include a (1) year base with (4) option vears.

1.2. The work site is the Air National Guard Readiness Center at Andrews Air Force
Base, Maryland. Telecommunications capability must remain in operational status
24 hours a day, 7 days a week, Additional vperational support for special exercises,
emergencies, and contingency operational support shall be at the discretion of the
Telecommunication Government Representatives.

SPECIFICATION GUIDELINES:

2.1. All work must be performed in conjunction with this SOW, in accordance with
appropriate Government regulations, and use accepted telecommunication industry
standards.

QUALITY CONTROL:

3.1. Quality Control will be monitored throughout the contract. Upon request, the
Contractor wiltl provide the Government their Quality Centrol Plan for
review/approval. The Contractor’s performance will be measured against the Service
Level Agreements (SLAs) described in Attachment E of this contract in addition to
monitoring the requirements defined in the Performance Work Statement

OPERATING REQUIREMENTS:

4.1. The contractor shall provide on-site personnel at the specified locations having the
skills, certifications, and qualifications defined in paragraph section 11,
Communications Maintenance. The contractor is required to provide telephone
support as necessary that will not exceed 12 hours per day maximum, standard core
duty hours are normally 07:00 to 16:00, Monday thru Friday.

SECURITY:

5.1, Security Clearances: The coniractor shall ensure that employees identified under
this Statement of Work have valid Secret Clearances. All documentation of
clearances will be coordinated with the COR and processed with the ANGRC
Security Officers. A DD form 254 shall completed by the government for contractor
access into controlled areas.

GENERAL SECURITY REQUIREMENTS:

6.1. Services required under this contract will be restricted to unclassified and
unclassified sensitive data. During and after performance of the contract all records



-

i.

10.

will be maintained in accordance with applicable guidance and regulations and
material of the Department of Defense. All DoD and contract related records will
not be disseminated, destroyed, or otherwise disposed of without prior written
consent of the Telecommunication Government Representatives.

DOCUMENATATION REQUIRMENTS:

7.1. The contractor shail provide all installation and maintenance records as required by
Telecommunications Government Representatives. Contractor(s) shall document
daily records of time spent on service calls, work orders, Preventive Maintenance
Inspections (PMI) activities, using the existing Remedy system as well as
CIPS(WOMS) or Government Direction. The records shall include contractor work
appointments and any PTO time taken, and time spent on communication projects.
The on-site contractor{s) shall forward weekly activity reports to Telecommunication
Government Representatives COB each Friday. Activity reports shall be kept on file
with the government to provide a cumulative log of maintenance critical events for
the telecommunication operations and man-power atlocated to these operations.

7.2. The contractor shall use government databases and linecard database for providing
a records history of all telecommunication maintenance actives, telephone adds,
moves, changes, and service call events.

DELIVERABLES:

8.1. Unless otherwise noted, the original document shall be provided only to the
Government COTR Representative. A copy of each transmittal letter shall be
provided to the Contracting Officer (NGB-AQC-S).

8.2. All telecommunication material required for the purpose of installations, repair of
exlisting or new communication services to support the Air National Guard
Readiness Center inust be Government Furnished Equipment (GFE).

FACILITIES:

9.1. The Government shall provide adequate workspace including heat, light,
ventilation, and electrical services for contract maintenance personnel. The
government allows contractor access to all government printers, scanners, copiers,
faxes to conduct official government business.

9.2. The Government will provide refuse and custodial services.
SPECIFIC REQUIREMENTS:

10.1. The ANG customers shall use the ANGRC LAN Tier 1 user’s helpdesk to
report, track, and generate weekly service reports for all telecommunication related
service calls at the Air National Guard Readiness Center. It is the responsibility of
each contractor to open, close, and hold all telecommunication service calls
requirements using the ANGRC LAN Tier 1 helpdeslk for telecommunication
repairs.

10.2. All communication requirements for new telecommunication services shall be
processed through ANGRC Telephone Communication Officer (TCO’s) using Work
Order Management Systems (WOMS) for workload management. ANG TCO'’s will



then digsseminate work orders to the proper government agencies or contractors.
The contractor shall follow all ANGRC policies and guidelines for
telecommunication requests, service, and repair of existing services.

10.3. The Telephone System resources are the responsibility of the Government
Telecommunication Representatives. Prioritization of work requests will be
coordinated with and approved by the Government Representative.

10.4. The Government shall maintain an adequate inventory of test instruments,
and provide tool kits (GFE} to the contractor necessary to properly maintaining
equipment. The government will determine if tcols are lost or misplaced by
completing an annual tool kit inventory i1s completed. If inventory shows that tools
are lost or misplaced then it is the responsibility of the contractor to replace the
tool(s). It also is the responsibility of the contractor to safe guard tool! kits and to
return each tool kit to the government if they are no longer in use.

10.5. All contractors are required to access communication service cails and work
order databases via the ANGRC LAN network. Ail contract technicians must
complete the Information Assurance Awareness training prior to accessing the
ANGRC LAN network, and follow all Government LAN regulations and security
policies.

10.6. It’s the responsibility of the government to sign out a government desktop
computer to each on-site technician, and the technicians responsible for safeguard of
their computer. All ANGRC government computers shall remain the property of the
government and can be seized at anytime with no notice by the government.

The contractor shall maintain an automated log and all appropriate records,
drawings, diagrams, documentation, and data. All products will become the
property of the government.

11. COMMUNICATIONS MAINTENANCE

11.1. Remedial Maintenance: Government Telecommunication Representatives
shall determine the Principal Period of Maintenance {PPM). If the remedial
maintenance required to any communication systems which must be removed from
service, then the Telecommunication Government Representatives may request that
the contractor perform maintenance after or before normal core hours (Section 4)

11.2, The contractor shall be responsible to the Government for operation,
maintenance, and repair of telecommunications equipment, services, and
compoenents.

12. ANGRC Telecommunication Support. Specifically to support Air National Guard
requirements at Andrews AFB, the contractor shall assist with the maintenance of the
facilities telecommunication systems. The communication system consists of the
telephonic equipment associated with Air National Guard Readiness Center (ANGRC)
located at Andrews AFB. Personnel must have course certification in the following:

12.1. Introduction to Meridian SL-100 Course 0509FEN (Hands-on)
12.2. Meridian SL-100 Maintenance

12.3. Meridian SL-100 SERVORD 0506AEN

12.4. Meridian SL-100 Translations 0500AEN

12.5. Meridian SL-100 Advanced Translations Applications 0508TEN CD-ROM



12.7.

12.8.
12.9.

12.10.
12.11.

12.12.
12.13.

Meridian SL-100 ACD 0541AEN

Windows 2007 Server Administration Orientation Course

Callware Voicemail Certified Network Telephony Engineer (CNTE}

Z-Band Videc Distribution Instaliers Certafication course

BICSI Institute, Course TE300 Technician Level Training

Certification. (Experience or coursework may be substituted at the discretion
of the Government)

Nortel/Avaya Application Server (AS 5300) Unified Communication
Tandberg Video Teleconference Systems (nodel C-60 & MXP 6000, Tandberg
Management Suite)

Information Assurance Contractor Training and Certification

(a) The Contractor shall ensure that personnel accessing information systerus
have the proper and current information assurance certification to perform
information assurance functions in accordance with DeD 8570.01-M,
Information Assurance Workforce Improvement Program. The Contractor
shall meet the applicable information assurance certification requirements,
including:

(1) DoD-approved information assurance worlkforce certifications appropriate
for each category and level as listed 1n the current version of Dol 8570.01-M;
and

(2) Appropriate operating system certification for information assurance
technical positions as required by DoD 8570.01-M.

(b) Upon request by the Government, the Contractor shall provide
documentation supporting the information assurance certification status of
personnel performing information assurance functions.

(¢) Contractor personnel who do not have proper and current certifications
shall be denied access to DoD) information systems for the purpose of
performing information assurance functions.

Contractor shall obtain any one of the certification required by DoD 8570.01-M in
information assurance technical category at level II (IAT II); GSEC; Securityt;
SCNP or SSCP.

12.15.

All maintenance and training activities shall be included in the contract at no

additional cost to the government under this contract at anytime during the life of
this contact.

12.16.

Maintenance shall include installation, removal, repair of Nortel DMS-

100/AS 5300 telephone subsets, rectifiers, battery backup units, associated
programming of telecommunications digital and analog lines and or equipment.
Fabrication and termination of all voice or data circuits, copper and fiber core cables,
and associated hardware.

12.17.

Maintenance activities include the following: Nortel DMS-100 remote, Nortel

AS85300, rectifiers, battery backup units, Nortel OC-3, Nortel terminals devices,
fiber optic network, copper plant, grounding and bending networks and subsystemns,



circuit services {DSN & Commercial), Callegra voice mail 6.14 Windews 2007, Z-
Band CATV distribution system, Digital Satellite Systems (DSS’s), all facility CATV
drops, Maintain operational readiness all commercial, toll free, and DSN circuits,
phone lines, maintain all digital/analog subsets (secure and non-secure), Video
Teleconference (VTC) Distribution system (PRI's:Commercial and DSN access to all
VTC endpoints), Dialogic Notification System, Operational circuit check for the
Siemens Communicator systems and operational checks for DRSN.

12.18. Contractor must be certified, knowledgeable, and able to maintain, remove,
install, repair, and perform preventive maintenance inspections for the following
communications equipment and services.

Structured Premises Cabling Systems
Entrance facilities, backbone, horizental, work areas
Equipment rooms, telecommunications rocms
Cross-connects-——inain, intermediate, horizontal
Standards, Codes, and Methodologies
ANSI/TIA/ETA-568-B, 569-B, 570-A, 606-4, 607-A
ANSI/NECA/BICSI-568
ANSI/TIA/EIA-526-7 and 14-A
Naticnal Electrical Codes
National Fire Protection Code
TDMM and NDRM
Plans and Specifications
Blueprints
Constructicn specifications
Communication Media
Twisted-pair—UTP, 5¢TP, STP-A
Color code
Categories of cables—5H-6*
Coaxial
Optical fiber cables—singlemode and multimode®
Connectors
UTP, STP-A, ScTP, coaxial, optical fiber
Connector pin configurations
Color codes
Transmission
Analog/digital service subsets
Communication UPS

Grounding, Bonding, and Electrical Protection



Installation
Design
Building and earth grounds
LAN backbone
Physical topologies
Ethernet and token-ring cabling only
Components of a LAN
Safety
Hazardous environments
Persconal protective equipment
Common safety practices
Keep all work areas clean
First Aid and CPR certifications through ANGRC
Professionalism
Customer relations
Clearly communicate to customers
Professional appearance
Preparation for Instatlation
Space and pathway design
Developing a job plan
Performing a site survey
Building closets
Installing grounding infrastructure
Installing support system infrastructure
Preparing work area outlet locations
Pulling Cable
Pulling backbone and horizontal twisted-pair cable
Pulling optical fiber cable
Firestopping
New and existing communication cabling penetrations
Cable Terminations
Terminate Se¢TP, STP-A

Pretermination functions—forming, dressing, fanning, and labeling
cables

Copper cable termination UTP (Avaya, Krone, BIX, 110, 66)

Copper crimp, coaxial, and optical fiber cable termination
Splicing Cables

Copper



Optical fiber

Cabling

Copper cable

Optical fiber cable using a hight source, power meter, and OTDR
Cable Troubleshooting ’

Copper cables

Optical fiber cables
Retrofits and System Upgrades

Identify and record active circuits

Perform all telecommunication system cutovers
Miscellaneous Duties

Administrative tasks

Document all test results

Document all as-builts



13. Diagnostic Maintenance Routines.

13.1 The contractor shall be responsible for furnishing and maintaining a
complete set of current diagnostic maintenance routines normally used for
the testing and repairing of all communication services, equipment, and
conmponents.

13.2 The contractor shall perform Preventive Maintenance Inspections
{(PMTI's) inspections and troubleshooting to ensure the continued
performance and operational aspects of telecommunication operations are
met. The contractor shall develop, conduct schedules of telecommunications
PMTI’s for the following systems and services. Completed PMI's must be
documented and discrepancies reported to the Telecommunication
Government Representatives within 2 days after completion of PMI.

13.3  Preventative Maintenance Inspections activities include the following: All
Nortel DMS-100 remote, Nortel AS 5300, rectifiers, battery backup units,
Nortel OC-3, Nortel terminals devices, fiber optic network, copper plant,
grounding and bonding networks and subsystems, circuit services (DSN &
Conumercial), Callegra voice mail 6.14 Windows 2007, Z-Band CATV
distribution system, Digital Satellite Systems (DSS's}, all facility CATV
drops, Maintain operational readiness all commercial, tell free, and DSN
circuits, phone lines, maintain all digital analog subsets (secure and non-
secure), Video Teleconference (VTC) Distribution system {PRI’s-Commercial
and DSN access to all VTC endpoints), Tandberg management Suite, Dialogic
Notification System, Operational circuit check Siemens Communicator
services, operational check the DRSN services

13.4  Perform Preventative Maintance Inspections for all of the following
commurnications equipment, services.

Structured Premises Cabling Systems
Entrance facilities, backbone, horizontal, work areas
Equipment rooms, telecommunications rooms
Cross-connects—main, intermediate, horizontal
Commumnication Media
Twisted-pair—UTP, ScTP, STP-A
Categories of cables—5-6*
Coaxial
Optical fiber cables—singlemode and multimode™
Connectors
Emerging technologies
UTP, STP-A, ScTP, coaxial, optical fiber
Connector pin configurations
Transmission
DC Power supplies
Analog/digital signals



Grounding, Bonding, and Electrical Protection
Building and earth grounds
Firestopping
Existing communication cabling penetrations
PMT’s on cable Terminations
Terminate ScTP, STP-A
Copper cable termination UTP (Avata, Krone, BIX, 110, 6G)
Copper crimp, coaxial, and optical fiber cable termination
Cable PMl's
Copper fiber
Optical fiber
Cabling
Copper cable

14, CONTINGENCY OPERATIONS:

14.1. The contractor is required to report at the user’s location for maintenance
possible in the event of contingencies or emergency disruption of communication
service, but generally no longer than one hour after notification. Notification for
after hours dispatch response will be made by the Telecommunication Government
Representatives 24 hours /7 days per week. It's the responsibility of the contractor
to provide cellular phones and services to their on-site contractors for
communication with their company and for stand-by purposes.

14.2. The Telecommunications Government Representatives may contact the
contractor to conduct service calls or standby after normal duty hours in some
cases. The contractor’s help desk located in the ANGRC shall serve as the primary
interface with the user community for service calls. The contractor will provide
updated data as it changes in order for the Telecommunications Government
Representatives to contact telecommunication technicians 24 hours a day coverage
contract provided cell phones and home numbers.

14.3. Approval authority for additional off duty maintenance activities {(scheduled
or unscheduled), and emergency repairs will be at the discretion of
Telecommunication Government Representatives.

15. PERSONNEL REQUIREMENTS:

15.1. Security Clearances: The contractor shall ensure that employees identified
under this Statement of Work have a Secret Clearance. All documentation of
clearances shall be coordinated with the COTR and ANGRC Security Otficer.

16 TRAINING:

16.1. The contractor shall provide formal training for personnel on new equipment
and applications at no additional cost to the government. The contractor shall
provide temporary employees with the same qualifications! incumbent during the



period of time when an employvee 1g absent from work longer then three weeks at no
additional charge. Contractor employees shall recelve a maxunum of 40 hours
additional training per year at no additional cost to the government. The contractor
shall agree upon the source and level of training and Telecommunication
Government Representatives at the time the training requirement is identified.

17 QUALITY INSPECTIONS!

17.1. The Telecommunication Government Representatives will meet with on-site
contractors to sign off as the final approving authority for each maintenance
Inspection that was completed by the contractor,

18 Designation of Contracting Officer’s Representative (COTR) for this contract is:

Carlo Fanelli, YC-02, DAF
Attn: NGB/AGS Chief, Staff Communications Division
3500 Fetchet Ave
Andrews AFB, MD 20762-5157
(301) 836-8880
Email: Carlo.Fanelli@wang.af.mil

19 Designation of Telecommunication Government Representatives for this contract i1s:

John Gilroy, USAF, MSgt
Attn: NGB/A6SM Telecommunications Superintendent
3500 Fetchet Ave
Andrew AFB, MD 20762-5157
(301) 836-8786
E-mail: John, Gilrov@ANG.AF MIL

Terry Little, USAF, MSgt
Attn’ NGB/AG65M Maintenance Supervisor
3500 Fetchet Ave
Andrew AFB, MD 20762-5157
(301) 836-8786
E-mail: Terry Little@ANG AF.MIT,




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1. CONTRACTID CODE PAGE °F| PAGES
1 7

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO. (I appiicatie)
0036 06/01/2013 0040093559

6. ISSUED BY COCE Ip11 7. ADMINISTERED BY (¥ oftier than ifem 6) CODE |Dl 1

Interior Business Center, AQD D0OI, Interior Business Center, AQD
Division 1/Branch 1 . Divisicon 1/Branch 1

381 Elden St 381 Elden St

Suite 4000 Suite 4000

Herndon VA 20170 Herndon VA 20170

8, NAME AND ADDRESS OF CONTRACTOR (No., sireet, county, Stafe and ZiP Codg) x 9A. AMENOMENT OF SOLICITATION NO,

NCI INFORMATION SYSTEMS, INC.
Attn: ATTN Government POC 88. DATED (SEE ITEM 11)
11730 PLRZA AMERICA DRIVE
RESTON VA 20190-4764

x 10A MODIFICATION OF CONTRACT/ORDER NQ,

WILQUZ07D0004
NO9PDLOO53
10B. DATED {SEE ITEM 13)
CODE 10070209962 JFAC"-'TYCODE 09/24/2011
11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
[0 The sbove numbered soficitalion is amended as el ferth in Item 14, Tha heur and dats specified for raceipt of Offers [Jis extended, [Jis not exlended.
Offers must acknowledga receipl of this amendment prior to the hour and dale speacified in the solicitation or as amended , by one of the follawing methods; {a) By cempleting
ltems & and 15, and relurning copies of the amendmenl; (b) By acknowledging receipl of Ihis amendment on each copy of lhe offer submitled ; or (c) By

separale letier or telegram which includes a referance to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TG BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRICR TO THE HOUR AND DATE SPECIFIED MAY RESULT iN REJECTION OF YOUR OFFER Ifby
virtue of this amendment you desire to change an offer already submilled , such change may be mace by telegram or letler, provided each lefegram or lalter makes

refarence to the solicitation and this amendment, and is received prior to the opening hour and date speciiigd
$2. ACCOUNTING AND AFPROPRIATION DATA {if requirad)

Net Increase: $301,291.00
01
43, THIS ITEM ONLY APFLIES TO MODIFICATION OF CONTRACTS/ORDERS. [T MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.
_CHEGKOMNE } 2 T|5 CHANGE ORDER IS 1SSUED PURSUANT TO: (Specily authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE (N THE CONTRACT
ORDER NO. IN ITEM 10A.
B. THE ABOVE NUMBERED CONTRACTIORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES {such as changes in paying office,
apprognation date, efc,) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).
C. THIS SUPPLEMENTAL AGREEMENT i§ ENTERED INTG PURSUANT TO AUTHORITY OF.
0. OTHER (Specify typs of modification and authonty)
X Bilateral, FAR 52.243-3 Time-and-Materials or Labor-Hours (SEP 2000)
E. IMPORTANT: Conlractor Oisnot.  [is required le sign this document end return ____1;_ copies to the issuing cffica. -

14, DESCRIPTION OF AMENDMENT/MODIFICATION (Orpanized by UGF section headings, including soficilationfcontract subject matter where feasible.)
The purpose of this bilateral modificaticn is the following.

1) Exercise Opticnal CLIN 4007 ARNG Welb Services Support, and provide incremental FY13
funding ia the amount of $301,291.00 for current Option Year IV {(Octeober 1, 2012 through
September 30, 2013} using funding document MIPR3ENBCIMZ17 in order to accept and fully fund
NCI proposal number 13121-r4 dated July 9, 2013 titled "ARNG Web Services Support” for the
current Option Year IV. Also, realign Task Order ceilings as follows.

a) Option Year IV {October 1, 2012 - September 30, 2013}

i. No changes. The ceiling for CLIN 4007 BRNG Web Scrvices Support is unchanged at
$713,926.00. The overall ceiling for Option Year IV is unchanged at -526,709,158.00.
Continued ...

Except as provided herein, all terms and condilions of the document referenced in liem 9 A or 10A, as heretofors changed, remains unchanged and in full force and effect,

1@?. ?J{AME NB‘ETLE OF 8IGNER (Type or prinl) N 18A. NAME AND TITLE OF CONTRACTING OFFICER {Type or print)

atthew rien

Senior Director of Contracts Loui; Gilden Ay

158, CONTRACTOR/OFFERCR 45C. DATE SIGNED 168, TEQ STATES OF AMBRIGA 16C. DATE SIGNED

S e T 07/10/2013 5 '
BTy o et e ] A
_—‘—"F/J"';E’[ v ?{’7:( b= {—'{ﬁ{”{-d"d {Signature of Conlracling Officer) 7 l7 A‘ OI
NESN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-83)
Previcus edition unusable Prescribed by GSA

FAR (48 CFR} 53.243



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED
w91QUz07D00C4/NO9PDIC0OS3/0036

PAGE  OF

R

NAME OF OFFEROR OR CONTRACTOR
NCI INFORMATION SYSTEMS, INC.

[TEMNO,
(B)

SUPPLIES/SERVICES
(B)

QUANTITY
(C)

UNIT
(D)

UNIT PRICE
(E)

ABMOUNT
(F)

b) Option Year V (October 1, 2013 - September 30
2014)

i. Increase the ceiling for CLIN 3007 ARNG Web
Services Support by from [N
to
ii. Decrease the ceiling for CLIN 5006 ARNG
Sofrware Engineering Support by

iii. The overall ceiling for Option Year V is
unchanged at

from

(=3} Option Year VI (Octcber 1, 2014 - September
30, 2015)

i, Increase the ceiling for CLIN 6007 NRNG Web
services support by [N -~ BN
co MR

ii. Decrease the ceiling for CLIN 6006 ARNG
Software Engineering Support by
I
iii. The overall ceiling for Option Year VI is

2) Incorporate the labor category and hourly
labor rates for Web Software Developer - Senior
from NCI's ITES-2S contract W91QUZ-07-DC04 PO0O003
dated September 19, 2008 as follows.

from

aj Web Software Developer - Senior - Labcr
Category Description: Under general direction,
designs, develops, troubleshcots, debugs, and
implements software code (such as HTML, CGI, and
JavaScript) for a component cof the website. Works
with graphic designers and other members of a
project team to develcp the 'site concept,
interface design, and architecture cof the
website, Responsible for interface
implementaticn. Integrates web applications with
backend databases. Deploys large web-~based
transaction systems using application Servers,
Researches, tests, builds, and ccordinates the
integration of new products per producticn and
lient reguirements. Reguires strong navigaticn
and site-design instincts.

b) Web Software Developer - Senior - Labor Rates
at Government Site

i, Oiticn Year IV (10/01/2012 - 09/30/2013) @
Hour

ii. Option Year V {10/01/2013 - 09/30/2014} @
Continued

HNSN 7540.01.152.8087

OPTIONAL FORM 336 (4-86)
Sponscred by GSA
AR 148 CFR) 53,110






National Capital Region
Information Technology Support

Solicitation # 20661

Section B - Supplies or Services and Prices/Costs

Source Selection Sensitive
1



Supplies or Services and Prices/Costs
1 PRICING OVERVIEW

This is a service solicitation for the Army National Guard (ARNG), Air National Guard
(ANG), other DOD organizations, and US Government agencies utilizing Time and
Materials (T&M) for core and T&M and/or Firm Fixed Price (FFP) for optional services.
Pursuant to Federal Acquisition Regutation (FAR) Subpart 37.6, performance-based
contracting techniques will be applied under this task order to the maximum extent
practicable.

Expected Period of Performance (POP):

Base Year: October 1, 2008 - September 30, 2009
Option Year 1: October 1, 2009 — September 30, 2010
Option Year 2: October 1, 2010 - September 30, 2011
Option Year 3: October 1, 2011 — September 30, 2012
Option Year 4: October 1, 2012 - September 30, 2013
Option Year 5: October 1, 2013 - September 30, 2014
Option Year 6: October 1, 2014 — September 30, 2015

2 LABOR AND OTHER DIRECT COST
2.1 Labor

The task order proposal shall identify labor categories in accordance with the ITES-28
contract labor categories. The offeror shall identify the number of hours per labor
category required for performance of this task order.

The task order proposal shall be priced in accordance with the labor rates set forth in the
offeror’s ITES-2S contract. The ITES-28S offerors may propose ITES-28 labor rates that
are lower than those established in the ITES-2S contract. The contractor shall fully
explain the basis for proposing lower rates.

2.2 Other Direct Costs Including Travel

The offeror shall identify and itemize all Other Direct Costs (ODCs) in the price proposal
submission.

For travel expenditures, the offeror shall identify in their price proposal the airfare and/or
local mileage, per diem rates by total days, lodging, number of trips, and number of
employees traveling.

3 TASK ORDER LINE ITEM NUMBERS STRUCTURE

All prices shail conform to the format defined herein. Additional price elements not
included in the defined format are not permitted. Any services, material, or supplies
required in the performance of this task order for, which a price is not specifically
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identified in the price tables will be considered to be included in the price of another item
or provided at no charge to the Government. The contractor may waive any task order
price in the future at any time.

For T&M, the Government will not reimburse the contractor for labor hours riot
delivered.

Also, the Government will not reimburse the contractor for ODCs and Travel not
delivered and/or exceeding the ordered pool amount. All costs have to be authorized by
the Government in advance.

The task order services, as defined in the Performance Work Statement (PWS), will be
organized in the following CLINs:

Army National Guard CLINs only

CLIN 0001: ARNG NCR Director of Information Management (DOIM) Support
CLIN 0002: ARNG Enterprise Processing Center (EPC) — Core Support

CLIN 0003: ARNG Other Direct Costs and Travel

CLIN 0004: ARNG Government Directed Initiatives (optional)

CLIN 0005: ARNG Video Classroom Support {optional}

CLIN 0006: ARNG Software Engineering Support (optional)

CLIN 0007: ARNG Web Services Support (optional)

CLIN 0008: ARNG Enterprise Processing Center (EPC) — 24x7 Support
(optional)

Air National Guard CLINs only
CLIN 0009: ANG NCR Operational Support
CLIN 0010: ANG Other Direct Costs and Travel
CLIN 0011: ANG Government Directed Initiatives (optional)
Army and Air National Guard Transition CLINs
CLIN 0012: ARNG and ANG Transition
CLIN 0013: ARNG and ANG Other Direct Costs for Transition
4 CLIN DETAILS
4.1 CLIN 0001 — ARNG NCR DOIM Support
CLIN Contract Tvpe: T&M

Description: Perform services required for ARNG NCR DOIM Support in accordance
with the discrete elements as addressed in the PWS Sections 2 and 3.

The support shall be based only on the fully burdened labor rates set forth in the contract.
Subcontractor charges shall be included in CLIN 0001.
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4.2 CLIN 0002 — ARNG Enterprise Processing Center (EPC) — Core Support
CLIN Contract Type: T&M

Description: Perform services required for ARNG EPC Core Support in accordance with
the discrete elements as addressed in the PWS Sections 2. 4, and 4.1.

The support shall be based only on the fully burdened labor rates set forth in the contract.
Subcontractor charges shall be included in CLIN 0002.

4.3 CLIN (0003 —- ARNG Other Direct Costs and Travel
CLIN Contract Tvpe: T&M

Description: The Government is reserving this CLIN for specific purposes and is
restricting its use. The Government prohibits use of CLIN 0003 — ARNG Other Direct
Costs {(ODC) and Travel as a primary means to implement the task order. The
Government’s restriction only permits the contractor to use CLIN 0003 — ARNG ODC
and Travel for unusual or one-time expenditures and travel. The Government requires the
contractor to use CLINs 0001, 0002, and 0004 - 0008 for costs that are directly
chargeable.

The Government expects the contractor to account for incidental costs in a burden factor,
e.g. overhead rate, and not to itemize or price them separately in CLIN 0003 — ARNG
Other Direct Costs. The Ordering Contracting Officer (OCQ) shall determine the
allowability of ODCs in accordance with subpart 31.2 of the Federal Acquisition
Regulation (FAR) in effect on the date of this task order and with the lHimitations and
restrictions as specified above. The contractor shall present a detailed list of all ODC
items, item pricing, and a basis of estimate for each price. All travel in support of this
task order shall be in accordance with the Joint Travel Regulations (JTR). No other
charges of any type shall be applied to travel.

Equipment, software, and materials acquired by the contractor with Government funds,
for performance of this task order, are the property of the Government.

The Government will not reimburse the contractor for Other Direct Costs and Travel not
delivered and/or exceeding the ordered pool amount, or not authorized.

4.4 CLIN 0004 — ARNG Government Dirccted Initiatives (optional)
CLIN Contract Type: FFP or T&M

Description: ARNG Government Directed Initiatives are those activities, in accordance
with the discrete elements as addressed in the PWS Sections 2 and 9, which are outside
scope of the activities defined in other ARNG CLINs, When requested by the
Government or when the contractor feels that there is a need for improvement or change,
the contractor shall submit a formal project proposal, including scope, activities,
schedule, deliverables, and success criteria required for each initiative to the Government
for review. No work shall be initiated prior to the Government’s written approval to
proceed.
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The support rates shall be based only on the fully burdened labor rates set forth in the
contract. Subcontractor charges shall be included in CLIN 0004,

Partial payment of FFP Contract Line Item Numbers (CLINs) may be negotiated based
on the completion of contractually specified milestones.

For T&M, the Government will not reimburse the contractor for labor hours not
delivered.

This 1s an optional CLIN exercised solely at the discretion of the Government.
4.5 CLIN 0005 - ARNG Video Classroom Support (optional)
CLIN Contract Type: FFP or T&M

Description: Perform services required for ARNG Video Classroom Support in
accordance with the discrete elements as addressed in the PWS Sections 2 and 5.

The support rates shall be based only on the fully burdened labor rates set forth in the
contract. Subcontractor charges shall be included in CLIN 0005.

Partial payment of FFP Contract Line Item Numbers (CLLINs) may be negotiated based
on the completion of contractually specified milestones.

For T&M, the Government will not reimburse the contractor for labor hours not
dehivered.

This is an optional CLIN exercised solely at the discretion of the Government.
4,6 CLIN 0006 — ARNG Software Engineering Support (optional)
CLIN Contract Type: FFP or T&M

Description: Perform services required for ARNG Software Engineering support in
accordance with the discrete elements as addressed in the PWS Sections 2 and 6.

The support rates shall be based only on the fully burdened labor rates set forth in the
contract., Subcontractor charges shall be included in CLIN 0006.

Partial payment of FFP Contract Line [tem Numbers (CLINs) may be negotiated based
on the completion of contractually specified milestones,

For T&M, the Government will not reimburse the contractor for labor hours not
delivered.

This is an optional CLIN exercised solely at the discretion of the Government.
4,7 CLIN 0007 — ARNG Web Serviees {optional}
CLIN Contract Type: FFP or T&M

Description: Perform services required for ARNG Web Services support in accordance
with the discrete elements as addressed in the PWS Sections 2 and 7.

The support rates shall be based only on the fully burdened labor rates set forth in the
contract. Subcontractor charges shall be included in CLIN 0007.

Partial payment of FFP Contract Line Item Numbers (CLINs) may be negotiated based
on the completion of contractually specified milestones.
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For T&M, the Government will not reimburse the contractor for labor hours not
delivered.

This 1s an optional CLIN exercised solely at the discretion of the Government.

4.8 CLIN 0008 — ARNG Enterprise Processing Center (EPC) — 24x7 Support
(optional)

CLIN Contract Type: T&M

Description: Extend the services already provided under CLIN 0002 {from the core (600
to 1800 Monday through Friday) to 24x7 coverage hours. This CLIN is an extension
from EPC Core support (CLIN 0002) Additional details can be found in sections 2, 4, and
4.2 of the PWS.

The support rates shall be based only on the fully burdened labor rates set forth in the
contract. Subcontractor charges shall be included in CLIN 0008,

4.9 CLIN 0009 — ANG Operational Support
CLIN Contract Type: T&M

Description: Perform services required for Air National Guard Operational support in
accordance with the discrete elements as addressed in the PWS Sections 2 and 8

The support shall be based only on the fully burdened labor rates set forth in the contract.
Subcontractor charges shall be included in CLIN 0009,

4.10 CLIN 0010 — ANG Other Direct Costs and Travel
CLIN Contract Type: T&M

Description: The Government 1s reserving this CLIN for specific purposes and is
restricting its use. The Government prohibits use of CLIN 0010 — ANG Other Direct
Costs (ODC) and Travel as a primary means to implement the task order. The
Government’s restriction only permits the contractor to use CLIN 0010 — ANG ODC and
Travel for unusual or one-time expenditures and travel. The Government requires the
contractor to use CLIN Q009 for costs that are directly chargeable.

The Government expects the contractor to account for incidental costs in a burden factor,
e.g. overhead rate, and not to itemize or price them separately in CLIN 0010 — ANG
Other Direct Costs. The OCO will determine the allowability of ODCs in accordance
with subpart 31.2 of the Federal Acquisition Regulation (FAR) in effect on the date of
this task order and with the limitations and restrictions as specified above. The contractor
shall present a detailed list of all ODC items, item pricing, and a basis of estimate for
each price. All travel in support of this task order shall be in accordance with the Joint
Travel Regulations (JTR). No other charges of any type shall be applied to travel.

Equipment, software, and materials acquired by the contractor with Government funds,
for performance of this task order, are the property of the Government.

The Government witl not reimburse the contractor for Other Direct Costs and Travel not
delivered and/or exceeding the ordered pool amount.

4.11 CLIN 0011 — ANG Government Directed Initiatives (optional)
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CLIN Contract Tvpe: FFP or T&M

Description: ANG Government Directed Initiatives are those activities, in accordance
with the discrete elements as addressed in the PWS Sections 2 and 9, which are outside
scope of the activities defined in other ARN CLINs. When requested by the Government
or when the contractor feels that there is a need for improvement or change, the
contractor shall submit a formal project proposal, including scope, activities, schedule,
deliverables, and success criteria required for each initiative to the Government for
review. No work shall be initiated prior to the Government’s approval to proceed.

The support rates shall be based only on the fully burdened labor rates set forth in the
contract. Subcontractor charges shall be included in CLIN 0011.

Partial payment of FFP Contract Line Item Numbers (CLINs) may be negotiated based
on the completion of contractually specified milestones.

For T&M, the Government will not reimburse the contractor for labor hours not
delivered.

This 1s an optional CLIN exercised solely at the discretion of the Government.

4.12 CLIN 0012 — ARNG and ANG Transition (To take place during the first 90
days of the base period)

CLIN Contract Type: T&M

Description: Perform services required for Army and Atr National Guard transition in
accordance with the discrete elements as addressed in the PWS.

The support rates shall be based only on the fully burdened labor rates set forth in the
contract. Subcontractor charges shall be included in CLIN 0012.

CLIN 0012 - ARNG and ANG Transition is to be used for the Transition Period onty.
4.13 CLIN 0013 — ARNG and ANG Other Direct Costs for Transition
CLIN Contract Type: T&M

Description: The Government is reserving this CLIN for specific purposes and is
restricting its use. The Government prohibits use of CLIN 0013 — ARNG and ANG Other
Direct Costs for Transition as a primary means to implement the task order. The
Government’s restriction only permits the contractor to use CLIN 0013 — ARNG and
ANG Other Direct Costs for Transition for unusual or one-time expenditures and travel.

The Government expects the contractor to account for incidental costs in a burden factor,
e.g. overhead rate, and not to itemize or price them separately in CLIN 0013 — ARNG
and ANG Other Direct Costs for Transition. The OCO will determine the allowability of
ODCs in accordance with subpart 31.2 of the Federal Acquisition Regulation (FAR) in
effect on the date of this task order and with the limitations and restrictions as specified
above. The contractor shall present a detailed list of all ODC items, item pricing, and a
basis of estimate for each price. All travel in support of this task order shall be in
accordance with the Joint Travel Regulations (JTR). No other charges of any type shall
be applied to travel.
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Equipment, software, and materials acquired by the contractor with Government funds,
for performance of this task order, are the property of the Government.

The Government will not reimburse the contractor for Other Direct Costs and Travel not
delivered and/or exceeding the ordered pool amount.

CLIN 0013 — ARNG and ANG Other Direct Costs for Transition is to be used for the
Transition Period only.

5 CLIN AND PRICE TABLES

The Instructions to the Offerors solicitation document and the pricing / CLIN tables
provided in the solicitation Attachment 1 shall be used when responding with the price

proposal for this task order.
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SUBMISSION REQUIREMENTS

The following table lists the requirements for providing plans, technical documentation, and reports to the
Government. The Contractor must obtain the Government's approval (in writing) prior to making any
changes to the requirements.

Many deliverables require Government approval before they can be implemented. The Government
reserves the right to take up to ten working days to review any deliverable that must have Government
approval. During that time period, the Government will either provide the Contractor with documented
approval or return the document, with comments, for revision by the Contractor. The Contractor will
malke the changes requested by the Government or engage in a discussion about the deliverable with the
Government managers. Whenever the Contractor provides a revised document, the Government will have
another ten working day period to review it.

Please note that not all deliverables are required by both clients (ARNG and ANG). Upon award of the
task order, the Government will work out the details of these deliverables with the Contractor.

Source Selection Sensitive
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Table 1. Deliverables Submission Requirements

Update
Item For Details, See Section Submission Requirements Medium
Availability 2.1 Draft plan within 60 Update within 20 | Scftcopy,
Management calendar days after calendar days of | Hardcopy
Plan task order award. changes to the
Revised plan 15 operations or
calendar days after service level
Government requirements,
comments.
Government approval
is required prior to
implementation.
Assel and 2.2 Due 30 calendar days | Update within 20 | Soficopy,
Configuration prior to transition calendar days of | Hardcopy
Management completion. Provide changes to the
Plan revised configuration operations, or
management plan service level
within 15 calendar requirements,
days after receiving
Government
comments.
Government approval
is required prior to
implementation.
Capacity 2.3 Draft plan within 180 Update within 20 1| Softcopy,
Management calendar days after calendar days of | Hardcopy
Plan task order award. changes to the
Revised plan 15 operations, or
calendar days after service level
Government requirements.
comments.
Government approval
is required prior to
implementation.
Change 2.4 Draft due 80 days Update within 20 | Softcopy,
Management after Task Order calendar days of | Hardcopy
Plan award. Government changes to the
approval is required operations, or
prior to service level
implementation. requirements.
COCP 25 Draft plan within 120 Update within 20 | Softcopy,
calendar days after calendar days of | Hardcopy

task order award.
Revised plan 15
calendar days after
Government
comments.
Government approval
is required prior to
impilemeniation.

changes to the
operations, or
service level
requirements.
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Item

For Details, See Section Submission

Update
Requirements

Medium

Contractor
Security Plan

286 Draft with proposal.
Provide revised
security plan within 15
calendar days after
receiving Government
comments.
Government approval
is required prior to
implementation.

Update trigger;
Yearly

Softcopy,
Hardcopy

Optimization
Plans

2.7 A baseline document
is due within 180
calendar days after
task order award.
Thereafter, submit as
part of an ongoing
effort to improve
operations or as
required by the
Government.

Update trigger:
As changes in
the operations or
requirements
dictate.

Soficopy,
Hardcopy

Program
Management
Ptan

28 Draft with proposal in
accerdance with the
solicitation Instructions
Te Offerors document.
Provide revised
program management
plan within 15
calendar days after
receiving Government
commenis.
Governmeni approval
is required prior 1o
implementation.

Update frigger:
Yearly

Softcopy,
Hardcopy

Risk
Management
Plans

2.9 Draft is due 180
calendar days after
task order award.
Revised version due
15 calendar days after
Government
comiments.
Government approval
is required prior to
implementaticn,

Update trigger:
Yearly or as
changes in the
operations
dictate.

Softcopy,
Hardcopy

Security Test
and Evaluation
Plans

2.10 First draft is due 60
calendar days before
system re-
accreditation is due,
Government approval
is required prior to
implementation.

Update trigger:
As required for
systems security
re-accreditation.

Softcopy,
Hardcopy

Asset
Management
Report

31 First report within 5
calendar days after
first baseline
configuration
implemented,

Update Trigger:
Quarterly

Softcopy,
Hardcopy
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Update

ltem For Details, See Section Submission Requirements Medium

Daily System 3.2 Beginning 2™ month Daily Soficopy,
Status Report after task order award. Hardcopy
Monthly 3.3 Monthly. The first Update Trigger: Softcopy,
Program Status repor is due at the Monthly Hardcopy
Report end of the first month

after task order award.
Security 3.4 Individual incident Update Trigger: Softcopy,
Incident Report report, 24 Hours after | Reportincidents | Hardcopy

incident. Monthly as required

summary report: First

report due at first

monthly report after

transition complete.
Service Level 3.5 First report due three Update trigger: Softcopy,
and Seli- months after the end Quarterly Hardcopy
Assessment of the transition
Report period.
Weekly 36 Beginning 2™ month | Weekly Softcopy,
Program Status after task order award. Hardcopy
Briefings Group iead briefings

due one business day

prior to status meeting
Poiicies and 41 90 calendar days after | Update trigger: Softcopy,
Procedures task order award. As required by Hardcopy

Government approval | associated

is required prior to the | changes

imiplementation of any

policy or procedure.
Systems 42 S0 calendar days after | Update trigger: Soficepy,
Documentation task order award. As system Hardcopy

Government approval | design and other

is required prior to information

implementation. changes.
Training 4.3 As needed based on As needed Softcopy,
Documentation training scheduie hardcopy
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1. REQUIREMENTS FOR PLANS

The required contents for plans deliverables are provided in the following paragraphs. The completeness
of any deliverable will be evaluated by the Government.

1.1. Availability Management Plan

The Availability Management Plan shall define the repeatable processes to be followed by Contractor and
Government staff to ensure that the assets under the contractor’s management are accessible and operable
by authorized users, according to the Service Level Agreements and Objectives (SLAs and SLOs).

The Availability Management Plan shall:

1. Lay out the organizational structure that will support availability planning by identifying planning
responsibilities, mapping them to Contractor staff, identifying Government staff dependencies,
and presenting the schedule for performing and completing this work.

2. Define personnel responsibilities for executing the plan and monitoring performance, map these
responsibilities to Contractor staff, and identify interfaces to Government staff,

3. Document the process for planning and accomplishing repairs, upgrades, maintenance, or
replacements. The process description must also:

a. Establish maintenance windows.

b. Define the process to be followed for notifying Government, Contractor managers, and
end-users when maintenance must be performed outside of the established
maintenance windows.

Define the process to be followed for notifying Government, Contractor managers, and
end-users when scheduled maintenance exceeds the time allotted by the maintenance
windows.

o

1.2, Asset and Configuration Management Pian

The Asset and Configuration Management Plan shall document the organization and procedures that will
be foltowed to ensure asset items are inventoried, tracked, and regularly audited.

An asset can be a physical asset, such as a router or server, cable plant diagram, equipment rack layout, or
equipment schematic, The following information must be present for each item:

J ldentifying information, including asset type, name, version, and unique identifier.
. Operational status, i.e., in-service or retired.

Source Selection Sensitive
F-6



° Identity of, and contact information for, the party responsible for maintaining custody
of the item

. IJdentity of, and contact information for, the party responsible for updating or revising
the item.

° Present location information, including building, office, rack, etc.

. For networking hardware, networking software, and applications: operational

configuration information (settings, versions. and required patches and upgrades) and
where this information is maintained, in the event it must be reloaded.
. Information that designates the asset as either CFE or GFE.
. Quantity of each unique hardware item and number of software licenses for each
unique COTS item.
Warranty, system maintenance, and support agreement information, especially the
length of the agreement, begin date, end date, and the points of contact.

The Configuration Management Plan shall:

1. Lay out the organizational structure that will support configuration management by identifying
planning responsibilities, mapping thein to Contractor staff, identifying Government staff
dependencies, and presenting the schedule for performing and completing this work.

]

Identify groups responsible for executing the plan and monitoring performance, map these
responsibilities to Contractor staff, and identify interfaces to Government staff,

3. Provide operational details for the information requirements [aid out above by:
a. Naming and defining the required data elements
b. Identifying the source of each data element
c. Specifying data entry and data validation rules.
4. Document the process for populating and maintaining the information in the configuration
management database; this part of the plan must address configuration management process

relationships with change management and maintenance processes.

5. Document requirements for internal control and audit of data.

1.3. Capacity Management Plan

The Capacity Management plan shall document cost-effective and repeatable processes to be followed by
Contractor and Government staff to monitor and control IT assets and services so they are scaled to
handle capacity requests at performance levels specified by the SLAs.

The Capacity Management Plan shall:

1. Lay out the organizational structure that will support capacity planning by identifying planning
responsibilities, mapping them to Contractor staff, identifying Government staff dependencies,
and presenting the schedule for performing and completing this work.
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2. Define personnel responsibilities for executing the plan and monitoring performance, map these
responsibilities to Contractor staff, and identify interfaces to Government staff.

3. ldentify Contractor and Government points of contact for each system within the scope of the
plan.

4. Define system and service performance indicators that will be used to identify under-utilized and
over-utilized assets and services.

5. Define the process and schedule for gathering capacity management data and tracking the
performance of hardware, software, and services to detect and mitigate potential problems before

they manifest themseives as service problems.

6. Document the method for communicating capacity management information in a way that
supports proactlive system management.

1.4. Change Management Plan
The Change Management Plan shall document cost-effective and repeatable processes that will be
followed by the Government and Contractor staff in order to introduce changes to the production
enviromment. This plan shall be based on and supplement the existing Government change management
plans and processes.
The Change Management Plan shall:
1. Address the following change situations:
a. Introduction of a new asset
b. Upgrade, modification, or retirement of an existing asset
d. Introduction of a new service
e. Upgrade, modification, or retirement of an existing service
2. Lay out the organizational structure that will support change management process. Define
personnel responsibilities for executing the plan and monitoring performance, map these
responsibilities to Contractor staff, and identify interfaces to Government staff and processes.

Identify dependence on other processes and organizations.

3. Describe interaction with the existing change management authorities, including the following
processes:

a. Presentation of a change request
b. Obtaining approval

¢. lmplementing change
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d. Updating asset and configuration management systems
4. Describe the process for notifying the end-users about the changes.

5. Describe the process of mitigating risk associated with introduction of a change into the
production environment.

1.5. Continuity of Operations Plans (COOP)

This deliverable shall document the approach for identifving and sustaining business critical operations in
an event of partial or full loss of operational capabilities at the ARNGRC and ANGRC.,

Each COQP shall:

I. Map business critical operations to hardware and software elements that directly support those
operations.

2. Specify emergency conditions for business critical operations.
3. Document failover, emergency response, and recovery procedures

4. Lay out the organizational structure that will support service continuity planning by identifying
planning responsibilities, mapping them to Contractor staff, identifying Government staff
dependencies, and presenting the schedule for performing and completing this work.

5. Define personnel responsibilities for executing the plan and monitoring performance, map these
responsibilities to Contractor staff, and identify interfaces to Government staff.

6. Describe the method or methods for identifying and classifying risks to business critical
operations.

7. Include information about how the COOP sites will support service continuity.

1.6. Contractor Security Plan

The Contractor Security Plan shall document the organization and procedures that will be followed to
ensure personnel and system security comply with all applicable Government regulations. At a minimum,
the Contractor Security Plan shall:

1. Lay out the organizational structure that will support security planning by identifying planning
responsibilities, mapping them to Contractor staff, identifying Government staff dependencies,
and presenting the schedule for performing and completing this work.

2. Define personnel responsibilities for executing the plan and monitoring performance, map these
responsibilities to Contractor staff, and identify interfaces to Government staff.
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1.7.

Identify measures 1o ensure compliance with all appropriate Federal, DoD, Army and ARNG, and
Air Force and ANG procedures, and security requirements for personnel, and physical security.

Identify measures to ensure compliance with all appropriate Federal, DoD3, Army and ARNG, Air
Force and ANG IT policies, procedures, and security requirements for computer access and

hardening guidelines.

Identify procedures and techniques that support best commercial and Government practices for
securing against unauthorized access and threats.

Optimization Plans

The Optimization Plans shall be used by the Contractor to recommend changes and projects. These plans
can apply to system enhancements, hardware or software modernization, process changes, and changes to
the offered services.

Each Optimization Plan shall:

l.

Present project requirements, reason for implementation, measurable project success criteria, and
project deliverables.

Present an order of magnitude cost for completing the project, including a managerial view of
cost elements and assumptions relating to cost and budget estimates.

Report the results of feasibility studies, change impact assessments, and risk analyses.

Report the benefits both, financial or non-financial.

Include a work breakdown structure that defines work activities for creating and inplementing
deliverables and for coordination and communication, site preparation, equipment acquisition and
installation, system testing, and training.

Schedule activities at the second tier of the work breakdown structure and map key dependencies
(if the project is approved by the Government, the project plan for the effort will contain the rest

of the details).

When an optimization plan recommends technology refreshment or new technology, the plan
must also:

a. Define and report on different ways to accomplish a business objective besides
developing or modifying an automated solution.

b. Report the results of an evaluation of technology alternatives.

c.  Report how the technology refreshment supports or is affected by current or upcoming
DOD, Army and ARNG, Air Force and ANG directives.

d. Report whether the solution will rely on COTS hardware and software; if not, the plan
should justify the recommendation not to use COTS products.
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e. Include activities relating to end-of-fife notification and disposal in accordance with
applicable directives.

The Contractor shall deliver the Baseline Optimization Plan. This Plan shall present the Contractor’s
assessment of the current IT infrastructure and the strategy for evolving it to meet the changing needs
of the NCR. The plan should take into account resource, process and technology factors.

1.8. Program Management Plan

The Program Management Plan shall present the plan for managing the program and outline the steps
needed to ensure that the services provided by the Contractor to the Government are of sufficient quality
to meet current and future program goals, and are delivered in a cost effective manner. This plan shall
address two phases: Phase | shall include tasks associated with taking over the operations from the
current Contractor and Phase 2 shall address tasks required to provide ongoing Operations and
Maintenance support in a costly manner that meets the SLAs. This plan must also include the
Contractor’s Quality Contro! measures and plans to apply them. A draft of this plan shall be submitted as
part of the proposal.

The PMP shall include the following information:

Phase 1 of the PMP shall address the management of Task QOrder transition and service initiation, i.e., the
incoming transition period, as well as the end-of-contract transition to a successor Contractor, and shall
include, at a minimum, the following:

1. Approach for managing the transition from the current Contractor.

2. How the Offeror will work with the current support Contractor to facilitate the transition of both
services and Government Furnished Property (GFP) from the current Contractor.

3. Alist of all Government dependencies and assumptions for Government resources to be used
during the transition(s).

4. Technology and information transfer processes and procedures among the various organizations
(Contractor, Government, vendors, etc.)

5. Transition issues and risks and how the Offeror shall manage them.

6. Price and schedule risks, if anticipated, and their likely impacts on affected personnel.

7. Transition schedule that includes, at a minimum: specific tasks to be performed and the resources
assigned to them, task dependencies and relationships; proposed task duration; and major
milestones, including the deliverable milestones specified in the Deliverables document.

8. A phase-out plan in accordance with FAR 52.237-3, "Continuation of Services.”

Phase 2 of the draft PMP shall address the management of the on-going operations:

I. Management approach to providing required services.
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Management approach to formulating and enforcing work and quality standards, establishing
schedules, reviewing work in progress, and managing personnel, including Subcontractors.

Management approach to tracking and controlling costs.

Methodology and tools for planning, forecasting, budgeting, accounting for, tracking, and
reporting on the Task Order budget and expenditures.

Approach to improving service and operating more efficiently, including proactive, ITIL-
compliant service enhancements and problem avoidance.

Approach to managing teaming relationships with any and all Subcontractors and/or partners.
Approach to maintaining relationship with other Contractor operating within the NCR.
Management structure, organization, and roles and responsibilities for key personnel.

Risk management process, including risks identified in this proposal and actions to manage themn
through acceptance, avoidance, mitigation, or elimination.

10. Service Level Agreement (SLA) management and SLA reporting methods.

The Quality Assurance (QA) approach shall discuss the following:

1.

~

L.

1.9.

Address Contractor deliverables, standards of acceptance, and interactions between the
Contractor and the Government to ensure effective communication and quality assurance.

Demonstrate the Offeror's approach to meeting the SLAs.

Discuss the Offeror's methodology and staffing responsibilities for identifying deficiencies in the
quality of services performed before the level of performance is unacceptable.

Risk Management Plans

The Risk Management Plans shall document controls that the Contractor will use to minimize risk to the
operations. The plan shall address the risks associated with changes 1o the existing infrastructure,
introduction of new elements into the infrastructure as well as external faclors, such as technology trends
and changing business environment.

The Risk Management Plan shall;

1.

ta

Lay out the organizational structure that will support risk management by identifying planning
responsibilities, mapping them to Contractor staff, identifying Government staff dependencies,
and presenting the schedule for performing and completing this work.

Define personnel responsibilities for executing the plan and monitoring performance, map these
responsibilities to Contractor staff, and identify interfaces to Government staff.
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3. Present repeatable process for identifying risk and minimizing its impact.

1.10. Security Test and Evaluation Plans

To support system re-accreditation {every three years), all security technical controls must be tested. The
Contractor shall develop a Security Test and Evaluation (ST&E) Plan that addresses the requirements in
National Institute of Science and Technology (NIST) SP 800-53 for a High Impact System and the
appropriate DoD, Army/ARNG, or Air Force/ANG information system security testing requirements. The
contractor should anticipate preparing two ST&E Test Plans and supporting the resulting testing activities
during the life of this task order.

System Test Plans must be signed-off by systemn owners, Contractor, and Government managers before
they are implemented. Every ST&E test plan shall include the following information:

1. The identity of the test manager.
2. Contact information for the test manager.

3. The requirements, steps, and personnel responsibilities for coordination and communication, site
preparation, equipment acquisition and installation, and test participant training.

4. The activities, schedule, and personnel for performing the tests.

5. Defined test steps, expected outcomes for each test step, and requirements for data collection and
reporting the results of performed tests.

6. Contingencies to stop lests and back out when problems are encountered.
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2. REQUIREMENTS FOR REPORTS

2.1. Asset Management Report

The Asset Management Report shall provide exception information about the status and disposition of
assets (Government and Contractor-owned) being managed by the contractor. The report should be based
on the information available from the Government-provided asset management system as well as from
other sources. The contractor shall develop this report to highlight the items that need the attention of the
Government. The information should include both physical (servers, laptops, cell phones, etc.} and
logical assets (software, licenses, etc.). Specifically, the report shall identify assets that fall into one of
the following categories:

. Unused
Warranty about to expire

. Needs expansion, change, or replacement
® Needs to be refreshed

. Needs to be retired

° Needs to be moved

The information about each asset should contain the following:

Asset id

Status

Assel type
Manufacturer
Current usage
Location
Responsible party

2.2. Daily System Status Report

The Daily System Status Report is an informal means of communicating information about:

. System performance
J Status of current and upceming events and activities
. Events that may have impact on the operation

The exact format and execution of this report will be determined through discussion with the Government
personnel. The Contractor should anticipate two such reports, one for the ARNG and one for the ANG
client.
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2.4. Security Incident Report

Security mcidents shall be reported to appropriate Government Point of Contact (POC) in accordance
with the SLAs. The requirement to provide the Security Incident Report is in addition to SLA reporting.

The Security Incident Report shall document information about security incidents and threats to the
infrastructure within four hours of discovery. When all of the information required by this report is not
available, the Contracior will provide an updated report within 24 hours of the incident and provide
updated reports every 24 hours thereafter, until all information has been provided. The final report must
be clearty marked as being the last report for a unique security incident.

Each Security Incident Report must address:

1. Event description, including details about impact on the aperation,

[gS]

Security incident event date and time.

3. Services affected.

4. Date and time the Government was notified about the security incident.
5. Information on how event was detected,

6. Remedial action taken.

7. Root cause analysis for future prevention of similar incidents.

8. Action taken to correct the situation that caused the security incident and prevent recurrence of
similar incidents,

9. Recommended action to prevent recurrence of similar incidents, especially when there is a
Government interface to approve one or more recommended actions.

2.5. Service Level and Self-Assessment Report

The Service Level and Self-Assessment Report shall be developed and presented by the Contractor. This
report shall document, for the previous reporting period, the Contractor’s performance against the
established SLLAs and SLOs. This is a self-assessment of the Contractor’s performance for that period,
and a written expression of the Contractor’s desire, if any, to brief the Government.

The written deliverable shall not exceed five pages, and the briefing shall not exceed 30 minutes. The
self-evaluation will be used in evaluating the Contractor’s performance. The written assessment of the
Contractor’s performance throughout the evaluation period will also contain information that may be
reasonably expected to assist the Government in evaluating the Contractor’s performance. Specifically,
the Contractor will make available underlying statistics and performance measurement parameters data
that is the basis for the Contractor’s self-assessment.
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Plans

This section shall address plans for the near future and their impact on the operation.

The exact format and execution of this report will be determined through discussion with the Government
personnel. The Contractor should anticipate two such reports, one for the ARNG and one for the ANG.
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3. REQUIREMENTS FOR OTHER DELIVERABLES

3.1. Policies and Procedures

Policies and Procedures shall specify guidelines and cost-effective and repeatable practices to be followed
by ARNG/ANG and Contractor staff for day-to-day and other scheduled operations. Every policy and
procedure document must include information for three critical areas. First, it must lay out the
organizational structure that will perform the work. Next, it must define procedures to be followed to
success{ully perform the tasks including means of documenting the work and its results. Finally, it must
document the requirements for communicating relevant information (including updates, escalations) to
Contractor and Government staff in a timely fashion.

Standard operating policies and procedures must be developed for these areas:
1. Help Desk and On-site Support, including trouble ticket creation, updates, resolution

2. Local Area Network Management, including networking infrastructure, servers and client
machines

3. Project management

4. Move, Add, and Change
5. Information security

6. Physical sceurity

7. End-user support documents such as “how to” documentation to assist end-users of information
systems and applications

8. Troubleshooting, maintenance, administration, configuration updates, backup and recovery, etc.
procedures

9. Concept of Operations (CONOPS) — description of the Contractor’s operations and management
activities

The Contractor shall develop these plans and procedures and update them as operations change.

3.2. Systems Documentation

The Contractor shall create and enter updates, revisions, modifications, and edits to system
documentation, The documents shall be updated following any change.
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3.3. Training Documentation

The Contractor shall develop and deliver training materials to successfully execute training requirements.

Source Selection Sensitive
F-21



National Capital Region
Information Technology Support

Solicitation # 20661

Attachment J-1: Price / CLIN Table Formats

Source Selection Sensitive
I-1









Table 13 -~ CLIN Summary Table
Monthly Recurring Charge by CLIN

Period of Performance —- FYXX

20XX I 20XX

Month

CLIN

Oct | Nov | Dec | Jan | Feb | Mar | Apr | May | Jun | Jul | Aug | Sep

Total

0001 -
ARNG NCR
Director of
Information
Management
(DOIM)
Support

(002 -
ARNG
Enterprise
Processing
Center
(EPC) -
Core
Support

0003 -
ARNG
Other Direct
Costs and
Travel

0008 -
ARNG
Enterprise
Processing
Center
{EPC)—
24x7
Support
{optional)

0009 - ANG
NCR
Operational
Support

0010 - ANG
Other Direct
Costs and
Travel

Total

Grand Total

777277772 777/
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Table 14 — CLIN Summary Table
Total Charge by CLIN

For All Periods of Performance

Transition Base Option
CLIN Period Period Period X
0001 - ARNG NCR Director of Information
Management (DOIM) Support N/A
0002 - ARNG Enterprise Processing Center (EPC) - |.
Core Support N/A
0003 - ARNG Other Direct Costs and Travel N/A
0008 - ARNG Enterprise Processing Center (EPC) —
24x7 Support (optional) N/A
00039 - ANG NCR Operational Support N/A
0010 - ANG Other Direct Costs and Travel N/A
0012 - ARNG and ANG Transition N/A N/A
0013 - ARNG and ANG Other Direct Costs for
Transition N/A N/A
Total
Grand Total
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SUPPORT SERVICE LEVEL OBJECTIVES

SOLICITATION # 20661

Service Level Objectives

This section details the Service Level Objectives (SLO) corresponding to the operational metrics that are to
be measured and reported by the Contractor. The Service Level Objectives {(SLOs) define the objectives
that the Government wishes to achieve for service delivery and support. The tables indicate the supported
organization to which the SLO applies. Not all SLOs will be reported by the Contractor; however, the
Contractor shall be prepared to report on all of them. Some key Service Level Ohjectives (SLO) have been
selected to be used as Service Level Agreements (SLA.

Response, Repair Times and Customer Satisfaction

SLO SLO Item SLO Success Measure Reasoning ARD.IG AN,G
# Required | Required
: 90% of the probiems resoived | To maintain
Help Desk L . .
] Resoluli during initial contact either efficiency of X
esotution Rate . - .
remotely or on-site assistance | operations
Respond to affected customer
Incident withip 13 1_ninu'tes ofticket_ To n?aintain
2 Response Time creation with either resolution | efficiency of X X
or an update 100% of the time { operations
{95% acceptable).
Respond to customer within
20 minutes of receipt of
customer generated request
User Generated for help with either a priority | To maintain
3 Ticket Response | designhation and status or efficiency of X X
Time resolution of the request operations
(other than Help Desk
venerated tickets) 100% of
the time {95% acceptable)
{ hour for business critical, 8
hour for urgent, 2 business
Resolve and days for normal and 4 -
. . To maintain
4 C.]ose Trouble b_usmess days for low priority efficiency of X X
Tickets and tickets (2 hour for Very operalions
Service Requests | Important Person tickets) P
100% of the time (95%
acceptable)
Update customers on ticket To ensure
resolution status every 13 appropriate
5 Srisctlﬁgr;ecryUpdate minutes for business critical, notification of X X
1 hour for urgent, 8 hours for | organizations
normal/low criticality supported
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SLO . .
SLO Item SLO Success Measure Reasoning ARNG AN.G
# Required | Required
91% of all calls answered by
Help Desk an analyst (non-automated To maintain
) Average Speed to | response) within 20 seconds efficiency of X
Answer (during normal hours of operations
operation)
lel : Ci intai
Help Desk Call Call abandonment rate less To maintain
7 Abandonment o efficiency of X
than or equal to 5% .
Rate operations
80% of ali troubie tickets To maintain
Root Cause . . .
8 have & root cause identified efficiency of X X
Closure . L }
within 30 days of initial report | operations
No more than 3% of all
trouble tickets reported within .
. . ) To maintain
Known Issue a 30 day period are caused by .
9 i . efficiency of X X
Assurance an existing know error .
o ) . operations
(previously identified root
cause}
5 minutes to detect,
preactively document and
Time 1o Detect a begin working issues with the | To maintzain
10 . LAN and MAN network efficiency of X X
Network Incident | . . ) .
infrastructure including for operations
example routers, switches,
firewalls and servers
Notifications sent to affected
. . stakeholders no less than 48
Notification . To ensure
o kours prior to scheduled :
Criteria for outage. (Assumes appropriale
I Scheduled age. notification of X X
. maintenance and changes o
Maintenance . . organizations
and/or Outage comply with National Threat supporied
condition rules and other
Government rules)
100% of the scheduled
maintenance is performed
. To ensure
. during agreed-upon .
Maintenance . ) 0 maintenance does
12 maintenance window; 99% of . . X X
Support . . . not disrupt services
the time the maintenance is .
o during core hours
completed within the agreed-
upon maintenance window
To ensure constant
Notification Lo . monitoring of
Criteria for Wllth“? o mm:jn;g . network and
13 Unscheduled (egcnonm);n‘ minutes appropriate X X
Outages (voice) of failure or outage notification of
conditien o
organizations
supported
. . . . Te ensure customer
atisTuction 90% approval rating with a . . .
14 Satistucti ¢ app & satisfaction with X X

Survey

10% or more response rate

services provided
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Operational Support Performance

SLO SLO Success ARNG ANG
SLO Item i
# Measure Reasoning Required | Required
G.9% upti -
‘ ]?oursodl:f\)\']x'?iil{e-g o To ensure availability
15 | Network Availability SE P ] of LAN and MAN X X
year] - not including cervi
scheduled downtime ervice
To ensure expeditious
restoration of servers
16 Server Restoration Within 24 hours due to accidental loss X X
of hardware and\or
media fatlure
- - To ensure expeditious
Document/fil thin 2 § f .
17 Himent e Wi.]m, naurs o restoration of backed- X X
Restoration notification of need
up documents/files
Weekly full back-up
stored at off-site
Server/Database/File location. [nc.remema[ To ensure service
18 back-ups daily as L X X
Back-ups B continuity
appropriate for
services such as
Email.
Available 99.9% of
19 | Email Availability the time minus To ensure availability % X
scheduled of service
maintenance
Free disk space To ensure availabilit
20 | Email Capacity should be greater than of service Y X X
20% of disk capacity.
Active Directory
. service is available S
5y AD .Sex\.n.ce 99.9% of the time To ensure availability X X
Availability . of service
minus scheduled
maintenance
Mission Support
.. servers are available s
It . - 1 '
27 Mission Suppo 98% of the time To ensure availabitity % %

Server Availability

minus scheduled
maintenance

of service
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Business Support

SLO
SLO ltem SL.O Success Measure Reasoning ARNG AN.G
# Required | Required
Noti i
0 1f}_f appropriate To ensure all
Computer Government personnel a
; . . computers are
- Warranty minimuim of six (6) months
23 . Lo . properly covered by X
Coverage prior to expiration of service .
. . o warranty or Service
Notification or warranty coverage 100%
. agreements
of the time
Perform COOP exercise and .
COOP . T g
24 . review COOP plan at a O Cnsure Service X X
Planning - continuity
minimuim once a year
Security Operations Performance
SL .
0 SLO Item 5LO Success Measure Reasoning ARD.IG AN.G
# Required | Required
Security Incident Report security incidents To minimize
25 Res on}s,e Time (failures and breaches) within security risks X X
P 15 minutes to the Government y
Detect and report
malicious/unauthorized
. : ivi RT i N
Security [ncident activity up the CF chain To minumize
26 Escalation Time (e.g. local CERT to security risks X X
ANGNOSC or ACERT or Y
AFNOSC) within 2 hours of
detection
Detection goal of 99.9% of all
network security events
Security Event {indicative of anomalous or L
- . Co s To minimize
27 | Detection malicious or violation activity Lo X X
. . S security risks
Performance against critical systems) within
4 hours of security event
initiation,
To minimize
. ity risk
Analysis of 90% of detected secun_ty TSRS
‘ i o and provide
. security events initiated within |
Security Event . timely and
’ 4 hours of event detection and
28 | Analysis . accurate X X
closed within 24 hours. .
Performance analysis of
(Closure of reports based on p
-ority and classification,) security
prio ' detected
SECUrity events
Appropriate reaction and
-1 M H 0,
Security Incident containment 0.F99..94) of To minimize
29 | Management detected security incidents per X X

Performance

Government rules and
regulations

security risks
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SLO SLO Item SLO Success Measure Reasoning ARP?G AN,G
# Required | Required
Update 1DS systems, virus
signature updates and firewall
Security System rule sets as released by vendors To minimi
30 | Maintenance or advisories within 5 business [mize X X
X security risks
Performance days after Government
approval, 99.999% of the time
as a poal.
" Goal of 100% high
Security o .
Audit/Vulnerabiliy | YVinerabilities reduction or To minimize
31 documented exemption or X X

Assessment
Performance

document extension by
compliance date

security risks
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1. BASIS FOR SERVICE LEVEL AGREEMENTS

The Army National Guard (ARNG) is soliciting Contractor support in order to support
ongoing IT operations. The Contractor’s performance will be measured against the
Service Level Agreements (SLAs) described in this document in addition to monitoring
the Service Level Objectives (SLO) defined in the Performance Work Statement.

This document details a subset of key Service Level Objectives (SLO) that have been
selected to be used as Service Level Agreements (SLA). The Contractor shall comply
with all SLAs defined herein.

The SLAs were selected to emphasize particular performance areas such as Response,
Repair Times and Customer Satisfaction, Operational Support Performance, and Security
Operations Performance.

1.1. Applicability

The Governiment will evaluate the Contractor’s performance using the measures
described in this document. The table below indicates the supported organization to
which the SLA applies.

SLA | SLA Title ARNG ANG

# Required | Required
Help Desk Resolution

1 X
Rate

5 Help Desk Average Speed %
to Answer

3 Help Desk Call ¥
Abandonment Rate

4 Incident Response Time X X
Resolve and Close

5 Trouble Tickets and X X
Service Requests
Notification Criteria for

6 Scheduled Maintenance X X
or Planned Outage
Notification Criteria for

/ Unscheduled Outages X X

8 Network Availability X X

9 Email Availability X X

10 AD Service Availability X X
Mission Support Server

1 Availability X X

12 Security Inc‘ident X X
Response Time

13 Security Event Analysis X X

Source Selection Sensitive
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Performance

Security Incident
Management Performance
Security System
Maintenance Performance

Security
16 Audit/Vulnerability X X
Asscssment Performance

14

15

2. SERVICE LEVEL AGREEMENTS

Service Description. Facilitate and enable customer service desk, networking,
communications, and access to networked applications. The Contractor shall deliver each
service in accordance with the Performance Work Statement (PWS) of this solicitation.
Related deliverables are specified in the Deliverable document of this solicitation. The
Contractor performance standards are tailored for the type of service being provided.

Contractor Responsibilities. The Government will assume the Contractor is
responsible for any failure to meet an availability SLA unless the Contractor provides
proof and briefs the circumstances that absolve them of responsibility at the Monthly
Performance Report. The Contractor shall ensure that scheduled upgrades, modifications,
and non-emergency configuration changes are performed outside of normal duty day
periods or during scheduled and announced outage periods. When the Contractor
performs touch labor service, the end-user or end-users will be kept fully informed of
status orders. The Contractor shall also alert the appropriate Government personnel and
end-users about any staff changes with a real or potential impact on service delivery. The
Contractor shall notify the Government about access requirements in a timely manner.

Government Responsibilities. To facilitate service performance, especially in
regards to a service disruption or service outage, the end-user will make devices, closets,
wiring systems, circuits, and other supporting hardware and software accessible to the
authorized Contractor personnel. Government representatives will be available to assist
service support staff during pre-arranged service periods. The Contractor shall notify the
Government in writing about access requirements. The notification can be via memo or
email and must be received by an authorized Government enterprise manager in a timely
manner because there will be oceasions when Government to Government coordination
1o grant access will be necessary. The Government will acknowledge the Contractor’s
request, take action to provide access, and notify the Contractor in writing when access
has been coordinated and approved.

Source Seiec?ion Sensitive
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2.1. Help Desk Resolution Rate

A.

B.

SLAID: 1.

Key Performance Indicator. The percent of problems and requests reported to the
Help Desk that were resolved (either closed or successfully addressed) during the
inittal contact with the end user. The first contact may include direct on-site ad-
hoc contact that is documented after the fact.

Performance Standards

Meets Expectations Below Expectations

> = 90% of problems resolved < 90% of problems resolved
during initial contact during initial contact

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: Trouble Ticketing System and other operational tools as necessary.

2.2. Help Desk Average Speed to Answer

A,

B.

F.

SLAID: 2.

Key Performance Indicator. The percentage of calls received at the Help Desk
that were answered by agents within 20 seconds (during normal hours of
operation).

Performance Standards

! Meets Expectations Below Expectations
> = 93% answered by agents < 93% answered by agents
within 20 seconds within 20 seconds

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: Automatic Call Distribution system,

2.3. Help Desk Call Abandon Rate

A. SLAID: 3.
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Key Performance Indicator. The percentage of calls that were abandoned while in
queue.

Performance Standards

1 Meets Expectations Below Expectations J
< = 5% calls are abandoned > 5% calls are abandoned
while waiting in queue while waiting in queue

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: Automatic Call Distribution system,

2.4. Incident Response Time

A.

B.

SLATD: 4,

Key Performance Indicator. Time from the incident ticket creation or escalation
from Tier I Help desk to the contact (either phone or in-person) with the end-
user(s) to communicate resolution status.

Performance Standards

| Meets Expectations ! Below Expectations

< 15 minuies < =15 minutes
Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: Trouble Ticketing System and other operational tools as necessary.

2.5. Resolve and Close Trouble Tickets and Service Requests — Business Critical

Al

B.

SLA ID: 5-1.

Key Performance Indicator. The average time difference from when a problem
was either detected or reported to the time when it was resolved. Resolved
imiplies that full functionality was restored.

. Performance Standards

r Meets Expectations I Below Expectations
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2.8. Resolve and Close Trouble Tickets and Service Requests — Low

Al

B.

SLA ID: 5-4.

Key Performance Indicator. The average time difference from when a problem
was either detected or reported to the time when it was resolved. Resolved
implies that full functionality was restored.

Performance Standards

r Meets Expectations Below Expectations —I

< = 4 business days > 4 business days
Who Measures: Contractor.

Measurement Frequency: Monthly.

Data Source: Trouble Ticketing System and other operational tools as necessary.

2.9. Notification Criteria for Scheduled Maintenance and/or Outage

A,

B.

SLA ID: 6.

Key Performance Indicator. The time difference from when a notification is sent
to the stakeholders and the start of the event.

Performance Standards

Meets Expectations Below Expectations
> = 48 hours during business < 48 hours during business
days days

Who Measures: Conlractor.
Measurement Frequency: Monthly.

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.10. Notification Criteria for Unscheduled Outages

Al

B.

SLA ID: 7.

Key Performance Indicator. The time difference from when an event is identified
to when a notification is sent to the stakeholders of the event.

Performance Standards

Source Selechion Sensitive
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Meets Expectations Below Expectations ‘l

< =15 minutes > 15 minutes

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.11. Network Availability

Al

B.

SLA ID: 8.

Key Performance Indicator: The percentage of time that the LAN and MAN
infrastructure is available to end users.

Performance Standards

Meets Expectations Below Expectations
> =99.9% (exciuding scheduled < 89.9% (excluding
maintenance) scheduled maintenance)

Who Measures: Contractor.
Measurement Frequency: Monthly,

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.12, Email Availability

A,

B.

SLAID: 9.

Key Performance Indicator: The percentage of time that the email service if fully
accessible to all authorized end-users.

Performance Standards

Meets Expectations 1 Below Expectations
> = 99 9% (excluding scheduled < 99.9% (excluding
maintenance) scheduled maintenance)

Who Measures: Contractor.

Measurement Frequency: Monthly,
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F.

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.13. Active Direetory Availability

A

B.

SLA1D: 10.

Key Performance Indicator: The percentage of time that the Active Directory
service is fully accessible to the authorized end-users.

Performance Standards

Meets Expectations T Below Expectations

> = 98% (excluding scheduled < 98% (excluding scheduled
maintenance) maintenance)

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.14. Mission Support Servers Availability

A.

B.

SLAID: 11

Key Performance Indicator: The percentage of time that the mission support
servers are fully accessible to the authorized end-users.

Performance Standards

Meets Expectations \ Below Expectations

> = 98% (excluding scheduled < 98% (excluding scheduled
maintenance) maintenance)

Who Measures: Contractor.

Measurement Frequency: Monthly.

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2,15, Security Incident Response Time

A. SLAID: 12,

Source Seleckion Sensitive
8



Key Performance Indicator: The time difference from when an event is identified
to when a notification is sent to the appropriate Government personnel.

Performance Standards

Meets Expectations ‘ Below Expectations

< = 15 minutes > 15 minutes

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.16. Security Event Analysis Performance

Al

B.

SLA1D: 13.

Key Performance Indicator: The percentage of time that the analysis of detected
security events is initiated and closed as measured from event detection, The
closure 1s based on priority and classification.

Performance Standards

Meets Expectations Below Expectations
> = 90% of all detected security < 90% of all detected
events had analysis initiated security events had analysis
within 4 hours of detection and initiated within 4 hours of
ciosure within 24 hours detection and closure within
24 hours

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.17. Security Incident Management Performance

Al

B.

SLA ID: 14,

Key Performance Indicator: The percentage of time that appropriate reaction and
containment of detected security incidents is performed per Government rules and
regulations.

Performance Standards

Source Selecdfion Sensitive
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D.

E.

F.

’_ Meets Expectations E Below Expectations

> = 99.9% of all detected security < 959.9% of all detected
events security events

Who Measures: Contractor.
Measurement Frequency: Monthly,

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.18. Security System Maintenance Performance

A,

B.

SLA ID: 15.

Key Performance Indicator: The percentage of time that IDS systems updates,
virus signature updates and firewall rule sets updates are implemented on time as
measured from the time an update is released by vendors or advisories and
approved by the Government to successful implementation.

Performance Standards

Meets Expectations Below Expectations
> = 99% of all security updates < 99% of all security
are implemented within 5 updates are implemented
business days within 5 business days

Who Measures: Contractor.
Measurement Frequency: Monthly.

Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.

2.19. Security Audit/Vulnerability Assessment Performance

G. SLA ID: 16.

H.

Key Performance Indicator: The percentage of time that high vulnerabilities are
removed by the compliance date or have documented approved exemption or
extensions. The definition of high vulnerabilities will be agreed upon by the
Government and Contractor after task order award.

Performance Standards

| Meets Expectations | Below Expectations 1
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> = 85% of all high security < B5% of all high security

vulnerabilities are removed by vulnerabilities are removed
the compliance date or have by the compiiance date or

documented approved have documented approved
exempiion or extensions exemption or extensions

J. Who Measures: Contractor.
K. Measurement Frequency: Monthly.

L. Data Source: The data source will be agreed upon by the Government and
Contractor after task order award.
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NCR Questions and Answers
Solicitation # 20661
Amendment # 2

92) Question:

Reference Amendment 1, Section J Attachment i, and Section L.8.9(h)2

e Section J Attachment 1 states: “The Government provides the following pricing guidance.
There are six CLINs identified as Optional throughout the base period and 7 option periods,
they are: CLIN X004, CLIN X005, CLIN X006, CLIN X007, CLIN X008 and CLIN X011
(where X varies with the period of performance from 0 in the base period to 7 in option
period 7). The optional CLINs should represent approximately one-third (1/3) of the total
task order price. The non-optional CLINs should represent approximately two thirds (2/3) of
the total task order price.”

By this guidance, the optional CLINs should represent approximately 50% of the non-
optional CLINs {one-third of the total] task order price divided by two-thirds of the total
task order price).

o Scction L.8.9(h)2) states: “The annual cost for five optional CLINs (excluding CLIN 8)
represents approximately 69% of the annual cost of the non-optional CLINs.”

As currently stated, the two sets of guidance are contradictory, both logically and
mathematically. Please provide the necessary clarification(s) for Section J Attachment 1 and/or
Section L..8.9(h)2) to reconcile this discrepancy.

Answer: The reference in Section J-1 has been deleted by Amendment 2,

93) Question:

Reference Amendment 1, Section L, Para 6.3.7 (Tab C.7)

The amendment states “The Offeror shall provide its approved Small Business Subcontracting
Plan that was incorporated into the ITES-2S prime contract.”

Section L, Para 3.2.2 sets the page limits for the Management Volume at 60 pages and excludes
resumes, cover sheets, table of contents tab dividers and glossaries from the page count, but
nothing else. The inclusion of the Small Business Subcontracting Plan, in our case — 18 pages —
represents nearly a third of the allocated Management Volume page count.

Respectfully request that either the Small Business Subcontracting Plan be excluded from the
page count or that the page count for the Management Volume be increased to 80 pages.
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Answer: Section L.6.3.7 has been changed as indicated in the paragraph below. The
Government is no longer requesting the offeror’s already approved ITES-2S Small
Business Subcontracting Plan, but rather how the offeror is going to implement this plan in
meeting the requirements of the subject solicitation. Additionally, Section M 2.3.2.8
Subfactor 2.8 — Small Business Subcontracting Plan, has been updated accordingly.

“The offeror shall explain to the Government how it will implement its already approved [TES-
25 Small Business Subcontracting Plan to meet the requirements of the subject solicitation, e.g.,
the names and brief description of the subcontractors 10 be used, socio-economic status, the tasks
to be subcontracted, etc.”

94) Question:

Reference: REP PWS Section 5. Video Classroom Support (ARNG Optional ltem)

This section states that there are currently about 350 installations, including 20 multi-purpose
classrooms within the NCR. Furthermore, this section requests support for the classrooms within
the NCR. Is it correct to assume that this requirement is only for support of the 20 NCR
classrooms?

Answer: CLIN X005 has been removed (marked RESERVED) from this solicitation,
Note: CLIN X005 was removed at the Government’s discretion to adjust the scope to NCR
specific tasks. The services, as described in PWS Section 3.14 “Video Conferencing
Operations Services”, remain.

935) Question:

Reference: RFP Section L, 6.3.8 Tab C.8 Project Management Plan.

This section instructs offerors to provide a Project Management Plan, which addresses the
requirements identified in the Deliverables section of this solicitation. However, the
Deliverables section discusses a Program Management Plan which would be a Plan that is much
more comprehensive than a standard Project Management Plan (and usually contains at ~50+
pages of information), (reference Section F, Section 2.8). Is it correct to assume that the
Government is asking for a Project Management Plan as stated in Section L, which will be
exccuted under the auspices of an overarching Program Management Plan?

Answer: Sections L and M have been amended to reflect “Program Management Plan”
rather than “Project Management Plan”.

96) Question:

In order that we properly price the proposal I respectfully request clarification as to the
government's expeetation for transition period for this task.
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Is transition to start July 1 with 90 transition period from the incumbent and expectation of full
staffing on October 1 (beginning of base period), or will transition begin October 1 for a 90
period with expectation to be fully staffed after the transition period.

[ noted in Section B the description of CLIN 0012 indicates transition is first 90 days of base
period. In beginning of Section B it indicates base period begins October 1, 2008.

If transition begins October 1, does the government wish to have full staffing after 90 days or at
the beginning of the transition period?

Answer: The Government intends the transition to start on or about October 1, 2008. The
offeror shall plan on using this transition period to ramp up their support to full
operational status. The contractor shall have all the required personnel on site, operating
the NCR system at the conclusion of the transition period.
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NCR Questions and Answers
Solicitation # 20661
Amendment # 3

97) Question:
What are the configuration management databases used by the ARNG and the ANG?

Answer: Neither ARNG, nor ANG use a standardized tool for configuration management.
The cxisting configuration management data is contained in separate, internally-developed
system based on MS Excel, Access, Visic and other MS tools. After award, these will be
provided to the contractor.

98) Question:

Regarding RFP Section 8.3.7, for planning purposes, please provide the destination for the
referenced 50 trips or provide a plug amount.

Answer: Reference Amendment # 2, Section L 8.3.7;

“For planning purposes only, offerors shall assume 50 trips and one overnight stay per trip
for the entire proposal. The locations cannot be identified at this time. The Government
will not be providing a NTE dollar amount to cover travel estimates.”

99) Question:

Please confirm, {or the purposes of evaluation and pricing, that the new contract award and
transition start date are both October 1, 2008 and that full operational capability should be
achieved on or no later than 1/1/2009 {assumes the incumbent contractor will be provided a three
month extension.) If these dates are not correct, please provide alternative dates to be used for
contract award and for full operational capability.

Answer: Reference Amendment # 2, Questions and Answers;

“The Government intends the transition to start on or about October 1, 2008. The offeror
shall plan on using this transition period to ramp up their support to full operational
status. The contractor shall have all the required personnel on site, operating the NCR
system at the conelusion of the transition period.”

106G) Question:

Regarding RFP Section 3.2.2, request that the government exclude the Project Management Plan
(PMP} and the Contractor Security Plan from the 60 page management volume limit,

Answer: Cannot accommodate this request at this time,
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NCR Questions and Answers
Solicitation # 20661
Amendment # 4

101) Question:

We hereby request an extension to the due date for NCR IT Support Solicitation # 20661, as well
as, clarification regarding the pricing guidance provided in Amendment 2 to the RFP as
explained below.

Amendment # 2 provided clarification of pricing requirements and those requirements are
extensive, requiring a great amount of work and coordination. Further, the Government's intent
is not clear regarding Option Period 7. Our ITES-2S contract goes until mid April 2015.

The comment on page 1 of Section B, Para ] Pricing Overview Option Period 7, states “option
Period 7 ends 6 months after the expiration of the ITES-2S IDIQ contact” but actually it
“Begins” six months after the expiration of the contract. We are not certain as to the intent
regarding escalation for the Option Peried 7.

Answer: At this time, the Government cannot accommodate the request for proposal due
date extension.

After consulting with the ITES-2S CO, it was verified that the CHESS website was
incorrect and that the true end date for all master 1D/IQ contracts is 13 April 2015 instead
of 19 December 2015. As a result and through Amendment # 4, Option Period # 7 and all
related references have been deleted. Furthermore, according to the ITES-28 CO, the
rates from 13 April 2015 through the end of the TO POP of 30 September 2015, rates
should not be escalated but should remain the same as in the last year POP of the ITES-2S
master contract,

102) Question:

Amendment | contained an attachment with answers to vendor questions. Those questions were
numbered 1 through 91. Amendment 2 had no answers to questions included as an attachment or
posted to the CHESS web site. Amendment 3 had another set of answers to questions. However,
those questions and answers were numbered 97 through 100. It appears as though vendors have
not received the answers to questions 92 through 96. Can the Government please determine
whether there were answers to questions that were overlooked or acknowledge that the second
set of questions and answers should be renumbered?

Answer: Amendment # 2 had questions 92 through 96 which were upleaded along with the
rest of the attachments. They have been re-uploaded.
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