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1 Summary of Approach and Requirements Traceability Matrix 
The organization of this volume provides the non-page-limited items in Sections 1, 2, and 3. All 
page-limited items are solely in Section 4 labeled Page 1 of 93 through Page 93 of 93. 

1.1 Summary of Overall Approach 
The Department of the Interior (DOI) has a challenge to advance the use and management of 
Information Technology (IT) from the best practices of the 1990s to the practices and techniques 
that will be used in the 2020s. The DOI is poised to apply technology innovations to reduce costs 
and more effectively support the Department’s mission of “Protecting America’s Great Outdoors 
and Powering our Future.” 
The IT Transformation effort is based on current industry trends. Both Government agencies and 
technology providers are moving to business models based on network delivery, on-demand 
provisioning, pooled virtualization, elastic capacity, and consumption-based measured services. 
These new technology and business models will change the way the IT is budgeted, acquired, 
managed, and delivered. 
The Foundation Cloud Hosting Services (FCHS) program is an essential enabler for this overall 
transformation. Team IBM is excited and enthusiastic to be one of the providers to help the 
Department with this program. Our approach is based on three cornerstone characteristics: 
 Commitment to the Mission – Our team has a clear perspective on how to optimize the use 

of technology and how that technology can support the mission of the Department. Our 
history, our strategy, our organization, the IT capabilities of the IBM Corporation, our client 
experiences, and our people are grounded in the concept that the only measure of success is 
how technology can advance the mission your enterprise. 

 Completeness of the Solution – Team IBM is proposing a compliant solution for each of the 
requested technical services lines. Our solutions for Storage, Secure File Transfer, Virtual 
Machine, and Database Services represent industry best practices with an unwavering focus 
on end-to-end security, and provide the foundation for today’s known requirements and for 
evolving requirements. Our solutions for Web Hosting, Development and Test Environment 
Hosting, and FBMS/SAP Application Hosting Services are immediate tactical solutions that 
are used to implement and harvest the benefits of the core service lines.  
In addition, we have proposed IBM’s enterprise-class public cloud Infrastructure-as-a-
Service (IaaS). This capability delivers secure, scalable and competitively priced hosted IT 
infrastructure for development, test and other dynamic workloads that have security profiles 
consistent with IBM’s commercial data center enterprise hosting services.  

 Comprehensive Teaming – Transformation of this size and scale will require skills and 
experiences that far exceed the resources and capabilities of any one firm. Our Team consists 
of large, small, incumbent, technical, functional, and strategic firms representing an 
extraordinary combination of DOI experience and technology and business innovation.  

The Foundation Cloud Hosting Services program is the enabler for IT Transformation. Only with 
a flexible and dynamic IT infrastructure will it be possible to accomplish the data center 
consolidation and application migration efforts that will assist in capturing the targeted $100M in 
annual savings. We are confident that Team IBM is your most compliant, lowest risk and best 
value technology provider to accomplish that goal.  
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1.3 Community Cloud Proposal Submission Deliverable Plans 
1.3.1 Community Cloud Role-Based Report 
IBM is pleased to offer its SmartCloud for Government (SCG) to support DOI community cloud 
requirements. The SCG is an existing IBM Federal offering supporting more than 20 U.S. 
Federal Government clients. The SCG future capability roadmap includes the capability for 
virtual servers to be provisioned/de-provisioned as required by authorized developers and 
authorized DOI personnel. This is currently scheduled for availability in 2Q 2013. Once this 
capability is available, IBM will provide a Self-Service Portal that provisions and manages cloud 
services. As part of this effort, Team IBM will provide Role-Based Reports for the DOI 
Community Cloud customer Portal. In support of transparency, environment control, and 
visibility into operations, IBM will provide a single point of access dashboard and portal. This 
portal will provide an integrated solution for access to information and performing user actions. 
Dashboards will be used to display virtual infrastructure resource information, events and alerts, 
services levels, and reports. Role-based reporting and dashboards can be a highly effective 
means of achieving business intelligence success. By personalizing reports, analysis and 
dashboards, based on the role(s) the person has in an organization, we will allow users to see 
only the information relevant to their role. 
IBM has designed and established our SCG in our Raleigh, NC, and Boulder, CO, Federal Data 
Centers. We have designed these centers and the SmartCloud for Government offering to meet 
the security, availability and performance requirements of our Federal Government clients. 
These requirements closely match the DOI requirements, and upgrades are included in the SCG 
roadmap to bring IBM into full compliance.  

1.3.1.1 Tasks 
Team IBM will work with DOI personnel to establish the roles and access to the cloud 
provisioning assets. User authorizations for the self-service interface will be managed with 
security groups. Group membership determines which requests the user can access. Four 
predefined security groups are available in the self-service user interface. A user can belong to 
more than one group. When you create a user, not only do you select security groups, you also 
select the grant option for each group that the user belongs to. When the grant option is enabled, 
the user can create new users within the security group. 
The groups available for the self-service user interface include: 
 Cloud Customer Administrator – Users in this role are administrators dedicated to 

individual customers. They can perform the following tasks: 
−  
 
  
 
  

 Approver – Users in this role are administrators who are dedicated to individual customers. 
They can perform the following tasks: 
−  
 

 Team Administrator – Users in this role can perform the following tasks: 
−  

(b) (4)

(b) (4)

(b) (4)
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1.3.5 Community Cloud Quality Assurance Plan 
IBM’s Quality Assurance Plan (QAP) has been described in details in Section 4.a.6 and the 
incentives/disincentives relating Service Level Agreements (SLAs) in Section 4.a.2.2. In 
addition, IBM will provide a Task Order-specific QAP and additional performance management 
on an as needed basis. 

1.3.5.1 Performance Management and Resource Usage 
Though the performance management techniques and resource usage have been explained 
throughout the technical volume, specific details with examples (as requested in RFP 
Section C.5.2.3) have been expanded below. While IBM has various tools available for 
performance management and resource usage, the Tivoli-based tools described below are an 
example of IBM’s capability and knowledgebase. As the developer of these tools IBM is able to 
optimize their performance and take advantage of this integrated toolset. Our tools use industry 
standard interfaces and do not lock DOI into any single technology. 
a. Provide role filtered self management tools to support billing, monitoring, and reporting: 
The usage and cost monitoring component of our solution provides several out-of-the-box tools; 
for example, Tivoli Usage and Accounting Manager (TUAM) is a performance and resource 
management tool. TUAM’s custom derived self-management functions help with billing, 
monitoring, and reporting functions. TUAM can be viewed as a funnel because it processes data 
from many different systems and sources and integrates the data into a common repository. For 
example, usage instrumentation data from Mainframes, UNIX/Linux, VMware, and Windows 
can be poured through the funnel, integrated, costed, and assigned to user accounts and cost 
centers. This tool restricts what data each user is allowed to see, and what reports they are 
allowed to run based on their user group.  
b. Provide visibility into usage metering using metrics and granularity appropriate to the 
type of service: 
TUAM supports usage metering records produced by a system or user and is configured in a 
metrics form at a granular level appropriate for the audience. In an example shown in 
Figure 1.3.5-1, IT expense is viewed in a graphical format by account. If a usage spike is found 
for certain type of account, further details can be obtained for that area and a comparison can be 
done by account for past periods of performance. 
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 Figure 1.3.8-3: Portfolio A – Normal Operation Active/Active 
In the event of a disaster, our approach maintains system continuity of operation to meet DOI 

RPO/RTO objectives. 

(b) (4)
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 Figure 1.3.8-9: Portfolio (B) Restored from Backup 
Portfolio B Restore from Secondary to Primary Location  

(b) (4)
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3.2 Government-Provided Templates 
3.2.a Establish and Meet Community Cloud Resources Requirements 

3.2.a.i Community Cloud Operating Systems Supported (J-18) 
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3.2.a.ii Community Cloud Compute-Host Configurations (J-19) 
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3.2.a.v Community Cloud Range of Database Software Supported (J-22) 
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3.2.a.vi Community Cloud Range of Web Hosting Elements Supported (J-23) 
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3.2.a.vii Community Cloud Range of Application Hosting Software Supported (J-24) 
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3.2.a.viii Community Cloud Range of DOI Legacy Metering and Reporting Software 
Supported (J-25) 
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3.2.a.ix Community Cloud Range of Other Middleware Supported (J-26) 
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3.2.a.x Community Cloud Range of Scripting and Programming Software Supported  
(J-27) 
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3.2.b Community Cloud Service Level Requirements 

3.2.b.i Community Cloud Uptime and Availability Service Bands (J-28) 
 

 
 

3.2.b.ii Community Cloud Recovery Time Objectives (RTO) (J-29) 
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3.2.b.iii Community Cloud Recovery Point Objectives (RPO) (J-30) 
 

 
 

3.2.b.iv Meantime to Restore (MTR) (J-31) 
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3.2.b.v Community Cloud Compute-Host Provisioning Service Bands (J-32) 

 
 

3.2.b.vi Community Cloud Storage Provisioning Service Bands (J-33) 
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3.2.b.vii Community Cloud Customer Service Meantime to Acknowledge (MTA) (J-34) 

 
3.2.b.viii Community Cloud Customer Service Meantime to Resolve or Fix (MTF) (J-35) 

 
3.2.b.ix Community Cloud Scheduled Downtime (Maintenance Windows) (J-36) 

 
 



Department of the Interior 
Foundation Cloud Hosting Services 

RFP Number D12PS00316, November 19, 2012 

 This page contains trade secrets or confidential commercial and financial information 
that the offeror believes to be exempt from disclosure under the Freedom of Information 

IDIQ Volume II, Section 3, Page 3-16 Act, and which is subject to the legend contained on the cover page of this proposal. 

 

3.2.c Establish and Meet Public Cloud Resources Requirements 

3.2.c.i Public Cloud Operating Systems Supported (J-18) 
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3.2.c.ii Public Cloud Compute-Host Configurations (J-19) 
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3.2.c.v Public Cloud Range of Database Software Supported (J-22) 
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3.2.c.vi Public Cloud Range of Web Hosting Elements Supported (J-23) 
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3.2.c.vii Public Cloud Range of Application Hosting Software Supported (J-24) 
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3.2.c.viii Public Cloud Range of DOI Legacy Metering and Reporting Software Supported 
(J-25) 
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3.2.c.ix Public Cloud Range of Other Middleware Supported (J-26) 
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3.2.c.x Public Cloud Range of Scripting and Programming Software Supported (J-27) 
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3.2.d Public Cloud Service Level Requirements 

3.2.d.i Public Cloud Uptime and Availability Service Bands (J-28) 

 
3.2.d.ii Public Cloud Recovery Time Objectives (RTO) (J-29) 
The IBM Public Cloud is not currently priced to offer service bands related to this service level 
requirement. IBM may be able to offer service bands in the future, depending on future solution 
developments and task order requirements. 
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3.2.d.iii Public Cloud Recovery Point Objectives (RPO) (J-30) 
The IBM Public Cloud is not currently priced to offer service bands related to this service level 
requirement. IBM may be able to offer service bands in the future, depending on future solution 
developments and task order requirements. 

 
3.2.d.iv Public Cloud Meantime to Restore (MTR) (J-31) 
The IBM Public Cloud is not currently priced to offer service bands related to this service level 
requirement. IBM may be able to offer service bands in the future, depending on future solution 
developments and task order requirements. 
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3.2.d.v Public Cloud Compute-Host Provisioning Service Bands (J-32) 

 
 

3.2.d.vi Public Cloud Storage Provisioning Service Bands (J-33) 

 
 

3.2.d.vii Public Cloud Customer Service Meantime to Acknowledge (MTA) (J-34) 
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3.2.d.viii Public Cloud Customer Service Meantime to Resolve or Fix (MTF) (J-35) 

 
 

3.2.d.ix Public Cloud Scheduled Downtime (Maintenance Windows) (J-36) 
The IBM Public Cloud is not currently priced to offer service bands related to this service level 
requirement. IBM may be able to offer service bands in the future, depending on future solution 
developments and task order requirements. 
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high-performing relationships with our subcontractors. Included in Team IBM are several Small 
Business teammates with unique skills, experience and knowledge of DOI processes and culture, 
enabling us to improve our performance and lower risk to the Government. Our ability to 
leverage the best resources, maximize our organizational efficiency, and deliver continuous 
improvement depends directly on the teammates we choose to perform with us on a contract. In 
addition, IBM believes in helping to foster the growth of our Small Business partners and are 
committed to meeting DOI’s goals for including small and disadvantaged businesses in FCHS. 
The following sections introduce IBM’s Day 1 subcontractors for the FCHS program. As DOI 
awards task orders to Team IBM, we review our team’s composition and will make changes as 
appropriate to best perform on the individual contracts. 

(b) (4)
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