»| o

=]

= =zl

B |

{

1

1. THIS CONTRACT i85 A RATED URDER
AWARD UNDER DPAS (5 CFP ™~
ON NUMBER | 4. TYPE OF SOLICITATION | ». DAT
16 0 SEALED BID (IFB)
X NEGOTIATEN (RFP) 07
CODE | | . «.DDRESS OFFL.. .. T/,

1 Services Directorate
5, Terrie_Callahan@nbc.gov

Terrie L. Callahan,
{See Block # 7 for ad

id “offeror” mean “bid" and “bidder™

SOLICITATION

shing the supplies or services in the Schedule will be received at the ple

hime

and Withdrawals: Sec Section L. All offers are subject to all terms an

B. TELEPHONE (NO COLLECT'

AREACODE | NUMBER - | B3
703 964-3596

ALY rauve Ur rauty

i 173
6. REQUISITION/PURCHASE NO.
0040073246
m?)
1g Officer
iformation)

in Item 8, or if handcarried, in the depository

containcd in this solicitation,

C. E-MAIL ADDRESS

L. CALLAHAN | Temie Callshan@nhbc.gov

11. TABLE OF CONTENTS
N T PAGES) | ) | S8C. ] CRIFTION ~ 1 PAGE®S)
[EDULE PART 1 - “~~TRACT CLAUSES
RM I 1 X | I [ CONTRACTCLAUS T 9
RICE/COST I 2 PART II-LISTOFDOCUM  §, EXHIBITS AND OTHER ATTACH.
TATEMENT 1 a5 X | 3 TLISTOFATTACHM 3 1 525

1 PARTIV-REPRESE  TIONS AND INSTRUCTIONS

‘E I 2 K | REPRESENTATION!  RTIFICATIONS |
E I 4 | ANDOTHER STATE 4TS OF OFFERORS |
DATA I 10 L | INSTRS, CONDS., A  NOTICES TO-OFFERORS I
MENTS I 10 M [ EVALUATIONFAC 5 FOR AWARD I

OFFER (Must be fully completed by offeror)

includes the proviﬁms at 52,214-16, Minimum Bid Acceptance Penod.

cd agrees, if this offer is accepted within 90 calendar days (60 calendar days
above, to fumish any or all items upon which prices are offered at the price

dule.

3¢ a different period is inserted by the offeror)
yppasite each item, delivered at the designated

10 CALENDAR DAYS 20 CALENDAR DAYS 30CA DAR DAYS CALENDAR DAYS
\ O % % % %
S AMENDMENT NO. DATE INDMENT NO. DATE
W FACILITY 16. NAME AND TITL) PERSON AUTHORIZED TO SIGN
OFFER (Type or pi _ —
ces LLC, JO -y y4 C"ES C
Lane, Cary NC 27513 “Pres  taT { CEQ
O 15C. CHECK IF REMITTANCE 17. SIGNATURE 18. OFFER DATE

- ENTER SUCH ADDRESS IN

ADDRESS IS DIFFERENT FROM ABOVE E 9 2 g

~— I=HAy 203

SCHEDULE.
AWARD (To be cnmpleted b vernment,
20. AMOUNT 21, ACCOUNTING AND APPRO  .TION
$5,000
I'FULL AND OPEN COMPETITION: 123, SUBMIT INVOICES TO Al 3SSSHOWNIN TTEM
J41US.C.253(eX ) \
I — ] SEE SECTIO .
v C 25. PAYMENT WILL BE MADE CODE |
vpe or prini) 27. UNITED STATES OF AM s ? 28. AWARD DATE

,W

s~/ // R0l 3

cer,

yrm, or on Standard Form 26, or by othfr authofized official writien notice.
S

TION

STANDARD FORM 33 (Rev. 9-97)
Prescribed by GSA — FAR (48 CFR) 53 214(c)



1. THIS CONTRACI IS A RATED URDER KATING FAUE  UF rAUE>
SOLICITATION, OFFE  AND AWARD | " Jisconiiacs e | I
2. CONTRACT NUMBER 3. ¢ CITATION NUMBER 4. TYPE OF SOLICITATION 5. DATEISS D 6. REQUISITION/PURCHASE NO.
(J SEALED BID (IFB)

DI3PCO0020 PS00316 X} NEGOTIATED (RFP) 07/18/21 0040073246
7. ISSUED BY CODE ] 8. ADDRESS OFFER TO (If otheri 1 ltem 7)

Department of the Interior, . aisition Services Directorate Terrie L. Callahan, Cont  :ting Officer

Attn: Terrie L. Callahan. 70 14-3596. Terrie_Callahan/@nbc.gov (See Block # 7 for additic | information)

381 Elden Stree Suite 4000
Herndon. Virgit ~ 20170-4¢

NOTE: In sealed bid solicitation

ffer” and “offeror” mean “bid’" and “bidder’

SOLICIT

ATION

nal and coj
until

9 Sealed offers in ¢
located in

CAUTION — LATE Submissions, Vv

or furnishing the supplies or services in the Sche
_ local time

dule will be received at the place spe

ications, and Withdrawals: See Section L. All offers are subject 10 all terms and con¢

ed m Item 8, or if handcarried. in the depository

ms contained in this solicitation.

10. FOR JAME B. TELEPHONE (NO COLLECT CALL! ] C. E-MAIL ADDRESS
INFORMATION AREA CODE NUMBER EXT
CALL: RRIE L. CALLAHAN 703 1964-3596 Terrie_Callahan@nbe.gov
11. TABLE OF CONTENTS
vy | SEC ] SCRIPTION [ PAGE®S) | () [ SEC ] JESCRIPTION [ PAGES)
PART  1E SCHEDULE PARTII- INTRACT CLAUSES
X | A [ SOLICITATION/CON  .CT FORM I X ‘ I | CONTRACT CLAUS [ 9
X [ B | SUPPLIESORSERVI  AND PRICE/COST I 2 PART I - LIST OF DOCUV TS, EXHIBITS AND OTHER ATTACH
X | C | DESCRIPTION/SPEC ~ ‘ORK STATEMENT | 45 X | J TLISTOFATTACHM TS [ 525
X | D [PACKAGING ANDM  <ING T PART IV - REPRESE  'ATIONS AND INSTRUCTIONS
X | E [INSPECTION ANDA  PTANCE ) K | REPRESENTATION, ERTIFICATIONS 1
X | F | DELIVERIESORPEI  IMANCE | 4 | AND OTHER STATE  3NTS OF OFFERORS |
X | G [ CONTRACT ADMIN  ATION DATA [ 10 L [INSTRS,CONDS,# )NOTICES TO OFFERORS 1
X | H JSPECIALCONTRAC  QUIREMENTS 110 M | EVALUATION FAC S FOR AWARD |
OFFER (Must be fully completed by offeror)

NOTE: ltem 12 does . apply if the

xitation includes the provisions at 52.214-16, Minimum Bid Acceptance Period.

12, In compliance wiw the above, t
from the date for receipt of offe
point(s). within the time specifie

idersigned agrees, if this offer is accepted within

90 calendar days (60 calendar day:

recified above, to furnish any or all items upon which prices are offered at the price

the schedule.

less a different period is inserted by the offeror)
. opposite each item, delivered at the designated

13 DISCOUNT FOR PROMPT PA INT 10 CALENDAR DAYS 20 CALENDAR DAYS 30CA NDARDAYS CALENDAR DAYS
(See Section I, Clanse No 52.232-8) N % % % %
14, ACKNOWLEDGMENT OF AM DMENTS AMENDMENT NO. DATE [ENDMENT NO. DATE

(The offeror acknowledges receipt of amene
SOLICITATION for offerors and related do

rumhered and dated)

to the

s

15A. NAME Ct
AND
ADDRESS | Autonom
OF
OFFEROR 200 Casc:

L 1

esources LLC,

Point Lane, Cary NC 27513

FACILITY I

16. NAME AND TITL
OFFER (Type or pi

F PERSON AUTHORIZED TO SIGN
I

15B. TELEPHONE NUMBER

[Q 15C. CHECK IF REMITTANCE

AREA CODE | NUMBER t

- ENTER SUCH ADDRESS IN

ADDRESS IS DIFFERENT FROM ABOVE

17. SIGNATURE

18. OFFER DATE

SCHEDULE.

AWARD (To be completed by Government)
19 ACCEPTED AS ) ITEMS NU ERED 20. AMOUNT 21. ACCOUNTING AND APPRO  ATION

$5,000
22 AUTHORITY F USING OT . THAN FULL AND OPEN COMPETITION: (23 SUBMIT INVOICES TO Al RESS SHOWN IN ITEM

J1us:  304(c)( D41 USC.253(c) ) \
SEE SECTIONG.

24. ADMINISTERED BY (If other lrem 7) CODE | 25. PAYMENT WILL BE MADE CODE i

26. NAME OF CONTRACTING C

TERRIE L. CALL.

"ER (Type or print)

AN y,

27. UNITED STATES OF AM

L) (- Signaturs

28. AWARD DATE

/Ij & /1 / o/ 3

icer,

IMPORTANT -- Award will be mac

this Form. or on Standard Form 26, or by oth{r a

uthgfized official written notice.

AUTHORIZED FOR LOCAL RE

Previous edition is unusable

JDUCTION

"

STANDARD FORM 33 (Rev. 9-97)
Prescribed by GSA - FAR (48 CFR) 53 214(c)



Contract No. D13
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B.1 GENERA

This requiremen
Center (NBC), /
Information Off:
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request for quote
both civilian age
accordance with
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in place for its u
requirements.
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Servic.. and Pri
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negotiate, the in
considered withi
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services in perfo
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issued r fixed-

B.2 NORTH ¢/
The following N

applicable to thi
of $25 Million.

200020 — Foundation Cloud Hosting Services

'PPLIES OR SERVICES AND PRICES/COSTS

s being issued by the Department of the Interior (DOI)
juisition Services Directorate (AQD) on behalf of the .
r (C10). This particular contract provides for cloud se
tion/Specifications/Work Statement, for the DOI. Als
task orders to be issued on behalf of other government
:ies and the Department of Defense, by AQD Contracti
e Office of Management and Budget’s (OMB) memor
e requirements are identified, it is critical the DOI has
as well as customer agencies with an immediate need

:e-Delivery-Indefinite-Quantity (IDIQ), fixed price per
1€ various service areas.

. above those already identified within the general cate
n C, Description/Specifications/Work Statement and S
s/Costs are considered within scope of this contract, an
very/task orders and/or changes orders as appropriate.
»ort services for any portion and a labor category speci
surrent IDIQ, it would allow the contractor to propose,
ision of the labor category. This could also pertain to ¢
the general scope but not explicitly identified within th

aed against this contract the order request will originat
r and will identify the scope of work required and any
submission. All orders shall use the rates established

11 furnish all personnel, facilities, equipment, materials
1ing the work described in Section C and Section J, At

issued under this contract, unless otherwise stated here
ice units of service unless otherwise agreed upon in the

TERICAN INDUSTRICAL CLASSISIFICATION

th American Industry Classification Code (NAICS Co
cquisition: 541519 (Other Computer Related Services

B-1
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'ational Business

J1, Office of the Chief
ices, as specified in
this vehicle allows
astomers including

1 Officers, in

dum dated September
ready contract vehicle
r these types of

unit of service” type

ries currently

tion B, Supplies or
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> to the individual task
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offering that is
pricing.

Tom AQD
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srein.
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ndividual task orders.

IDE (NAICS)

s) is the primary code
susiness size standard



Contract No. D12 200020 - Foundation Cloud Hosting Services Section B

B.3 PRICING CHEDULES
The Contractor :
as reflected in tt
Unit of Service

all utilize pricing for subsequent task orders as establis :d within this contract
base period and each of the option periods in accordan : with Fixed Price (FP)
0S). Pricing for this task order includes each of the S¢ ice Line(s) identified

below.
e Storage !
e Secure F
e Virtual N
¢ Database
e Web Ho:
o Develop:

The FI JoS app
categories and lc
accordance with
response to the I
incorporated by

Any inconsisten:
contract and the
conditions conta

B.4 OTHERD

Other Direct Cos
the government |
laws and regulat
supplies, and/or .
Acquis™‘on Reg
provide hem to-

B.S MINIMU!

During the life o
guaranteed mini1
which is $5,000.

The contract ceil
$1,000,000,000.

rvices

: Transfer Services

chine Services

losting Services

ng Services

:nt and Test Environment Services

:able to the technical services lines identified and any ¢
led rates to be utilized on task orders placed against th
e Contractor’s pricing proposal dated November 19, 2
indation Cloud Hosting Solicitation, D12PS00316, wk
ference with the same force and effect as if included in

's or in the event of a conflict between and terms and ¢
ntractor’s proposal shall be resolved by giving preceds
in this contract.

(ECT COSTS (ODCs)

, not identified herein, shall be task order dependent. T
“such item(s) or service(s) shall be procured in accord:
1s. The contractor shall seek competitive bids for all I
rvices exceeding the micro-purchase threshold, as iden
ition (FAR) 2.1, Definitions, which are acquired under
> government as backup documentation to support pric

AND MAXIMUM THRESHOLDS

his contract, the government is not obligated to purcha
um for this entire period of performance for this IDIQ (

g for this entire period of performance for this IDIQ (1

sociated labor
contract are hereby in
2, submitted in
h is hereby

all text.

wditions of this
ce to the terms and

: price(s) charged to
ce with all required
; of equipment,

1ed in the Federal
1is contract, and
reasonability.

services above the
clusive of options)

lusive of options) is
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SECTION C -
C.1 EXECUTI

This contract de
requirements, w

The DOI’s IT T
Plan to Reform
Cloud-First Poli
Transformation

1. Reduce tt
operation

2. Provide g
users.

The DOI’s goal
delivery solutior

Initially, the DO

Storage §
Secure F
Virtual M
Database
Web Hos
Developr

These technical
developing comyj
Services Catalog

Additionally, the
requirements, an
this contract. Th
requirements wit
Government owr

indation Cloud Hosting Services

ESCRIPTION/SPECIFICATIONS/WORK STATE

Z OVERVIEW

1es the requirements for services supporting Foundatio:
:h align with the Department of the Interior’s (DOI) IT

1sformation efforts are designed to align with the “25-¢
deral IT”, the Federal Datacenter Consolidation Initiati
outlined by the Federal Chief Information Officer (“C
‘orts are designed to address two primary objectives:

total cost of ownership of datacenter hosting hardware,
and

iter service, security and support for application busine

to establish the most, efficient, effective and transparer
for meeting mission needs utilizing modern technology

5 seeking cloud-based services in the following six (6)

vices

Transfer Services

*hine Services

osting Services

ig Services

nt and Test Environment Hosting Services

vice lines are intended to establish the initial infrastruc
iite services that will be represented in a “Mission-Faci

Ol considers Data Center Consolidation or emergency
iny hosting and associated support services necessary, -
>fore, any modifications and/or task orders maybe be e
1this area. This would include Contractor operation ai
I assets within either Government or Contractor owned

C-1

Section C

ENT

“loud Hosting

ransformation efforts.

nt Implementation

. (“FDCCI”), and the

1”). Federal IT

yftware and

owners and end-

sortfolio of IT service

:hnical service lines:

re foundation for
. DOI-Wide IT

yerations
be within scope of
cuted for any

maintenance of

1d operated facilities.
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ndation Cloud Hosting Services Section C
C.2 OBJECTI S
C.2.1 Business )jectives
The DOI’s busi: s objectives for the IT Service Delivery program are a:  ollows:
a. Impro- availability, performance, and flexibility of datacenter rvices;
b. Reduc ‘otal Cost of Ownership (“TCO”) of delivering IT serv: :s;
c¢. Promo the use of Green IT by reducing the overall energy, rea :state footprint, and
use of  ¢ic components of DOI datacenters, and implementing fective recycling and
reuse | grams;
d. Ensure 1applicable federal information security and privacy re ilations are
mainta :d and adhered to;
e. Provid iered functions, service levels, and performance for cus 'mers;
f. Provid nteroperable and portable solutions that enable mobilit icross hosting models
and se1 ce providers; and
g. Enable aling of infrastructure and application resources to met evolving application
and us:  Jemand.
C.2.2 Initial Te: 1ical Service Lines
The DOI is seek 3 cloud-based services in the following seven (7) techn 1l service lines. These

technical service
developing com
Services Catalog

C.2.2.1 Storage

The Storage Ser
Services in supp
Data Center Cor

C.2.2.2 Secure i

The Secure File
enterprise-wide
to securely trans
includes the cap.
and type from e:
ability to manag

nes are intended to establish the initial infrastructure fc
site services that will be represented in a “Mission-Faci

rvices

.es Technical Service line includes, but is not limited tc
- of the DOI Continuity of Operations (CoOP), Disastes
lidation Transition Support Requirements.

e Transfer Services

ansfer Service Technical Service Line includes, but is 1
»ability for any employee, contractor or partner workin
files of any size and type to either internal or external
lity for DOI employees, contractors and partners to rec
rnal business partners, while maintaining confidentialit
ae files in a web environment.

C-2

idation for
1, DOI-Wide IT

‘loud Based Storage
tecovery (DR), and

t limited to an

on the DOI network
1siness partners. This
ve files of any size
and integrity, and the
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C.2.2.3 Virtual

The Virtual Ma
Virtual Machin
New Applicatic
alternative to te
innovation opp«
environment.

C.2.2.4 Databa:

The Database H
Based Database
and New Applic
databases, share
other Technical

C.2.2.5 Web Ho

The Web Hostir.
Web Hosting Se
service line may
static and/or dyr
enterprise-wide

C.2.2.6 Develop

The Developmer
providing a flexi
and/or quality as
environment. Th
Permissions in tl
instance basis by

C.3 INTRODU!

All technical ser
each service line
Requirements, 2’
Additionally, eac
migration from t|
support sustainec
Figure 1 DOI I1
and service dime

andation Cloud Hosting Services

lachine Services

ine Services Technical Service Line includes, but is n¢
services in support of the Data Center Consolidation T
Implementation Requirements. This Service Line may
nical refresh of physical servers, a quick response resc
unities, or rapid response multiprocessor multi-machir

Hosting Services

ting Services Technical Service Line includes, but is n
osting Services in support of the DOI Data Center Cor
ion Implementation Requirements. This service line m

Jata sources, or tiered database solutions including cor
rvice Lines.

‘ng Services

Services Technical Service Line includes, but is not lis
ices in public, private, community and hybrid cloud er
«clude any combination of other Technical Service line
nic information to the DOI stakeholders, and includes
ntent management system.

:nt and Test Environment Hosting Services

and Test Environment Hosting Service includes, but is
e, scalable, on-demand environment to support develo;
rance before releasing new applications and changes i1
also support ad-hoc innovation activities. Change Cor
non-production environment are typically established
1e authorized user who provisioned the service.

“TON TO TECHNICAL SERVICE DEFINITION ]

:es must fulfill a set of common, enterprise-wide requi
:chnical services are defined based upon three dimensi
ervice Level Requirements, and 3) Optional Character
service line may require Associated Support Services 1
current operating environment to the target operating «
perations and maintenance of systems in the target ope
ervice Delivery Requirements below illustrates how
ions fit together to define a Technical service.

Section C

limited to Cloud Based
asition Support and
so be considered as an
ce to explore
simulation

limited to, Cloud
vlidation Transition
“include stand-alone
onents of one or more

ted to cloud Based
ronments. This
aecessary to deliver
sting for an

ot limited to

1ent, testing, staging,
y the DOI production
ol and User

1 an instance by

JDEL

nents. Within

is: 1) Resource
ics Requirements.
enable efficient
vironment, or to
ting environment.
ese requirements
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C.3.4 Optional

ndation Cloud Hosting Services

raracteristics Requirements

Section C

Optional Charac
hosting configu
requirement. Ex
(including Contt
Operating Syste:
completely desc

C.3.5 Associate

ristics define additional services that may be required t
1ons that are not widespread enough to be considered a
1ples of Optional Characteristics requirements include

: Delivery Networks and data application or telecommt
Patch Management. The Optional Characteristics dime
»ed in Section C.8, Optional Characteristics Requireme

vupport Service Requirements

specific IT systems or
esource or a Shared
yrward Staging
ications caching) and
sion is more

s.

Associated supp
analysis, prioriti
environment to t
operations and n
Support Service:

C.3.6 Technical

t services are those services which may be required to ¢
tion, preparation and migration of IT systems from the
' target operating environment, or may be required to e
intenance of systems in the target operating environme;
re more completely described in Section C.9, Associat:

wervice Definition Model Summary

able identification,
irrent operating
ure sustained
These Associated
Support Services.

The DOI objecti
described in this
of Resources, pr
Fixed Price (FP)
constraints of a ¢
Support Services
service lines thrc
definitions publi

C.3.7 Cloud Def

is to design, procure and deliver technical services bas

action; therefore a “Technical Service” is defined as Re
ided at specified Service Levels, with specified Option
>r unit of service. These Technical Services must be of
nmon set of Enterprise-Wide requirements, and may re
ndividual Task Orders issued under this contract may «
th any combination of these service dimensions and/or
ed in the DOI’s “Mission-Facing” Service Catalog.

itions and Basic Cloud Requirements

| upon the model
yurce or combination
Characteristics, for a
‘ed within the

1ire Associated

fine services and
chnical service line

The DOI acknov
variety of approe
definitions and d
(NIST) 800-145,
Infrastructure as
(SaaS). The Clo

[THE

dges that the cloud services market is still developing,
ies to defining cloud services. The DOI recognizes the
loyment models specified in National Institute of Stand
T'he NIST Definition of Cloud Computing”. Service M
Service (1aaS), Platform as a Service (PaaS), and Softw
.deployment models consist of Public, Private, Comm

EMAINDER OF THIS PAGE INTENTIONALLY LE

C-5

id that there are a
loud service

ds and Technology
Jels include

‘¢ as a Service
ity, and Hybrid.

"BLANK]
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C.4 OVERVIE

C.4.1 Organizai

ndation Cloud Hosting Services

"OF CURRENT DOI OPERATING ENVIRONME

n

Section C

The U.S. Depart
natural and cultt
scientists and re:
shared service p
as “Customer” o

Office

Bureau
Bureau
Bureau
Bureau
Bureau
Nation:
Nation:
Office «
U.S. Fi
U.S. Ge
Other I

There may be so:
should not be cor

As part of the IT
enable a unified
operations.

C.4.2 Service Lo

ent of the Interior (DOI) is a Cabinet-level agency that
1 resources. The DOI employs approximately 70,000 ¢
irce-management professionals, in the nine technical t
vider, and other supporting organizations listed below,
anizations:

the Secretary (OS)

f Indian Affairs (BIA)

f Land Management (BLM)

f Ocean Energy Management (BOEM)

f Reclamation (BOR)

f Safety and Environmental Enforcement (BSEE)
Business Center (NBC)

Park Service (NPS)

Surface Mining, Reclamation and Enforcement (OSM
and Wildlife Service (FWS)

logical Survey (USGS)

srior Offices

: organizational changes during execution of this contr
'dered definitive.

ransformation, the DOI is focused on an enterprise IT
ategy across the DOI and leverage a greater scale to dt

tions and End-points

anages America's vast
wple, including expert
eaus, the federal

rrein after referred to

t, so the list above

vices model that will
= more efficient

DOI employees ¢
U.S. Territories ¢
locations with fer

Many DOT empl¢
time from remote
stakeholders in o

: located in over 2,400 offices in all 50 States, the Dist
inning 11 time zones. Approximately 80% of DOI em
r than 25 total employees.

ees and contractors regularly telework, travel or work :

ield locations. Additionally, many DOI systems may n
>r government agencies and outside of the government

C-7

t of Columbia, and
yyees work in

“extended periods of
1 to be available to
ymain.
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C.4.3.3 Operatii

A more detailed
and Support Opt

C.4.3.4 Enterpr.

The DOl has an
application class

Oper
. Midc
Geog
. End-
. Enter
missi

A detailed descr
Requirements.

C.4.3.4.1 Categ

The DOTI’s exist
dimensions:

a. Ty
site
b. Sof
(Gt
c. Se¢
sec
“M
d. Ha
eny
e. Ap
anc
f. Ap
anc

ndation Cloud Hosting Services

Systems

Operating System % of Servers
Windows Server 163%

Unix Server 10%

Linux Server 17%

Other 10%

:scription of operating systems in use can be found in ¢
iting System Resource Requirements.

' Software Licenses

nber of enterprise software licenses that are grouped in

ng systems

ware (e.g., database managements systems)

phic Information System (GIS)

er productivity (e.g., collaboration)

ise / mission applications (e.g., enterprise resource mar
1-specific)

iion of the software in use is identified in O Establish ar

ization of Applications

1 application environment presents a diverse set across

: Enterprise applications (e.g., Finance/HR), public fac
applications, mission-specific applications;

vare Source: Commercial Off the Shelf (COTS), Gove
°S), DOI Custom, Aggregate Systems with DOI Develc
rity Categories: Applications span the full range of sex
ity categories for confidentiality, integrity and availabi
DERATE,” and “HIGH”;

lware platform: Applications cut primarily across Wit
onments, with varying levels of modernization and cus
ication environments: Application code base include

rodern programming languages and customization; anc
ication Life-Cycle: Steady State (Operations and Mair
Jevelopment, Modification and Enhancement (DME).

C-9

Section C

stion C.6.1.1, Provide

five (5) broad

gement, finance / HR,

Meet Resources

multitude of

g web

ment Off the Shelf
ed Custom Interfaces.
rity FIPS Pub-199

y impact: “LOW,”

ows, Linux, and Unix,
mization;

rying levels of legacy

nance), Mixed State,
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C.4.3.4.2 Oven

The majority of
offices within D
and a range of t

» Cit
« Cit
*+ VM
VM
« Mi
« Mi

The existing sys
enterprise the si:
technologies wit

The current DOI
laptops/desktops
However, there :
Android/Windo
deployed, the ap
(2007/2010), Ad
Internet Explore

C.5S ESTABLIS

Enterprise-Wide
the service defin
levels, optional «
requirement, all

C.5.1 Comply w

ndation Cloud Hosting Services

w of Current Virtual Application Delivery Environ:

plications reside upon corporate owned workstations.
“have deployed existing Virtual Desktop and Applicati
solutions including but not limited to those listed beloy

: XenDesktop

: XenApp

/are View

/are ThinApp

ysoft (Remote Desktop Services)
soft App-V

ns are localized within the individual bureaus and are 1
of the DOL. There are approximately 30 significant in
an approximate combined concurrent license count aro

ad user workstation environment consists primarily of
mning the Microsoft Windows XP or Windows 7 Ope:
: also a growing number of mobile devices such as the
Mobile tablet devices. While there is a wide range of
ications common across the department consist of Mici
»e, and select enterprise applications. The most commx
out others are also in use.

AND MEET ENTERPRISE-WIDE REQUIREME
equirements are baseline requirements that are commo
on, and are applicable to all service lines. Regardless o
wracteristics, or additional services selected to fulfill a «

iterprise- Wide Requirements must be met.

' Essential Cloud Service Requirements

Section C

ent

sveral bureaus and
1 Delivery systems

t scaled to support an
nces of these
d 5000.

>l and IBM

ing System.

ople iPad/iPhone and
:sktop applications
soft Office Pro

web browser is

I'S

to all dimensions of
‘esources, service
scific service

The Contractor ¢
Cloud Service C
Table 1 Essenti

l provide a Cloud Computing solution that aligns to t}
racteristics” as defined in the NIST Working Definitio
Cloud Services Characteristics below:

C-10

following “Essential
as described in
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C.5.2 Manage

undation Cloud Hosting Services

rvice Delivery and Maintain Business Relationships

Section C

d Interconnections

C.5.2.1 Provide

The Contractor
providing exten

C.5.2.1.1 Defin

Access to the W
that support hig

A. Re
prc
B. De
vet
C. Ac
acc
D. Ad

pr
C.5.2.1.2 Provis

Access to the W
provisioning res

A. Us
nee
B. Co
C.7
C. Re:
D. Enc

C.5.2.1.3 Monit

A. Gel
B. SL:.
C. Sec
D. Res
E. Cor
F. Act

‘rowser-based Management Functionality

all provide browser-based consoles, dashboards, portal
ve self-service capabilities including (but not limited to

User Roles and support User Authorization Workfl

y management functionality shall be controlled via con:
y customizable access rights including, but not limited

ricting access to each component of the console (e.g., r
sion resources or view reports)

1ing access rights for accessible components (e.g., scof
s read-write access)

inistrator roles with the ability to create, modify, delete
ts, profiles and permissions.

inistrator capability to create authorization workflows
isioning approval capabilities.

n, Configure, and De-provision (release) Resources

management functionality shall permit Provisioning, (
rces and should include, but not be limited to the folloy

initiated provisioning of resources defined in Section (
d, without requiring human interaction with service prt
guring automatic provisioning (where appropriate) as «
2 “Demand Fluctuations”

arces (limit to templates identified in individual Task C
1ser devices (e.g., mobile devices such as smartphones)

Performance and Manage Alerts and Reporting

ral health and availability;
serformance;

ity;

Irces;

guring alarms and alerts; and
> Service Summary.

or interfaces for

'S

:urable role profiles

tricting who can
of access, read-only
ind configure user

th resource

nfiguring and De-
ng:

)y “Resources™, as
ider; and

fined in Section

lers)
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C.5.2.1.4 Monit

The general requ
spending rates re
tools should pro

C.5.2.1.5 Mana;

The general requ

reporting to enat

government serv

include, but are 1

e Integrate

incident

active cc

indicatin

e On-line:

Section ¢

not limit

(MTA);

e Prioritiz

MTF bas

governm

e Reposito

support t

e Correlati

e Rejected

e Charting
and

e Integrati

C.5.2.2 Support
The Contractor s
is hosted either a
specific Task Or
C.5.2.3 Impleme

The Contractor s
(“SLAs”) and ot

The Contractor s
usage including,

ndation Cloud Hosting Services

‘Resource Usage/Utilization and Provide Cost Mete

sment under this section is to provide tools for ensurin;
ain consistent with the funding levels and task duratior
le alerts as spending approaches 85% of contracted fun

Open and Resolved Incidents and Service Requests

>ment under this section is to provide integrated tools &
transparent monitoring and reporting of government it
> impacting incidents and service requests. These man
t limited to the following:

system and subsystem status reporting and incident cor
ipact on multiple systems, services, programs and user:
munication with end-users, organizations and program
both planned and unplanned downtime;

yorting of performance against key performance indica
7 Establish and Meet Portfolio of Service Level Requir
to: Mean Time to Resolve/Fix (MTF), Mean Time to ]

queue of Incidents and Service Requests by Severity,
1 upon demonstrated performance. Including ability for
it official ability to establish/revise priorities and exped
of Reason for Outage (RFO) and Duration of Outage (
nd analysis and continual improvement efforts;

1 of Complaints to Incidents;

1d Dropped Calls;

r Incidents per Hour, Day, Week, and/or Month over s

with E-mail Alerts for incident volumes exceeding pre
OI System Interfaces

1l provide the ability to connect a vendor-hosted syster:
he DOI or at any external provider or customer, unless

IS.

* Transparent and Effective Performance Managemer

11 adhere to policies encouraging compliance with Sery
r requirements (e.g., incentives, disincentives and Qual

11 provide clear access and visibility to ongoing perfor
1t not limited to:

C-13

Section C

ng/Controls

hat task order
Additionally these
ng levels.

1 context filtered
iated, and
ement capabilities

lation to assess
and to facilitate pro-
This would include

's identified in
aents, including, but
:spond/Acknowledge

th expected MTA and
uthorized

A
bt ]

0O0) information to

ected time period;

't thresholds.

‘0 another system that
‘herwise stated in

€ Level Agreements
7 Assurance Plans).

ince and resources
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a. Provid

on serv

b. Provids

type of

¢. Provids

infrast:

d. Provids

service

e. Provid
bureau

Securit

f. Provids

middle

g. Providc

such as
time;

Additional perfo

be available for «
C.5.2.4 Impleme

The Contractor s
Contractor and t]

. Incid
. Proce
Role-
. Impa
. Proce
Servi(
Proce
emer;

o an o

e

C.5.2.5 Protect 1

The Contractor s
rights and those

C.5.2.6 Prohibit
The Contractor s

not explicitly aut
otherwise redistr

ndation Cloud Hosting Services

ole filtered self management tools to support billing,
e management functions;

isibility into usage metering using metrics and granula
srvice;

-suite of reports, dashboards, and alarms to monitor an
ture performance (e.g., incidents, service usage, capac
utomatic monitoring of resource utilization and other ¢
egraded service, etc. via service dashboard or other ele
ne ability to filter and view usage and invoicing by: Te
nd sub-bureau), program, IT System, IT System type, |
_evel, and other elements which may be identified in 1
ccess to all log files generated by the hosted applicatio
ire, operating system, and underlying virtual and physi
nline reporting metrics interface for all resource utilize
urrent utilization, historical average and peak for a use

1ance management may be required by individual Task
eriod of time defined by the Task Orders.

‘ Efficient, Effective and Formal Governance

11 specify policies and processes governing the interact
DOI, to include the following use cases:

t Management;

for monitoring and enforcing SLAs;

sed Access and Provisioning Authorities and Workflo
Plan in the event of a merger, acquisition, or divestitur:
for adding, deleting, or changing requirements, technis
levels, resource templates and optional features;

for assessing, planning, and mutual approval for achie
1g regulations or policies.

ellectual Property Rights

11 ensure the protection of DOI intellectual property (I1
any licensors.

1d Actively Prevent Adware, Spam, and Remarketing
11 not engage in nor permit its agents to push adware, s

irized by the DOI. The Contractor and/or their agents s
ate information gained from its access to the DOI.

C-14

Section C

aitoring, and reporting
'y appropriate to the

track operational and
, SLA adherence);
:nts such as failure of
ronic means;

nical Service Line,
System Life-Cycle,
ividual Task Orders;
associated

| infrastructure;

on including metrics
lefined window of

irders. Reports shall

n between the

>
| service lines,

ng compliance with

and data ownership

‘Information

tware, or marketing
11 not resell nor
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undation Cloud Hosting Services Section C
C.5.3 Establisl 'nd Maintain Security and Privacy
C.5.3.1 Comply vith FedRAMP and DOI Information Security and Pi ‘acy Requirements

The Contractor
section and as 1

a. Sect
b. Sect

Tecl
c. Sect
d. Sect

The referenced
and other consti

The hosting env
level of security
Management A«
This includes a

continuous mon
before Authorit)
no later than 12t
become compliz
requirements wi
compliance thro
comply with the
Security (DHS)

C.5.3.2 Provide

The Contractor ¢
Access Manager
devices using th

Range of authen

Act
Lig
Sec
Sec
Kei
RA
HS.

rme e T

1all comply with the security and privacy requirements
ntified in the following Section J attachments:

nJ, Attachment 1 - DOI Security Control Standards;

n J, Attachment 2 - Foundation Cloud Hosting Service
ology Security and Privacy Requirements for U.S. Def
nJ, Attachment 3 - DOI Privacy Loss Mitigation Strat
nJ, Attachment 4 - Additional IT Security Information

achments identify laws, rules, regulations, standards, t
nts that the Contract shall adhere to or work under.

nment provisioned by the service provider must demc
y meeting the requirements of the Federal Information
(FISMA) for moderate-impact systems, and related ag
rmal agency security authorization review covering sec
ring, and identification of risks. The agency must con:s
o Operate (ATO) will be granted. The service provider
:alendar days from the date of award. Moreover, the s
with Federal Risk and Authorization Management Prc
in 120 calendar days of the date it becomes available, ¢
thout the period of performance. The continuous monit
IST Special Publication 800-137 framework and Depa
lidance.

ser Authentication and Secure Connections

1l ensure seamless integration with the DOI Identity, £
nt (IdAAM) solution enabling hosted systems to authe
s credentials without requiring additional solution cred

ation and secure connection solutions includes, but is1

e Directory;

weight Directory Access Protocol (LDAP);
e Socket Layer (SSL);

e Shell (SSH);

:ros;

<: and

>-12/Token

ymmarized in this

nformation
tment of the Interior;
y (PLMS); and

hnology limitations

strate an appropriate
zcurity and
cy-specific policies.
ity controls,

ler and accept the risks
wist qualify for ATO
vice provider must
ram {(FedRAMP)

1 must maintain

ing provided must
ment of Homeland

thorization and
icate users as well as
itials.

t limited to:
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C.5.3.3 Compl.

In addition to ¢
the Contractor :
security control
assessment rest
and articulation
(AO) Authority
Authorization o
December 8, 20
granted by the I
security authori
Contractor servi
independently b

C.5.3.4 Comple

Controls within
a third party on
and implement ¢

C.5.3.4.1 Imple

The Contractor ¢
Control requiren
(which includes

C.5.3.4.2 Impler

The Contractor s
Awareness and ]
(which includes :

C.5.3.4.3 Impler

The Contractor s
and Accountabili
includes the requ

C.5.3.4.4 Implen

The Contractor sl
Assessment and .
Questionnaire (w
Enhancements

undation Cloud Hosting Services

vith Security Assurance Requirements

1plying with the general security and privacy requirem
ill develop a Security Assessment Plan and initially as:
using an agreed upon independent third-party assessor
; in a Security Assessment Report. The report shall inc
f known remaining risks in order to support the DOI A
-operate (ATO). In accordance with the OMB memor.
nformation Systems in Cloud Computing Environmen
, the DOI AQ anticipates leveraging and accepting prc
IRAMP Joint Authorization Board (JAB), to the extent
Jons and an accompanying authority to operate (ATO)
s. DOI does not necessarily anticipate leveraging auth
sther individual agencies, but may opt to do so at its di

Third Party Assessment of Security Controls and Mit
: following security control families (as defined by NI
half of the Contractor. Additionally, Contractors will b
lan to mitigate any weaknesses related to these control
ent and Maintain Access Controls

1l demonstrate and maintain full compliance with eack
its listed in the Bidder’s Security Questionnaire, Sectic
> required FedRAMP baseline controls and DOI Mand
nt and Maintain Awareness and Training Controls

1l demonstrate and maintain full compliance with each
ining requirements listed in the attached Bidder’s Sect
s required FedRAMP baseline controls and DOI Mand:
nt and Maintain Audit and Accountability Controls

[l demonstrate and maintain full compliance with each
requirements listed in the attached Bidder’s Security
:d FedRAMP baseline controls and DOI Mandatory Er
it and Maintain Security Assessment and Authorizati
1 demonstrate and maintain full compliance with each

thorization requirements listed in the attached Bidder”:
:h includes the required FedRAMP baseline controls a

Section C

ts referenced above,
s all applicable

nd provide security
de a characterization
1orizing Official’s
dum entitled, Security
issued on

sional authorizations
vailable, in granting
r DOI use of the
izations granted
retion.

1te Weaknesses

) must be assessed by
-equired to develop

f the specific Access
J, Attachment 5
ry Enhancements).

“the specific
ry Questionnaire
ry Enhancements).

“the specific Audit
>stionnaire (which
ncements).

' Controls
the specific Security

ecurity
DOI Mandatory
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C.5.3.4.5 Imple

The Contractor
Configuration M
(which includes

C.5.3.4.6 Imple.

The Contractor ¢
Contingency Ple
(which includes

C.5.3.4.7 Implei

The Contractor s
Identification an
Questionnaire (v
Enhancements.

C.5.3.4.8 Imple

The Contractor s
Response require
the required Fed]

C.5.3.4.9 Implen
The Contractor sl
Maintenance reqt
the required Fedt
C.5.3.4.10 Imple
The Contractor sl
Protection requirt
the required FedF
C.5.3.4.11 Implei
The Contractor st

and Environment:
includes the requi

ndation Cloud Hosting Services

:nt and Maintain Configuration Management Contre
ill demonstrate and maintain full compliance with eacl
1agement requirements listed in the attached Bidder’s
e required FedRAMP baseline controls and DOI Manc
nt and Maintain Contingency Planning Controls

Il demonstrate and maintain full compliance with eact
ing requirements listed in the attached Bidder’s Secur.
> required FedRAMP baseline controls and DOI Mand
nt and Maintain Identification and Authentication C
1l demonstrate and maintain full compliance with each
\uthentication requirements listed in the attached Bidd
ch includes the required FedRAMP baseline controls ¢
nt and Maintain Incident Response Controls

1 demonstrate and maintain full compliance with each
ents listed in the attached Bidder’s Security Questionn
MP baseline controls and DOI Mandatory Enhanceme
it and Maintain Maintenance Controls

I demonstrate and maintain full compliance with each
sments listed in the attached Bidder’s Security Questic
MP baseline controls and DOI Mandatory Enhanceme
nt and Maintain Media Protection Controls

| demonstrate and maintain full compliance with each
ents listed in the attached Bidder’s Security Questionn
MP baseline controls and DOI Mandatory Enhanceme
nt and Maintain Physical and Environmental Protec
| demonstrate and maintain full compliance with each

-equirements listed in the attached Bidder’s Security Q
1 FedRAMP baseline controls and DOI Mandatory En

C-17

Section C

»f the specific
curity Questionnaire
ory Enhancements).

f the specific
Questionnaire
ory Enhancements).

itrols

f the specific
’s Security
1 DOI Mandatory

f the specific Incident
-e (which includes
S.

“the specific
aaire (which includes

S).

‘the specific Media
re (which includes

3).
wm Controls
the specific Physical

:stionnaire (which
ncements).
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C.5.3.4.12 Imp
The Contractor
Planning requir
required FedRA
C.5.3.4.13 Impi
The Contractor

Personnel Secu
includes the req

C.5.3.4.14 Impl
The Contractor
Assessment req
the required Fec

C.5.3.4.15 Impl

The Contractor :

adation Cloud Hosting Services

nent and Maintain Planning Controls

all demonstrate and maintain full compliance with eac
1ents listed in the attached Bidder’s Security Questionr
[P baseline controls and DOI Mandatory Enhancement
nent and Maintain Personnel Security Controls

all demonstrate and maintain full compliance with eacl
y requirements listed in the attached Bidder’s Security

red FedRAMP baseline controls and DOI Mandatory E
nent and Maintain Risk Assessment Controls

all demonstrate and maintain full compliance with eacl
ements listed in the attached Bidder’s Security Questic
AMP baseline controls and DOI Mandatory Enhancem

tent and Maintain System and Services Acquisition C

all demonstrate and maintain full compliance with eact

and Services Ac.,Jisition requirements listed in the attached Bidder’s Sec

(which includes
C.5.3.4.16 Impl

The Contractor :
and Communice
Questionnaire (1
Enhancements).

C.5.3.4.17 Impl
The Contractor :

and Information
(which includes

C.5.4 Ensure P

e required FedRAMP baseline controls and DOI Mand
tent and Maintain System and Communications Prot
1ll demonstrate and maintain full compliance with eact
n Protection requirements listed in the attached Bidde:
ich includes the required FedRAMP baseline controls
tent and Maintain System and Information Integrity |
1ll demonstrate and maintain full compliance with eact
itegrity requirements listed in the attached Bidder’s Sex

quired FedRAMP baseline controls and DOI Mandator

‘ability of IT Systems and Facilitate Migration betwee

Section C

»f the specific
re (which includes the

f the specific
iestionnaire (which
1ancements).

f the specific Risk
aaire (which includes
its).

itrols

f the specific System
-ity Questionnaire
ory Enhancements).
tion Controls

f the specific System
» Security

d DOI Mandatory
wntrols

f the specific System
rity Questionnaire

Enhancements).

Service Providers

The Contractor !
systems to anott

1ll ensure portability of IT Systems and facilitate migre
hosting solution (e.g., with another Contractor or with

»n of data and
the DOI).
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Regardless of 1
configure, patc
managed infra:

The DOI requi
operating syste
Additionally, t]
remain availab
longer be supp:

The Contractor
not limited to:

a. Wind

b. Linux

¢. Solari

d. AIX

" The Contractor
Systems.

C.6.1.2 Provide

Provide access
defined in term
equivalent to a

[THI

undation Cloud Hosting Services

services provided by a vendor, the Department retains

and support custom operating system images on top of
icture.

a process for providing access and support for current
s and versions as they become available and/or the Def
DOI may establish range of versions for each operatin;
'0 support the base of hosted IT systems, including ver:
ed by the manufacturer.

all support current installed base of Operating System:

's Server: 2003 & 2008

‘entos 5.7, Red Hat 5, Red Hat 6, Ubuntu, SUSE Enter
0 for SPARC

all also support timely upgrade to current versions of t
nd Support Compute-Host Resources
and support for, compute host instances in a variety o}

f compute power, RAM. The DOI has defined a “core’
shz processor, unless otherwise specified in individual

‘EMAINDER OF THIS PAGE INTENTIONALLY L1

C-20

Section C

1€ option to install,
endor or Department-

:quirements and new
tment’s needs evolve.
system which must
yns which may no

which includes, but is

ise 10, Scientific

above Operating

erformance levels
s the compute power
sk orders.

T BLANK]
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In all options a
The current ins
Compute-Host

undation Cloud Hosting Services

:quivalent solution of equal or better specifications wil

Section C

atisfy the requirement.

led base includes, but is not limited to those identified  Table 2 Minimum

figurations below:

Table 2 Minimum Compute-Host Configurations

Minimum Configurations

andard Cores (#) RAM (GB)
| Extra Small 1 2
| Small 2 4
Medium 4 8
Large 8 16
Extra Large 16 16
I zh Memory
Ixtra Small 1 4
small 2 8
Viedium 4 16
.arge 8 32
xtra Large 16 64
I :h Compute
Aedium 4 2
arge 8 4
xtra lLarge 16 8
H h Compute Cluster
arge 32 32
xtra Large 64 64
C tom
rask Order
vefined) TBD TBD

C.6.1.3 Provide a 1Support Storage Resources

The Contractor st 1 provide the ability to provision storage services in a\ ety of performance
classes, tiers, and, - pools. Performance classes shall be distinguished by t : throughput
supported by eact lass. The latency of storage accesses for all classes sha be in line with

industry standard:
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C.6.1.3.4 Suppor

For each Class p
identified in Tab

1dation Cloud Hosting Services

storage Resource Classes

posed by the Offeror, a solution of equal or better spec:
4 Proposed Storage Class below will satisfy the requ

Section C

cations than
'ment.

Table 4 Propose Storage Class
Storage Uptime/
Class woughput Availability | Example
A ~ Gbps 100% | high-speed SAN
B . Gbps 100% | low-speed SAN
Remote On-line
o ) Mbps 99.90% | Storage
D cess within 24 hrs offline | Tape Library
Independent Tas Jrders may specify selected storage class and availabil

may also specify
hosting the relate

C.6.1.3.5 Suppo

The Contractor s
shall include a w
an open source /

C.6.1.3.6 Suppo

The DOI require
provided backup

The Contractor s
software solutio:

The Contractor s
described in Sec

The Contractor s
a. Ability
b. Ability
Ability
Ability
A scrip

o a0

at Class C and Class D storage be stored in a facility o*"

mission system.
Data Migration Across Storage Classes

[l provide support for migrating data across different c
-based interface for manually migrating data across dit
_interface for accessing the same functionality.

Alternative Backup Solutions

1e ability to design and manage backup solutions, and/
lutions.

Il provide backup at both onsite and offsite locations, ¢
‘0 manage the backup processes.

1l ensure that all Archive and Backup services meet all
n C.5.3, Establish and Maintain Security and Privacy.

11 ensure the Web-management functionality includes:
configure backup schedule;

restore files and images from backup;

configure a retention period and automatic deletions ¢
r government to specify the level of redundancy requii
g interface for the above.

C-23

' requirements and
er than the one

sses. This support

rent tiers as well as

‘to utilize offeror-

1 may provide

f the requirements

>ld files;
I; and
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C.6.1.3.7 Suppo

When transferrir
courier or other 1
being moved to ¢
provide flexibilit

C.6.1.4 Provide
C.6.1.4.1 Compl!

The DOI require
a. The bai
method

Contrac

b. Each sy
needs a

C.6.1.4.2 Compl

The Contractor s
Betwee
Betwee
Betwee
Betwee
Betwee
connect

pReTE

C.6.2 Provide Ay

1dation Cloud Hosting Services

Secure Transfer of Physical Media

physical media between locations, the Contractor shall
thod of maintaining a secure chain of custody over tap
1 from a defined, secured off-site storage location. The
in courier pick-up and delivery time.

ansport Resources and Support Interconnections
with General Transport Requirements

ccess to transport resources that meet the following re«
width consumed by each system shall be calculated usi
vith samples taken at a minimum of every five (5) mim
r shall specify proposed range of sample rates within t]
>m shall have access to sufficient bandwidth to meet it
stablished in individual Task Orders.

vith Interconnection Configurations and Requirements

11 support access to network connectivity in the follow:
ompute host instances;

vendor datacenters;

1 vendor datacenter and the Department intranet;
vendor datacenters and the internet; and

vendor datacenters and DOI customers, including LAN
ity and dedicated circuits (e.g., T-1, DS-3, etc.).

"egatéd Resources and Enabling Services

Section C

rovide a certified
and other media
ontractor shall

irements:

;2 95™ percentile

s or less. The

; range.

nonthly data transfer

3 configurations:

>-LAN VPN

Aggregated Resc
System, Comput
Programming).

Enabling Service
services. Additic
the Contractor or
streamline orderi
advanced Servict
components for ¢
anticipated contr

ce Services are combinations, or packages, of basic res
Jost, Storage, Telecommunications/Networking, Midd

lescribe reusable processes and activities that support 1
1l Aggregated Resource Services and Enabling Service
y the DOI within individual Task Orders to facilitate c«
. or provisioning, or simplify definition and pricing for
Aggregated Resource Services and Enabling Services
ining Technical Services and Technical Service Lines
L

C-24

1rces, (Operating
ware, Scripting, and

ttiple technical
nay be defined by
imunication,

gher order or

e high order
livered under the
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C.6.2.1.3 Provi

Specific Certific
the following in
Current Range o
Infi
. MS
MS
. My
Or:
Or:
Or:
. Pos
Pos
SQ
. Syt

RN S e A0 T

The Contractor s
software.

The Contractor s
C.6.2.1.4 Provid

Specific Certific
the following inf
Current range of
. Ap:
. Tor
Jerc
. IBM
OR
JR1
Gla
. IBM
1S
Jett

e EE e e T

Contractor shall
Resources.

Contractor shall
Orders.

ndation Cloud Hosting Services Section C

Database Hosting Resources

lon Requirements will be identified in the individual T: < Orders. However,
‘mation should be considered a sampling of the current 1vironment. Support
Database software, which includes, but is not limited tc

nix

QL Express

QL Server (2005, 2008, 2010, 2012)

JL

e 10g

ellg

e 8a

iIS

reSQL

te

e 1Q

|1 also support timely upgrade to current versions of th  above database

il support additional database software as specified inc idual Task Orders.
Web Hosting Resources

on Requirements will be identified in the individual Te : Orders. However,
mation should be considered a sampling of the current vironment. Support
’eb Server software, which includes, but is not limited

1€

~at

imo

WebSphere

CLE Application Server

l

Fish

HTTP Server

‘Eclipse Foundation)

50 support timely upgrade to current versions of the ab« ¢ Web Hosting

pport additional Web Hosting Resources as specified i1 ndividual Task

C-27
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C.6.2.1.5 Provi

The Contractor :
of technical serv
controls, bound:

C.6.2.1.6 Provic

Specific Certific
the following in;
the current range
. Col
. Gle
Hit
. JB(
Ma
Me
Ore
. Silx
Sur
Tw

TR e Re TR

o
FF

Contractor shall
Contractor shall

C.6.2.2 Provide .
C.6.2.2.] Suppo

The Contractor s
into or out of the
environment. Th
(e.g., universities
images to all of t

The Contractor s
a. Loa
b. Tras
c. Tra
d. Tra;

ndation Cloud Hosting Services

Development and Test Environment

all provide support for non-production environments w
e lines. These non-production environments are charac
es and levels of access, which may be specified in the i

Application Hosting

lon Requirements will be identified in the individual T:
'mation should be considered a sampling of the current
f Application Server software, which includes, but is n
Fusion

Fish

nate

SApp Server and Suite

b

aWiki

e Application Server and BPM Middleware

light

30 support timely upgrade to current versions of the abs
pport additional Applications as specified in individual

tabling Services
Bulk Data Transfer and Provide Competitive Voluw

1l provide volume pricing, for periodically transferring
ontractor-hosted environment, and between sites withi:
> transfers may originate or terminate at both DOI and
The volume of data transferred could range from the s
DOI data stored in the Contractor environment.

11 support the following modes for Bulk Data Transfer:
ng data from physical media (e.g., disk arrays, tapes, C
ferring data in/out over the Internet

ferring data in/out to the DOI intranet

ferring data in/out via dedicated circuits (including virt

C-28

Section C

1a range of instances
rized by different
lividual Task Orders.

k Orders. However,
avironment. Support
limited to:

e Applications.
‘ask Orders.

e Discounts
rrge amounts of data
he Contractor

n-DOI facilities
: of virtual machine

Ds)

1 private networks).
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C.6.2.2.2 Provid

The DOI require:
Contractor or the
include configuri

C.6.2.2.3 Provid

The DOI require:
that is the Contrza

C.6.2.2.4 Provid

The Contractor n
notified in advan
example time for
identification).

The Contractor s
change, as mutus
owner prior to m
the business syst:

All proposed mo
ensure compatibi
Contractor shall-
to production sy
if it is unable to 1

The Contractor s
limit all but critic

C.6.2.2.5 Provid
For all Disaster 1
A. Sy
B. Pro

VA
II.

idation Cloud Hosting Services

Operating System Services

everal operating system services. All services can be p
)01, but the DOI retains the right to perform any servic
1 Operating Systems and troubleshooting Operating Sy

Licensing and Installation Services

he licensing and installation of all necessary operating
or responsibility under service or service line bundles.

Patching and Version Control Services

st commit to a defined patching schedule and process (
and given sufficient time to test compatibility with all
nplementation could range from a few days to a few w

11 comply with negotiated change control processes anc
y agreed upon after award. The Contractor shall coord:
ing changes to the hardware configuration that may als
1.

fications shall be documented, tested, planned and com
y with the business system and to include fall back pro
svide the DOI at least one (1) week to test patches befc
ms. The DOI may postpone the patch indefinitely for
ke deployed IT systems compatible with the new versi

11 cooperate with the DOI to establish recurring mainte
-security patches to distribution within these windows.

Disaster Recovery Services

covery the Contractor shall provide the following servi
ort to design, implement, and manage the Disaster Rec:
de a web-based capability for configuring Disaster Rec
stablish a set of mission critical data and snapshots.

'ovide all services required in order to execute failover
id bring mission critical systems and data online.

C-29

Section C

formed by either the
tself, These services
:m Problems.

stems and software

2., the DOI shall be
lated software —
ks after

wthorities for
ite with the system
require changes to

unicated to client to
:dures. The

: they are rolled out
iected environments
1S.

ince windows and

st
ery solution
'ery options.

the event of disaster
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C.6.2.2.6 Suppc

The DOI operatc
which support V
and managemen
options for satis:

A. Co
cor
sup
ide

B. Co
ide
anc
anc

C. Di
infi
mic

Regardless of th
own support for

C.6.2.2.7 Provid
following inforn
current range of
Ac
. AV
Cry
. Fid
Gr¢
Hy
IB!
. Jas
ME
NA
. Sm
. Sp!
m. Wi

RS I e B0 T

Contractor shall
and reporting so
specified in indi

ndation Cloud Hosting Services Section C
One or More Solutions for Middleware Licensing : d Support
an expansive set of middleware platforms across its va us systems,

b Hosting, GIS, Database and Applications. The DOI r
ervices for all middleware platforms identified herein.
ng these requirements:

uires licensing
iere are several

ractor Provided Licensing and Management for Currei
actor shall provide the licensing and/or management se
yrting current portfolio of DOI platforms and additional
fied in individual Task Orders; and/or

“actor Proposed Migration to Recommended Standard.
fy migration strategies and costs for transitioning to an
rovides the licensing and/or management services for t
r

Provides Licensing and Management. The Contractor
tructure, as described in the IaaS layer, and DOI shall 1
leware.

Portfolio. The
ices for directly
latforms as may be

Che Contractor shall
lternative platform,
alternative platform;

aall provide only

mage and license

services provided, the DOI retains the option to install,
iddleware instances on top of Contractor or DOI-mana

anage, and provide its
d infrastructure.

Hosting for DOI Legacy Metering and Reporting Softw
:ion should be considered a sampling of the current eny
etering and Reporting software, which includes, but is
ite

tats

al Reports

er

ndworks

rion SQR

Applications Service Center

r Server

COM

10S

terStats

1k

lows Log Parser

‘e. However, the
onment. Support the
it limited to:

so support timely upgrade to current versions of the ab ‘e legacy metering
vare. Contractor shall support additional metering and porting software as
dual Task Orders.
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C.6.2.2.8 Provid

Specific Certific
the following inf
the current range

ET QS B TR

Atl;
Adc
Art
Citr
City
Citr
Cor

. Cor

Do«
Exl
Ent
Hyc

m.IBA

EC® oD 9P

. Mic

Net

. Net

Ora
Pro

Pur
Sha

. Sof
V.

Q.

w. We

X.

XN

Contractor shall
Contractor shall

C.6.2.2.9 Provic

The DOI require

a.

TR e n T

NE

. AS

Fle
ISA
Jav
Jav
Jsc
No
4G
Per

1dation Cloud Hosting Services : Section C

Hosting for Other Middleware

on Requirements will be identified in the individual Te : Orders. However,
mation should be considered a sampling of the current 1vironment. Support
f Other Middleware, which includes, but is not limited
sian JIRA
2 Pro
Text
XenApp
XenDesktop
XenServer
non Spot
nVault
mentum
.3 Plut-ins
itrak
1
“ileNet
isoft Dynamix CRM 2011
ackup
rker
: ADF
ics
Jisk
Point
are AG/Entirex DCOM (Communicator, XML Mediat , Adapters)
Forms
Center Content
Data Powers

30 support timely upgrade to current versions of the ab« e Middleware.
pport additional Middleware as specified in individual sk Orders.

Hosting for Scripting and Programming Environm: ts

1ccess to the following scripting languages on all web ¢ 1 application servers.
aet

Action Script

I

Script

it
Js

C-31
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Contractor sh

programming
environments
C.6.2.2.10 Pr
A.
The DOI desi:
e The at
approg
e The at
lower
e Aneni
goverr

B.

Table 7 Virtue
DOI user requ

Table 7 Virtu

[ The ability to

‘ comEutationa
The ability to

non-nrofit).
The ility to

The ability to
information v
FI, or wired ¢

The ability to
same device f

" I'ne ability fo

ndation Cloud Hosting Services Section C

n

pt

on Rails

. Scripting

30 support timely upgrade to current versions of the a e scripting and
'onments. Contractor shall support additional scriptit and programming
ecified in individual Task Orders.

: or Support Virtual Application and Virtual Desk p Resources
rt Virtual Application/Desktop Capabilities-

meet the following Application/Desktop Virtualizati | Goals:

for our users to leverage any device, anywhere, at an' ime, with the
level of information assurance.

to equip users quickly with necessary tools, improve  stomer service, and

se-class virtual desktop/application solution that may :ale to service all
employees within the scope of the task order award.

ort General Virtual Application/Desktop Capabilities

slication and Desktop User Needs below, identifies a
>nts for virtual applications and desktops.

presentative list of

plication and Desktop User Needs

User Needs

from home and on “Personally Owned Equipment” (POE),
ensive tasks.

en when using

in other DOI facilities and Federal, State and Local Partner public, private and

large amounts of data with external partners at their locations.

t information while in field locations with no connectivity ar upload the
t having to come into the office (via from home or other loca ns with cellular, WI-
tion to the Internet).

t and analyze data while in the field or on travel, accomplist ffice work, and use the
sible non-business purposes due to weight or space restrictic

)te access to U1 intormation using mobile devices witnout smart card readers

The ability fo
range of appli
task orders.

The ability to

orized government users to specify custom desktop images v * ich include a wide
is, and deploy these images within timelines which may be ic 1tified in the individual

ict self-service password reset from outside the network.

C-32
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C.S

Virtual Applicat
and other requir

C.7 ESTABLIS

Service Level re
the infrastructur
”Days” refer to «
service level me

C.7.1 Optimize .

ndation Cloud Hosting Services

port Additional Virtual Application/Virtual Desktop R

n and Virtual Desktop solutions should satisfy user req
1ients identified in the individual task orders.

AND MEET PORTFOLIO OF SERVICE LEVEL
irements define the performance and other operating p
nust operate to meet IT System and End User requirem
endar days unless an alternative definition is explicitly

¢ in individual task orders.

'd-to-End Performance

Section C

uirements

rements, use cases

(EQUIREMENTS

ameters within which
its. For this section
yrovided for a specific

C.7.1.1 Manage

Latency shall be
users and ensure
DOI to configur
compliance with
parties during th
joint responsibil
be assigned. Ad
Virtual Applicat
will be identifiec

C.7.1.2 Adapt to

The Contractor ¢
demand with mi:
and average derr
planning. Indivic
adapting to dem:

C.7.1.3 Streamli

The Contractor s
readily provisior
incremental tiers
objective to strez
upon appropriate
Memory or Stor:
be selectable wit
resource scaling
scaling. Minimu
Task Orders.

atency between Hosted Applications and End Users

anaged, by the Contractor, so as to optimize IT Systerr
inctionality of the hosted application. The Contractor s
nd maintain system infrastructure elements to ensure e
[ system and end-user service level commitments. The
:valuation and resolution of end-to-end latency issues s
, and only upon identification of the latency issue(s) sh
ionally, the Contractor shall provide or cooperate with
1 Hosting to improve user experience. Specific latency
1individual task orders.

'emand Fluctuations to Meet and Maintain Service L

11 ensure that system infrastructure is able to accommo
nal impact on system performance. Anticipated season
d rates will be provided in individual task orders to fac
1l Task Orders may identify selected methods and mini
1 fluctuations.

r and/or Automate Resource Scaling

11 provide several tiers of service for the scale of basic
le at all times. The Contractor shall provide capability
ir each resource or service package. Alternative metho
line incremental provisioning for common, cost effecti
ombinations to scale based upon application Input-Out
> sensitivity will also be considered. The DOI approvec
1 the provisioning portal, and authorized users shall be
quence most appropriate to their application when con:
timelines for implementing scaling options may be ide

C-33

esponsiveness to end
11 cooperate with the
|-to-end latency is in
ssumption of both

ul be that there is

] final responsibility
1e DOI to deploy
quirements, if any,

els

ite fluctuations in
ity, minimum, peak
itate resource

um times for

sources that must be
“template

for meeting the

: configurations based
t (I/0), Processor,
iers/templates shall
ble to establish the
uring automatic

fied in individual
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n Cloud Hosting Services

'd Licensing Support Service Level Requiremen

Section C

- System Services Service Level Requirements

for Operating Systems may be identified in the 1

and Installation Services Service Level Require

for Licensing and Installation may be identified 1

ind Version Control Services Service Level Req.

ersion Control Service Levels may be identified ;

Availability Requirements

ndividual Task

ents.

the individual Task

rements.

the individual task

rantee several tiers of uptime of all Contractor cc
inutes a month that the Contractor controlled res
;. Planned downtime, as defined in Table 17 Scl
zan-Time-To- Restore Service Levels, is counted
8 Uptime and Availability Service Bands beloy
>vels required for uptime and proposes options fc
\all meet the minimum performance requirement,
- service bands.

trolled resources in
irces shall be fully
duled Downtime

s the system being
\dentifies the

up to four (4) service
ut may propose one

ilability Service Bands
Minimum (>=) |Maximum (<) Maximum Planned Downtime
99.99% 100%| <4 min/mor
99.90% 99.99%|<43 min/mc h
99% 99.90%|<7.2 hours/ nth
95% 99%|<36 hours/r th
‘mance: osuliiii i ] <36 hours/menth

overv Serpvicec Soryirs [ evels

ster Recovery plan that meets all requirements ot

ned herein, and

2 (RTO) and Recovery Point Objective (RPO) sp ified below and in

.. Additional, Specific Disaster Recovery Servic
al task orders.

C-34
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C.7.5 Meet Baci

ndation Cloud Hosting Services Section C

p Service Levels

The following s¢
C.7.5.1 Comply

The Contractor ¢
authorized techn
and yearly backt
Time to Restore
requirements ma

An example bac]

Table

Ba:
—_
Fre

Da
- |We
Mc
Yei

C.7.5.2 Meet Me

The average time
will influence tir
restore requests (
may be identifie

(ee]

a

wn

el

Ba
Ba
Ba

Ba

C.7.5.3 Comply

The retention pe:
deletion. The DC

1ce level requirements apply to Backup Services.
th Backup Frequency Requirements
1l provide a means of configuring backup and archivin frequency on an

1l user defined schedule. The schedule shall support da™* 7, weekly, monthly,
;. The DOI authorized technical user shall be able to se :t a different Mean

d Retention Periods for each backup. Specific Backup -equency
oe identified in the individual Task Orders.
p schedule could be:
[ Recommended Backup Service Levels and Retentioi Periods
up Service Levels
iency Retention Period |[Mean-Time to store
2 weeks 15 minutes
dy 1 month 4 hours
hly 1 year 24 hours
y 48 Hours 72 hours

t Time to Restore Requirements.

squired to complete a restore request. Given that the si:
required to restore it, these service levels are calculate
jth big and small) over a month. Specific Mean-Time
n the individual Task Orders.

of a restore request
as the average of all
Restore requirements

Table 12 Mean Time to Restore Requirements
ap Service Levels

ce Band Mean-Time to Restore
1 15 minutes

2 4 hours

2 24 horire

4 72 hours

th Data Retention Policies

ed before automatic
1vidual Task Orders.

d is the duration that each backup snapshot will be rete
requires the ability to set a custom time period within i

C-36
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C.7.6 Documen

ndation Cloud Hosting Services

nd Meet Provisioning Service Level Requirements

Section C

The Contractor !
respond to chan
use within the sj

For example, in
spikes in deman
predictable chan
service.

After a request k
triggers), resourt
times.

C.7.6.1 Meet Co

The Contractor ¢
Compute Host R
Bands below ide
service bands. T
propose one (1)
possess appropri

all provide several tiers of service for the speed in whic
s in demand. In all cases resources shall be brought onl
:ified time as defined within the individual task orders.

der to retain flexibility to scale up resources quickly to
some systems may subscribe to a top tier. Other systen
s in demand may be able to plan further ahead and sub

- been made (either manually or automatically in respor
; (e.g., storage, virtual machines) shall be available for

pute Host and Operations System Provisioning Servic

|l provide a means to provision the Compute Host mar
ources both manually and automatically. The Table 13
ifies the minimum performance level and proposes opt
Contractor shall meet the minimum performance requ:
four (4) alternative service bands. Time measurement :
> provisioning authorization credentials.

a hosted system can
e and available for

:spond to sudden
- though, with more
ribe to lower tiers of

> to configurable
i¢ within the specified

Level Requirements

ally, and/or scale
“ompute Host Service

1s for up to four (4)

ment, but may

sumes that the user

Table 13 Compi  Host Service Bands
Service Bar Minimum (>=) |l aximum (<)
Band 1 0O min 15 min
Band 2 15 min = ours
Band 3 2 hours ¢ wours
Band 4 8 hours : hours
Minimum £/ ceptable Performance: l- hours

C.7.6.2 Meet Stc

The Contractor s
Storage Resourc
performance leve
meet the minimu
service bands. T
authorization cre
Service Bands fc

1ge Provisioning Service Level Requirements

1l provide a means to provision the Storage both manu
both manually and automatically. The table below idet
and proposes options for up to four (4) service bands. 1
performance requirement, but may propose one (1) to
1e measurement assumes that the user possess appropri
ntials. Table 14 Storage Provisioning Service Bands id
Provisioning Storage.

C-37

y, and/or scale
ies the minimum
: Contractor shall
ar (4) alternative
> provisioning
tifies proposed
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]

wn

e

Tou

a

o]
o

Ba

Bai
Mi

ndation Cloud Hosting Services Section C
Table 14 Storage Provisioning Service Bands

ce Band Minimum (>=) |Ma mum (<)

1 0 min 15/ n

2 15 min 2h rs

3 2 hours 8h rs

4 8 hours 241 urs

num Acceptable Performance: |dbiliiiE 04| urs

C.7.7 Meet Miduseware Management Service Level Requirements

The Contractor s
Application Ser

C.7.7.1 Meet Mi

The Contractor s
notified in advan
example time co
indefinitely if it «
around how quic
for use.

The Contractor s
production syste:

The Contractor s
communicated tc
back procedures.

The Contractor s
configuration the

Required Sched
a. Weekly
b. Monthl
¢. Quarter
d. Yearly

C.7.7.2 Meet Ad

The Contractor s
identified in the -

11 provide several tiers of management support for Dat
s. These services shall include the following requireme

lleware Patching and Version Control Requirements

Il commit to a defined patching schedule and process (
» and given sufficient time to test compatibility with all
1 range from a few days to a few weeks, and could pos

uld not be made compatible). This section also defines
y the Contractor shall make new versions of any suppo

11 provide the DOI test patches at least 1 week before t
5.

11 ensure all proposed modifications are documented, t
onsumer to ensure compatibility with the business syst
11 coordinate with the system owner prior to making ct

nay also require changes to the business system.

les:

tional Middleware Service Level Requirements

1l meet additional middleware service level requiremes
lividual Task Orders.
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iase, Web Server, and
s

g., the DOI must be
"lated software —
one the patch

1y requirements
software available

'y are rolled out to

ted, planned and
n and to include fall

1ges to the hardware

. which may be
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C.7.8 Meet Sec

indation Cloud Hosting Services

e File Transfer Service Levels

Section C

Specific service
identified in the
requirements fo

C.7.9 Meet Viri

:vel requirements for the Secure File Transfer technica
idividual task orders. Section J, Attachment 12 identifi
his technical service.

il Desktop and Applications Service Levels

ervice line will be
the initial

Specific service
identified in the

C.7.10 Meet Cu

vel requirements for Virtual Desktop and Applications
dividual Task Orders.

mmer and Program Support Service Levels

ervices will be

The DOI require
include both tro
Management, O

For each tier of :

a. Availa
Levels

b. Time
(Acknc

c¢. Time
d. Planne
Downt:
The DOI require
a. Severit
b. Severit
c. Severit
d. Severit

In addition, with
than 1-hour of ur
description of ro

C.7.10.1 Meet St

During
who is
Center .
individi
e. MeetM
f. Planned
Downti:

several tiers of support for any support services provid
le ticket support, as well as service management (e.g.,
rating System Service Management, and Middleware ¢

yport, the DOI requires pre-defined service levels for tl
ity (defined in section C.7.11.1 Meet Service Center A

espond (defined in section C.7.11.2 Meet Service Lev
ledge) to Requests Service Levels)

‘esolve (defined in section C.7.11.3 Meet mean-time-t«
lowntime (defined in Table 19 in Section ¢.7.11.4 Min
e in Maintenance Windows)

he following definition of support and service request :
: Emergency (Health and Safety)

': Mission Priority (Bureau Director)

i: Program Priority

- Routine

thirty (30) calendar days of any major outage occurren
heduled downtime, the Contractor shall describe the o
cause and fix.

ice Center Availability Service Levels

urs of availability the customer expects to reach a supj
e to take down a request for service or log a trouble tic

ailability Service Levels will be selected from the avai
task orders.

n-Time-To-Resolve Service Levels)

owntime (defined in Table 19 in section C.7.11.4 Mini
: and Maintenance Windows )
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. Support services
frastructure Service
-vice Management).

following metrics:
ilability Service

Time To Respond

‘esolve service levels)
ize Planned

verity:

resulting in greater
age including

rt or service person
it. Specific Service
ble tiers in the

ize Planned
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The DOI requi
e. Sevel
f. Seves
g. Sever
h. Sever

In addition, wi!
than 1-hour of
description of 1

C.7.10.2 Meet,

During hours o
able to take doy
Availability Se

The DOI requir

C.7.10.2.1 8x5

C.7.10.2.2 8x5
o ¢
e |
o i

C.7.10.2.3 8x5 (
e ¢
o )
o i

p

C.7.10.2.4 24x7
e 2
e 7

C.7.10.2.5 Cust
o T

andation Cloud Hosting Services

the following definition of support and service requesi
1: Emergency (Health and Safety)

2: Mission Priority (Bureau Director)

3: Program Priority

4: Routine

 thirty (30) calendar days of any major outage occurre
cheduled downtime, the Contractor shall describe the «
-cause and fix.

vice Center Availability Service Levels

railability the customer expects to reach a support or se
a request for service or log a trouble ticket. Specific Se
:e Levels will be selected from the available tiers in the

he following tiers of availability:

gle Time zone

1to Spm

aday through Friday

single time zone which may be identified in the indivi

NUS

. to Spm

1day through Friday

ich of the 4 CONUS Time zones (Eastern, Central, Mc

NUS + Alaska
to Spm
iday through Friday

ich of the 4 CONUS Time zones (Eastern, Central, Mo
Alaska

15/366
ours a day
ys a week

Work Hours, Custom Work Week, Selected Time |
e defined in individual Task Orders.

C-40

Section C

everity:

e resulting in greater
tage including

ice person who is
ice Center
ndividual task orders.

il task orders

1tain, and Pacific)

itain, and Pacific)

me(s)
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C.7.10.2.6 Defir
o T

C.7.10.3 Meet S

After contacting
center within the

Table 15 Servic
required by the [
Support Service

ndation Cloud Hosting Services

1 Season or Emergency/Incident Support
be defined in individual Task Orders.

vice Level Time To Respond (Acknowledge) to Reque

ipport, the DOI requires an acknowledgement of the re
secified time to respond.

Levels for Acknowledging Requests below identifies
)I. Severity/Priority levels in Section C.7.10, Meet Cu

svels.

Table 15 Service Levels for Acknowledging Request:

Section C

; Service Levels

lest and 1nitial service

e tiers of service
ymer and Program

Severity/Priority
1 2 3 4

Service Band Minimum {>=}{Maximum (<) Minimum {>=) IMaximum {<}|Minimum {>=) |Max 1m {<)|Minimum {>=) {Maximum {<)

Band 1 0 min 15 min 0 min 30 min 0 min 45 o 0 min 60 min

Band 2 15 min 2 hr 30 min 4 hr 45 min 6 hr 60 min 8hr

Band 3 2 hr 8 hr 4 hr 16 hr 6 hr 24 h 8 hr 36 hr

Band 4 8 hr 24 hr 16 hr 48 hr 24 hr 72 hi 36 hr 96 hr
C.7.10.4 Meet M in-Time-To-Resolve Service Levels
The DOI require 1 commitment on the mean time to resolve all service a ' support issues. Time

is calculated fror
calculated montt

nitial response until satisfactory resolution or escalatio

Averages are

Table 16 Servic.  _evels for Mean-Time-To Resolve (Fix) below identi: s the DOI required
service bands, Se¢ :rity/Priority levels in Section C.7.10, Meet Customer nd Program
Support Service .evels.

Table 16 Service evels for Mean-Time-To Resolve

Severity/Priority _
1 2 3 4

Service Band Minimum (>=){Maximum {<) |Minimum {>=) ]Maximum {<}|Minimum (>=) [Maxim  (<}|Minimum (>=)|Maximum {<)
Band 1 0 min 15 min 0 min 30 min 0 min 45 min 0 min 60 min
Band 2 15 min 2 hr 30 min 4 hr 45 min 6 hr 60 min 8 hr

Band 3 2 hr 8 hr 4 hre 16 hr 6 hr 24 hr 8 hr 36 hr
Band 4 8 hr 24 hr 16 hr 48 hr 24 hr 72 hr 36 hr 96 hr
C.7.10.5 Minimi  Planned Downtime and Maintenance Windows

The Contractor s
maximums. Plan
agreed upon witl
Downtime are 1d

1l provide support services that accommodate several r
«d downtime must occur at times specified in the indivi
ach application system owner. Proposed Service Band:
tified in Table 17 Scheduled Downtime Service Bands

C-41
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Same n
Lower
Lower
An opti

SR S

The DOI shall h:
console.

Specific requirer
Orders.

C.8.3 Support R

adation Cloud Hosting Services

ldleware and operating system Resource requirements
ympute Host, Storage, and Bandwidth Resource require
rvice Level requirements

1 of Persistent or Non-persistent storage

> the ability to create and destroy non-production envir

nts Non-Production Environments may be identified ir

uirement to Manage Underlying Physical Resources

Section C

ents

iments via web

1e individual Task

The Contractor s
resources. For ex
process and prev

Specific requirer
the individual Te

C.8.4 Provide C

11 provide the functionality to manage the infrastructur
nple, for licensing reasons, some systems need to attac
t it from being reassigned.

nts for Management of Underlying Physical Resources
- Orders.

tent Delivery Network (CDN)

underlying physical
a particular VM to a

1ay be identified in

The Contractor s
provide fast acce

Specific requirer

C.8.5 Support G

Al provide the ability to cache static content at location
to local users. This functionality is also known as For

nts for CDN may be identified in the individual Task (

¥ ompli ]
ernment C liance Requirements

iround the US to
rd Staging.

lers.

The Contractor s
are subject to be;
are not limited tc

a. Ability
b. Adhere
¢. Adhere
Outer (
d. Adhere
e. Adhere
impose
f. Adhere
Contro

Government Col

Il comply with government security and regulatory rec
nd those that the entire DOI is subject to. These regula

» provide forensics on the roaming profiles of virtual de
;e to International Traffic in Arms Regulations (ITAR)
:e to Electronic Code of Federal Regulations (e-CFR) Z
ntinental Shelf (OCS) Lands Act

;e to any restrictions placed on proprietary data stored |
;e to any litigation hold requirements currently in place
in the future

e to security controls defined in Section J, Attachment
itandards

Jliance requirements may be identified in the individua

C-43

rements that systems
ns may include, but

‘top users
quirements

) regulations and

the Department
r that may be

. DOI Security

"ask Orders.
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C.8.6 Support A,

dation Cloud Hosting Services

ka/Hawaii Regional Connectivity

Section C

The Contractor s
when connectivit
configurable on ¢
identified in the i

C.8.7 Address Is.

[l ensure users in Alaska and Hawaii can access core sy
.0 CONUS has been lost. Definition of “core systems &
er application basis. Specific requirements for Region
ividual Task Orders.

es Related to Poor Connectivity

ems and data even
1 data” must be
Connectivity may be

Please describe y
unstable internet
Poor Connectivit

C.8.8 Support or

1 approach for dealing with users in remote locations v
nnectivity (e.g., satellite, poor wireless coverage). Spe
nay be identified in the individual Task Orders.

rovide Hardware Clustering

h poor, limited, or
fic requirements for

The Contractor s.
with a user confi,
Hardware Cluste

C.8.9 Provide L

1 provide capability to configure physical resources in
rable number of physical servers in the cluster. Specifi
g may be identified in the individual Task Orders.

I Balancing

hardware cluster
requirements for

The Contractor s
Specific requiren

C.8.10 Support ¢

1 provide the ability to distribute demand over multipl
1ts for Load Balancing may be identified in the individ

Provide Interfaces to Non-Department Systems

'ystem instances.
I Task Orders.

The Contractor s
(“System A”) to
example hosting

a. Anothe
b. A unive
c. A priva

The connection,
exchange with S
gateway configu

The connection ¢
Included, but not

a. Active
b. OpenlL
¢. Any otl

and Pri

Il provide the ability to connect a Contractor hosted sy
other system (“System B”) that is hosted outside the D
>ations include, but are not limited to:

overnment agency

ity
sector enterprise

to and including the Contractor boundary, shall be cor
em B. This shall include, but is not limited to, any nec:
ions and maintenance.

11 support authentication schemes required by either Sy
mited to:

rectory

*authentication schemes referred to in C.5.3 Establish
°y

C-44

'm or data store
[ boundaries —

gured to support data
sary DMZ, firewall,

em A or System B.

d Maintain Security
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The connection ¢

a. Encryp
Validat

Specific requiret
individual Task

C.8.11 Support

ndation Cloud Hosting Services

all adhere to all DOI security requirements including, t

n of all sensitive data in transit (motion) and at-rest (st
| FIPS 140-2 compliant and validated cryptographic mq

nts for Interfaces to Non-Departmental Systems may b
ders.

Provide Static IP Addressing

Section C

.not limited to:

age) using only NIST
ules and algorithms.

identified in the

The Contractor ¢
requirements for

C.8.12 Provisior

I provide a static IP for a specified compute host insta
tatic IP Addressing may be identified in the individual

Yedicated Resources

:e. Specific
1sk Orders.

The Contractor ¢
resources. Dedic
system is the sol
identified in the

C.9 ASSOCIA1

Associated supp:
analysis, prioriti
environment to t
operations and n

Associated Supr
Services.
Table 18 Associ
C9.1 Plam
Plan
C9.2 Engi]
C93 Migr
Pilo
C95 Inter
C9.6  Testi
C9.7  Trair
C.9.8 Secu

Specific requires
Orders.

U1 provide the option to provision dedicated as well as

zd resources are defined as physical resources for whic
enant. Specific requirements for Provisioning Dedicate
Jividual Task Orders.

D SUPPORT SERVICES

- services are those services which may be required to ¢
tion, preparation and migration of IT systems from the
target operating environment, or may be required to e
ntenance of systems in the target operating environme:
t Services are more completely described in Table 18 ¢

2d Support Services
Ig Services--- includes cloud readiness evaluation for

ering Services

on Services---includes Management of Cloud Transitic
Tansition

ation Management Services

>e Design and Integration Services

- section 508 compliance

g Services

y Services

:nts for Associated Support Services may be identified

C-45

ared units of the
the provisioning
Resources may be

able 1dentification,
irrent operating
ure sustained
Categories for
sociated Support

SP & Pilot Transition

the individual Task
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SECTION 1
D.1 GENE
Any and all «
a cost-effecti
expensive pa
Unless other
electronic m:

means will b
Officer.

[THE
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- PACKAGING AND MARKING

AL

liverables submitted under this contract shall be prepar
: manner equivalent to standard commercial quality. E
r and bindings are neither necessary nor desired.

se directed by the Contracting Officer, all reports shall

(e-mail) or First Class mail. The cost of delivery by n
lenied unless approval is obtained in advance from the

EMAINDER OF THIS PAGE INTENTIONALLY LE

Section D

and packaged in
borate art work,

e delivered by
re expensive
ontracting

I BLANK]



Contract No. D13

SECTIONE -1

E.1 52.252-2 - (

This contract inc

00020 — Foundation Cloud Hosting Services Section E

SPECTION AND ACCEPTANCE
AUSES INCORPORATED BY REFERENCE (FE] 1998)

porates one or more clauses by reference, with the sar  force and effect as if

they were given  full text. Upon request, the Contracting Officer will m ¢ their full text
available. Also, - : full text of a clause may be accessed electronically at  is/these address(es):
http://farsite.hill .mil/vffar]l.htm or https://www.acquisition.gov/far/, an DIAR Clauses:
www.doi.gov/pa /aindex.html
Clause T e D..:
52.203-3 G tuities Ay~ 1984
52.203-12 L itation on Payments to Influence Certain Oc 2010

F eral Transactions
52.204-4 P 1ted or Copied Double-Sided on Recycled Paper M 2011
52.204-9 P sonal Identity Verification of Contractor Personnel Ja: 2011
52.223-6 D g-Free Workplace M 2001
52.227-1 A horization and Consent D¢ 2007
52.232-18 A iilability of Funds Al 1984
52.242-13 B kruptcy Ju 1995
52.242-15 S >-Work Order A 1989

E.2 INSPECTI!

Inspection of the
Officer's Repres:
place of inspecti
deliverables set i
COR designated
E2.1 Gen

General quality 1
the contractor ur

e Accur
adhere

e Clarit
under:

e Consi
contra

e FileE

N AND ACCEPTANCE

upplies/Services provided hereunder shall be made by
tative (COR) or any Inspectors designated by the Cont:
for reports required under this contract shall be at the :
th in Section F. Final acceptance of Supplies/Services
. the contract or as specified in individual orders.

¢ Contracting

iting Officer. The
dresses for

1all be made by the

al Acceptance Criteria

:asures, as set forth below, will be applied to each work iroduct received from

or this statement of work.

y - Work Products shall be accurate in presentation, tec
>e to accepted elements of style.

ncal content, and

Work Products shall be clear and concise. Any/All die
nd and be relevant to the supporting narrative.

-ams shall be easy to
'ncy to Requirements - All work products must satisfy - : requirements of this
ting - All text and diagrammatic files shall be editable 1

the Government.

E-1
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e Formr
medi
Hard

¢ Time
herel
Gove

E.3 QUALITY

The COR or de:
documentation 1
Absence of any
complying with
documentation 1
Contractor shall
review, or as an
Any approval gi
guarantee the fir

'C00020 — Foundation Cloud Hosting Services

- Work Products shall be submitted in hard copy (whe
nutually agreed upon prior to submission, unless other
py formats shall follow any specified Directives or M

1ess - Work Products shall be submitted on or before tt

»r submitted in accordance with a later scheduled date
ment.

SSURANCE

nated inspector will review, for completeness, prelimi
it the Contractor submits, and may return it to the Cont
mments by the COR will not relieve the Contractor of
e requirements of this work statement. Final approval
[uired herein shall be by letter of approval and accepta
>t construe any letter of acknowledgment of receipt m:e
‘knowledgment that the material is in conformance wit
n during preparation of the documentation, or approva
acceptance of the completed documentation.

E-2

Section E

applicable) and in
ise specified herein.
uals.

due date specified
termined by the

ry or draft

ctor for correction.

1e responsibility for
1d acceptance of

e by COR. The

rial as a waiver of
this work statement.
‘or shipment shall not
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SECTION F -

F.1 FAR 52
This contract in
they were given
available. Also,

http:// www.ace

200020 — Foundation Cloud Hosting Services

ELIVERABLES OR PERFORMANCE
32-2 CLAUSES INCORPORATED BY REFEREN

rporates one or more clauses by reference, with the sa
full text. Upon request, the Contracting Officer will n

e full text of a clause may be accessed electronically a
sition.gov/comp/far/loadmainre.html

CLAUSE 1
52.247-34 F
F.2 TERM OF

(a) The
1, 2013 through

(b) This
the contract whi
be exercised in @
Contract (MAR
options unless ot

OO0

F.3 PLACE OF

Services may be
requirements spe
majority of the v
individual task o

F.4 MEETING!

In fulfillment of
deliverables shal
otherwise agreed

Unless otherwise
the day the draft
contractor, appro

LE DATE

,b. Destination NOV 1991

HE CONTRACT

rm of this contract will be three years from date of aw:
oril 30, 2016. This is the base period of performance f

ntract includes four (4) option periods, as shown belo
may be unilaterally exercised by the Government. Ea
ordance with Section I. See FAR 52.217-9, Option to
00). All terms and conditions applicable to the base p
rwise agreed upon.

ion Period One (1) — May 1, 2016 through April 30, 2(
ton Period Two (2) — May 1, 2018 through April 30, 2
lon Period Three (3) — May 1, 2020 through April 30,

ion Period Four (4) — May 1, 2022 through April 30, 2

ERFORMANCE

ovided off-site, on-site, or a combination of, dependin
fied in individual task orders. However, the Governm
k will be performed at the Contractor facilities unless
2r8.

REPORTS AND OTHER DELIVERABLES

s contract, the Contractor shall be required to provide

e submitted to the Contracting Officer’s Representativ
on.

ecified, the Government will have a maximum of ten

liverable is received to review the document, provide «
or disapprove the deliverable(s). The contractor will

F-1

Section F

E (FEB 1998)

: force and effect as if
ke their full text
his/these address(es):

1, anticipated for May
“this contract.

, for the renewal of
~option period shall
xtend the Term of the
iod shall apply to the

on program
t anticipates the
herwise stated in

liverables. All
(COR), unless

0) working days from
mments back to the
50 have a maximum
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of ten (10) work
submit the final
workdays unless

F.4.1 Orientat

Within two (2) d
briefing/initial st
and location of t]
nor does it expec
Rather, the inten
Government and
reviewing comm

200020 — Foundation Cloud Hosting Services

1 days from the day comments are received to incorpor
liverable to the Government. All days identified below
herwise specified.

1 Briefing

s from date of award, the contractor shall schedule an
:egy session. Both parties will mutually agree upon the
briefing. The Government does not desire an elaborat
he contractor to expend significant resources in prepar.
f the briefing is to initiate the communication process |
e contractor by introducing key participants and explai
ication ground rules, and assuring a common understa

Section F

¢ all changes and
re intended to be

entation

pecific date, time,
yrientation briefing
on for this briefing.
tween the

ng their roles,

ing of requirements

and objectives, g Is, constraints, policies, expected benefits, other releva  background
information, and scussing near-term deliverables.
F.4.2 Deliveral :Table
Unless otherwise greed upon, all deliverables shall be submitted to the C R identified in
Section G of this Hntract, with a copy of the transmittal letter to the Cont cting Officer.
Reference Milestone/Deliverable Responsibility Date
F.8 Sub ntracting Plan Reports Contractor Se .8
C52 Que rly Contract and Service Line Contractorand | Qu terly
Ser.. ¢ Management Conference Call Government
C.5.2.1.1 Rol  3ased Report Contractor TBD at Orientation Briefing
C5.2.13 Mor -~ "zrformance and Manage Alerts | Contractor TE™ at Orientation Briefing
&R 1g Plan
C5214 Usa ‘ost Monitoring Reports Contractor TE at Orientation Briefing
C.52.15 Inci [anagement Report Contractor TE at Orientation Briefing
C524 Imp n Contractor TE at Orientation Briefing
C.5.23 Que isurance Plan Contractor TE at Orientation Briefing
C53 Que Security and Privacy Trends Contractorand | Qu terly
and al Improvement Meeting Government
C.5.33 Sec ssessment Plan and Report Contractor TE at Orientation Briefing
C.534 Mit Plan Contractor TE.- - at Orientation Briefing
C.6 Anr chnology and Architecture Contractor and | Ar 1al
Rev Government
C.7 Que Service Level Review Contractor and Qu terly
Government
C.74 Dis: ecovery Pian Contractor TE at Orientation Briefing
F.4.1 Ori 1 Briefing Scheduie Contractor TE
F.6.1 Tra -Out Plan Contractor no ter than ninety (90)
ca dar days prior to the
ex -ation of the contract
pe d, unless another date is
mu ally agreed upon

F-2
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F.5 OTHERI]

F.5.1 Produc
The contractor ¢
“Productive Dir
performing worl

~00020 - Foundation Cloud Hosting Services

RFORMANCE REQUIREMENTS
‘e Direct Labor Hours
~only charge the Government for “Productive Direct L

. Labor Hours” are defined as those hours expended by
mder this effort. This does not include sick leave, vace

contractor holid., 5, jury duty, military leave, or any other kind of admini

acts of God (i.e.
unexpected gove

F.5.2 LegalH

The following G
Years Day, Mar
only), President’
Veteran’s Day, "
Statute, Executi
leave such as act
any other unexp:
observed on the

F.6 TRANSIT

F.6.1. Transi
shall transition a
government. Th
this effort servic
than ninety (90)
agreed upon. Tt
execution of a st
the COR. The o
the COR beginn
otherwise notifie
k.7 NOTIC
(a) Int
requirements, or
or any date, or w
delaying or thre:
immediately not
writing, giving f
and that this pro
schedule or date

urricanes, snow storms, tornadoes, etc.), Presidential fi
iment closures.

idays

rernment holidays are normally observed by Governme
Luther King’s Birthday, Presidential Inauguration Da;
Day, Memorial Day, Independence Day, Labor Day, C
anksgiving Day, Christmas Day, and any other day des
Order, and/or Presidential Proclamation. Or any othe;
of God (i.e., hurricanes, snow storms, tornadoes, etc.),

led government closures. When a holiday falls on Satu
jacent Friday or Monday, respectively.

N PLANS

m Out -- At the end of the period of performance, the :
lvities to the incoming contractor with minimal disrupt
sontractor shall maintain sufficient qualified staff to m«
. The contractor shall submit a written phase-out plan -
lendar days prior to the expiration of the contract peric
plan shall detail phase-out activities to assure continuit
oth and timely transition. Phase-out activities shall be
going contractor shall submit a weekly status report of
1 the 7th calendar day following the award of a success
by the COR to discontinue.

TO THE GOVERNMENT OF DELAYS

: event the Contractor encounters difficulty in meeting
hen it anticipates difficulty in complying with the cont
:never the Contractor has knowledge that any actual or
ns to delay the timely performance of this contract, the
7 the Contracting Officer and the Contracting Officer’s
tinent details, provided that this data shall be informati
sion shall not be construed as a waiver by the Governm
- of any rights or remedies provided by law or under th:

F-3

a

Section F

or Hours”.

‘ontractor personnel in
on, Government or
rative leave such as
erals or any other

. personnel: New
metropolitan DC area
umbus Day,

nated by Federal

ind of administrative
esidential funerals or
\ay or Sunday, it is

sumbent contractor

1 of services to the

t all requirements of
the COR no later
unless otherwise

of operations and the
yordinated through
1ase-out activities to
* contract until

rformance

ct delivery schedule
dtential situation is
‘ontractor shall
epresentative, in

ial only in character
it of any delivery
contract.
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(by Ift
delay will be att
to the delay, the

(c) Ift
and/or price ma;y
Contractor.

F.8 SUBCC
(a) The
and/or a summai
Department of t}
disadvantaged b
businesses, or w
accordance with
accessible at ww

(b) Individual C
following the clc
approved, annua
data (formerly S
Paper copies of 1

>00020 - Foundation Cloud Hosting Services

Contractor fails to respond in a timely manner to any j
uted to the Contractor. Although the period of perforn
ice may be subject to a downward adjustment.

Government delays performance of this contract, the |
e revised upon mutual agreement between the Governi

TRACTING PLAN REPORTS

ntractor shall submit a report for subcontracting under
"eport on subcontracts in all contracts between the Cor
[nterior which contain subcontract goals for awards to
ness concerns, HUB zone business, service-disabled v
1an-owned business. Reports will be prepared and sub
e instructions at the electronic Subcontract Reporting ¢
esrs.gov.

tract Report data (formerly Standard Form 294) is due
of the reporting period, unless the contract incorporat
ompany-wide or division-wide commercial product pl:
idard Form 295) is due 30 days after the close of the G
se reports are no longer required.

Section F

rtion of this contract,
nce may change due

10d of performance
:nt and the

is particular contract
actor and the

nall business, small
cran owned small
itted electronically in
stem (eSRS)

n the 25th day

the contractor's

. Summary Report
rernment's fiscal year.
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SECTION (
G.1 AUTHC

Notwithstan
performance
coordination
identifies the
G.1.1 Au
ofi
G.1.1.1 Co
this

Na:
Dej
381
Her
Phc
Em

Nar
Dej
381
Phc
Em

A Contractin
Regulation, i
requirements
this contract,
the Contractc
Officer, the ¢
adjustment w
result thereof

G.1.1.2 Con

Nai
Dej
PO
Lak
Phc
Em
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- CONTRACT ADMINISTRATION DATA

ITIES

1g the Contractor’s responsibility for total management
“this contract, administration of the contract will requis
stween the Government and the Contractor. The follov
idividuals responsibie for this coordination.

ority — Contracting Officer (CO)/Administrator, Cc
er’s Representative (COR) and Contractor’s Projec

racting Officer (CO) and/or Contract Specialist (CS
ontract is:

: Terrie L. Callahan, Contracting Officer
tment of the Interior, NBC, AQD

lden Street, 4™ Floor

lon, VA 20170

://Fax: 703-964-3596

+ Terrie_Callahan@nbc.gov

: Rob Stoltz, Contract Specialist
tment of the Interior, NBC, AQD
lden Street, 4" Floor

/Fax: 703-964-3624

. Rob Stoltz@nbc.gov

Officer, in accordance with Subpart 1.6 of the Federal .
he only person authorized to make or approve any chas
f this contract, and notwithstanding any clauses contair
ie said authority remains solely with a Contracting Offi
makes any changes at the direction of any person other
mnge will be considered to have been made without aut]
| be made in the contract price to cover any increase in

icting Officer’s Representative (COR)

: Peggy FinneFrock

tment of the Interior, Office of the Chief Information (
0x 25487

vood, CO 80225-0487

31 303-236-5090

. Peggy-lee Finnefrock@ios.doi.gov

Section G

uring the
maximum
1g information

tracting
Manager

- The CO/CS for

:quisition

es in any of the

1 elsewhere in

r. In the event
1an a Contracting
rity and no

st incurred as a

ficer (OCIO)
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All contractt
Officer. The
financially o
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questions and concerns will be directed to the Govern
jovernment Contracting Officer is the only individual

Section G

ent Contracting
th the authority to

igate the sovernment and to make changes to original t

ms and conditions

of this task ¢

The contract
Or concerns -

The Contrac
enter into an
of law and re
act in the ste
order. The (
communicat
in performar
employee wl
Contractor.

and no other

A contract is
of the parties
matter betwe
must therefo
problems as
judgment to
report the m:

COR sugges
task order m
compensatio
The COR m
that are outsi
can and mus
administratic

1. An appc

a. Inspe
with
make
conct

b. Fora
Cont
https

£r.

is responsible for notifying the contracting officer of a
echnical, scope or financial, concerning this task order

(g Officer (CO) is the exclusive agent of the Governme
idminister contracts. The CO must therefore ensure th:
ilation are followed. As the CO's representative, the C
of the CO to monitor the technical effort being perfor
'R must become very familiar with the requirements of
vith the Contractor to ensure the Contractor is making :
» of this task order. Other than the CO, the COR is the
may direct the flow of matters between the Governme:
iditionally, the COR is limited to directing the flow of
atters.

legally enforceable agreement that sets forth the rights
1ereto. If the Contractor deviates from the terms of thi
1 the Government (represented by the CO) and the Con
keep the CO fully informed so that effective solutions
on as they develop. The COR will be required to exerc
termine what matters deserve the attention of the CO.
er to the CO.

ms to the Contractor about what must be done to fulfill
lead to unauthorized commitments by the Governmen'
or to a release of the Contractor from its obligations un
- therefore refrain from communicating with the Contre
: the flow of technical matters. If in doubt, ask the CO
nake technical decisions, the COR may not take any co
actions unless they are clearly authorized by a COR af

ted COR is authorized and required to:

and monitor the Contractor's performance to assure tex

is task order. Immediately notify the CO of non-compl]
ue progress, or a dispute. The COR should refer all dic
1ing disputed matters to the CO.

contracts for the National Business Center (NBC), inpt
stor employees into NBC’s Electronic Staffing (eCStaf
ecstaff.nbc.gov. Ensure that the data is accurate and is

main

ned as necessary throughout the life of this task order.

' potential issues

with authority to
all requirements
R is authorized to
:d under this task
is task order and
tisfactory progress
1ly Government
and the

chnical matters,

1d responsibilities
ask order, itis a
ictor. The COR
n be applied to

e his/her best
"hen in doubt,

ie terms of this
or additional

r this task order.
or about matters
While the COR
ractual

yintment,

nical compliance
nce, failure to
1ssions

data on all
1g) database
ydated and
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c. Inspe
Cont

d. Veri
Whe
COa
notif
fails

e. Fort
elect;
pape!
recor
invoi
and/c
Subn
who

f. Foro
days
whet]
date 1
the ir

2. When &3
for:

a. Knov
Immx

b. Knov
judgr

¢c. Prote

d. Mon
the fi

(1) A
(2) A

e. Impl
provi
the C
that ¢
notif
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and verify satisfactory delivery of all services and pro
stor's reports.

efficient and satisfactory performance of work for pay:
sontracts contain a warranty or maintenance clause, im
[ the Contractor of any deficiencies. After you have cc
ttion, monitor the Contractor's response. Notify the C(
comply with the requirements in a timely fashion.

Herndon offices, within five business days of receivin
1ic notification through IPP (www.ipp.gov) enter on th
woice, or in the appropriate space in [PP for an electrc
1iended action whether to Approve, Reject or Partially .
. The COR must make invoice action recommendation
Credit Vouchers/Memos before IPP can forward them
paper invoices to invoices@agd.nbc.gov — or the desij
‘warded the invoice for signature; you must sign and d

ces other than Herndon, the COR must take action wit
receiving a paper invoice. The COR must record the 1
r to Approve, Reject or Partially Approve the invoice, .
»invoice. Follow the invoicing instructions set forth hi
sice after COR approval or rejection.

‘cising COR duties under this appointment, the CO

1g and understanding the terms and conditions of this t
ately discuss any unclear areas with the CO;

1g the scope and limitations of the COR authority and 1
nt, skill, and reasonable care in exercising it;

ng privileged and sensitive procurement information;

ring the work site periodically to verify progress and i1
ings concerning:

1al performance vs. scheduled performance.
lon needed to restore this effort to schedule;

enting the Government Furnished Property/Materials (
»ns, when applicable. COR responsibilities for GFP/V.
with any proposed changes, additions, or deletions to
ivery is made on time; and inspecting each unit upon i
1g the CO of any deficiencies;

Section G

icts, including the

:nt purposes.
zdiately notify the
pleted the

f the Contractor

an invoice or an
first page of a

¢ invoice, the
yprove the

»n Debit Invoices
r CO approval.
ated individual

2 the invoice.

n five business
:ommended action

d must sign and
:in for forwarding

is responsible

k order.

ing good

yrming the CO of

FP/M) contract
aclude: providing
‘P/M; ensuring
return and
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f. Mon
resul
more
deliv
Gove

g. Doct
main
COR
conte
(1) ¢
2) 1
3) ¢
4 I
(5) F
6) 1

h. Prov
to the

i. Assu
clear:
appli
requi

j- Revi
' reque
this t

k. Main
accot
Septe
Offic
traini
Twer
COR
shou]
COR
mang
earn -
years

. Imm
a S

m. Mon:
labor
for tt
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ring the results of all required tests within the stated tit
must be promptly forwarded to the CO. When equipm
\an one site, ensuring the CO is informed in writing (e.,
vy and acceptance. Ensuring that equipment is not insta
ment personnel when the responsibility lies with the C

enting actions taken and decisions that have made as tt
n adequate records to describe sufficiently the perform
ring the life of this task order. As a minimum, the CC
copies of the following:

R appointment memorandum

k Order award and any modifications

correspondence

sords of COR inspections

sords of conversations with the contractor

oices and vouchers;

ng the CO with a copy of any correspondence (includir
.ontractor;

g that the Contractor has access to the facility as well ¢
ses for personnel to have access to classified or sensitiy

sle, as soon as it is determined that access to such mate
i

ing and recommending to the CO approval/disapprova
; for public release of information regarding work bein
 order;

ning current COR certification throughout the appoints
nce with Office of Management and Budget memoran
ber 6, 2011, Subject: The Federal Acquisition Certifice
Technical Representatives, CORs must have a minimv
“and must maintain their skills currency through contir
-two of the required 40 hours of training hours must cc
ympetencies. The remaining 18 hours of the required 4
include agency-specific courses, electives, and/or those
supervisor, in consultation with the Contracting Office
ng a particular contract. To maintain a FAC-COR, CC
continuous learning points (CLPs) of skills currency ti

ately notifying the CO of an impending COR change i
h transition and early training of the new COR; and

ring the performance and dollars expended on time-anc
our type line items or contracts to ensure that they app
>fforts performed; this includes the type of labor and n

G-4

Section G

' limitations. The

it is delivered to
e-mail) of

:d or repaired by

itractor;

COR, and
ice of the duties as
file should

e-mail) you send

appropriate
material, when
al will be

f Contractor's
performed under

:nt. In

m dated

on for Contracting
of 40 hours of

bus learning.

xr the essential

hours of training

lentified by the

as necessary, for
s are required to

ning every two

srder to facilitate

naterial and
r to be reasonable
1ber of labor
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hours
and q

The COR sh
comply with
minimum, th
Contractor tc
Contractor’s
ensure that th

This task ord
penalties if it
not made wit
or services, v

To avoid pay
COR prompt
for payment.
order. Notif
include prop

The COR mu
Government
investigation
security offic
granting acce
Contractor e1

Circular A-1

The COR m:

obligate the ¢

therefore ess
must NOT:

a. Modi

any r

b. Awa

deliv

c. Oblig

terms

d. Make

Clau

e. Termr

the C

provi

f. Char

g. Auth

h. Auth
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ravel (including locations, duration, and number of tra-
intities of material.

only authorize or approve contractually funded travel
:deral Travel Regulations or Joint Travel Regulation, a
COR must review invoices and any status reports provi
erify that the hours and costs incurred are reasonable i1
fort and deliverables provided. The COR must also re:
labor rates charged are the same as those set forth in th

is covered by the Prompt Payment Act which subjects
oices are not paid in a timely fashion. Penalties are ass
n 30 days after receipt of a proper invoice or final acce
ichever is later.

g late payment penalties from your program funds, it is
accept/reject delivered goods or services and immedia
'ayment, inspection, and acceptance procedures are set
he CO immediately if goods or services are rejected. E
justification for rejected or partially paid invoices.

ensure that Contractor employees and consultants witl

formation technology systems complete the required b:
yrms. The COR must ensure these forms are submitted
“or personnel security specialist for screening and proc
; to Government IT applications and systems the COR
sloyees and consultants meet the mandatory training re
'and 5 CFR Part 930.

face personal pecuniary liability if you commit unauth
yvernment to pay for work that is outside the scope of t
tial for the COR to understand that under the COR app

the stated terms and conditions of this task order or th
nner. All such changes must be made in writing by the
execute, or agree to any contract, contract modificatio
y order, notice of intent, or any similar agreement;

e the Government, in any way, to make any payment o
nd conditions of this task order;

.final decision on any contractual matter that is subject
at FAR 52.233-1;
ate the Contractor's right to proceed, or impose or plac
itractor to perform any task or permit any substitution 1
:d for in this task order;
» the period of performance;
ize purchases not provided for under this task order;
ize the use of overtime;
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or authorize the furnishing of Government property, e:
1s task order;

1¢ activities of any employee of the Contractor, except
1 for under this task order;

ze subcontracting or the use of consultants not already
order;

:viations from or waive any of the terms or conditions

1y change that affects price, quality, quantity, delivery,
ns of this task order.

10t delegate any of the duties or responsibilities assign
1d should ensure that an Alternate COR is appointed to
Ir absence.

t as COR will end on the earliest of the following even
der completion.

der termination.

present duty position.

’s termination of this appointment.

ng COR duties under a COR appointment, the COR sh
itionship with the Contractor and consistently strive to
Government. The COR should be particularly attentiv
: False Claims Amendments Act of 1986 and the Prog
if 1986, which involve the submission of false claims ¢
.. Similarly, the COR shall avoid any act that may tenc
arent integrity of yourself or the Government, or whicl
ht to perform.

2d to the COR or any other Government official by an
be reported to the CO. In the capacity as the COR, the
promptly notifying the CO of any suspected violations
1.203-3.

or intends to obtain any direct or indirect financial inte
to promote and protect the interests of the United State
nployment with the Contractor), the COR shall immed
jor and the CO of the conflict. The COR shall also avc
flict to maintain public confidence in the Government'
1e private sector.

nformation on COR duties and responsibilities please 1
titute’s online COR Training Modules at www.fai.gov.
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G.1.1.3 Supervision of Contractor’s Employees

The Contractor shall be responsible for managing and overseeing the
Contractor pr-sonnel, as well as subcontractor efforts used in performr
The Contract..'s management responsibilities shall include all activit;
ensure the ac - ymplishment of timely and effective support, performe:
the requirem ts contained herein. Resumes submitted for employees

perform und this contract shall contain documented experience dire
the functions ) be performed. Further, these prior work experiences
of sufficient riety and duration that the employee is able to effectivi
perform the - 1ctions assigned.

If the Contra or finds clarification necessary with respect to the scop
performed 01 1e manner in which the services are to be performed he

request in w1  ng such clarification from the Contracting Officer.
Contractor personnel shall not at any time during the contract period 1
U.S. Government.

The contract s employees and subcontractors must make clear, in de
public, feder employees, or other contractors that they are not feder:
minimize po ible confusion, contractors and subcontractors are not f
clothing or owser items (apart from official identity credential) bearin
seal of the U . Department of the Interior while performing work un
G.1.1.3.1 C \tractor’s Representative

The Contrac*-~ shall provide a Project Manager to facilitate Governm
communicat 1s. The Project Manager shall be the primary technical
interface bet :en the Contractor and Contracting Officer (CO) and tk
Officer’s Ter*nical Representative (COR) located at the DOI Facility
The name of 1is person, and an alternate or alternates, who shall act -
when the M: ager is absent, be designated in writing to the CO. The
alternate wil ave full authority to act for the contractor on all contra
to daily oper ions. The Contractor's designated Project manager for

Name:
Address:
Phone:
Fax:
Email:-

TBD at Orientation Briefing

The Contractor's designated Project manager for this contract shall he
make any nc ost contract technical, hiring and dismissal decision, o1
arrangement -egarding this contract.

The Project
of the requir

aager shall have full authority to act for the Contracto
services. The Project manager or a designated represe
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with the CO/COR as necessary to maintain satisfactory performance a

issues pertair -

effort will be
meetings sha
representativ
meeting. Thu
fluently read.

The Project }

~g to Government/Contractor procedures. At these mee

:ade to resolve any and all problems identified. Writte
be prepared by the Contractor, signed by the Contracto
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1to resolve any
1gs, a mutual
ninutes of these
designated

and furnished to the Government within two (2) workd __ /s of the subject

’roject manager, and all designated representatives, sha
rite, and speak the English language.

nager or alternate must be available during normal dut

specified her~*1 and to meet with government personnel within 24 hot

discuss probl

The Project }
more without
representativ
with informa
potential neg

a8,

nager may not be diverted to other projects for 14 cons
iving prior written notification to the contracting office

Such notification shall include a justification for the d
m on the proposed substitute in sufficient detail to pern
ve effects on contract performance. No substitution st

without the written consent of the contracting officer; provided, howe
contracting officer may grant such consent retroactively. Any such su
permanent nature will be made a part of this contract through the issu:

modification.

When the Project Manager is temporarily unavailable to manage the ¢

period longe:

1an 72 hours, including absences due to vacation or illr

will provide -~ the COR a written designation of an alternate represen

any limitatio:

in the alternate's authority. The procedures of paragra

apply to suct :>mporary designations unless they are expected to exce
indicated in t...t paragraph.

G.2 OTHEF

\DMINISTRATIVE CONSIDERATIONS

G.2.1 Correspondence

To promote t'1ely and effective administration, correspondence shall
following prc -edures:

(a) Technical correspondence (where technical issues relating
with the requ ements herein) shall be addressed to the Contracting O:

Representati

(COR) with an information copy to the Contracting O:

(b) All other correspondence, including invoices, (that which
otherwise in"  lves waivers, deviations or modifications to the require
conditions o: 2is SOW) shall be addressed to the Contracting Officer
information copy to the COR.
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G.2.2 Elec* onic Invoicing and Payment Requirements — Invoic: >rocessing
Plati__m (IPP) (September 2011)

Payment requests must be submitted electronically through the U. S. L partment of the
Treasury's Inv-ice Processing Platform System (IPP).

"Payment reqst" means any request for contract financing payment « invoice payment
by the Contra._.or. To constitute a proper invoice, the payment reques 1ust comply with
the requireme—*s identified in the applicable Prompt Payment clause ir uded in the
contract, or tt  clause 52.212-4 Contract Terms and Conditions — Con 1ercial Items
included in cc 1mercial item contracts. The IPP website address is: ht._s://www.ipp.gov.
The Contract  must use the IPP website to register, access and use IP  for submitting
requests for p _ment. The Contractor Government Business Point of ¢ intact (as listed in
CCR) will receive enrollment instructions via email from the Federal 1 serve Bank of
Boston (FRB™" within 3 — 5 business days of the contract award date. ontractor
assistance wi enrollment can be obtained by contacting the IPP Prod tion Helpdesk
via email ipp; Jup@bos.frb.org or phone (866) 973-3131.

If the Contrac r is unable to comply with the requirement to use IPP 1 - submitting
invoices for p..yment, the Contractor must submit a waiver request in" iting to the
contracting officer with its proposal or quotation.

G.2.2.1 Additional Invoicing Instructions

Any payment nder this task order to provide a service or deliver an a1 cle for the United
States Gover1 1ent may not be more than the value of the service alre: y provided or the
article alread: lelivered. The Contractor shall bill either monthly or q irterly, in arrears,
in accordance vith 31 U.S.C 3324.

G.3 METHOD OF PAYMENT

The Departm t of the Interior has adopted the Department of Defenst 3 Central
Contractor R._istration database as its database for contractor informz n. All payments
by the Gover~1ent under this contract shall be made by electronic fur stransfer (EFT).
Therefore, th Hrovisions of FAR 52-232.33, Payment by Electronic F 1ds Transfer —
Central Contr stor Registration, apply and are hereby incorporated by :ference in
Section I of t 5 contract.

G.4 PAYM NT FOR UNAUTHORIZED WORK

No payments will be made for any unauthorized supplies and/or servic 3, or for any
unauthorized changes to the work specified herein. This includes any rvices performed
by the Contrz ~*or of their own volition or at the request of an individu other than a duly
appointed Cc...racting Officer. Only a duly appointed Contracting Of :er is authorized
to change the specifications, terms, and conditions under this effort.
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G.5 DIAPR 010-18 AUTHORITIES AND DELEGATIONS (I?
2010)

(a) The Contracting Officer is the only individual authorized to enter i

this contract, —odify any term or condition of this contract, waive any

contract, or a ept nonconforming work.

(b) The Cont :ting Officer will designate a Contracting Officer's Reg
at time of aw d. The COR will be responsible for technical monitorir
contractor's performance and deliveries. The COR will be appointed i
copy of the a ointment will be furnished to the Contractor. Changes
will be made . y written changes to the existing appointment or by iss
appointment. he contractor will be notified of the name and other co
the COR/CO R, once they are established.

(c) The COR is not authorized to perform, formally or informally, any
actions:

(1) Promise, vard, agree to award, or execute any contract, contract 1
notice of inte... that changes or may change this contract;

(2) Waive or ~7ree to modification of the delivery schedule;

(3) Make any inal decision on any contract matter subject to the Disp
(4) Terminat. for any reason, the Contractor's right to proceed,;

(5) Obligate any way, the payment of money by the Government.

(d) The Cont--ztor shall comply with the written or oral direction of t]
Officer or au orized representative(s) acting within the scope and aut
appointment emorandum. The Contractor need not proceed with dir
considers to = ve been issued without proper authority. The Contractc

Contracting ¢ ficer in writing, with as much detail as possible, when
an action or| s issued direction (written or oral) that the Contractor ¢
the COR's ap H»intment, within 3 days of the occurrence. Unless other

this contract, 1e Contractor assumes all costs, risks, liabilities, and cc
performing a  work it is directed to perform that falls within any of 1
defined in pa  graph (c) prior to receipt of the Contracting Officer's r¢

under paragr.._h (e) of this clause.

(e) The Contracting Officer shall respond in writing within 30 days to
under paragr h (d) of this clause. A failure of the parties to agree up
direction, or upon the contract action to be taken with respect thereto
the provisions of the Disputes clause of this contract.

(f) The Cont - :tor shall provide copies of all correspondence to the C
and the COR

(g) Any actic~’s) taken by the Contractor, in response to any direction
person actin; m behalf of the Government or any Government offici:
Contracting  ficer or the COR acting within his or her appointment,
Contractor's k. (End of notice)
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ECIAL CONTRACT REQUIREMENTS
NG OF AWARD

I not refer to this award in commercial advertising, or ¢
 state or to imply that the product or services provided
serior to other products or services by the Department «
tising, or similar promotions, in all forms or electronic

tractor is restricted from reproducing the image(s) of t!
sing, or similar promotion. This includes images of of
duction of official seals and the images of buildings it
;utive Order. Any proposed usage of such symbols mt
itracting Officer.

[l not engage in, nor subcontract for, any printing (as tt
nment Printing and Binding Regulations in effect on tt
tion with the performance of work under this contract j
.quirement under this contract involving the reproducti
any one page, or less than 25,000 production units in t
| not be deemed to be printing. A production unit is de
: side only one color.

ZNNEL
applicable to this acquisition shall be identified in the :
"OR INTERFACES

/or his subcontractors may be required as part of the p¢
th other Contractors supporting the IT Transformation
other Contractors shall not direct this Contractor and/«
;0, this Contractor and/or their subcontractors shall not
1 any manner.

1all establish an initial contact between the Contractor .
e in an initial meeting at which the conventions for the
reetings/contacts will be established. Any CORs of otl
ablishment of conventions.
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TY AGAINST DUAL COMPENSATION

ants that if he/she is involved in two or more projects,
il funds, he/she may not be compensated for more that
1e period of dual involvement.

IONS ON FUTURE CONTRACTING WITH DOI

arties to this contract that the contractor will be restric
)] in the manner described herein. Except as specifica
ipete for DOI business on an equal basis with other co

der the terms of this contract, or through the performa
lired to develop specifications or statements of work w
solicitation, the contractor will be ineligible to perforn
on as a prime or first-tier subcontractor under the resu
nain in effect for three (3) years following completion
not unilaterally require the contractor to prepare such ¢
under this contract.

tated herein may be waived by the Contracting Office:
wuld be detrimental to any Government program.

ON OF MATERIJAL

r completion of all work under this contract, the Contr
0.b. destination, or dispose of all materials received frc
s produced in connection with the performance of this
tracting Officer, or as specified in other provisions of -
or required to be delivered under this contract become
‘ernment.

TIALITY OF DATA

k under this contract requires access to proprietary, bu
1er companies and/or Government internal scientific,
ection data, which, if released to third parties may give
titive advantages. As long as such data remains propr
ntractor shall protect such data from unauthorized use
to compete with such companies or for any purpose ot
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a may be in various forms, such as documents, raw ph
media, photographic prints, computer system data, or
1 analysis, investigative, or study effort. Regardless of
>s that neither it nor any of its employees will disclose
tives thereof, except as may be required in the perforrr
tor will not copy any of this data, or derivatives therec
srformance of this contract.

tractor will establish policies and procedures to impler
dividual employee level which will assure that affectec
ct provision and the contractor's implementing policies
will be given to keeping employees advised of statute:
ndling of third party confidential or financial data.

use does not preclude the contractor and/or its employ:
r data from legitimate sources outside of this contract, «
analysis of data so acquired, provided that the contract:
source of such data, and the independence of any such

itractor shall immediately notify, in writing, the Contr:
ractor determines or has reason to suspect a breach of t

tractor will insert the substance of this clause in each s
‘hase of supplies or equipment) unless the Contracting
ting, as to particular subcontracts or classes of subcont

wthorized disclosure of information may result in terne

508 APPLICABLE STANDARDS

Rehabilitation Act of 1973 (29 U.S.C. § 794d) require:
yrocure, maintain, or use electronic and information tec
sabilities must have access to and use of information ai
ividuals without disabilities. Requirements for accessi
| to be relevant for cloud computing. The following re

stion 1194.21 — Software Applications and Operating £
>tion 1194.22 — Web-based Internet Information and A
>tion 1194.23 — Telecommunication Products

:tion 1194.24 — Video and Multimedia Products

:tion 1194.31 — Functional Performance Criteria

ction 1194.41 — Information, Documentation, and Supj
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: Section 508 standards is located at
508.g0v/index.cfm?fuse Action=stdsdoc.

H.11 TITLET
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H.13 AUTHO

The Contracting
Government to tl
be incurred befoi
from the Contrac

MATERIALS

s and interests expressly set forth in this agreement, th
:, and interest (including but not limited to intellectual -
11 its data. Government data includes, without limitati
rnment data that occurs on any Contractor provided sy:
r licenses through this agreement (including but not lir
censes) to use the Government’s data for its own purpc
d may not claim any security interest in the data.

tains the right to access and retrieve its data stored on t
-e at its sole discretion and in an accessible (i.e., nonpr:

ry

1hold and save the Government, its officers, agents an
7 nature or kind, including costs and expenses to which
“any or all suits or damages of any character whatsoev
sustained by any person or persons or property by virt
2 or resulting in whole or in part from the fault, neglige
1e Contractor, or any subcontractor, or their employees

»h a above shall be considered to preclude the Governr
rance the Contractor may carry which provides for the
»f, or damages to property in the custody and care of tt
m or damage is the Government property. The Contra
nment’s right to recover against third parties for any Ic
nent property, and upon the request of the Contracting
nse, furnish the Government all reasonable assistance

;¢ in the prosecution of suit and the execution of instru
iment) in obtaining recovery.

es to include this clause, appropriately modified, in all
is contract.

TY TO OBLIGATE THE GOVERNMENT
ficer is the only individual who can legally commit or
expenditure of public funds. No cost chargeable to the

receipt of a fully executed contract and/or task order o1
1g Officer.
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JOGY REFRESH/ENHANCEMENT (TRE) PROP

ance of this contract, the Government may solicit, and
nit Technology Refresh/Enhancement (TRE) Proposal
ancements within the service areas and/or service lines
include any service areas and/or service lines that are -
they are within the general scope. The TRE shall cont:
»sed change is described, justified, and submitted to the
oval. These TREs, must be within the general scope o
yvernment and/or proposed by the contractor, for certai
he TREs may include but are not limited to enhanceme
‘or any other purpose which present a system or service
yvernment. Improvement in technology which better p
with disabilities is especially encouraged. Implement:
either a supplemental agreement or, if appropriate, as ¢
ditionally, the DOI considers Data Center Consolidatic
ients, and any hosting and associated support services :
ct. Therefore, any modifications and/or task orders me
ithin this area. This would include Contractor operatic
. assets within either Government or Contractor owned

, any proposal submitted by the Contractor pursuant to
owing information:

nt to the effect that the proposal is being submitted pur
technical description of the proposed changes;
comparison between the existing contract requirement
1cluding the advantages and disadvantages of each;

:d list of each contract requirement, including any delir
1 dates that would, in the Contractor's opinion, be effec

te of any change (increase or decrease) to the contract's
it;

te of the date by which the Government should accept-
iximum benefits; and,

ntil which the proposal is valid. (This date must provic
ament to review the proposal.)

may withdraw, in whole or in part, any improvement
> Government within the specified time for acceptance

g Officer shall accept or reject any improvement propc
tten notice of such acceptance or rejection.

is accepted, the Contracting Officer shall issue a contr
y necessary changes into the contract, including any inc
ice. Such adjustment shall be made in accordance witk

Section H

SALS

the Contractor’s
TRE means any
ontained in this
t specified within the
1 the documentation
rrocuring activity for
his contract, may be
requirements
s, technology refresh
rerformance

vides for the needs
on of an approved
vritten change order
or emergency
cessary, to be within
se be executed for
and maintenance of
1d operated facilities.

is clause shall
ant to this clause;
and the proposed

ry schedules or
d by the proposed

rice, including any
> proposal in order to

reasonable time for

oposal which is not

il by giving the

t modification to
:ase or decrease in
1e changes clause of
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e)

g)

Unless and
from the G
continue to

The Contra
final and sh
Governmen
event shall -
to the Gove

The Contra
improveme;
prefers not |
information
not be bindi
subject to re

H.15 OFF RA

a)

b)

To ensure su
participate it
(TORs) for v
the terms of
terms of the
intent to “ofi

Permitting s

Implementir
Government

Implementir

Taking any «
Services Cor

H.16 ONRA!

Consistent with
Government’s b
adequate numbe
Contractors may
changes in the n
Government's €:
to periodically r
Hosting Service
interest to initias
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til the contract is modified in writing to incorporate an
rnment's acceptance of an improvement proposal, the -
rform in accordance with the contract's existing terms .

1g Officer's decision to accept or reject any improveme
not be subject to the terms cited in the disputes clause
hall not be liable for the direct reimbursement of any p
Government be liable for any additional costs incurre:
nent's delay in accepting or rejecting any improvemen

r is requested to identify specifically any information ¢
sroposal which it considers confidential and/or proprie
disclosed outside the Government. The Contractor's ic
confidential and/or proprietary is for informational pu
on the Government. The Contractor is advised that st
ases under the Freedom of Information Act (5 U.S.C. 5

P

ess of the Foundation Cloud Hosting Services, each C¢
1e ordering process by submitting proposals in respons
ich the Contractor has a reasonable chance for award, t
iir Orders, and to promptly improve performance wher
ders. If a Contractor does not meet these expectations,
unp” the Contractor by:

1 Contract to expire instead of exercising the Option; o

1 termination for convenience (if applicable and only i{
best interest); or

1 termination for default, if applicable; or

er action which may be permitted under the Foundatio
act’s terms and conditions.

\R 16.504(c)(1)(i1)(A), the Contracting Officer has det:
.interest that at all times during the term of the Contrac
f Contractors eligible to compete for Orders. Over tirr
uctuate due to various reasons including industry cons:
ketplace or advances in technology, general economic

Section H

zhanges resulting
ntractor shall
d conditions.

- proposal shall be
“urthermore, the
posal costs. In no

»y the Contractor due
roposal.

1tained in its

'y and which it
itification of

oses only and shall

1 information may be

2).

ractor is expected to
o task order requests
successfully perform
- does not meet the

:1s the Government’s

uch action is in the

_loud Hosting

nined it is in the
there remain an

the total number of
dation, significant
mditions, the

cise of the off-ramp process, or other reasons. Recogn._ing this, DOI intends
ew the total number of Contractors participating in the Foundation Cloud

)rdering Process and determine whether it would be in
in open season to add new contractors to the Basic Cor

H-6

e Government’s best
act.
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H.17 OPENS.

If DOI determine
add new contract

a) The solicitati

b) The solicitati
Officer inten
Contracts tha
of the offers
concerns;

¢) Any Contraci
submits a prc
hold more th:

d) The award de
factors/sub-fz

¢) The terms an
identical to tt

f) The term for
for all other (

g) Ifawarded a
task order rec
other Contrac

H.18 GOVER

(GORAT

H.18.1 Pre-Awa

The Government
apparent awardec
upon successful «
which may inclu
Performance, use
frame of the pre-
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.SON PROCEDURES

hat it would be in the Government’s best interest to of
5 to this contract, the Contracting Officer may do so at

is issued under then-applicable federal procurement la

identifies the total approximate number of new award:
to make. The Contracting Officer may decide to awar(
he number anticipated in the solicitation depending up
eived and also reserves the right to limit open season t

that meets the eligibility requirements set forth in the 1
sal in response to the solicitation; however, existing C
one contract at any time;

sion under any solicitation is based upon substantially 1
s as the original solicitation;

onditions of any resulting awards from a new solicitati
:xisting version of the Contract;

y such new awards from a solicitation is co-terminus w
itractors, including the option period (if applicable); ar

itract, any new Contractor is eligible to submit a propc
sts and receive task order awards with the same rights

1ENT OPERATIONAL READINESS ASSESSME

GORAT

[ its discretion, may require pre-award testing, upon idc
or any subsequently issued task orders. Task order aw
npletion of capability and performance demonstrations
but is not limited to demonstration in the following ot
lity, flexibility and extensibility of the solution. Howe
ard GORAT will be as specified in the task order.

Section H

L a new solicitation to
1y time provided:

2

hat the Contracting
nore or fewer

. the overall quality
ly small business

w solicitation
tractors may not

> same evaluation

1 are materially

h the existing term

l in response to any
d obligations as any

I TESTING

tification of the

d maybe contingent
nd pre-award testing,
ctive areas:

1, the scope and time
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H.18.2 POST-A

Upon award of a
conduct a post-ar
Government and
time frame of the

H.19 FAIR Ol
H.19.1 General

Individual orders
full price for the
will be within the
within the maxin
described below.
under this contra
businesses on in¢
responses from s
and reasonable p
ensure all contrac
procedures in the

Orders may be is
before the end of
the terms and co1
this contract. In t
prevail.

H.19.2 Fair Opg

The following fa
order to provide :
considered for ar

The fair opportu
and the Draft Orc
Government will
except as provide

The Government
and will notify tt
using the modifie
Government rese
commerce methc
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ard GORAT

sk order issued under this IDIQ contract, the Governm
rd GORAT and will be specified within the individual
ontractor will cooperate to complete initial GORAT Tt
ost-award GORAT will be as specified in the task orde

ORTUNITY ORDERING

ill describe services to be performed or supplies to be
rformance of the work can be established when the orc
cope of the contract, will be issued within the period o
m value of the contract, and will follow the fair opport
Iowever, the Government reserves the right to set asidc
for small businesses, or to include an evaluation prefer
1dual task orders, provided there is a reasonable expec
ficient small business sources to ensure adequate comp
e, technical quality, and/or delivery. In accordance wit
irs are afforded a fair opportunity to be considered for
ontract the Competition Advocate is designated as OM

ed any time during the term of the contract or any exte
ie contract term shall be honored and performed by the
itions of the contract. All orders are subject to the term
event of a conflict between an order and this contract,

rtunity Process

opportunity process will be utilized in placing orders a
contractors, within their technical service lines(s), a fz
rder.

y process described in the Federal Acquisition Regulat
> Guide, see Section J, Attachment 45, applies to this ¢
rovide a fair opportunity to all awardees within the apg
for in paragraph H.19.3, Exceptions to Fair Opportunit

:serves the right to modify this process, including the L
contractor of any such modifications in advance of any
process without additional cost to the Government. A
es the right to issue orders orally, by facsimile, or by a

'
S

Section H

it reserves the right to
sk order(s). The
ing. The scope and

livered so that the
*is placed. Orders
erformance, will be
ity process as
ndividual task orders
ice for small

ion of receiving
ttion in terms of fair
FAR 16.505(b)(6), to
rard, consistent with
UDSMAN.

ion. All orders issued
ntractor, following
and conditions of

ie contract shall

inst this contact in
opportunity to be

1 (FAR) 16.505(b)
tract. The

:able Service Model,
of this section.

ift Ordering Guide,
rders being placed
itionally, the

other electronic
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H.19.3 Exceptic

Orders may be i
exercise of any ¢

Certain Agencie
opportunity proc
opportunity proc
requirements. A;
opportunity orde
purposes:

The following dt
apply under this

e Exceptio
e Example
Unus
Natu
Milit:
Imme
Only
Only
Only
Only
user ¢
Econ
Cons
Orde;
introc
Need

Y Vv YV VYVVVVVVYY

H.19.4 Protests

No protest unde1
issuance of an o1
increases the scc
U.S.C. 253j(d)) :

H.20 EARNE

(a) The Contrac
determined t
ANSI/EIA S
the Contract
paragraph (b
requirements
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s to Fair Opportunity

ied without the fair opportunity process whenever circi
seption set forth in 41 United States Code (USC) §253j

nay have additional requirements for use of an excepti
s. Under those circumstances, the Agency or an Agenc
s on behalf of another Agency must meet the Agency’:
1cies will consider the following in conducting and doc
rlacement decision. These examples are provided only

rribes the possible exceptions and examples that an Ag
ntract.

>rovided for by 41 USC §253j

hat Qualify as Exceptions

1 urgency that would lead to unacceptable delays
disaster or other emergency

r/mobilization

ate short-term need arising on short notice

1e capable contractor

1e contractor offers service

1e contractor offers service to locations needed

1e contractor can demonstrate it is capable of providing
to required locations

1y, efficiency, and logical follow-on to an order alread;
sration

placed to minimize inefficiencies or additional costs th
>ing multiple maintenance, operations, training, or othe
-satisfy Minimum Guarantees

1d Complaints

AR Subpart 33.1 is authorized in connection with the i
v under this contract, except for a protest on the groun
:, period, or maximum value of the contract (10 U.S.C.
1 in accordance with FAR Subpart 16.505.

VALUE MANAGEMENT SYSTEM (July 2006)

'shall use an earned value management system (EVMS
the Cognizant Federal Agency (CFA) to be compliant
1dard - 748 (current version at the time of award) to m:
s current EVMS has not been determined compliant at
f this clause. The Contractor shall submit reports in ac
f this contract.

H-9

Section H

1stances warrant the

to the fair
conducting the fair
dditional

menting the fair

1 illustrative

cy may determine

ervice as required by
ssued under Fair

would result from
support systems

uance or proposed
that the order
304c(e) and 41

that has been

th the guidelines in
age this contract. If
e time of award, see
rdance with the
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(b) If, at the time
as complying
cost/schedule
748 (current
(1) Apply the
(2) Take necs

by the Cc

(¢) The Governn
not been cons
contract awai
(1) Exercise «
(2) Incorpora

(d) The Contract

(e) Unless a wari'
of the CFA p
of such chany
the Contractc
shall disclose
of implement

(f) The Contract
Contracting (
surveillance 1
performance

(g) The Contract
requirements

All subcontr:
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f award, the Contractor’s EVM System has not been d
rith EVMS guidelines or the Contractor does not have
ontrol system that is compliant with the guidelines in /
rsion at time of award), the Contractor shall—

arrent system to the contract; and

ary actions to meet the milestones in the Contractor’s
racting Officer.

1t will conduct an Integrated Baseline Review (IBR). I
cted, a post award IBR shall be conducted as early as |

significant options; or
m of major modifications.

1 Officer may require an IBR at—

- is granted by the CFA, Contractor proposed EVMS ¢
i to implementation. The CFA will advise the Contrac
s within 30 calendar days after receipt of the notice of -
If the advance approval requirements are waived by th
VMS changes to the CFA at least 14 calendar days pri
ion.

shall provide access to all pertinent records and data r:
ficer or a duly authorized representative as necessary t¢
ensure that the EVMS conforms, and continues to con:
iteria referenced in paragraph (a) of this clause.

shall require the subcontractors specified below to cor
“this clause:

ors as identified in the Contractor’s proposal dated No

Section H

:rmined by the CFA
existing
ISI/EIA Standard -

/MS plan approved

t pre-award IBR has
cticable after

nges require approval
r of the acceptability
»posed changes from
CFA, the Contractor
to the effective date

uested by the
yermit Government
m, with the

ly with the

mber 19, 2012,

submitted in

sponse to the Foundation Cloud Hosting Solicitation, [

2PS00316, are

hereby requi

| to comply with the terms and conditions of this claus

unless otherwise

agreed upon.

‘his also applies to any subsequent task orders.

H.21 CONTR

The contractor’s
reference with tt
terms and condit
precedence to th

(End of clause)
“TOR’S PROPOSAL

oposal dated November 19, 2012, is hereby incorporat
same force and effect as if included in full text. Any c
as of this contract and the contractor’s proposal, shall 1
erms and conditions contain in this contract.

H-10

| into this contract by
flict between and
resolved by giving
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SECTIONI1-C
I.1 FAR 52.252

This contract in¢
they were given
available. Also,

FAR Clauses: ]
hitp://farsite.hill

’C00020 - Foundation Cloud Hosting Services

NTRACT CLAUSES

— CLAUSES INCORPORATED BY REFERENCI

porates one or more clauses by reference, with the san
full text. Upon request, the Contracting Officer will m
: full text of a clause may be accessed electronically at
2//www.acquisition.gov/comp/far/loadmainre.hitml an

mil/vi{diara.htm

Clause

52.202-1
52.203-3
52.203-5
52.203-6

52.203-7
52.203-8

52.203-12

52.204-4
52.204-7
52.209-6

52.215-8
52.215-11

52.215-17
52.215-21

52.216-2
52.216-4
52.216-5
52.216-7
52.217-2
52.219-4

52.219-8
52.219-9

52.219-16
52.219-24

T LNHE>SVN N ASTIMNTOO" ST T TOVNVNTATOTTO>R A M -

e

initions

tuities

wvenant Against Contingent Fees

trictions on Subcontractor Sales

16 Government

i-Kickback Procedures

cellation, Rescission, and Recovery of

ds for Illegal or Improper Activity

itation on Payments to Influence

-ain Federal Transactions

ted or Copied Double-Sided on Recycled Paper
tral Contractor Registration

ecting the Government's Interest When
contracting with Contractors Debarred,
sended, or Proposed for Debarment

er of Precedence--Uniform Contract

nat

e Reduction for Defective Cost or

ing Data—Modifications

ver of Facilities Capital Cost of Money
uirements for Cost or Pricing Data or Information
er Than Cost or Pricing Data—Modifications
nomic Price Adjustment — Standard Supplies
nomic Price Adjustment — Labor and Materials
e Redetermination — Prospective

ywable Cost and Payment

cellation Under Multi-year Contracts

ice of Price Evaluation preference for HUBZone
1l Business Concerns

ization of Small Business Concerns

1] Business Subcontracting Plan

[11-OCT 2001

nidated Damages—Subcontracting Plan

1l Disadvantaged Business Participation
zram—Targets

I-1

> e

oo » O

J£
J4
J/

J4

Section [

FEB 1998)

force and effect as if
e their full text
is/these address(es):
DIAR Clauses:

e
12012
21984
11984
T 2006

(2010
11997

[2010
Y 2011
2012
22010
[1997

32011

[ 1997
[ 2010

11997
11997
[ 1997
(2011
[ 1997

12011
(2011
2011
1999

[ 2000
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Clause
52.219-28
52.222-2
52.222-3
52.222-4

52.222-21
52.222-26
52.222-29
52.222-35

52.222-36
52.222-37
52.222-38

52.222-41
52.222-43

52.223-5
52.223-6
52.223-10
52.223-15
52.223-18

52.224-2
52.225-13
52.225-25

52.227-1
52.227-2

52.227-3
52.227-14

52.227-16
52.227-17
52.227-18
52.228-5
52.228-7
52.229-3
52.232-1

TR "I >>>RTAOAZ>ARTITIIOONTOTAO>PT AN <OO> < <TOTZImOO 00T T
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e L
t Award Small Business Program Representation A
ment for Overtime Premiums J
wvict Labor J
itract Work Hours and Safety Standards Act— JU
rtime Compensation

aibition of Segregated Facilities F]
al Opportunity M.
ification of Visa Denial -
al Opportunity for Special Disabled Veterans, Sl
erans of the Vietnam Era, and Other Eligible

rans

rmative Action for Workers with O
ibilities

>loyment Reports on Special Disabled Veterans,  SI
erans of the Vietnam Era, and Other Eligible Veterans
napliance with Veterans’ Employment Reporting S]
uirements

7ice Contract Act of 1965 N
Labor Standards Act and Service Contract

— Price Adjustment (Multiple Year and Option
tracts)

ution Prevention and Right-to-Know Information
g-Free Workplace

ste Reduction Program

rgy Efficiency in Energy-Consuming Products
ouraging Contractor Policies to Ban Text

;saging While Driving

acy Act

trictions on Certain Foreign Purchases

1ibition on Contracting with Entities Engaging
anctioned Activities Relating to Iran—
resentation and Certification

horization and Consent

ice and Assistance Regarding Patent and

iyright Infringement

:nt Indemnity

ats in Data—General

11— DEC 2007

[ 11T - DEC 2007

litional Data Rights Requirements

ats in Data—Special Works

ats in Data—Exiting Works

irance— Work on a Government Installation
irance—Liability to Third Persons

eral, State, and Local Taxes

ments

Z=» »PUZZz2w

o» OO

> P> 00=

1-2

Section 1

te
2012
. 1990
12003
, 2005

3 1999
R 2007
12003
"T 2010

['2010
2010
' 2010

V 2007

22009
Y 2011
Y 2001
Y 2011
2007
32011

11984
12008
vV 2011

> 2007
- 2007

1 1984
- 2007

11987
> 2007
> 2007
11997
R 1996
R 2003
1984
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Clause
52.232-7

52.232-8
52.232-9
52.232-17
52.232-18
52.232-19

52.232-22
52.232-23
52.232-25
52.232-33

52.233-]
52.233-3
52.233-4
52.234-3

52.234-4
52.237-2

52.237-3
52.237-10
52.242-13
52.243-1
52.243-3
52.244-2

52.244-5
52.245-1
52.246-25
52.247-1
52.247-63
52.247-64

52.248-1
52.249-2

52.249-8
52.249-14
52.251-1
52.251-2

52.253-1
1452.224-1

TV OOQOWROONTIEOTZ>Y0 0090 T> 000N TS

THh<cT MmO <O TTAOAOrran
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€

qunts under Time-and-Materials and Labor-Hour

itracts
>ount for Prompt Payment
itation on Withholding of Payments
rest
ilability of Funds
ilability of Funds for the Next Fiscal Year
-in: TBD at Task Order Award
itation of Funds
ignment of Claims
npt Payment
ment by Electronic Funds Transfer--
tral Contractor Registration
sutes--Alternate |
est After Award
licable Law for Breach of Contract Claim
ice of Earned Value Management System -
: Award IBR
1ed Value Management System.
ection of Government Buildings,
ipment and Vegetation
tinuity of Services
itification of Uncompensated Overtime
kruptey
nges—Fixed Price
nges—Time-and-Materials or Labor-Hours
contracts
4in: (d) TBD at Task Order Awards
(j) TBD at Task Order Awards
apetition in Subcontracting
'ernment Property
itation of Liability—Services
amercial Bill of Lading Notations
erence for U.S. — Flag Air Carriers
‘erence for Privately Owned U.S. — Flag
nmercial Vessels
ue Engineering
nination for Convenience of the Government
‘ed Price)
ault (Fixed-Price Supply and Service)
usable Delays
rernment Supply Sources
ragency Fleet Management System
licles and Related Services
nputer Generated Forms
racy Act Notification (Deviation)

I-3

Section |

e
32007

Ft 12002
A 11984
O 2010
A L1984
A 11984

A 11984
1A 11986
Ot 2008
Or [2003

D. 21991
Al 51996
Ot 2004
JU 2006

JU 2006

I 11984
JA 71991
Ot [11997
JU 1995
Al 51987
SI T 2000
Or 2010

D. 21996
A 12012
FI 11997
FI 12006
JU 12003

FI 12006
O 2010
A 12012

A 11984
A 11984
A 12012

JA{199]
J£*11991
JU 1996
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1.2 Department

The contract clat
Acquisition Regt
as though set fort
the DIAR on the
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the Interior Acquisition Regulation (DIAR)

Section I

5 set forth in the following paragraphs of the Departm« t of the Interior

rion (DIAR) are incorporated in this contract with the

1erein in full text. The designated clauses are incorpo:
--ate of this contract, notwithstanding the date referencec

Clause Ti
1452.215-70 E:
1452.228-70 L1

1.3 FAR 52.203-
ACTIVITY

(a) The Goveri
total cost and fee
in paragraph (b) «
there was a viola
Act, as amended
Regulation.

(b) The price ¢

(1) For cost:
time of award;

(2) For cost-

of award, notwitl

(3) For cost-

(i) The be

(i) Ifno |

otherwise payabl

determination po

(4) For fixec

(1) Reduc

the initial target |

(i1) If an i

would have a sig

contract, or adve.

such adjustment

established in ac

reduced by an an

contract award as

(5) For firm

amount determin

the date of the cc

me force and effect
ed as they appear in

e Du.o
nination of Records by the DOI APl'™ 1984
ility Insurance—DOI] JU Y 1996

) — PRICE OR FEE ADJUSTMENT FOR ILLEGA
an 1997)

1ent, at its election, may reduce the price of a fixed-pri
1der a cost-type contract by the amount of profit or fee
this clause if the head of the contracting activity or de:
n of subsection 27(a), (b), or (c¢) of the Office of Feder
1 U.S.C. 423), as implemented in section 3.104 of the

fee reduction referred to in paragraph (a) of this clause
us-fixed-fee contracts, the amount of the fee specified

us-incentive-fee contracts, the target fee specified in tl
anding any minimum fee or “fee floor” specified in th
us-award-fee contracts—

- fee established in the contract at the time of contract ¢
se fee is specified in the contract, 30 percent of the am
0 the Contractor for each award fee evaluation period
L.

yrice-incentive contracts, the Government may—

he contract target price and contract target profit both
fit specified in the contract at the time of contract awe
mediate adjustment to the contract target price and cor
ficant adverse impact on the incentive price revision re
:ly affect the contract financing provisions, the Contra
til establishment of the total final price of the contract
rdance with the incentive price revision provisions of t
unt equal to the initial target profit specified in the con
such reduced price shall be the total final contract pric
xed-price contracts, by 10 percent of the initial contra
| by the Contracting Officer from records or document
ract award.

1-4

OR IMPROPER

type contract and the
etermined as set forth
mee determines that
Procurement Policy
:deral Acquisition

1all be—
_the contract at the

contract at the time
sontract;

ard;
nt of each award fee
at each award fee

“an amount equal to
5 or

act target profit
tionship under the

ng Officer may defer
‘'he total final price

- contract shall be

ict at the time of

price or a profit
n existence prior to
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(c) The Goverr
accordance with t
subcontractors by
subcontract at the

(d) In addition
terminate this cor
are not exclusive,
this contract.

1.4 FAR 52.216-.

(a) In perform
obligations excee

(b) The maxir
terminated is the

1.5 FAR 52.217-

The Government
rates specified in
prevailing labor r
more than once, t
Contracting Offic
prior to expiratio1

1.6 FAR 52.217-
(MAR 2000)

(a) The Gove
within any time p
gives the Contrac
calendar days bet
Government to a1

(b) If the Gon
include this optio

(¢) The total -
shall not exceed t

200020 - Foundation Cloud Hosting Services

ent may, at its election, reduce a prime contractor’s pr
: procedures of paragraph (b) of this clause for violatio
n amount not to exceed the amount of profit or fee refl
me the subcontract was first definitively priced.

the remedies in paragraphs (a) and (c) of this clause, t
act for default. The rights and remedies of the Govern
1d are in addition to any other rights and remedies pro

(End of clause)
LIMITATION OF GOVERNMENT LIABILITY

g this contract, the Contractor is not authorized to mal
1g current obligated dollars.

im amount for which the Government shall be liable if
gotiated settlement dollars.

(End of clause)
-OPTION TO EXTEND SERVICES (NOV 1999)

ay require continued performance of any services with
e contract. These rates may be adjusted only as a resul
:s provided by the Secretary of Labor. The option prov
- the total extension of performance hereunder shall no
may exercise the option by written notice to the Conts
f the current period of performance.

(End of clause)

- OPTION TO EXTEND THE TERM OF THE C(

ment may extend the term of this contract by written n
or to the end of the current contract period; provided tt
r a preliminary written notice of its intent to extend at
e the contract expires. The preliminary notice does no
:xtension.

nment exercises this option, the extended contract sha
clause.

ration of this contract, including the exercise of any o}
1 (10) years.

(End of clause)

[-5

Section |

> or fee in
-of the Act by its
ted in the

Government may
nt specified herein
led by law or under

PR 1984)

expenditures or incur

is contract is

the limits and at the

frevisions to

ion may be exercised
xceed 6 months. The
‘tor within any time

TRACT

ice to the Contractor
the Government

ist thirty (30)

ommit the

be considered to

ons under this clause,
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1.7 FAR 52.216

(a) Any supg
of delivery order
orders may be is
this contract.

(b) All delivi
In the event of ¢
control.

(¢) If mailed
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3 ORDERING (Oct 1995)

>s and services to be furnished under this contract shal
r task orders by the individuals or activities designate
zd from date of award through the end of any current ¢

rorders or task orders are subject to the terms and conq
flict between a delivery order or task order and this co:

delivery order or task order is considered “issued” wh
n the mail. Orders may be issued orally, by facsimile,
; only if authorized in the Schedule.

(End of clause)
) ORDER LIMITATIONS (OcT 1995)

rder. When the Government requires supplies or servi
ant of less than $5,000, the Government is not obligate
:d to furnish, those supplies or services under the contt
wder. The Contractor is not obligated to honor—
-order for a single item in excess of $1,000,000,000;
*order for a combination of items in excess of $1,000,
;ries of orders from the same ordering office within on
ther call for quantities exceeding the limitation in pare
section.

equirements contract (i.e., includes the Requirements «
21 of the Federal Acquisition Regulation (FAR)), the ¢
part of any one requirement from the Contractor if tha
r limitations in paragraph (b) of this section.

1ding paragraphs (b) and (c) of this section, the Contra
> maximum order limitations in paragraph (b), unless t
2ring office within two (2) days after issuance, with wi
not to ship the item (or items) called for and the reaso
ment may acquire the supplies or services from anothe

(End of clause)
2 INDEFINITE QUANTITY (Oct 1995)

ndefinite-quantity contract for the supplies or services
d, in the Schedule. The quantities of supplies and serv:
ates only and are not purchased by this contract.

' performance shall be made only as authorized by ord«
clause. The Contractor shall furnish to the Governmen
/ices specified in the Schedule up to and including the
: “maximum.” The Government shall order at least the
1in the Schedule as the “minimum.”
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iny limitations on quantities in the Order Limitations c
10 limit on the number of orders that may be issued. Tk
ng delivery to multiple destinations or performance at
ssued during the effective period of this contract and n
completed by the Contractor within the time specified
1 the Contractor’s and Government’s rights and oblig:
ne extent as if the order were completed during the cor
1at the Contractor shall not be required to make any de
¢piration date of the current period of performance or i

(End of clause)
6 — AUTHORIZED DEVIATION IN CLAUSES (A

1 this solicitation or contract of any Federal Acquisitio

/ith an authorized deviation is indicated by the additior
clause.

1 this solicitation or contract of any Department of the

R Chapter 14) clause with an authorized deviation is in

" after the name of the regulation.

(End of Clause)
IENT OF THE INTERIOR ACQUISITION REGLU

s set forth as follows are the Department of the Interio
-clause.

0, Restriction on Endorsements—DOI (JUL 1996)

1l not refer to contracts awarded by the Department of
sing, as defined in FAR 31.205-1, in a manner which ¢
rrovided is approved or endorsed by the Government, «
superior to other products or services. This restriction i
:rence by the Government toward any product or servi
iting Officer to make a determination as to the propriet

(End of clause)
70, Release of Claims—DOI (JUL 1996)
f work and prior to final payment, the Contractor shall
1se of claims against the United States relating to this ¢
37) shall be used for this purpose. The form provides f

»m operation of the release.

(End of clause)
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1, Use and Disclosure of Proposal Information (AP

the purposes of this provision and the Freedom of Infc
terms shall have the meaning set forth below:

neans an unpatented, secret, commercially valuable pl:
used for making, preparing, compounding, treating or
trade commodities.

mmercial or financial information” means any busines
vhich is exempt from the mandatory disclosure require
5 U.S.C. 552. Exemptions from mandatory disclosure
:'ss information contained in proposals include exempti
1ancial information obtained from a person and privile
which covers "geological and geophysical information

its subcontractor(s), believes that the proposal contair
rcial or financial information exempt from disclosure
U.S.C. 552), the cover page of each copy of the propc
egend:

yecifically identified on pages of this proposal
ial commercial and financial information which the of
sure under the Freedom of Information Act. The offerc
lisclosed to the public, except as may be required by I
formation not be used in whole or part by the governm
te the proposal, except that if a contract is awarded to
with the submission of the proposal, the Government «
to the extent provided in the contract.”

1 also specifically identify trade secret information anc
ancial information on the pages of the proposal on whi
.e with the following legend:

; trade secrets or confidential commercial and financia
e exempt from disclosure under the Freedom of Infor:
end contained on the cover page of this proposal.”

i proposal identified by an offeror as trade secret infor
ancial information shall be used by the Government o1
osal, except that (i) if a contract is awarded to the offe
omission of the proposal, the Government shall have ti
rided in the contract, and (ii) if the same information is
riction it may be used without restriction.

er the Freedom of Information Act seeks access to infc
secret information or confidential commercial and fina
se given to the offeror's view that the information cons
arcial or financial information. The offeror will also be
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en an opportunity to provide additional evidence and a
administratively unfeasible to do so. If it is determinec
ror to be trade secret information or confidential comr
:xempt from disclosure under the Freedom of Informat
his determination prior to disclosure of the informatio:

t assumes no liability for the disclosure or use of infor
ked in accordance with paragraphs (b) and (c) of this
of Information Act is made for information in a propo
ragraphs (b) and (c) of this provision, the offeror conc
est and given an opportunity to provide its position to
fan offeror to mark information contained in a propos:
fidential commercial or financial information will be t1
dence that the information is not exempt from disclosu
, absent a showing that the failure to mark was due to 1
1 as a showing that the offeror had intended to mark, b
‘feror's proposal due to clerical error.

(End of provision)
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