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C00021 — Foundation Cloud Hosting Services

JPPLIES OR SERVICES AND PRICES/COSTS

is being issued by the Department of the Interior (DOI
quisition Services Directorate (AQD) on behalf of the
2r (CIO). This particular contract provides for cloud s
stion/Specifications/Work Statement, for the DOIL. Al
/task orders to be issued on behalf of other governmen
cies and the Department of Defense, by AQD Contract
1e Office of Management and Budget’s (OMB) memo:
re requirements are identified, it is critical the DOI has

as well as customer agencies with an immediate need

te-Delivery-Indefinite-Quantity (IDIQ), fixed price pe
he various service areas.

, above those already identified within the general cate
n C, Description/Specifications/Work Statement and ¢
s/Costs are considered within scope of this contract, a1
ivery/task orders and/or changes orders as appropriate.
sort services for any portion and a labor category spec:
current IDIQ, it would allow the contractor to propose
1sion of the labor category. This could also pertain to

the general scope but not explicitly identified within t}

ued against this contract the order request will originat
r and will identify the scope of work required and any
| submission. All orders shall use the rates established

Il furnish all personnel, facilities, equipment, materials
1ing the work described in Section C and Section J, At
issued under this contract, unless otherwise stated here
ice units of service unless otherwise agreed upon in th

TERICAN INDUSTRICAL CLASSISIFICATION

th American Industry Classification Code (NAICS Co
cquisition: 541519 (Other Computer Related Services
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Contract No. D12 200021 - Foundation Cloud Hosting Services Section B

B.3 PRICING CHEDULES

The Contractor ; 1l utilize pricing for subsequent task orders as establis d within this contract

as reflected in tt  »ase period and each of the option periods in accordan  with Fixed Price (FP)
Unit of Service : 0S). Pricing for this task order includes each of the Se ice Line(s) identified

below.

Storage ! vices

Secure F  Transfer Services

Virtual M chine Services

Database  osting Services

Web Ho:  1g Services

Develop: nt and Test Environment Services

The FP UoS apr able to the technical services lines identified and any ¢ sociated labor
categories and I¢ led rates to be utilized on task orders placed against thi contract are hereby in
accordance with e Contractor’s pricing proposal dated November 19, 21 2, submitted in
response to the I indation Cloud Hosting Solicitation, D12PS00316, wh _h is hereby
incorporated by  ‘erence with the same force and effect as if included in “1ill text.

Any inconsisten s or in the event of a conflict between and terms and ¢ ditions of this
contract and the ntractor’s proposal shall be resolved by giving precede ce to the terms and
conditions conta in this contract.

B.4 OTHERD ECT COSTS (ODCs)

Other Direct Co: , not identified herein, shall be task order dependent. T : price(s) charged to
the government " such item(s) or service(s) shall be procured in accord....ce with all required
laws and regulat 1s. The contractor shall seek competitive bids for all lots of equipment,
supplies, and/or  -vices exceeding the micro-purchase threshold, as iden**“ied in the Federal
Acquisition Reg 1ition (FAR) 2.1, Definitions, which are acquired under s contract, and
provide them to  : government as backup documentation to support pric ‘easonability.

B.5 MINIMU! AND MAXIMUM THRESHOLDS
During the life ¢ his contract, the government is not obligated to purcha services above the
guaranteed mini im for this entire period of performance for this IDIQ ( clusive of options)

which is $5,000.

The contract cei g for this entire period of performance for this IDIQ (i lusive of options) is
$1,000,000,000.

B-2
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SECTION C -
C.1 EXECUT

This contract d
requirements,

The DOI’'s IT 1
Plan to Reform
Cloud-First Pol
Transformation

1. Reduce t
operatior

2. Provide ¢
users.

The DOTI’s goal
delivery solutio

Initially, the DO

Storage
Secure F
Virtual M
Database
Web Hos
Developr

These technical s
developing comg
Services Catalog

Additionally, the
requirements, anc
this contract. Thy
requirements witl
Government own

»undation Cloud Hosting Services

YESCRIPTION/SPECIFICATIONS/WORK STA1

’E OVERVIEW

ines the requirements for services supporting Foundati
ich align with the Department of the Interior’s (DOI) -

msformation efforts are designed to align with the “25
ederal IT”, the Federal Datacenter Consolidation Initie
y outlined by the Federal Chief Information Officer (**
fforts are designed to address two primary objectives:

total cost of ownership of datacenter hosting hardwar
and

ater service, security and support for application busir

to establish the most, efficient, effective and transpare
for meeting mission needs utilizing modern technolog

s seeking cloud-based services in the following six (6

rvices

- Transfer Services

chine Services

osting Services

1g Services

nt and Test Environment Hosting Services

vice lines are intended to establish the initial infrastru
site services that will be represented in a “Mission-Fac

OI considers Data Center Consolidation or emergency
ny hosting and associated support services necessary,
»fore, any modifications and/or task orders maybe be ¢
1 this area. This would include Contractor operation a

assets within either Government or Contractor ownec

Section C

VIENT

Cloud Hosting
Transformation efforts.

dint Implementation
e (“FDCCI™), and the
0”). Federal IT

software and

s owners and end-

portfolio of IT service

.chnical service lines:

re foundation for
1”, DOI-Wide IT

yerations

be within scope of
cuted for any
maintenance of

1d operated facilities.
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wundation Cloud Hosting Services

Section C
C.2 OBJECT] ES
C.2.1 Business Ibjectives
The DOI’s busi :ss objectives for the IT Service Delivery program are : follows:
a. Impro :availability, performance, and flexibility of datacenter _ervices;
b. Reduc Total Cost of Ownership (“TCO”) of delivering IT ser-es;
¢. Promc the use of Green IT by reducing the overall energy, re  estate footprint, and
use of xic components of DOI datacenters, and implementing ffective recycling and
reuse ] )grams;
d. Ensur¢ 1l applicable federal information security and privacy r ulations are
mainte ed and adhered to;
e. Provid tiered functions, service levels, and performance for cu »mers;
f. Provid nteroperable and portable solutions that enable mobilit across hosting models
and se; ce providers; and
g. Enable :aling of infrastructure and application resources to me evolving application
and ust demand.
C.2.2 Initial Tec nical Service Lines
The DOl is seek 2 cloud-based services in the following seven (7) techn

technical service
developing comj
Services Catalog

C.2.2.1 Storage .

The Storage Sen
Service~ in supp«
Data C_..ter Con

C.2.2.2 Secure F

The Secure File 1
enterprise-wide ¢
to securely transf
includes the capa
and type from ext
ability to manage

nes are intended to establish the initial infrastructure fc
site services that will be represented in a “Mission-Fac

rvices
es Technical Service line includes, but is not limited tc
of the DOI Continuity of Operations (CoOP), Disaster

lidation Transition Support Requirements.

» Transfer Services

msfer Service Technical Service Line includes, but is r

ability for any employee, contractor or partner working

al service lines. These
1dation for
7”, DOI-Wide IT

‘loud Based Storage
ecovery (DR), and

limited to an
in the DOI network

files of any size and type to either internal or external L _siness partners. This
lity for DOI employees, contractors and partners to recr ' /e files of any size
nal business partners, while maintaining confidentialitt nd integrity, and the

e files in a web environment.

C-2
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C.2.2.3 Virtual

The Virtual Ma
Virtual Machin
New Applicatic
alternative to te
innovation oppt
environment.

C.2.2.4 Databa.

The Database B
Based Database
and New Applic
databases, share
other Technical

C.2.2.5 Web H¢

The Web Hostir
Web Hosting Se
service line may
static and/or dyr
enterprise-wide

C.2.2.6 Develop

The Developme:
providing a flexi
and/or 1ality as
environment. Th
Permissions in tl
instance basis by

C.3 INTRODUt

All technical ser
each service line
Requirements, 2
Additionally, eac
migration from t
support sustainec
Figure 1 DOI I1
and service dime

mdation Cloud Hosting Services

‘achine Services

ine Services Technical Service Line includes, but is no
iervices in support of the Data Center Consolidation Ti
[mplementation Requirements. This Service Line may
nical refresh of physical servers, a quick response resor
Inities, or rapid response multiprocessor multi-machin

Hosting Services

ting Services Technical Service Line includes, but is ni
osting Services in support of the DOI Data Center Con
ion Implementation Requirements. This service line m:
lata sources, or tiered database solutions including con
rvice Lines.

ng Services

Services Technical Service Line includes, but is not lin
ices in public, private, community and hybrid cloud en
clude any combination of other Technical Service line:
1ic information to the DOI stakeholders, and includes t
1tent management system.

'nt and Test Environment Hosting Services

ind Test Environment Hosting Service includes, but is
2, scalable, on-demand environment to support develog
rance before releasing new applications and changes in
also support ad-hoc innovation activities. Change Con
non-production environment are typically established «
ie authorized user who provisioned the service.

TON TO TECHNICAL SERVICE DEFINITION M

es must fulfill a set of common, enterprise-wide requir
:chnical services are defined based upon three dimensic
ervice Level Requirements, and 3) Optional Characteri
service line may require Associated Support Services t
current operating environment to the target operating e
perations and maintenance of systems in the target ope
ervice Delivery Requirements below illustrates how
ons fit together to define a Technical service.

C-3

Section C

imited to Cloud Based
1sition Support and

30 be considered as an
> to explore
imulation

limited to, Cloud
lidation Transition
include stand-alone
onents of one or more

ed to cloud Based
‘onments. This
iecessary to deliver
sting for an

st limited to

ent, testing, staging,
the DOI production
)l and User

an instance by

IDEL

1ents. Within

s: 1) Resource
cs Requirements.
:nable efficient
‘ironment, or to
ing environment.
>se requirements
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C.3.4 Optional (

1dation Cloud Hosting Services

aracteristics Requirements

Section C

Optional Charac
hosting configur
requirement. Ex:
(including Conte
Operating Systel
completely descr

C.3.5 Associatec

1stics define additional services that may be required b
ons that are not widespread enough to be considered a
iples of Optional Characteristics requirements include
Delivery Networks and data application or telecommu
Patch Management. The Optional Characteristics dime
ed in Section C.8, Optional Characteristics Requireme

‘upport Service Requirements

specific IT systems or
esource or a Shared
rward Staging
cations caching) and
ion is more

5
3.

Associated supp
analysis, priorit:
environment to t
operations and it
Support Services

C.3.6 Technical

- services are those services which may be required to ¢
Jion, preparation and migration of IT systems from the
target operating environment, or may be required to e
ntenance of systems in the target operating environme;
re more completely described in Section C.9, Associat

wervice Definition Model Summary

ible identification,
irrent operating
ure sustained
These Associated
Support Services.

The DOI objecti
described in this
of Resources, pr:
Fixed Price (FP)
constraints of a ¢
Support Services
service lines thrc
definitions publi

C.3.7 Cloud Dej

is to design, procure and deliver technical services bas
sction; therefore a “Technical Service” is defined as Re
ided at specified Service Levels, with specified Option
or unit of service. These Technical Services must be of
nmon set of Enterprise-Wide requirements, and may re
ndividual Task Orders issued under this contract may «
zh any combination of these service dimensions and/or
ed in the DOI’s “Mission-Facing” Service Catalog.

itions and Basic Cloud Requirements

| upon the model
yurce or combination
Characteristics, for a
-ed within the

lire Associated

fine services and
:chnical service line

The DOI acknov
variety of appro:
definitions and ¢
(NIST) 800-145.
Infrastructure as
(SaaS). The Clo

[THE

:dges that the cloud services market is still developing,
1es to defining cloud services. The DOI recognizes the
yloyment models specified in National Institute of Stanc
The NIST Definition of Cloud Computing”. Service M
Service (IaaS), Platform as a Service (PaaS), and Softv
| deployment models consist of Public, Private, Comm

EMAINDER OF THIS PAGE INTENTIONALLY LE

1d that there are a
loud service

ds and Technology
dels include

re as a Service
ity, and Hybrid.

I BLANK]
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C.4 OVERVIE

C.4.1 Organiza.

indation Cloud Hosting Services

" OF CURRENT DOI OPERATING ENVIRONME

n

Section C

The U.S. Depar
natural and cult:
scientists and re
shared service p
as “Customer” ¢

Office
Bureat
Burea
Bureai
Bureat
Bureat
Nation
Nation
Office
US. K
US. G
Other ]

There may be sc
should not be co

As part of the 1T
enable a unified
operations.

C.4.2 Service L

ent of the Interior (DOI) is a Cabinet-level agency that
il resources. The DOI employs approximately 70,000 t
urce-management professionals, in the nine technical t
vider, and other supporting organizations listed below,
sanizations:

“the Secretary (OS)

f Indian Affairs (BIA)

f Land Management (BLM)

f Ocean Energy Management (BOEM)

f Reclamation (BOR)

f Safety and Environmental Enforcement (BSEE)
Business Center (NBC)

Park Service (NPS)

"Surface Mining, Reclamation and Enforcement (OSM
1 and Wildlife Service (FWS)

logical Survey (USGS)

erior Offices

e organizational changes during execution of this conti
idered definitive.

ransformation, the DOI is focused on an enterprise IT
rategy across the DOI and leverage a greater scale to d;

ations and End-points

1anages America's vast
ple, including expert

-eaus, the federal

arein after referred to

11, so the list above

rvices model that will

e more efficient

DOI employees
U.S. Territories
locations with fe

Many DOI empl
time from remot
stakeh dersin ¢

e located in over 2,400 offices in all 50 States, the Dist
anning 11 time zones. Approximately 80% of DOI em
er than 25 total employees.

rees and contractors regularly telework, travel or work

field locations. Additionally, many DOI systems may n
ier government agencies and outside of the governmen

C-7

it of Columbia, and

oyees work in

r extended periods of
:d to be available to
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C.4.3.3 Operati,

A more detailed
and Support Op«

C.4.3.4 Enterpr

The DOThasar
application class

. Oper
. Midc
. Geog
. End-
. Ente

miss

(VA SVS B O R

A detailed descr
Requirements.

C.4.3.4.1 Categ

The DOI’s exist
dimensions:

a. Ty
site
b. Sof
(G
c. Se
sec
“M
d. Ha
ent

adation Cloud Hosting Services

Systems

Operating System % of Servers
'Windows Server 163%

Unix Server 10%

Linux Server 17%

Other 10%

scription of operating systems in use can be found in ¢
ting System Resource Requirements.

Software Licenses

1ber of enterprise software licenses that are grouped in

ng systems

ware (e.g., database managements systems)

ohic Information System (GIS)

r productivity (e.g., collaboration)

ise / mission applications (e.g., enterprise resource ma
-specific)

ion of the software in use is identified in 0 Establish az

zation of Applications

r application environment presents a diverse set across

: Enterprise applications (e.g., Finance/HR), public fac
ipplications, mission-specific applications;

‘are Source: Commercial Off the Shelf (COTS), Gove
'S), DOI Custom, Aggregate Systems with DOI Develc
ity Categories: Applications span the full range of sex
ty categories for confidentiality, integrity and availabi
DERATE,” and “HIGH”;

ware platform: Applications cut primarily across Wir
»nments, with varying levels of modernization and cus
ication environments: Application code base include
10dern programming languages and customization; anc
ication Life-Cycle: Steady State (Operations and Mair
levelopment, Modification and Enhancement (DME).

Section C

stion C.6.1.1, Provide

five (5) broad

zement, finance / HR,

Meet Resources

multitude of

g web

ment Off the Shelf
2d Custom Interfaces.
ity FIPS Pub-199

y impact: “LOW,”

»ws, Linux, and Unix,
nization;

rying levels of legacy

nance), Mixed State,
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C.4.3.4.2 Overv

The majority of
offices within Dt
and a range of th

+ Cit
+ City
e VN
e VN
 Mi
» Mi

The existing sys
enterprise the siz
technologies wit

The current DOI
laptops .esktops
However, there ¢
Android/Windoy
deploy ., the ap
(2007/2010), Ad
Internet Explore:

C.5 ESTABLIS
Enterprise-Wide
the service defin

levels, optional ¢
requirement, all

C.5.1 Comply w.

1dation Cloud Hosting Services

# of Current Virtual Application Delivery Envirom

plications reside upon corporate owned workstations.
have deployed existing Virtual Desktop and Applicati
solutions including but not limited to those listed belov

XenDesktop

XenApp

’are View
’are ThinApp
isoft (Remote Desktop Services)
isoft App-V

ns are localized within the individual bureaus and are r
of the DOI. There are approximately 30 significant ins
i approximate combined concurrent license count aro

1d user workstation environment consists primarily of .
inning the Microsoft Windows XP or Windows 7 Opet
also a growing number of mobile devices such as the
Mobile tablet devices. While there is a wide range of
cations common across the department consist of Mict
e, and select enterprise applications. The most commc

yut others are also in use.

AND MEET ENTERPRISE-WIDE REQUIREME
equirements are baseline requirements that are commo
on, and are applicable to all service lines. Regardless o

iracteristics, or additional services selected to fulfill a s
terprise-Wide Requirements must be met.

Essential Cloud Service Requirements

Section C

:nt

:veral bureaus and
1 Delivery systems

- scaled to support an
nces of these
d 5000.

:1l and IBM

ing System.

sple iPad/iPhone and
sktop applications
soft Office Pro

web browser is

IS

.0 all dimensions of
esources, service
scific service

The Contractor s
Cloud Service C
Table 1 Essenti:

1l provide a Cloud Computing solution that aligns to tt
racteristics” as defined in the NIST Working Definitio
Cloud Services Characteristics below:

following “Essential
as described in
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C.5.2 Manage S vice Delivery and Maintain Business Relationships a. ' Interconnections
C.5.2.1 Provide  owser-based Management Functionality

The Contractor ¢
providing extens

C.5.2.1.1 Defin«

Access to the W
that support higl

A. Re
pro
B. De
ver
C. Ad
acc
D. Ad

pr
C.5.2.1.2 Provis

‘Access to the W
provisioning res

A. Us
nes
B. Co
C.
C.Re
D. En

C.5.2.1.3 Monit

A. Ge
B. SL
C. Se
D. Re
E. Cc
F. Ac

11 provide browser-based consoles, dashboards, portals
> self-service capabilities including (but not limited to)

ser Roles and support User Authorization Workflo

management functionality shall be controlled via conf
customizable access rights including, but not limited t

ccting access to each component of the console (e.g., re
110N resources or view reports)

ing access rights for accessible components (e.g., scop
; read-write access)

nistrator roles with the ability to create, modify, delete
nts, profiles and permissions.

nistrator capability to create authorization workflows +
sioning approval capabilities.

1, Configure, and De-provision (release) Resources

management functionality shall permit Provisioning, (
-ces and should include, but not be limited to the follos

initiated provisioning of resources defined in Section (
d, without requiring human interaction with service pr
guring automatic provisioning (where appropriate) as «
2 “Demand Fluctuations”

arces (limit to templates identified in individual Task (
1ser devices (e.g., mobile devices such as smartphones

Performance and Manage Alerts and Reporting

ral health and availability;
performance;

ity;

irces;

guring alarms and alerts; and
e Service Summary.

C-12

or interfaces for

)

arable role profiles

ricting who can
of access, read-only
ind configure user

th resource

nfiguring and De-
ng:

) “Resources”, as
ider; and

fined in Section

lers)
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C.5.2.1.4 Monit

The ge: ral requ
spending rates re
tools should proy

C.5.2.1.5 Manag

The general requ

reporting to enat

government serv

include, but are 1

e Integrate

incident

active cc

indicatin

e On-line:

Section (

not limit

(MTA);

e Prioritiz

MTF bat

governrr

e Repositc

support 1

e (orrelat

e Rejected

e Charting
and

e Integrati

C.5.2.2 Support
The Contractor ¢
is host " either ¢
specifi Task Or
C.5.2.3 Implem

The Contractor ¢
(“SLA ) and of

The Contractor :
usage including,

idation Cloud Hosting Services

Resource Usage/Utilization and Provide Cost Mete:

:ment under this section is to provide tools for ensuring
ain consistent with the funding levels and task duration
e alerts as spending approaches 85% of contracted fun

Open and Resolved Incidents and Service Requests

:ment under this section is to provide integrated tools a
transparent monitoring and reporting of government ir
: impacting incidents and service requests. These man:
- limited to the following:

system and subsystem status reporting and incident cor
pact on multiple systems, services, programs and users
munication with end-users, organizations and program
soth planned and unplanned downtime;

vorting of performance against key performance indicar
7 Establish and Meet Portfolio of Service Level Requir
to: Mean Time to Resolve/Fix (MTF), Mean Time to ]

queue of Incidents and Service Requests by Severity,
I upon demonstrated performance. Including ability for
it official ability to establish/revise priorities and expec
of Reason for Outage (RFO) and Duration of Outage (
nd analysis and continual improvement efforts;

1 of Complaints to Incidents;
ad Dropped Calls;
or Incidents per Hour, Day, Week, and/or Month over ¢

-with E-mail Alerts for incident volumes exceeding pre
OI System Interfaces

tl provide the ability to connect a vendor-hosted syster
he DOI or at any external provider or customer, unless
TS.

t Transparent and Effective Performance Manageme.

ill adhere to policies encouraging compliance with Ser
r requirements (e.g., incentives, disincentives and Qua

11l provide clear access and visibility to ongoing perfor
ut not limited to:

C-13

Section C

1g/Controls

aat task order
Additionally these
1g levels.

| context filtered
lated, and
ement capabilities

lation to assess
ind to facilitate pro-
This would include

s identified in
1ents, including, but
spond/Acknowledge

th expected MTA and
uthorized

ae
v

0OO) information to

ected time period;

st thresholds.

to another system that
therwise stated in

se Level Agreements
y Assurance Plans).

ance and resources
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a. Provide

on serv

b. Provide

type of

c¢. Provide

infrastr

d. Provide

service.

e. Provide
bureau

Securit

f. Provide

middle

g. Provide

such as
time;

Additional perfo

be available for ¢
C.5.2.4 Impleme

The Contractor s
Contra or and t]

. Incid
. Proce
Role-
. Impa
Proce
servi
Proce
emer,

o an o

=

C.5.2.5 Proftect |

The Contractor ¢
rights and those

C.5.2.6 Prohibii
The Contractor ¢

not explicitly au
otherwise redisti

1dation Cloud Hosting Services

dle filtered self management tools to support billing, m
> management functions;

isibility into usage metering using metrics and granula
rvice;

suite of reports, dashboards, and alarms to monitor an
ture performance (e.g., incidents, service usage, capaci
utomatic monitoring of resource utilization and other e
egraded service, etc. via service dashboard or other ele
1e ability to filter and view usage and invoicing by: Te
nd sub-bureau), program, IT System, IT System type, |
_evel, and other elements which may be identified in 11
ccess to all log files generated by the hosted applicatio
ire, operating system, and underlying virtual and physi
nline reporting metrics interface for all resource utilize
urrent utilization, historical average and peak for a use

1ance management may be required by individual Task
eriod of time defined by the Task Orders.

* Efficient, Effective and Formal Governance

Il specify policies and processes governing the interac
DOI, to include the following use cases:

t Management;

for monitoring and enforcing SLAs;

ised Access and Provisioning Authorities and Workflo
Plan in the event of a merger, acquisition, or divestitur
for adding, deleting, or changing requirements, techni
levels, resource templates and optional features;

for assessing, planning, and mutual approval for achie
1g regulations or policies.

tellectual Property Rights

il ensure the protection of DOI intellectual property (I
‘any licensors.

nd Actively Prevent Adware, Spam, and Remarketing
1l not engage in nor permit its agents to push adware, :

orized by the DOI. The Contractor and/or their agents ¢
ute information gained from its access to the DOI.

C-14

Section C

itoring, and reporting
y appropriate to the

tack operational and
, SLA adherence);
:nts such as failure of
ronic means;

nical Service Line,
System Life-Cycle,
ividual Task Orders;
associated

| infrastructure;

on including metrics
iefined window of

irders. Reports shall

n between the

;
1 service lines,

ng compliance with

and data ownership

f Information

ftware, or marketing
all not resell nor
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C.5.3. tablish. 'd Maintain Security and Privacy
C.5.3.1 Comply 'th FedRAMP and DOI Information Security and Pri cy Requirements

The Contractor s
section and as id

a. Secti
b. Secti

Tech
c. Secti
d. Secti

The referenced a
and other constr:

The hosting envi
level of security
Management Ac
This includes a {
continuous moni
before Authority
no late han 12(
become complia
require~ents wi
compli...ice thron
comply with the
Security (DHS)

C.5.3.2 Provide

The Contractor ¢
Access Manager
devices using th

Range of authen

Ac
Lig
Sec
Sec
Ke:
RA
HS

e a0 T

il comply with the security and privacy requirements ¢
tified in the following Section J attachments:

J, Attachment 1 - DOI Security Control Standards;

J, Attachment 2 - Foundation Cloud Hosting Services
logy Security and Privacy Requirements for U.S. Depz
J, Attachment 3 - DOI Privacy Loss Mitigation Strate;
J, Attachment 4 - Additional IT Security Information;

ichments identify laws, rules, regulations, standards, te
its that the Contract shall adhere to or work under.

nment provisioned by the service provider must demos
 meeting the requirements of the Federal Information
FISMA) for moderate-impact systems, and related age
mal agency security authorization review covering sec
ring, and identification of risks. The agency must cons
» Operate (ATO) will be granted. The service provider
alendar days from the date of award. Moreover, the s

mmarized in this

iformation
ment of the Interior;
(PLMS); and

inology limitations

trate an appropriate
curity and

'y-specific policies.
ity controls,

er and accept the risks
ust qualify for ATO
vice provider must

with Federal Risk and Authorization Management Pro__am (FedRAMP)

n 120 calendar days of the date it becomes available
hout the period of performance. The continuous mor
IST Special Publication 800-137 framework and De
idance.

ser Authentication and Secure Connections

il ensure seamless integration with the DOI Identity
nt (IdAAM) solution enabling hosted systems to aut
s credentials without requiring additional solution cr

:ation and secure connection solutions includes, but i

e Directory;

weight Directory Access Protocol (LDAP);
‘¢ Socket Layer (SSL);

‘e Shell (SSH);

210S; .

F; and

)-12/Token

-1 must maintain

ing provided must
nent of Homeland

thorization and
icate users as well as
itials.

t limited to:
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C.5.3.3 Comply

In addition to coi
the Contractor st
securitv controls,
assessr nt resul
and art 1lation «
(AO) A _thority t
Authorization of
December 8, 201
granted by the Fe
security authoriz
Contrartor servic
indepe; ently by

C.5.3.4 Complet

Controls within t
a third party on t
and implement a

C.5.3.4.1 Imple

The Cc ractor s
Controi requiren
(which includes -

C.5.3.4.2 Impler

The Contractor s
Aware ssand ]
(which includes-

C.5.3.4 ' Impler

The Contractor s
and Ac-»untabil
includc. the requ

C.5.3.4.4 Impler

The Contractor ¢
Assessment and
Questionnaire (v
Enhancements

idation Cloud Hosting Services

th Security Assurance Requirements

slying with the general security and privacy requiremei
| develop a Security Assessment Plan and initially asse
sing an agreed upon independent third-party assessor, :
in a Security Assessment Report. The report shall incl
known remaining risks in order to support the DOI Au
»perate (ATO). In accordance with the OMB memorai
formation Systems in Cloud Computing Environments
the DOI AO anticipates leveraging and accepting proy
RAMP Joint Authorization Board (JAB), to the extent .
ons and an accompanying authority to operate (ATO) :
. DOI does not necessarily anticipate leveraging authc
ther individual agencies, but may opt to do so at its dis

Third Party Assessment of Security Controls and Miti

following security control families (as defined by NIS
ialf of the Contractor. Additionally, Contractors will be
an to mitigate any weaknesses related to these controls

mt and Maintain Access Controls

11 demonstrate and maintain full compliance with each
its listed in the Bidder’s Security Questionnaire, Sectic

: required FedRAMP baseline controls and DOI Mand:*

nt and Maintain Awareness and Training Controls

11 demonstrate and maintain full compliance with each
ining requirements listed in the attached Bidder’s Sect
> required FedRAMP baseline controls and DOI Mand:

nt and Maintain Audit and Accountability Controls
11 demonstrate and maintain full compliance with each
requirements listed in the attached Bidder’s Security (
zd FedRAMP baseline controls and DOI Mandatory E1
nt and Maintain Security Assessment and Authorizat
1l demonstrate and maintain full compliance with each

athorization requirements listed in the attached Bidder’
ich includes the required FedRAMP baseline controls &

Section C

s referenced above,
all applicable

d provide security
e a characterization
yrizing Official’s
um entitled, Security
ssued on

ional authorizations
ailable, in granting
- DOI use of the
zations granted
etion.

te Weaknesses

) must be assessed by
equired to develop

f the specific Access
J, Attachment 5
ry Enhancements).

f the specific
ty Questionnaire
yry Enhancements).

f the specific Audit
estionnaire (which
ancements).

n Controls
f the specific Security

Security
1DOI Mandatory
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C.5.3.4.5 Impler

The Contractor s
Configuration M
(which includes

C.5.3.4.6 Impler

The Contractor s
Contin ncy Pla
(which icludes

C.5.3.4.7 Impler

The Contractor s
Identification an
Questionnaire (v
Enhancements.

C.5.3.4.8 Imple

The Contractor s
Response requir
the required Fed

C.5.3.4.9 Imple:

The Contractor ¢
Maintenance req
the required Fed

C.5.3.4.10 Impl,

The Contractor
Protection requi:
the required Fed

C.5.3.4.11 Impl,

The Contractor ¢
and Environmer
includes the req

idation Cloud Hosting Services Section C

nt and Maintain Configuration Management Controi

11 demonstrate and maintain full compliance with each fthe specific
agement requirements listed in the attached Bidder’s S urity Questionnaire
: required FedRAMP baseline controls and DOI Mand: »ry Enhancements).

nt and Maintain Contingency Planning Controls

11 demonstrate and maintain full compliance with each fthe specific
ing requirements listed in the attached Bidder’s Securi  Questionnaire
: required FedRAMP baseline controls and DOI Mand-*>ry Enhancements).

nt and Maintain Identification and Authentication C.  trols

11 demonstrate and maintain full compliance with each fthe specific
Authentication requirements listed in the attached Bidd ’s Security
ch includes the required FedRAMP baseline controls ¢ 1 DOI Mandatory

2nt and Maintain Incident Response Controls

1l demonstrate and maintain full compliance with each fthe specific Incident
ients listed in the attached Bidder’s Security Questionn re (which includes
AMP baseline controls and DOI Mandatory Enhancem: ts.

nt and Maintain Maintenance Controls

1l demonstrate and maintain full compliance with each f the specific
rements listed in the attached Bidder’s Security Questi naire (which includes
AMP baseline controls and DOI Mandatory Enhancem: ts).

rent and Maintain Media Protection Controls

il demonstrate and maintain full compliance with each f the specific Media
nents listed in the attached Bidder’s Security Question ire (which includes
AMP baseline controls and DOI Mandatory Enhancem ts).

tent and Maintain Physical and Environmental Prote ion Controls

ill demonstrate and maintain full compliance with eact f the specific Physical

[ requirements listed in the attached Bidder’s Security « 1estionnaire (which
ed FedRAMP baseline controls and DOI Mandatory E  ancements).
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C.5.3.4.12 Imple

The Contractor ¢
Planning require
required FedRAI

C.5.3.4.13 Imple

The Contractor s
Personnel Securi
includes the requ

C.5.3.4.14 Imple

The Contractor ¢
Assessment requ
the required Fed

C.5.3.4.15 Impl

The Contractor s
and Services Ac
(which includes

C.5.3.4.16 Impl.

The Contractor ¢
and Communica
Questionnaire (v
Enhancements).

C.5.3.4.17 Impl.
The Contractor ¢
and Information

(which includes

C.5.4 Ensure P

1dation Cloud Hosting Services

ient and Maintain Planning Controls

Ul demonstrate and maintain full compliance with each
znts listed in the attached Bidder’s Security Questionn:
P baseline controls and DOI Mandatory Enhancements
ent and Maintain Personnel Security Controls

Il demonstrate and maintain full compliance with each
requirements listed in the attached Bidder’s Security (
ed FedRAMP baseline controls and DOI Mandatory Ei
ent and Maintain Risk Assessment Controls

1l demonstrate and maintain full compliance with each
>ments listed in the attached Bidder’s Security Questio
AMP baseline controls and DOI Mandatory Enhancem
ient and Maintain System and Services Acquisition C
il demonstrate and maintain full compliance with each
isition requirements listed in the attached Bidder’s Sec
¢ required FedRAMP baseline controls and DOI Mand
lent and Maintain System and Communications Prote
Ul demonstrate and maintain full compliance with each
n Protection requirements listed in the attached Bidder
ich includes the required FedRAMP baseline controls ¢
tent and Maintain System and Information Integrity (
ill demonstrate and maintain full compliance with eact
tegrity requirements listed in the attached Bidder’s Sex

quired FedRAMP baseline controls and DOI Mandatoz

‘ability of IT Systems and Facilitate Migration betwee

Section C

f the specific
e (which includes the

f the specific
estionnaire (which
ancements).

f the specific Risk
\aire (which includes
ts).

trols

f the specific System
ity Questionnaire
ory Enhancements).
ion Controls

f the specific System
Security

d DOI Mandatory
ntrols

f the specific System
rity Questionnaire

Enhancements).

Service Providers

The Contractor :
systems to anott

ill ensure portability of IT Systems and facilitate migre
“hosting solution (e.g., with another Contractor or with

on of data and
the DOI).
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Regardless of th
configure, patch
managed infrast

The DOI require
operating systen
Additionally, th
remain available
longer be suppo

The Contractor :

not limited to:
a. Windo
b. Linux:
¢. Solaris
d. AIX

The Contractor :
Systems.

C.6.1.2 Provide
Provide access t

define in terms
equivalent to a Z

[THE

ndation Cloud Hosting Services

services provided by a vendor, the Department retains
ind support custom operating system images on top of
cture.

a process for providing access and support for current
and versions as they become available and/or the Dep:
)OI may establish range of versions for each operating
> support the base of hosted IT systems, including vers
:d by the manufacturer.

all support current installed base of Operating Systems
s Server: 2003 & 2008

entos 5.7, Red Hat 5, Red Hat 6, Ubuntu, SUSE Enter;
0 for SPARC

all also support timely upgrade to current versions of ]
1d Support Compute-Host Resources
and support for, compute host instances in a variety of

f compute power, RAM. The DOI has defined a “core’
thz processor, unless otherwise specified in individual

(EMAINDER OF THIS PAGE INTENTIONALLY LI

C-20

Section C

e option to install,
'ndor or Department-

quirements and new
ment’s needs evolve.
ystem which must

ns which may no

vhich includes, but is

se 10, Scientific

above Operating

erformance levels
s the compute power
sk orders.

T BLANK]
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In all options an  juivalent solution of equal or better specifications will  tisfy the requirement.
The current inste  >d base includes, but is not limited to those identified i1 [able 2 Minimum
Compute-Host C afigurations below:

Table 2 Minimum Compute-Host Configurations

Minimum Configurations
¢ ndard Cores (#) RAM (GB)
xtra Small 1 2
small 2 4
viedium 4 8
arge 8 16
xtra Large 16 16
h.2h Memory
xtra Small 1 4
small 2 8
viedium 4 16
.arge 8 32
ixtra Large 16 64
hizh Compute.
viedium 4 2
.arge 8 4
Ixtra Large 16 8

high Compute Cluster

.arge 32 32

Ixtra Large 64 64
( stom

Task Order

defined) TBD TBD

C.6.1.3 Provide 1d Support Storage Resources

The Contractor ¢« 1ll provide the ability to provision storage services in a iriety of performance
classes, tiers, an  or pools. Performance classes shall be distinguished by ie throughput
supported by eac class. The latency of storage accesses for all classes sh 1 be in line with
industry standar

C-21
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idation Cloud Hosting Services Section C

C.6.1.3.4 Suppor storage Resource Classes
For each Class pr sosed by the Offeror, a solution of equal or better speci cations than
identified in Tab 4 Proposed Storage Class below will satisfy the requ :ment.
Table 4 Propose. Storage Class

Storage Uptime/

Class wroughput Availability | Example

A - Gbps 100% | high-speed SAN

B Gbps 100% | low-speed SAN

Remote On-line

o ) Mbps 99.90% | Storage

D scess within 24 hrs offline | Tape Library
Independent Tas Orders may specify selected storage class and availabil 7 requirements and

may also specify
hosting the relat:

C.6.1.3.5 Suppc

The Contractor ¢
shall include a v
an open source

C.6.1.3.6 Suppc

The DOI require
provided backuy

The Contractor :
software solutio

The Contractor
described in Sec

The Contractor
a. Ability
b. Ability
Ability
Ability
A scri]

e e

1at Class C and Class D storage be stored in a facility o**er than the one
mission system.

Data Migration Across Storage Classes

sses. This support
rrent tiers as well as

1 provide support for migrating data across different ¢
»-based interface for manually migrating data across di:
I interface for accessing the same functionality.

Alternative Backup Solutions

he ability to design and manage backup solutions, and, - to utilize offeror-
dlutions.

ill provide backup at both onsite and offsite locations, ¢ d may provide

to manage the backup processes.

f the requirements

il ensure that all Archive and Backup services meet all
n C.5.3, Establish and Maintain Security and Privacy.

illen  :the Web-management functionality includes:

y configure backup schedule;

) restore files and images from backup;

» configure a retention period and automatic deletions ¢ old files;
or government to specify the level of redundancy requi: 1; and
ng interface for the above.

C-23
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C.6.1.3.7 Suppo

When transferrin
courier or other 1
being moved to ¢
provide flexibilit

C.6.1.4 Provide
C.6.1.4.1 Compl

The DOI require
a. The bai
method

Contrac

b. Each sy
needs a

C.6.1.4.2 Compl

The Contractor s
Betwee
Betwee
Betwee
Betwee
Betwee
connec

o apTs

C.6.2 Provide A,

idation Cloud Hosting Services

Secure Transfer of Physical Media

physical media between locations, the Contractor shall
thod of maintaining a secure chain of custody over tap
1 from a defined, secured off-site storage location. The
n courier pick-up and delivery time.

ansport Resources and Support Interconnections
with General Transport Requirements

iccess to transport resources that meet the following rex
width consumed by each system shall be calculated usi
vith samples taken at a minimum of every five (5) mim
1 shall specify proposed range of sample rates within t!
em shall have access to sufficient bandwidth to meet it
:stablished in individual Task Orders.

~ith Interconnection Configurations and Requirements

11 support access to network connectivity in the follow
compute host instances;

vendor datacenters;

a vendor datacenter and the Department intranet;
vendor datacenters and the internet; and

vendor datacenters and DOI customers, including LAN
ity and dedicated circuits (e.g., T-1, DS-3, etc.).

regated Resources and Enabling Services

Section C

-ovide a certified
and other media
ontractor shall

irements:

ra 95t percentile

>s or less. The

; range.

nonthly data transfer

z configurations:

o-LAN VPN

Aggregated Rest
System, Comput
Programming).

Enabling Servic
services. Additi
the Contractor o
streamline order
advanced Servic
components for
anticipated conts

rce Services are combinations, or packages, of basic rer ~urces, (Operating
Host, Storage, Telecommunications/Networking, Midd ware, Scripting, and

describe reusable processes and activities that support

al Aggregated Resource Services and Enabling Service
'y the DOI within individual Task Orders to facilitate ¢
2 or provisioning, or simplify definition and pricing for
. Aggregated Resource Services and Enabling Services
fining Technical Services and Technical Service Lines
1.

C-24

altiple technical
may be defined by
amunication,
igher order or

re high order
zlivered under the
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C.6.2.1.3 Provid

Specific Certific
the following int
Current Range o
. Infc
. MS
MS
. My
Ora
Ora
Ora
. Pos
Pos
SQ
. Syt

FCS @S R T

The Contractor s
software.

The Contractor ¢
C.6.2.1.4 Provic

Specific Certific
the following inf
Current range of
Ap.
. Ton
Jer
. IB!
OR
JRI
. Gle
. IB!
s
Jet

SerTEmq red R0 TP

Contractor shall
Resources.

Contractor shall
Orders.

wdation Cloud Hosting Services Section C

Database Hosting Resources

on Requirements will be identified in the individual Te ¢ Orders. However,
mation should be considered a sampling of the current 1vironment. Support
database software, which includes, but is not limited to

nix

QL Express

QL Server (2005, 2008, 2010, 2012)

JL

e 10g

ellg

e 8a

ilS

reSQL

fe

ie IQ

1 also support timely upgrade to current versions of th above database

il support additional database software as specified inc ridual Task Orders.
Web Hosting Resources

on Requirements will be identified in the individual T¢ < Orders. However,
mation should be considered a sampling of the current 1vironment. Support
/eb Server software, which includes, but is not limited

he

Cat

imo

WebSphere

CLE Application Server

\

: Fish

HTTP Server

(Eclipse Foundation)

so support timely upgrade to current versions of the ab e Web Hosting

ipport additional Web Hosting Resources as specified i individual Task

C-27
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C.6.2.1.5 Provid

The Contractor s
of technical serv
controls, bounda

C.6.2.1.6 Provid

Specific Certific:
the following inf
the current range
Col
. Gla
Hit
. JB(
Ma
Me
Ora
. Sily
Sur
jo Tw
k. We
L. Wo

TR e AR TN

Contractor shall
Contractor shall

C.6.2.2 Provide
C.6.2.2.1 Suppa

The Contractor ¢
into or out of the
environment. Tt
(e.g., universitie
images to all of"

The Contractor ¢
a. Lo
b. Tr:
c. Tre
d. Tre

1dation Cloud Hosting Services

Development and Test Environment

11 provide support for non-production environments wi
> lines. These non-production environments are charact
s and levels of access, which may be specified in the i

Application Hosting

on Requirements will be identified in the individual Te
mation should be considered a sampling of the current
f Application Server software, which includes, but is n
Fusion

Fish

nate

SApp Server and Suite

b

1Wiki

e Application Server and BPM Middleware

light

MQ

1o

Logic

Press

30 support timely upgrade to current versions of the ab
pport additional Applications as specified in individua

1abling Services
Bulk Data Transfer and Provide Competitive Volu

il provide volume pricing, for periodically transferring
‘ontractor-hosted environment, and between sites withi
e transfers may originate or terminate at both DOI and
The volume of data transferred could range from the s
> DOI data stored in the Contractor environment.

il support the following modes for Bulk Data Transfer
ing data from physical media (e.g., disk arrays, tapes, [
sferring data in/out over the Internet

;ferring data in/out to the DOI intranet

sferring data in/out via dedicated circuits (including vir

C-28

Section C

_arange of instances
ized by different
ividual Task Orders.

¢ Orders. However,
wironment. Support
limited to:

e Applications.
“ask Orders.

e Discounts
arge amounts of data
the Contractor

on-DOI facilities
e of virtual machine

’Ds)

al private networks).
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C.6.2.2.2 Provid

The DOI requires
Contractor or the
include configuri

C.6.2.2.3 Provid

The DOI requires
that is the Contra

C.6.2.2.4 Provid

The Contractor
notified in advan
example time for
identification).

The Contractor s.
change, as mutua
owner prior to m
the business syst:

All proposed mo
ensure compatibi
Contractor shall
to production sys
if it is unable to 1

The Contractor s
limit all but critic

C.6.2.2.5 Provid
For all Disaster |
A. Sy
B. Pro

L
11

dation Cloud Hosting Services

Jperating System Services

everal operating system services. All services can be p
01, but the DOI retains the right to perform any servic
. Operating Systems and troubleshooting Operating Sy:

_icensing and Installation Services

1e licensing and installation of all necessary operating
or responsibility under service or service line bundles.

Patching and Version Control Services

st commit to a defined patching schedule and process (
and given sufficient time to test compatibility with all
nplementation could range from a few days to a few w

Il comply with negotiated change control processes an
7 agreed upon after award. The Contractor shall coord:
ing changes to the hardware configuration that may als
L

fications shall be documented, tested, planned and com
y with the business system and to include fall back pro
yvide the DOI at least one (1) week to test patches befc
ms. The DOI may postpone the patch indefinitely for :
ke deployed IT systems compatible with the new versi

11 cooperate with the DOI to establish recurring mainte
“security patches to distribution within these windows.

Disaster Recovery Services

covery the Contractor shall provide the following servi
ort to design, implement, and manage the Disaster Rec
de a web-based capability for configuring Disaster Rec
stablish a set of mission critical data and snapshots.

‘ovide all services required in order to execute failover
1d bring mission critical systems and data online.

Section C

formed by either the
tself. These services
:m Problems.

stems and software

1., the DOI shall be
lated software —
ks after

withorities for
ite with the system
require changes to

unicated to client to
:dures. The

: they are rolled out
lected environments
IS.

ince windows and

'S:
ery solution
/ery options.

_the event of disaster
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C.6.2.2.6 Suppo

The DOI operate
which support W
and managemen
options for satisf

A. Co
con
sup
ide:

B. Co.
ide:
anc
anc

C. D
infi
mi¢

Regardless of th
own support for

C.6.2.2.7 Provid
following inforn
current range of
Ac
AV
Cr
. Fic
Gr
Hy
IB]
. Jas
Mt
N/
. S

Sp

]

R e D R0 T

B
g

Contractor shall
and reporting sc
specified in ind;

1dation Cloud Hosting Services

One or More Solutions for Middleware Licensing a

an expansive set of middleware platforms across its vas
» Hosting, GIS, Database and Applications. The DOI r
ervices for all middleware platforms identified herein.
ng these requirements:

-actor Provided Licensing and Management for Currer
ictor shall provide the licensing and/or management se
rting current portfolio of DOI platforms and additional
fied in individual Task Orders; and/or

‘actor Proposed Migration to Recommended Standard.
fy migration strategies and costs for transitioning to an
rovides the licensing and/or management services for t
r

Provides Licensing and Management. The Contractor
tructure, as described in the IaaS layer, and DOI shall 1
.eware.

iervices provided, the DOI retains the option to install,
iddleware instances on top of Contractor or DOI-mana

Hosting for DOI Legacy Metering and Reporting Softv
rion should be considered a sampling of the current eny
etering and Reporting software, which includes, but is
ite

tats

al Reports

er

ndworks

rion SQR

Applications Service Center

r Server

,COM

10S

terStats

1k

lows Log Parser

'so support timely upgrade to current versions of the ab
ware. Contractor shall support additional metering and
dual Task Orders.

C-30

Section C

1 Support

'us systems,
uires licensing
iere are several

Portfolio. The
ices for directly
latforms as may be

'he Contractor shall
ternative platform,
alternative platform;

1all provide only
mage and license

anage, and provide its
d infrastructure.

e. However, the
onment. Support the
ot limited to:

re legacy metering
sporting software as
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C.6.2.2.8 Provic

Specific Certific
the following ini
the current range
. Atl
. Ad
Art
. Cit
Cit
Cit
Co
. Co
Do
Ex!
. Eni

RETCN DI e A0 T

8
SREFEE

feEty»rroDeB

Contractor shall
Contractor shall

C.6.2.2.9 Provi

The DOI requir

a. .N

b. Af
Fl¢
IS.
Ja
Ja
Jsi
N¢
4C
Pe

e Dge e 20

1dation Cloud Hosting Services Section C

Hosting for Other Middleware

on Requirements will be identified in the individual T: < Orders. However,
mation should be considered a sampling of the current 1vironment. Support
f Other Middleware, which includes, but is not limited »:

sian JIRA

e Pro

Text

- XenApp

- XenDesktop

- XenServer

non Spot

nVault

mentum

s Plut-ins

litrak

1

FileNet

ysoft Dynamix CRM 2011

rackup

orker

e ADF

ics

Jisk

:Point

vare AG/Entirex DCOM (Communicator, XML Media :, Adapters)
Forms

Center Content

. Data Powers

so support timely upgrade to current versions of the at 7e Middleware.
ipport additional Middleware as specified in individual ‘“ask Orders.

Hosting for Scripting and Programming Environm 1ts

access to the following scripting languages on all web 1d application servers.
net

Action Script

1

Script

pt
3]s

C-31
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PH
Pyt
. RS
Rul
UN

°ePETF

Contractor shall
programming en
environments as

C.6.2.2.10 Prov
A. Su

The DOI desires
e The abili

' appropri:

e The abili
lower co

e Anenter
governm

B. Su

Table 7 Virtual .

DOI user requirt

Table 7 Virtual

ndation Cloud Hosting Services

n
pt

on Rails

{ Scripting

so support timely upgrade to current versions of the ab
ronments. Contractor shall support additional scriptin;
»ecified in individual Task Orders.

e or Support Virtual Application and Virtual Deskt
ort Virtual Application/Desktop Capabilities-

y meet the following Application/Desktop Virtualizatic
for our users to leverage any device, anywhere, at any
: level of information assurance.

to equip users quickly with necessary tools, improve ¢
ise-class virtual desktop/application solution that may .
t employees within the scope of the task order award.

»ort General Virtual Application/Desktop Capabilities

yplication and Desktop User Needs below, identifies a
ients for virtual applications and desktops.

splication and Desktop User Needs

Section C

re scripting and
ind programming

) Resources

Goals:
me, with the

stomer service, and

ale to service all

presentative list of

User Needs

The ability to w
computationally

k from home and on “Personally Owned Equipment” (POE),
itensive tasks.

en when using

The ability to w
non-profit).

k in other DOI facilities and Federal, State and Local Partner

public, private and

The ability to st

e large amounts of data with external partners at their locatic

[N

The ability to cc
information wit
FI, or wired cor

sct information while in field locations with no connectivity and upload the

ut having to come into the office (via from home or other *
'ction to the Internet).

The ability to c«
same device for

:ct and analyze data while in the field or on travel, accom
issible non-business purposes due to weight or space rest

The ability for 1

note access to DOI information using mobile devices with

The ~*ility for :
rang Hf applic:
task orders.

‘horized government users to specify custom desktop images v
yns, and deploy these images within timelines which may be ic

**ns with cellular, WI-

ffice work, and use the

art card readers

“ich include a wide

itified in the individual

The ability to c

luct self-service password reset from outside the network.

C-32
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C. St

Virtual Applicat
and other require

C.7 ESTABLIS

Service Level re
the infrastructure
"Days” refer to ¢
service level me

C.7.1 Optimize i

ndation Cloud Hosting Services Section C

oort Additional Virtual Application/Virtual Desktop R« uirements

1 and Virtual Desktop solutions should satisfy user req
ients identified in the individual task orders.

rements, use cases

AND MEET PORTFOLIO OF SERVICE LEVEL EQUIREMENTS
ameters within which
its. For this section
yrovided for a specific

irements define the performance and other operating p
nust operate to meet IT System and End User requirem
endar days unless an alternative definition is explicitly
¢ in individual task orders.

'd-to-End Performance

C.7.1.1 Manage

Latency shall be
users and ensure
DOI to configur
compliance with
parties during th
joint responsibil
be assigned. Ad
Virtual Applicat
will be identifiec

C.7.1.2 Adapt to

The Contractor ¢
demand with mi
and average den
planning. Indivi
adapting to dem

C.7.1.3 Streaml

The Contractor ¢
readily provisiol
incremental tier:
objective to stre,
upon appropriat
Memory or Stor
be selectable wi
resource scaling
scaling. Minimu
Task Orders.

atency between Hosted Applications and End Users

:anaged, by the Contractor, so as to optimize IT Systen
inctionality of the hosted application. The Contractor s
nd maintain system infrastructure elements to ensure e
[ system and end-user service level commitments. The
:valuation and resolution of end-to-end latency issues ¢
, and only upon identification of the latency issue(s) st
tionally, the Contractor shall provide or cooperate with
n Hosting to improve user experience. Specific latency
n individual task orders.

esponsiveness to end
11 cooperate with the
I-to-end latency is in
ssumption of both

ill be that there is

1 final responsibility
1e DOI to deploy
:quirements, if any,

Yemand Fluctuations to Meet and Maintain Service L els

il ensure that system infrastructure is able to accommc ate fluctuations in
mal impact on system performance. Anticipated seasor.._ity, minimum, peak
1d rates will be provided in individual task orders to fa: itate resource

al Task Orders may identify selected methods and min wum times for

d fluctuations.

e and/or Automate Resource Scaling

all provide several tiers of service for the scale of basic :sources that must be
ble at all times. The Contractor shall provide capability .o template

or each resource or service package. Alternative metho - for meeting the

iline incremental provisioning for common, cost effect 2 configurations based
:ombinations to scale based upon application Input-Ou 1t (1/0), Processor,

e sensitivity will also be considered. The DOI approve tiers/templates shall

n the provisioning portal, and authorized users shall be ble to establish the
:quence most appropriate to their application when con zuring automatic
timelines for implementing scaling options may be ide :ified in individual

C-33
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C.7.2 Meet Softr

idation Cloud Hosting Services

re and Licensing Support Service Level Requirement.

Section C

C.7.2.1 Meet Op

Specific Service
Orders.

C.7.2.2 Meet Lic

Specific Service
Orders.

C.7.2.3 Meet Pa

Specific Patchin
orders.

C.7.3 Meet Upti

ating System Services Service Level Requirements

>vels for Operating Systems may be identified in the in

ising and Installation Services Service Level Requirei

2vels for Licensing and Installation may be identified i

hing and Version Control Services Service Level Reqi

ind Version Control Service Levels may be identified i

¢ and Availability Requirements

idividual Task

nis.

he individual Task

‘ements.

the individual task

The Contractor ¢
terms of percent
operational and
Service Bands,

ill guarantee several tiers of uptime of all Contractor cc
e of minutes a month that the Contractor controlled res
ailable. Planned downtime, as defined in Table 17 Scl
eet Mean-Time-To- Restore Service Levels, is counted

trolled resources in
irces shall be fully
duled Downtime
s the system being

fully operationa Table 8 Uptime and Availability Service Bands belo' identifies the
minimum perfor ance levels required for uptime and proposes options fc up to four (4) service
bands. The Coni  ctor shall meet the minimum performance requirement ut may propose one
(1) to four (4) al rmative service bands.

Table 8 Uptime 1d Availability Service Bands

Uptime

Service Band Minimum (>=) [Maximum (<) Maximum Planned Downtime

Band 1 99.99% 100%| <4 min/month

Bal 99.90% 99.99%}|<43 min/m  th

Band 3 99% 99.90%|<7.2 hours, onth

Band 4 95% 99%|<36 hours/ nth

Minimum Accept le Performance: 95%|% @ it i]<36 hours/™anth

C.7.4 Meet Dis:

ter Recovery Services Service Levels

The DOI requir
Recovery Time
the in vidual t:
identified in the

a Disaster Recovery plan that meets all requirements o lined herein, and

bjective (RTO) and Recovery Point Objective (RPO) s
< orders. Additional, Specific Disaster Recovery Servis
1dividual task orders.

C-34

cified below and in

levels may be
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C.7.5 Meet Back

idation Cloud Hosting Services

» Service Levels

Section C

The following se
C.7.5.1 Comply

The Contractor s
authorized techni
and yearly backu
Time to Restore :
requirements ma

An example baclk

Table
Ba¢

Fre

Dai
We
Mg
Ye:

C.7.5.2 Meet Me

The average time¢
will influence tir
restore requests (
may be identifiex

ice level requirements apply to Backup Services.
th Backup Frequency Requirements

1l provide a means of configuring backup and archivin,
Il user defined schedule. The schedule shall support da

frequency on an
', weekly, monthly,

. The DOI authorized technical user shall be able to se :t a different Mean
d Retention Periods for each backup. Specific Backup equency
»e identified in the individual Task Orders.
3 schedule could be:
I Recommended Backup Service Levels and Retentior Periods
up Service Levels
lency Retention Period |Mean-Time to | store
2 weeks 15 minutes
dy 1 month 4 hours
hly 1 year 24 hours
y 48 Hours 72 hours

t Time to Restore Requirements.

equired to complete a restore request. Given that the si
required to restore it, these service levels are calculate
»th big and small) over a month. Specific Mean-Time
n the individual Task Orders.

Table 12 Mean Time to Restore Requirements

Bacsup Service Levels

se
Ba
Ba
Ba
Ba

C.7.5.3 Comply

The retention pe
deletion. The D(

'ce Band Mean-Time to Restore
1 15 minutes

2 4 hours
'3 24 houre ]
4 72 hours
ith Data Retention Policies

)d is the duration that each backup snapshot will be ret:
requires the ability to set a custom time period within :

C-36

of a restore request
as the average of all
Restore requirements

1ed before automatic
lividual Task Orders.
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C.7.6 Documen.

idation Cloud Hosting Services

1d Meet Provisioning Service Level Requirements

Section C

The Contractor ¢
respond to chanj
use within the sj

For example, in
spikes in deman
predictable chan
service.

After arequest I
triggers), resour:
times.

C.7.6.1 Meet Cc

The Contractor !
Compute Host I
Bands below ide
service bands. T
propose one (1)
POSSesS appropr

Il provide several tiers of service for the speed in whic
in demand. In all cases resources shall be brought onl
ified time as defined within the individual task orders.

ler to retain flexibility to scale up resources quickly to
some systems may subscribe to a top tier. Other systen
; in demand may be able to plan further ahead and sub

been made (either manually or automatically in respoi
(e.g., storage, virtual machines) shall be available for

wute Host and Operations System Provisioning Servi

11 provide a means to provision the Compute Host mai
ources both manually and automatically. The Table 13
fies the minimum performance level and proposes opt
Contractor shall meet the minimum performance requ
four (4) alternative service bands. Time measurement
: provisioning authorization credentials.

1 hosted system can
» and available for

spond to sudden
though, with more
ribe to lower tiers of

> to configurable
e within the specified

Level Requirements

ally, and/or scale
ompute Host Service
1s for up to four (4)
:ment, but may

sumes that the user

Table 13 Comp.  Host Service Bands
Service Bal Minimum (>=) aximum (<)
Band 1 0O min » min
Band 2 15 min hours
Band 3 2 hours hours
Band 4 8 hours + hours
Minimum . ceptable Performance: o | hours
C.7.6.2 Meet St 1ge Provisioning Service Level Requirements

The Contractor
Stor~~~ Resour
performance ley
meet the minim
service bands.
authorization c1
Service Bands 1

1 provide a means to provision the Storage both mam
be ” - 1 automatically. The table below ide
and proposes options for up to four (4) service bands.
. performance requirement, but may propose one (1) tc
ae measurement assumes that the user possess appropi
:ntials. Table 14 Storage Provisioning Service Bands i
Provisioning Storage.

C-37

ly, and/or scale
ifies the minimum
ie Contractor shall
ur (4) alternative
‘€ provisioning
ntifies proposed
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on Cloud Hosting Services

_T~hkl> 14 Storage Provisioning Service Bands

Section C

C.7.7 Meet Midd

S—e?'v.u: wvand Minimum (>=) [Maximum (<)
Bl 0 min 15 min

Baiu 2 15 min 2ho s

Band 3 2 hours 8ho s

Band 4 8 hours 24 hours

Mir 2um Acceptable Performance: e 24 h rs

ware Management Service Level Requirements

The Contractor s!
Application Serv

C.7.7.1 Meet Mi

The Contractor s!
notified in advan
example time cot
indefinitely if it ¢
around how quic.
for use.

The Contractor s
production syster

The Contractor s
communicated tc
back procedures.

The Contractor s
configuration the

Required Sched
a. Weekly
b. Monthl
¢. Quarter
d. Yearly

C.7.7.2 Meet Ad

The Contractor s
identified in the

[l provide several tiers of management support for Datz
5. These services shall include the following requireme

leware Patching and Version Control Requirements

[l commit to a defined patching schedule and process (i
and given sufficient time to test compatibility with all
| range from a few days to a few weeks, and could post

11d not be made compatible). This section also defines .
7 the Contractor shall make new versions of any suppo:

11 provide the DOI test patches at least 1 week before 1]

11 ensure all proposed modifications are documented, t«
onsumer to ensure compatibility with the business syst

11 coordinate with the system owner prior to making ch
nay also require changes to the business system.

es:

tional Middleware Service Level Requirements

Il meet additional middleware service level requiremer
lividual Task Orders.
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1se, Web Server, and

oo

>.

1., the DOI must be
lated software —
me the patch

y requirements
software available

y are rolled out to

ed, planned and
1 and to include fall

1iges to the hardware

. which may be
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C.7.8 Meet Secui

dation Cloud Hosting Services

File Transfer Service Levels

Section C

Specific service 1
identified in the i
requirements for

C.7.9 Meet Virtu

el requirements for the Secure File Transfer technical ¢
ividual task orders. Section J, Attachment 12 identifies
s technical service.

Desktop and Applications Service Levels

rvice line will be
he initial

Specific service 1
identified in the i

C.7.10 Meet Cus

el requirements for Virtual Desktop and Applications !
ividual Task Orders.

mer and Program Support Service Levels

rvices will be

The DOI requires
include both trou
Management, Op

For each tier of s
a. Availat
Levels)

b. Time to
(Ackno
Time to
d. Plannec
Downti

It

The DOI require:
a. Severit
b. Severit
c. Severit
d. Severit

In addition, with
than 1-hour of wr
description of ro

C.7.10.1 Meet S

During
who is
Center
individ
e. MeetM
f. Planne
Downt:

everal tiers of support for any support services provide
> ticket support, as well as service management (e.g., I
ating System Service Management, and Middleware Si

port, the DOI requires pre-defined service levels for th
ty (defined in section C.7.11.1 Meet Service Center Ax

espond (defined in section C.7.11.2 Meet Service Lev
edge) to Requests Service Levels)

esolve (defined in section C.7.11.3 Meet mean-time-tc
owntime (defined in Table 19 in Section ¢.7.11.4 Mini
> in Maintenance Windows)

ne following definition of support and service request ¢
: Emergency (Health and Safety)

'» Mission Priority (Bureau Director)

'» Program Priority

:» Routine

thirty (30) calendar days of any major outage occurren
:heduled downtime, the Contractor shall describe the o
cause and fix.

sice Center Availability Service Levels

yurs of availability the customer expects to reach a sup

Support services
rastructure Service
vice Management).

following metrics:
ilability Service

Time To Respond

esolve service levels)
ize Planned

verity:

: resulting in greater
age including

Tt O Service person

le to take down a request for service or log a trouble ticnet. Specific Service
vailability Service Levels will be selected from the ava™qble tiers in the

1 task orders.

i-Time-To-Resolve Service Levels)

lowntime (defined in Table 19 in section C.7.11.4 Min
e and Maintenance Windows )

C-39

1ze Planned
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The DOI requires
e. Severity
f. Severity
g. Severity
h. Severity

In addition, withi
than 1-hour of un
description of roc

C.7.10.2 Meet Se
During hours of

able to take dowr
Availability Serv

The DOI requires
C.7.10.2.1 8x5 S
e g

e M

e in

C.7.10.2.2 8x5C
e O

e M

e in

C.7.10.2.3 8x5 C
o 9

e M

e in

pl

C.7.10.2.4 24xT>
o

o 7

C.7.10.2.5 Custq
e T

dation Cloud Hosting Services Section C

1e following definition of support and service request s ’erity:
: Emergency (Health and Safety)

: Mission Priority (Bureau Director)

: Program Priority

: Routine

thirty (30) calendar days of any major outage occurrenc . resulting in greater
heduled downtime, the Contractor shall describe the ov“1ge including
cause and fix.

ice Center Availability Service Levels

iilability the customer expects to reach a support or ser ce person who is
request for service or log a trouble ticket. Specific Ser ce Center
> Levels will be selected from the available tiers in the dividual task orders.

1e following tiers of availability:

gle Time zone
to Spm
1day through Friday

single time zone which may be identified in the indivic al task orders

NUS

to Spm

1day through Friday

ich of the 4 CONUS Time zones (Eastern, Central, Mo 1tain, and Pacific)
NUS + Alaska

to Spm

:day through Friday

ach of the 4 CONUS Time zones (Eastern, Central, Mc
- Alaska

atain, and Pacific)

65/366
ours a day
lys a week

1 Work Hours, Custom Work Week, Selected Time
se defined in individual Task Orders.

one(s)

C-40
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C.7.10.2.6 Defin
o T«

C.7.10.3 Meet St

After contacting
center within the

Table 15 Servic
required by the [
Support Service

dation Cloud Hosting Services

Season or Emergency/Incident Support
¢ defined in individual Task Orders.

ice Level Time To Respond (Acknowledge) to Reques

pport, the DOI requires an acknowledgement of the rec
recified time to respond.

.evels for Acknowledging Requests below identifies 1
I. Severity/Priority levels in Section C.7.10, Meet Cus

vels.

Table 15 Service Levels for Acknowledging Requests

Section C

Service Levels

ast and initial service

: tiers of service
mer and Program

Severity/Priority

1 2 3 4
Service Band Minimum (>=)[Maximum (<) Minimum (>=) IMaximum (<}]Minimum ({>=} [Maxi  m (<} |Minimum {>=) [Maximum (<)
Band 1 0 min 15 min 0 min 30 min 0 min 45 m 0 min 60 min
Band 2 15 min 2 hr 30 min 4 hr 45 min 6 hr 60 min 8 hr
Band 3 2 hr 8hr 4 hr 16 hr 6 hr 24 hr 8 hr 36 hr
Band 4 8 hr 24 hr 16 hr 48 hr 24 hr 72 hr 36 hr 96 hr
C.7.10.4 Meet i n-Time-To-Resolve Service Levels
The DOI require | commitment on the mean time to resolve all service a . support issues. Time

is calculated fror
calculated montt

nitial response until satisfactory resolution or escalatio

Averages are

Table 16 Servic _evels for Mean-Time-To Resolve (Fix) below identi: s the DOI required
service bands, St zrity/Priority levels in Section C.7.10, Meet Customer nd Program
Support Service evels.

Table 16 Servicc .evels for Mean-Time-To Resolve

Severity/Priority
1 2 3 4

Service Band Minimum (>=)|Maximum (<) Minimum (>z) [Maximum (<) |[Minimum {>=) |Maxin 1 (<)|Minimum {>=) |Maximum (<}

Band 1 0 min 15 min 0 min 30 min 0 min 45 mir 0 min 60 min

Band 2 15 min 2 hr 30 min 4 hr 45 min 6 hr 60 min 8 hr

Band 3 2 hr 8hr 4 hr 16 hr 6hr 24 hr 8hr 36 hr

Band 4 8 hr 24 hr 16 hr 48 hr 24 hr 72 hr 36 hr 96 hr
C.7.10.5 Minim ' Planned Downtime and Maintenance Windows

The Contractor :
maximums. Pla
agreed upon wit
Downtime are ic

ill provide support services that accommodate several 1
2d downtime must occur at times specified in the indivi
sach application system owner. Proposed Service Band
itified in Table 17 Scheduled Downtime Service Bands

C-41

tintenance window
1al task orders, and
for Scheduled
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Same n
Lower!
Lower |
An opti

S

The DOI shall h:
console.

Specific requirer
Orders.

C.8.3 Support R

«dation Cloud Hosting Services

dleware and operating system Resource requirements
mpute Host, Storage, and Bandwidth Resource require
rvice Level requirements

~of Persistent or Non-persistent storage

: the ability to create and destroy non-production envir

nts Non-Production Environments may be identified ir

uirement to Manage Underlying Physical Resources

Section C

ents

ments via web

1e individual Task

The Contractor s
resources. For e3
process and prev

Specific requiret

11 provide the functionality to manage the infrastructur
nple, for licensing reasons, some systems need to attac
t it from being reassigned.

nts for Management of Underlying Physical Resources

underlying physical
a particular VM to a

1ay be identified in

the individual T¢ : Orders.
C.8.4 Provide C tent Delivery Network (CDN)
The Contractor ¢ 1l provide the ability to cache static content at location iround the US to

provide fast acce
Specific requirer

C.8.5 Support G

to local users. This functionality is also known as For
nts for CDN may be identified in the individual Task (

rernment Compliance Requirements

ird Staging.

ders.

The Contractor ¢
are subject to be
are not limited t

a. Ability
b. Adher
c¢. Adher
Outer |
d. Adher
e. Adhen
impost
f. Adhern
Contrc

Government Co

l comply with government security and regulatory rec

nd those that the entire DOI is subject to. These regula*

» provide forensics on the roaming profiles of virtual d¢
e to International Traffic in Arms Regulations (ITAR)
e to Electronic Code of Federal Regulations (e-CFR) .
ntinental Shelf (OCS) Lands Act

se to any restrictions placed on proprietary data stored
>e to any litigation hold requirements currently in place
in the future

>e to security controls defined in Section J, Attachmen
standards

oliance requirements may be identified in the individue

C-43

irements that systems

ons may include, but

<top users
squirements
0 regulations and

' the Department
r that may be

, DOI Security

Task Orders.
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C.8.6 Support

undation Cloud Hosting Services

'aska/Hawaii Regional Connertivity

Section C

The Contracto
when connecti
configurable o
identified in th

C.8.7 Address

1all ensure users in Alaska and Hawaii can access core
y to CONUS has been lost. Definition of “core system

per application basis. Specific requirements for Regi
adividual Task Orders.

ues Related to Poor Connectivity

ystems and data even
ind data” must be
al Connectivity may be

Please describe
unstable intern«
Poor Connectiv

C.8.8 Support

sur approach for dealing with users in remote locations
.onnectivity (e.g., satellite, poor wireless coverage). S
may be identified in the individual Task Orders.

Provide Hardware Clustering

/ith poor, limited, or
cific requirements for

The Contractor
with a user coni
Hardware Clust

C.8.9 Provide L

ill provide capability to configure physical resources i
rable number of physical servers in the cluster. Speci
ng may be identified in the individual Task Orders.

d Balancing

1 hardware cluster
» requirements for

The Contractor ¢
Specific require:

C.8.10 Support

Il provide the ability to distribute demand over multip;
ats for Load Balancing may be identified in the indivic

Provide Interfaces to Non-Department Systems

system instances.
al Task Orders.

The Contractor s
(“System A”) to
example hosting

a. Anothe
b. A unive
c. Apriva

The connection, 1
exchange with Sy
gateway configur

The connection sl
Included, but not
a. Activel

b. OpenlID

c. Any oth

and Priv.

Il provide the ability to connect a Contractor hosted sy

osther system (“System B”) that is hosted outside the D
sations include, but are not limited to:

yvernment agency

ty

sector enterprise

to and including the Contractor boundary, shall be con
'm B. This shall include, but is not limited to, any nece
ons and maintenance.

| support authentication schemes required by either Sy
rited to:

sctory

withentication schemes referred to in C.5.3 Establish a

14
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:m or data store
[ boundaries —

ured to support data
ary DMZ, firewall,

'm A or System B.

Maintain Security
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The connection

a. Encryr
Valida

Specific requires
individual Task

C.8.11 Support

dation Cloud Hosting Services

Il adhere to all DOI security requirements including, t

1 of all sensitive data in transit (motion) and at-rest (s
FIPS 140-2 compliant and validated cryptographic m

its for Interfaces to Non-Departmental Systems may t
lers.

®rovide Static IP Addressing

Section C

- not limited to;

-age) using only NIST
ules and algorithms.

identified in the

The Contractor ¢
requirements fo1

C.8.12 Provisioi

1 provide a static IP for a specified compute host inste_

itic IP Addressing may be identified in the individual

edicated Resources

_ce. Specific

1sk Orders.

The Contractor ¢
resources. Dedic
system is the sol
identified in the

C.9 ASSOCIA]

Associated supp
analysis, prioriti
environment to 1
operations and n
Associated Supy

Services.
Table 18 Associ
C.9.1 Plan
Plan
C.9.2 Engi
C93 Migr
Pilo
C.94 Appl
CJ95 Inter
C.9.6 Testi
C.9.7 Trair
C.9.8 Secu

Specific require
Orders.

1 provide the option to provision dedicated as well as

d resources are defined as physical resources for whic
nant. Specific requirements for Provisioning Dedicate
ividual Task Orders.

) SUPPORT SERVICES

services are those services which may be required to ¢
on, preparation and migration of IT systems from the
target operating environment, or may be required to er
itenance of systems in the target operating environmes
Services are more completely described in Table 18 /

1 Support Services
1 Services--- includes cloud readiness evaluation for ¢

ring Services

m Services---includes Management of Cloud Transitic
ansition

ion Management Services

: Design and Integration Services

section 508 compliance

; Services

Services

its for Associated Support Services may be identified

C-45

ared units of the
the provisioning
Resources may be

ible identification,
irrent operating
Ire sustained
Categories for
sociated Support

SP & Pilot Transition

H

the individual Task
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SECTIOND
D.1 GENEI]
Any and all d
a cost-effectr
expensive paj
Unless othery
electronic ma

means will be
Officer.

[THE

Foundation Cloud Hosting Services ‘ Section D
PACKAGING AND MARKING

L

iverables submitted under this contract shall be prepare and packaged in
manner equivalent to standard commercial quality. El )orate art work,

r and bindings are neither necessary nor desired.

se directed by the Contracting Officer, all reports shall : delivered by

(e-mail) or First Class mail. The cost of delivery by m__e expensive
enied unless approval is obtained in advance from the " ontracting

“MAINDER OF THIS PAGE INTENTIONALLY LE. ~BLANK]

D-1
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SECTIONE -1
E.1 52.252-2-C

This contract inc
they were given i
available. Also, t
http://farsite.hill.:

00021 — Foundation Cloud Hosting Services

'PECTION AND ACCEPTANCE
AUSES INCORPORATED BY REFERENCE (FEE

»orates one or more clauses by reference, with the sam:
full text. Upon request, the Contracting Officer will me
full text of a clause may be accessed electronically at 1
mil/vifar]l.htm or https://www.acquisition.gov/far/, anc

www.dol.gov/pal

aindex.html

Clause Ti
52.203-3 G
52.203-12 Li

Fe
52.204-4 Pr
52.204-9 Pe
52.223-6 D
52.227-1 A
52.232-18 A
52.242-13 B:
52.242-15 St

E.2 INSPECTI(

Inspection of the
Officer's Represe
place of inspectic
deliverables set {
COR designated
E.2.1 Gene

General quality r
the contractor un

o Accur:
adhere

e Clarity
unders

s Consis
contra

o File Ei

: Da
uities Ar
itation on Payments to Influence Certain Oc
ral Transactions

ted or Copied Double-Sided on Recycled Paper ~ M:

onal Identity Verification of Contractor Personnel Jar

1-Free Workplace M:
1orization and Consent De
llability of Funds Ar
cruptey Ju]
-Work Order Av
[ AND ACCEPTANCE

ipplies/Services provided hereunder shall be made by 1
ative (COR) or any Inspectors designated by the Contr
for reports required under this contract shall be at the ¢
‘h in Section F. Final acceptance of Supplies/Services
the contract or as specified in individual orders.

il Acceptance Criteria

asures, as set forth below, will be applied to each work
r this statement of work.

7 - Work Products shall be accurate in presentation, tec
e to accepted elements of style.

Work Products shall be clear and concise. Any/All dia
1d and be relevant to the supporting narrative.
ncy to Requirements - All work products must satisfy 1

ing - All text and diagrammatic files shall be editable t

E-1

Section E

998)

orce and effect as if
> their full text
s/these address(es):
JIAR Clauses:

1984
2010

2011
011

2001
2007
1984
1995
1989

: Contracting

ting Officer. The
Iresses for

all be made by the

roduct received from

iical content, and

ams shall be easy to

: requirements of this

the Government.
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e Forma
media
Hard ¢

e Timeli
herein
Goverl

E.3 QUALITY .

The COR or desi
documentation tl
Absence of any ¢
complying with t
documentation re
Contractor shall ;
review, Or as an ¢
Any approval giy
guarantee the fin

00021 — Foundation Cloud Hosting Services

Work Products shall be submitted in hard copy (wher
utually agreed upon prior to submission, unless otherw
yy formats shall follow any specified Directives or Mar

ss - Work Products shall be submitted on or before the
submitted in accordance with a later scheduled date d.
1ent.

sSURANCE

\ated inspector will review, for completeness, prelimin:
the Contractor submits, and may return it to the Contr
nments by the COR will not relieve the Contractor of t
: requirements of this work statement. Final approval ¢
sired herein shall be by letter of approval and acceptan
t construe any letter of acknowledgment of receipt mat
<nowledgment that the material is in conformance witk
1 during preparation of the documentation, or approval
acceptance of the completed documentation.

E-2

Section E

ipplicable) and in
e specified herein.
als.

ue date specified
:rmined by the

y or draft

tor for correction.

: responsibility for

d acceptance of

by COR. The

1al as a waiver of
his work statement.
or shipment shall not
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SECTIONF -

F.1 FARS52..
This contract inc:
they were given i
available. Also, t

http://www.acq

00021 - Foundation Cloud Hosting Services

LIVERABLES OR PERFORMANCE
2-2 CLAUSES INCORPORATED BY REFERENC

sorates one or more clauses by reference, with the sam
full text. Upon request, the Contracting Officer will m.
full text of a clause may be accessed electronically at
sition.gov/comp/far/loadmainre.html

CLAUSE Tl
52.247-34 F.
F.2 TERM OF"’

(a) The:
1, 2013 through .

(b) This
the contract whic
be exercised in a
Contract (MAR
options unless ot

QOO0

F.3 PLACE OF

Services may be
requirements spe
majority of the w
individual task o

F.4 MEETING

In fulfillment of
deliverables shal
otherwise agreec

Unless otherwist
the day the draft
contractor, appr¢

LE DATE

b. Destination NOV 1991

1E CONTRACT

'm of this contract will be three years from date of awa

ril 30, 2016. This is the base period of performance fc

tract includes four (4) option periods, as shown belo
may be unilaterally exercised by the Government. Eac
ordance with Section I. See FAR 52.217-9, Option to
00). All terms and conditions applicable to the base pe
rwise agreed upon.

.on Period One (1) — May 1, 2016 through April 30, 2(
lon Period Two (2) — May 1, 2018 through April 30, 2
lon Period Three (3) — May 1, 2020 through April 30, :
ion Period Four (4) — May 1, 2022 through April 30, 2
ERFORMANCE

ovided off-site, on-site, or a combination of, dependin
fied in individual task orders. However, the Governm:
'k will be performed at the Contractor facilities unless
ers.

REPORTS AND OTHER DELIVERABLES

is contract, the Contractor shall be required to provide
»e submitted to the Contracting Officer’s Representatiy
pon.

pecified, the Government will have a maximum of ten

:liverable 1s received to review the document, provide
= or disapprove the deliverable(s). The contractor will

F-1

Section F

(FEB 1998)

force and effect as if
e their full text
is/these address(es):

, anticipated for May
this contract.

for the renewal of
option period shall
¢tend the Term of the
od shall apply to the

22

n program
t anticipates the
herwise stated in

:liverables. All
(COR), unless

'0) working days from
imments back to the
so have a maximum
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of ten (10) worki
submit the final ¢
workdays unless

F.4.1 Orientati

Within two (2) d:
briefing/initial sti
and location of tk
nor does it expec
Rather, the intent
Government and
reviewing comim
and objectives, g
information, and

F.4.2 Deliverat

Unless otherwise

00021 — Foundation Cloud Hosting Services

days from the day comments are received to incorporz
iverable to the Government. All days identified below
nerwise specified.

Briefing

s from date of award, the contractor shall schedule an ¢
egy session. Both parties will mutually agree upon the
briefing. The Government does not desire an elaborate
ae contractor to expend significant resources in preparz
f the briefing is to initiate the communication process t
e contractor by introducing key participants and explai
ication ground rules, and assuring a common understar
Is, constraints, policies, expected benefits, other releva
scussing near-term deliverables.

Table

areed upon, all deliverables shall be submitted to the C

Section F

all changes and
¢ intended to be

entation

secific date, time,
rientation briefing
on for this briefing.
ween the

ng their roles,

ing of requirements
background

R identified in

Section G of this ntract, with a copy of the transmittal letter to the Cont. :ting Officer.
Reference Milestone/Deliverable Responsibility Date
F.8 Sub ntracting Plan Reports Contractor Se -.8
Cs5.2 Qua rly Contract and Service Line Contractorand | Qu terly
Senn e Management Conference Call Government
C5.2.1.1 Rol 3ased Report Contractor TBD at Orientation Briefing
C.5.213 Mor “or Performance and Manage Alerts | Contractor TE™ at Orientation Briefing
& R orting Plan
C5.2.1.4 Usa & Cost Monitoring Reports Contractor TBD at Orientation Briefing
C5.2.15 Inci nt Management Report Contractor TBD at Orientation Briefing
C5.24 Imp tPlan Contractor TBD at Orientation Briefing
C5.23 Quz y Assurance Plan Contractor T ™ at Orientation Briefing
C53 Que crly Security and Privacy Trends Contractorand | Qv terly
and ontinual Improvement Meeting Government
C.5.3.3 Sec ity Assessment Plan and Report Contractor TIE 1 at Orientation Briefing
C534 Mit 1ition Plan Contractor TI ) at Orientation Briefing
C.6 Anr 1l Technology and Architecture Contractor and | A1 ual
Rev w Government
C.7 Qu: erly Service Level Review Contractorand | Qi terly
Government
C.74 Dis :er Recovery Plan Contractor T1 ) at Orientation Briefing
FA4.1 Ori tation Briefing Schedule Contractor T1 )
F.6.1 Tra ition-Out Plan Contractor nc ter than ninety (90)
ca 1dar days prior to the
ex ration of the contract
pe d, unless another date is
m 1ally agreed upon

F-2
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F.5 OTHERP

F.5.1 Product
The contractor ¢
“Productive Dire
performing work
contractor holidz
acts of God (i.e.,
unexpected gove

F.5.2 LegalH

The following G
Years Day, Mart
only), President’
Veteran’s Day, ]
Statute, Executix
leave such as act
any other unexpx
observed on the

F.6 TRANSIT

F.6.1. Transi
shall transition a
government. Th
this effort servic
than ninety (90)
agreed upon. Tl
execution of a s
the COR. The o
the COR beginn
otherwise notifi
F.7 NOTIC
(a) Ini
requirements, ot
or any date, or v
delaying or thre:
immediately not
writing, giving j
and that this pro
schedule or date

00021 ~ Foundation Cloud Hosting Services

RFORMANCE REQUIREMENTS
e Direct Labor Hours

only charge the Government for “Productive Direct Le
Labor Hours” are defined as those hours expended by
nder this effort. This does not include sick leave, vaca
, jury duty, military leave, or any other kind of admini:
irricanes, snow storms, tornadoes, etc.), Presidential fu
ment closures.

idays

ernment holidays are normally observed by Governme
Luther King’s Birthday, Presidential Inauguration Day
Day, Memorial Day, Independence Day, Labor Day, C«
inksgiving Day, Christmas Day, and any other day des
Order, and/or Presidential Proclamation. Or any other
f God (i.e., hurricanes, snow storms, tornadoes, etc.), ]
ed government closures. When a holiday falls on Satu
jacent Friday or Monday, respectively.

)N PLANS

m Out -- At the end of the period of performance, the i
vities to the incoming contractor with minimal disrupti
sontractor shall maintain sufficient qualified staff to me

The contractor shall submit a written phase-out plan {1
lendar days prior to the expiration of the contract perio
plan shall detail phase-out activities to assure continuit
oth and timely transition. Phase-out activities shall be
z0ing contractor shall submit a weekly status report of
y the 7th calendar day following the award of a success
by the COR to discontinue.

TO THE GOVERNMENT OF DELAYS

-event the Contractor encounters difficulty in meeting -
hen it anticipates difficulty in complying with the cont
:never the Contractor has knowledge that any actual or
ns to delay the timely performance of this contract, the
7 the Contracting Officer and the Contracting Officer’s
tinent details, provided that this data shall be informati
sion shall not be construed as a waiver by the Governm
- of any rights or remedies provided by law or under th

F-3

1.

Section F

r Hours™.

ntractor personnel in
n, Government or
ative leave such as
rals or any other

personnel: New
metropolitan DC area
imbus Day,

nated by Federal

ind of administrative
:sidential funerals or
ay or Sundays, it is

:umbent contractor

1 of services to the
all requirements of

the COR no later
unless otherwise

>f operations and the

rordinated through

ase-out activities to
contract until

rformance

st delivery schedule
>tential situation is
ontractor shall
epresentative, in

al only in character
it of any delivery
contract.



Contract No. D131

(b)y Iftt
delay will be attr
to the delay, the |

(c) Iftt
and/or price may
Contractor.

F.8 SUBCO
(a) The (
and/or a summar
Department of tk
disadvantaged b
businesses, or wt

accordance with
accessible at ww

(b) Individual C
following the clc
approved, annua
data (formerly S
Paper copies of 1

00021 — Foundation Cloud Hosting Services

Contractor fails to respond in a timely manner to any f
ated to the Contractor. Although the period of perform
ce may be subject to a downward adjustment.

Government delays performance of this contract, the p
e revised upon mutual agreement between the Governr

TRACTING PLAN REPORTS

ntractor shall submit a report for subcontracting under
report on subcontracts in all contracts between the Con
Interior which contain subcontract goals for awards to
ness concerns, HUB zone business, service-disabled v.
1an-owned business. Reports will be prepared and sub
e instructions at the electronic Subcontract Reporting ¢
STS.goV.

itract Report data (formerly Standard Form 294) is due
: of the reporting period, unless the contract incorporat
ompany-wide or division-wide commercial product pi:
1dard Form 295) is due 30 days after the close of the G
:se reports are no longer required.

F-4

Section F

tion of this contract,
1ce may change due

lod of performance
nt and the

is particular contract
ictor and the

1all business, small
:ran owned small
tted electronically in
stem (eSRS)

1 the 25th day

the contractor's

. Summary Report
rernment's fiscal year.
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SECTION G - CONTRACT ADMINISTRATION DATA
G.1 AUTHORITIES

Notwithstanding the Contractor’s responsibility for total management
performance of this contract, administration of the contract will requir
coordination between the Government and the Contractor. The follow
identifies the individuals responsible for this coordination.

G.1.1  Authority — Contracting Officer (CO)/Administrator, Co
Officer’s Representative (COR) and Contractor’s Projec
G.1.1.1 Contracting Officer (CO) and/or Contract Specialist (CS

this contract is:

Name: Terrie L. Callahan, Contracting Officer
Department of the Interior, NBC, AQD

381 Elden Street, 4™ Floor

Herndon, VA 20170

Phone/Fax: 703-964-3596

Email: Terrie Callahan(@nbc.gov

Name: Rob Stoltz, Contract Specialist
Department of the Interior, NBC, AQD
381 Elden Street, 4™ Floor

Phone/Fax: 703-964-3624

Email: Rob_Stoltzi@nbc.gov

A Contracting Officer, in accordance with Subpart 1.6 of the Federal

Regulation, is the only person authorized to make or approve any cha
requirements ~f this contract, and notwithstanding any clauses contaii
this contract, e said authority remains solely with a Contracting Off
the Contractor makes any changes at the direction of any person othei
Officer the change will be considered to have been made without aut
adjus....ent will be made in the contract price to cover any increase in
result thereof.

G.1.1.2 Contracting Officer’s Representative (COR)

Name: Peggy FinneFrock

Department of the Interior, Office of the Chief Information
PO Box 25487

Lakewood, CO 80225-0487

Phone: 303-236-5090

Em [: Peggy-lee Finnefrockios.doi.gov

Section G

wring the
maximum
ig information

racting
vianager

- The CO/CS for

>quisition

es in any of the

1 elsewhere in

;r. In the event
1an a Contracting
rity and no

yst incurred as a

Ticer (OCIO)
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Section G

All contractual questions and concerns will be directed to the Governt__:nt Contracting

Officer. The

overnment Contracting Officer is the only individual v ~*h the authority to

financially ot zate the government and to make changes to original t

ns and conditions

of this task order .

The contractor is responsible for notifying the contracting officer of a
or concerns — technical, scope or financial, concerning this task order.

The Contracting Officer (CO) is the exclusive agent of the Governme
enter into and administer contracts. The CO must therefore ensure th:
of law and re lation are followed. As the CO's representative, the C
act in the stead of the CO to monitor the technical effort being perforr
order. The COR must become very familiar with the requirements of
communicate /ith the Contractor to ensure the Contractor is making
in performan  of this task order. Other than the CO, the COR is the
employee who may direct the flow of matters between the Governme;
Contractor. Additionally, the COR is limited to directing the flow of
and no other matters.

A contract is a legally enforceable agreement that sets forth the rights
of the parties 1ereto. If the Contractor deviates from the terms of thi;
matter between the Government (represented by the CO) and the Con
must therefore keep the CO fully informed so that effective solutions
problems as soon as they develop. The COR will be required to exert
judgment to determine what matters deserve the attention of the CO.

report the matter to the CO.

COR suggestions to the Contractor about what must be done to fulfill
task order may lead to unauthorized commitments by the Governmen
compensation or to a release of the Contractor from its obligations un
The COR must therefore refrain from communicating with the Contr:
that are outside the flow of technical matters. 1f in doubt, ask the CC
can and mus* “1ake technical decisions, the COR may not take any cc
administratic.. actions unless they are clearly authorized by a COR aj

1. An appointed COR is authorized and required to:

a. Inspect and monitor the Contractor's performance to assure te
with this task order. Immediately notify the CO of non-comp
make due progress, or a dispute. The COR should refer all di
concerning disputed matters to the CO.

b. Fora contracts for the National Business Center (NBC), inp
Contractor employees into NBC’s Electronic Staffing (eCSta:
https ecstaff.nbc.gov. Ensure that the data is accurate and is
maintained as necessary throughout the life of this task order.

potential issues

with authority to
all requirements
R 1s authorized to
d under this task
is task order and
isfactory progress
ly Government
and the

zhnical matters,

1d responsibilities
ask order, it is a
ictor. The COR
n be applied to

e his/her best
"hen in doubt,

ie terms of this
or additional

'r this task order.
or about matters
While the COR
ractual
dintment.

nical compliance
nce, failure to
ussions

data on all
ng) database
pdated and
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c. Inspect and verify satisfactory delivery of all services and prox
Contr tor's reports.

d. Verify efficient and satisfactory performance of work for payr
When contracts contain a warranty or maintenance clause, imi
CO and the Contractor of any deficiencies. After you have co
notification, monitor the Contractor's response. Notify the CC
fails to comply with the requirements in a timely fashion.

e. For the Herndon offices, within five business days of receivin;
electronic notification through IPP (www.ipp.gov) enter on th
paper voice, or in the appropriate space in [PP for an electro
recommended action whether to Approve, Reject or Partially .
invoice. The COR must make invoice action recommendation:
and/or Credit Vouchers/Memos before IPP can forward them :
Submr  paper invoices to invoices@aqd.nbc.gov — or the desig
who forwarded the invoice for signature; you must sign and d.

f. For offices other than Herndon, the COR must take action wit
days of receiving a paper invoice. The COR must record the 1
whether to Approve, Reject or Partially Approve the invoice, .
date the invoice. Follow the invoicing instructions set forth h
the invoice after COR approval or rejection.

2. When exercising COR duties under this appointment, the CO
for:

a. Knowing and understanding the terms and conditions of this t
Immediately discuss any unclear areas with the CO;

b. Knowing the scope and limitations of the COR authority and
judgr nt, skill, and reasonable care in exercising it;

¢. Protecting privileged and sensitive procurement information;

d. Monitoring the work site periodically to verify progress and i
the findings concerning:

(1) Actual performance vs. scheduled performance.
(2) Action needed to restore this effort to schedule;

e. Implementing the Government Furnished Property/Materials
provisions, when applicable. COR responsibilities for GFP/M
the CO with any proposed changes, additions, or deletions to
that delivery is made on time; and inspecting each unit upon i
notifying the CO of any deficiencies;

Section G

cts, including the

nt purposes.
:diately notify the
pleted the

f the Contractor

in invoice or an
irst page of a

¢ invoice, the
sprove the

n Debit Invoices
r CO approval.
ated individual

2 the invoice.

n five business
;ommended action

d must sign and
:in for forwarding

is responsible

k order.

ing good
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iFP/M) contract
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return and
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f. Monitoring the results of all required tests within the stated tir  limitations. The
result nust be promptly forwarded to the CO. When equipm tis delivered to
more than one site, ensuring the CO is informed in writing (e.; e-mail) of
delivery and acceptance. Ensuring that equipment is not insta :d or repaired by
Government personnel when the responsibility lies with the C tractor;

g. Documenting actions taken and decisions that have made as tt COR, and
maint n adequate records to describe sufficiently the perform ice of the duties as
COR during the life of this task order. As a minimum, the CC™ file should
contain copies of the following:
(1) COR appointment memorandum
(2) T k Order award and any modifications
(3) All correspondence
(4) Records of COR inspections
(5) Records of conversations with the contractor
(6) Invoices and vouchers;

h. Provi ngthe CO with a copy of any correspondence (includii  e-mail) you send
to the Contractor;

i. Assw g that the Contractor has access to the facility as well : appropriate
clearances for personnel to have access to classified or sensitic material, when
applicable, as soon as it is determined that access to such mat¢ al will be
required;

j- Reviewing and recommending to the CO approval/disapprove >f Contractor's
reque 3 for public release of information regarding work beir performed under
this task order;

k. Maintaining current COR certification throughout the appoint__ent. In
accordance with Office of Management and Budget memoran *1m dated
September 6, 2011, Subject: The Federal Acquisition Certific on for Contracting
Officer Technical Representatives, CORs must have a minim' 1 of 40 hours of
training and must maintain their skills currency through conti  ous learning.
Twenty-two of the required 40 hours of training hours must ¢ er the essential
COR competencies. The remaining 18 hours of the required hours of training
should include agency-specific courses, electives, and/or thos dentified by the
COR’s supervisor, in consultation with the Contracting Offic  as necessary, for
manecing a particular contract. To maintain a FAC-COR, C( s are required to
earn ' continuous learning points (CLPs) of skills currency t ining every two
years.

. Imm “iately notifying the CO of an impending COR change order to facilitate
asm th transition and early training of the new COR; and

m. Mon ring the performance and dollars expended on time-ar material and
labo1 “0ur type line items or contracts to ensure that they ap; ar to be reasonable
fortl efforts performed; this includes the type of labor and 1 mber of labor

G-4
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hours -avel (including locations, duration, and number of tra:
and g ntities of material.

The COR shall only authorize or approve contractually funded travel

comply with Federal Travel Regulations or Joint Travel Regulation, a
minimum, the COR must review invoices and any status reports provi
Contractor to verify that the hours and costs incurred are reasonable i1
Contractor’s effort and deliverables provided. The COR must also re'
ensure that the labor rates charged are the same as those set forth in tk

This task ord is covered by the Prompt Payment Act which subjects
penalties if ir ~dices are not paid in a timely fashion. Penalties are ass
not made wit...n 30 days after receipt of a proper invoice or final acce
or services, whichever is later.

To avoid paying late payment penalties from your program funds, it i:

COR prompt!v accept/reject delivered goods or services and immedia.
'ayment, inspection, and acceptance procedures are set ©

for payment.
order. Notift he CO immediately if goods or services are rejected. E
include propc . justification for rejected or partially paid invoices.

The COR must ensure that Contractor employees and consultants wit
Government information technology systems complete the required b
investigation forms. The COR must ensure these forms are submittec
security offic = or personnel security specialist for screening and proc
granting acce ; to Government IT applications and systems the COR
Contractor e1 loyees and consultants meet the mandatory training re
Circular A-1 'and 5 CFR Part 930.

The COR may face personal pecuniary liability if you commit unauth
obligate the ©:overnment to pay for work that is outside the scope of 1
therefore ess tial for the COR to understand that under the COR apy
must NOT:

a. Modi the stated terms and conditions of this task order or th

any r nner. All such changes must be made in writing by ths
. Award, execute, or agree to any contract, contract modificatic
deliv y order, notice of intent, or any similar agreement;

c. Oblig ~“e the Government, in any way, to make any payment «
terme _nd conditions of this task order;

d. Make a final decision on any contractual matter that is subjec
Clause at FAR 52.233-1;

e. Term .ate the Contractor's right to proceed, or impose or plac
the C 1tractor to perform any task or permit any substitution
provided for in this task order;

f. Change the period of performance;

Authorize purchases not provided for under this task order;

Authorize the use of overtime;

= 03

G-5

Section G

lers), and types

penses which
ippropriate. As a
:d by the

riew of the

>W invoices to
task order.

1e Government to

;sed if payment is
ance of the goods

mportant that the

_ly certify invoices

Srth in this task
ure invoices

iccess to

kground

o> the Agency
;sing. Prior to

ust verify that
lirements of OMB

1zed acts that
s task order. Itis
intment, the COR

scope of work in
20,

accord, task or
money outside the

o the Disputes

a demand upon
it specifically



Contract No. 13PC00021 — Foundation Cloud Hosting Services

i. Furni:  or authorize the furnishing of Government property, e
under this task order;

j- Direc e activities of any employee of the Contractor, except

provic d for under this task order;

Authc..ze subcontracting or the use of consultants not already

this task order;

. Grant deviations from or waive any of the terms or conditions
or

. Make any change that affects price, quality, quantity, delivery,
condi’ ms of this task order.

The COR ma not delegate any of the duties or responsibilities assign
appointment, ~ 1d should ensure that an Alternate COR is appointed tc
the event of your absence.

An appointm t as COR will end on the earliest of the following ever
1. Task Order completion.
2. Task Order termination.
3. Leavi ;present duty position.
4. The C™’s termination of this appointment.

When perforr-‘ng COR duties under a COR appointment, the COR sh
arms-length 1 _ationship with the Contractor and consistently strive to
interests of the Government. The COR should be particularly attentiv
violations of the False Claims Amendments Act of 1986 and the Prog
Remedies Act of 1986, which involve the submission of false claims «
false statements. Similarly, the COR shall avoid any act that may ten
integrity or a arent integrity of yourself or the Government, or whicl
Contractor's1 ht to perform.

Gratuities offered to the COR or any other Government official by an
company must be reported to the CO. In the capacity as the COR, the
responsible for promptly notifying the CO of any suspected violations
Clause, FAR 52.203-3.

If the COR h or intends to obtain any direct or indirect financial int«
with your du'  to promote and protect the interests of the United State
discussion of mployment with the Contractor), the COR shall immec
his/her super sor and the CO of the conflict. The COR shall also av¢
of any such cuaflict to maintain public confidence in the Government
business with the private sector.

For additions* ‘nformation on COR duties and responsibilities please
Acquisition 1__titute’s online COR Training Modules at www.fai.gov
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G.1.1.3 Supervision of Contractor’s Employees

The Contract  shall be responsible for managing and overseeing the
Contractor personnel, as well as subcontractor efforts used in perform
The Contract 's management responsibilities shall include all activiti
ensure the accomplishment of timely and effective support, performec
the requirem¢ s contained herein. Resumes submitted for employees
perform under this contract shall contain documented experience dire«
the functions to be performed. Further, these prior work experiences :
of sufficient variety and duration that the employee is able to effective
perform the functions assigned.

If the Contractor finds clarification necessary with respect to the scop:
performed or the manner in which the services are to be performed he
request in writing such clarification from the Contracting Officer.

Contractor personnel shall not at any time during the contract period t
U.S. Governt nt.

The contractc s employees and subcontractors must make clear, in de
public, feder: zmployees, or other contractors that they are not federz
minimize possible confusion, contractors and subcontractors are not p
clothing or other items (apart from official identity credential) bearin
seal of the U.S. Department of the Interior while performing work unc

G.1.1.3.1 Contractor’s Representative

The Contract shall provide a Project Manager to facilitate Governm
communicati s. The Project Manager shall be the primary technical
interface between the Contractor and Contracting Officer (CO) and th
Officer’s Technical Representative (COR) located at the DOI Facility
The name of this person, and an alternate or alternates, who shall act {
when the Ma ger is absent, be designated in writing to the CO. The
alternate will have full authority to act for the contractor on all contrar
to daily operations. The Contractor's designated Project manager for-

Name:
A lress:
Phone:
Fax:
Email:

TBD at Orientation Briefing

The Contractor's designated Project manager for this contract shall ha
make any no-cost contract technical, hiring and dismissal decision, or
arrangements regarding this contract.

The Projectr nager shall have full authority to act for the Contracto:
of the require  services. The Project manager or a designated represe
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with the CO/COR as necessary to maintain satisfactory performance :
issues pertair 1g to Government/Contractor procedures. At these me:
effort will be made to resolve any and all problems identified. Writte
meetings shall be prepared by the Contractor, signed by the Contractc

Section G

d to resolve any
ngs, a mutual
minutes of these
s designated

representative, and furnished to the Government within two (2) workec...ys of the subject
meeting. The Project manager, and all designated representatives, shr'' be able to

fluently read, write, and speak the English language.

The Project Manager or alternate must be available during normal du
specified herein and to meet with government personnel within 24 ho
discuss problems.

The Project Manager may not be diverted to other projects for 14 con
more withou iving prior written notification to the contracting offic
representative. Such notification shall include a justification for the d
with information on the proposed substitute in sufficient detail to pert
potential neg ive effects on contract performance. No substitution sl
without the written consent of the contracting officer; provided, howe

contracting officer may grant such consent retroactively. Any such st

permanent nature will be made a part of this contract through the issu
modification.

When the Project Manager is temporarily unavailable to manage the ¢
period longer than 72 hours, including absences due to vacation or ill;
will provide to the COR a written designation of an alternate represer
any limitatio  in the alternate's authority. The procedures of paragra
apply to such iemporary designations unless they are expected to exct
indicated in that paragraph.

G.2 OTHER ADMINISTRATIVE CONSIDERATIONS
G.2.1 Correspondence

To promote timely and effective administration, correspondence shall
following procedures:

(a) Technical correspondence (where technical issues relatin
with the requirements herein) shall be addressed to the Contracting O
Representative (COR) with an information copy to the Contracting O

(b) All other correspondence, including invoices, (that whick
otherwise involves waivers, deviations or modifications to the require
conditions of this SOW) shall be addressed to the Contracting Office:
information copy to the COR.
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G.2.2 Electronic Invoicing and Payment Requirements — Invoic

Platform (IPP) (September 2011)

Payment requests must be submitted electronically through the U. S. ]
Treasury's Invoice Processing Platform System (IPP).

"Payment request" means any request for contract financing payment
by the Contractor. To constitute a proper invoice, the payment reques
the requirements identified in the applicable Prompt Payment clause i
contract, or the clause 52.212-4 Contract Terms and Conditions — Cor
included in commercial item contracts. The IPP website address is: h
The Contractor must use the IPP website to register, access and use I}
requests for payment. The Contractor Government Business Point of
CCR) will receive enrollment instructions via email from the Federal
Boston (FRBB) within 3 — 5 business days of the contract award date.
assistance with enrollment can be obtained by contacting the IPP Proc
via email ipp oup(@bos.frb.org or phone (866) 973-3131.

If the Contractor is unable to comply with the requirement to use IPP
invoices for payment, the Contractor must submit a waiver request in
contracting officer with its proposal or quotation.

G.2.2.1 Additional Invoicing Instructions

Any payment under this task order to provide a service or deliver an a
States Gover. 1ent may not be more than the value of the service alre
article already delivered. The Contractor shall bill either monthly or ¢
in accordance with 31 U.S.C 3324,

G.3 METHOD OF PAYMENT

The Department of the Interior has adopted the Department of Defens
Contractor Registration database as its database for contractor inform.
by the Government under this contract shall be made by electronic fui
Therefore, the provisions of FAR 52-232.33, Payment by Electronic I
Central Contractor Registration, apply and are hereby incorporated by
Section I of this contract.

G.4 PAYMENT FOR UNAUTHORIZED WORK

No payments will be made for any unauthorized supplies and/or servi
unauthorized changes to the work specified herein. This includes any
by the Contractor of their own volition or at the request of an individu
appointed Cc racting Officer. Only a duly appointed Contracting O:
to change the pecifications, terms, and conditions under this effort.

Section G
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G.5 DIAPR 2010-18 AUTHORITIES AND DELEGATIONS (Il TERIM - MAY
2010)

(a) The Contracting Officer is the only individual authorized to enter to or terminate

this contract, modify any term or condition of this contract, waive any equirement of this

contract, or accept nonconforming work.

(b) The Contracting Officer will designate a Contracting Officer's Re; :sentative (COR)
at time of award. The COR will be responsible for technical monitori:  of the
contractor's performance and deliveries. The COR will be appointed i writing, and a
copy of the appointment will be furnished to the Contractor. Changes ) this delegation
will be made by written changes to the existing appointment or by iss nce of a new
appointment. The contractor will be notified of the name and other cc  act information of
the COR/COTR, once they are established.

(c) The COR ; not authorized to perform, formally or informally, an: Hf the following
actions:

(1) Promise, award, agree to award, or execute any contract, contract odification, or
notice of intent that changes or may change this contract;

(2) Waive or agree to modification of the delivery schedule;

(3) Make any final decision on any contract matter subject to the Disy tes Clause;

(4) Terminate, for any reason, the Contractor's right to proceed;

(5) Obligate in any way, the payment of money by the Government.

(d) The Contractor shall comply with the written or oral direction of t__: Contracting
Officer or authorized representative(s) acting within the scope and au** ority of the
appointment memorandum. The Contractor need not proceed with dir :tion that it
considers to  ve been issued without proper authority. The Contract. shall notify the
Contracting Officer in writing, with as much detail as possible, when e COR has taken
an action or has issued direction (written or oral) that the Contractor ¢ asiders to exceed
the COR's appointment, within 3 days of the occurrence. Unless othe: ise provided in
this contract. 1e Contractor assumes all costs, risks, liabilities, and cc..sequences of
performing any work it is directed to perform that falls within any of “*e categories
defined in paragraph (c) prior to receipt of the Contracting Officer'sr ponse issued
under paragr h (e) of this clause.

(e) The Contracting Officer shall respond in writing within 30 days t¢ iy notice made
under paragraph (d) of this clause. A failure of the parties to agree up 1 the nature of a
direction, or upon the contract action to be taken with respect thereto shall be subject to
the provisions of the Disputes clause of this contract.

(1) The Contractor shall provide copies of all correspondence to the C ntracting Officer
and the COR.

(2) Any action(s) taken by the Contractor. in response to any directio given by any
person acting on behalf of the Government or any Government offici  other than the
Contracting  fficer or the COR acting within his or her appointment, hall be at the
Contractor’s risk. (End of notice)
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SECTION H - SPECIAL CONTRACT REQUIREMENTS
H.1 ADVERTISING OF AWARD

The contractor shall not refer to this award in commercial advertising, or
such a manner as to state or to imply that the product or services providec
or is considered superior to other products or services by the Department
This includes advertising, or similar promotions, in all forms or electronic
media.

In addition, the contractor is restricted from reproducing the image(s) of t
commercial advertising, or similar promotion. This includes images of of
buildings. The reproduction of official seals and the images of buildings i
regulation and Executive Order. Any proposed usage of such symbols mi
attention of the Contracting Officer.

H.2 PRINTING

The Contractor s 1l not engage in, nor subcontract for, any printing (as t!
Title I of the Government Printing and Binding Regulations in effect on t|
contract) in conn tion with the performance of work under this contract
performance of a . 2quirement under this contract involving the reproduct
production units of any one page, or less than 25,000 production units in |
multiple pages, will not be deemed to be printing. A production unit is de
8.5 x 11 inches, one side only one color.

H.3 KEY PER )NNEL
Any key personnel applicable to this acquisition shall be identified in the
H.4 CONTRACTOR INTERFACES

The Contractor and/or his subcontractors may be required as part of the p
contract to work with other Contractors supporting the IT Transformation
Government. Such other Contractors shall not direct this Contractor and/
in any manner. Also, this Contractor and/or their subcontractors shall not
other Contractors in any manner.

The Government shall establish an initial contact between the Contractor
and shall participate in an initial meeting at which the conventions for the
conduct of future meetings/contacts will be established. Any CORs of ot
included in any establishment of conventions.
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H.5 WARRANTY AGAINST DUAL COMPENSATION

The contractor warrants that if he/she is involved in two or more projects,
supported by Federal funds, he/she may not be compensated for more tha
during any part of the period of dual involvement.

H.6 RESTRICTIONS ON FUTURE CONTRACTING WITH DOI

It is agreed by the parties to this contract that the contractor will be restric
contracting with DOI in the manner described herein. Except as specifica
contractor shall compete for DOI business on an equal basis with other co

If the contractor, under the terms of this contract, or through the performa
this contract, is required to develop specifications or statements of work v
incorporated into a solicitation, the contractor will be ineligible to perforn
within that solicitation as a prime or first-tier subcontractor under the resu
restrictions shall remain in effect for three (3) years following completion
contract. DOI will not unilaterally require the contractor to prepare such :
statements of work under this contract.

The restrictions as stated herein may be waived by the Contracting Office
such restrictions would be detrimental to any Government program.

H.7 RESERVED

H.8 DISPOSITION OF MATERIAL

Upon termination or completion of all work under this contract, the Contr
shipment, deliver f.0.b. destination, or dispose of all materials received fr
all residual materials produced in connection with the performance of this
directed by the Contracting Officer, or as specified in other provisions of
materials produced or required to be delivered under this contract become
property of the Government.

H.9 CONFIDENTIALITY OF DATA

a) The work under this contract requires access to proprietary, bt
financial data of her companies and/or Government internal scientific, |
sensitive/source selection data, which, if released to third parties may giv
technical, or corr :titive advantages. As long as such data remains propr
confidential, the contractor shall protect such data from unauthorized use
agrees not to use it to compete with such companies or for any purpose of
of this contract.

Section H

- least one of which is
[00% of his/her time

_d in its future

y stated herein, the
panies.

:e of tasks pursuant to
ich are to be

he work described
int contract. Such

f work under this
ecifications or

f it is determined that

tor shall prepare for
1the Government and
ontract as may be

is contract. All

nd remain the

ness confidential, or
nning or procurement
mfair business,

tary or business

id disclosure and

r than performance



Contract No. D13PC00021 — Foundation Cloud Hosting Services

b) This data may be in various forms, such as documents, raw ph
magnetic or digital media, photographic prints, computer system data, or
results derived from analysis, investigative, or study effort. Regardless of
the contractor agrees that neither it nor any of its employees will disclose

Section H

ographic films,

may be interpretative
ie form of this data,
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such data, or derivatives thereof, except as may be required in the perforn._nce of this contract.

Further, the contractor will not copy any of this data, or derivatives therec
necessary for the performance of this contract.

c) The contractor will establish policies and procedures to implei
this clause at the individual employee level which will assure that affecte:
aware of the contract provision and the contractor's implementing policie:
Particular attention will be given to keeping employees advised of statute
applicable to the handling of third party confidential or financial data.

d) This clause does not preclude the contractor and/or its employ
acquiring and using data from legitimate sources outside of this contract,
using independent analysis of data so acquired, provided that the contract
fully document the source of such data, and the independence of any suct

e) The Contractor shall immediately notify, in writing, the Contr.
event that the Contractor determines or has reason to suspect a breach of 1

f) The contractor will insert the substance of this clause in each ¢
(other than for purchase of supplies or equipment) unless the Contracting
requirement, in writing, as to particular subcontracts or classes of subconi

g) Any unauthorized disclosure of information may result in tern
for cause.

H.10 SECTION 508 APPLICABLE STANDARDS

Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. § 794d) require:
agencies develop, procure, maintain, or use electronic and information te:
individuals with disabilities must have access to and use of information a
comparable to individuals without disabilities. Requirements for accessi
508 are determined to be relevant for cloud computing. The following re
acquisition.

36 CFR Section 1194.21 — Software Applications and Operating |
36 CFR Section 1194.22 — Web-based Internet Information and A
36 CFR Section 1194.23 — Telecommunication Products

e 36 CFR Section 1194.24 — Video and Multimedia Products
e 36 CFR Section 1194.31 — Functional Performance Criteria
e 36 CFR: ction 1194.41 — Information, Documentation, and Sup;
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A description of the Section 508 standards is located at
http://www, “98.¢~"1dex.cfm?fuse Action=stdsdoc.

H.11 TITLE TO MATERIALS

Other than the rights and interests expressly set forth in this agreement, tt
exclusive right, title, and interest (including but not limited to intellectual
licenses) in and to all its data. Government data includes, without limitat
processing of Government data that occurs on any Contractor provided sy
acquires no rights or licenses through this agreement (including but not li
property rights or licenses) to use the Government’s data for its own purp
does not acquire and may not claim any security interest in the data.

The Government retains the right to access and retrieve its data stored on
service infrastructure at its sole discretion and in an accessible (i.e., nonp:

H.12 INDEMNITY

The Contractor shall hold and save the Government, its officers, agents ai
from liability of any nature or kind, including costs and expenses to whic.
for or on account of any or all suits or damages of any character whatsoes
injuries or damages sustained by any person or persons or property by vir
this contract, arising or resulting in whole or in part from the fault, neglig
wrong mission of the Contractor, or any subcontractor, or their employee

Nothing in paragraph a above shall be considered to preclude the Govern
benefits of any insurance the Contractor may carry which provides for the
loss or destruction of, or damages to property in the custody and care of t
such lass, destruction or damage is the Government property. The Contr:
prejudice the Government’s right to recover against third parties for any 1
damage to Government property, and upon the request of the Contracting
Government’s expense, furnish the Government all reasonable assistance
(including assistance in the prosecution of suit and the execution of instrt
favor of the Gov nment) in obtaining recovery.

The contractor agrees to include this clause, appropriately modified, in al
performed under this contract.

H.13 AUTHORITY TO OBLIGATE THE GOVERNMENT
The Contracting Officer is the only individual who can legally commit o1
Government to the expenditure of public funds. No cost chargeable to th

be incurred before receipt of a fully executed contract and/or task order o
from the Contracting Officer.
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H.14 TECHNOLOGY REFRESH/ENHANCEMENT (TRE) PRO}

During the performance of this contract, the Government may solicit, anc
discretion may s mit Technology Refresh/Enhancement (TRE) Proposa
changes and/or enhancements within the service areas and/or service line
contract. This may include any service areas and/or service lines that are
contract as long as they are within the general scope. The TRE shall cont
by which any proposed change is described, justified, and submitted to th
approval or disapproval. These TREs, must be within the general scope ¢
requested by the overnment and/or proposed by the contractor, for certa
specified herein. The TREs may include but are not limited to enhancem
or renewal, and/or for any other purpose which present a system or servic
advantage to the Government. Improvement in technology which better |
of employees/users with disabilities is especially encouraged. Implement
TRE may occur by either a supplemental agreement or, if appropriate, as
to the contract. Additionally, the DOI considers Data Center Consolidati
operations requirements, and any hosting and associated support services
scope of this contract. Therefore, any modifications and/or task orders m
any requirements within this area. This would include Contractor operati
Government owned assets within either Government or Contractor owne

a) At aminimum, any proposal submitted by the Contractor pursuant tc

include the following information:

1) A statement to the effect that the proposal is being submitted pu

2) A detailed technical description of the proposed changes;

3) A detailed comparison between the existing contract requiremer
changes, including the advantages and disadvantages of each;

4) An itemized list of each contract requirement, including any del:
completion dates that would, in the Contractor's opinion, be effe
changes;

5) An estimate of any change (increase or decrease) to the contract
related cost;

6) An estimate of the date by which the Government should accept
receive maximum benefits; and,

7) The date until which the proposal is valid. (This date must provi
the Government to review the proposal.)

b) The Contractor may withdraw, in whole or in part, any improvement
accepted by the Government within the specified time for acceptanc

¢) The Contracting Officer shall accept or reject any improvement prog
Contractor written notice of such acceptance or rejection.

d) If the proposal is accepted, the Contracting Officer shall issue a cont
incorporate 1y necessary changes into the contract, including any ir
the contract price. Such adjustment shall be made in accordance wit
this contract.
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e) Unlessand til the contract is modified in writing to incorporate an
from the Government's acceptance of an improvement proposal, the
continue to perform in accordance with the contract's existing terms

f) The Contracting Officer's decision to accept or reject any improvem
final and shall not be subject to the terms cited in the disputes clause
Government shall not be liable for the direct reimbursement of any
event shall the Government be liable for any additional costs incurre
to the Government's delay in accepting or rejecting any improvemen

g) The Contractor is requested to identify specifically any information «
improvement proposal which it considers confidential and/or proprie
prefers not be disclosed outside the Government. The Contractor's i
information as confidential and/or proprietary is for informational pt
not be binding on the Government. The Contractor is advised that st
subject to releases under the Freedom of Information Act (5 U.S.C. ¢

H.1S OFF RAMP

a) Toensure su ess of the Foundation Cloud Hosting Services, each C«
participate in the ordering process by submitting proposals in respons
(TORs) for which the Contractor has a reasonable chance for award, 1
the terms of their Orders, and to promptly improve performance wher
terms of the Orders. If a Contractor does not meet these expectations
intent to “off-ramp” the Contractor by:

b) Permitting such Contract to expire instead of exercising the Option; o

c) Implementing a termination for convenience (if applicable and only i:
Government’s best interest); or

d) Implementing a termination for default, if applicable; or

e) Taking any other action which may be permitted under the Foundatio
Services Contract’s terms and conditions.

H.16 ON RAMP

Consistent with FAR 16.504(c)(1)(i1)(A), the Contracting Officer has det
Government'’s best interest that at all times during the term of the Contrac
adequate number of Contractors eligible to compete for Orders. Over tin
Contractors may fluctuate due to various reasons including industry cons
changes in the marketplace or advances in technology, general economic
Government's exercise of the off-ramp process, or other reasons. Recogr
to periodically review the total number of Contractors participating in the
Hosting Services Ordering Process and determine whether it would be in
interest to initiate an open season to add new contractors to the Basic Cor

H-6
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H.17 OPEN SEASON PROCEDURES

If DOI determines that it would be in the Government’s best interest to of
add new contractors to this contract, the Contracting Officer may do so at

a) The solicitation is issued under then-applicable federal procurement I

b) The solicitation identifies the total approximate number of new award
Officer intends to make. The Contracting Officer may decide to awar
Contracts than the number anticipated in the solicitation depending ur
of the offers received and also reserves the right to limit open season 1
concerns;

c) Any Contractor that meets the eligibility requirements set forth in the
submits a proposal in response to the solicitation; however, existing C
hold more than one contract at any time;

d) The award decision under any sohcitation is based upon substantially
factors/sub-factors as the original solicitation;

e) The terms and conditions of any resulting awards from a new solicitat
identical to the existing version of the Contract;

f) The term for any such new awards from a solicitation is co-terminus 3
for all other Contractors, including the option period (if applicable); a

g) If awarded a contract, any new Contractor is eligible to submit a prop:
task order requests and receive task order awards with the same rights
other Contractor.

H.18 GOVERNMENT OPERATIONAL READINESS ASSESSMEF
(GORAT)

H.18.1 Pre-Award GORAT

The Government, at its discretion, may require pre-award testing, upon ic
apparent awardee, for any subsequently issued task orders. Task order av
upon successful completion of capability and performance demonstration
which may inclu , but is not limited to demonstration in the following o
Performance, usability, flexibility and extensibility of the solution. Howz
frame of the pre-award GORAT will be as specified in the task order.

H-7
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H.18.2 POST-Award GORAT

Upon award of a task order issued under this IDIQ contract, the Governmr
conduct a post-award GORAT and will be specified within the individual
Government and Contractor will cooperate to complete initial GORAT T
time frame of the post-award GORAT will be as specified in the task ord

H.19 FAIR OPPORTUNITY ORDERING
H.19.1 General

Individual orders will describe services to be performed or supplies to be
full price for the performance of the work can be established when the or
will be within the scope of the contract, will be issued within the period ¢
within the maxir m value of the contract, and will follow the fair opport
described below. However, the Government reserves the right to set asid
under this contract for small businesses, or to include an evaluation prefe
businesses on individual task orders, provided there is a reasonable expec

Section H
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responses from snfficient small business sources to ensure adequate comj. _tition in terms of fair
and reasonable ¢ e, technical quality, and/or delivery. In accordance wi* FAR 16.505(b)(6), to

ensure all contra ors are afforded a fair opportunity to be considered for .

. w~vard, consistent with

procedures in the contract the Competition Advocate is designated as OMTUDSMAN.

Orders may be issued any time during the term of the contract or any extc
before the end of the contract term shall be honored and performed by the
the terms and co .itions of the contract. All orders are subject to the terr
this contract. In the event of a conflict between an order and this contract
prevail.

H.19.2 Fair Opportunity Process

The following fair opportunity process will be utilized in placing orders ¢
order to provide all contractors, within their technical service lines(s), a f
considered for an order.

The fair opportunity process described in the Federal Acquisition Regula
and the Draft Order Guide, see Section J, Attachment 45, applies to this ¢
Government will provide a fair opportunity to all awardees within the ap;
except as provided for in paragraph H.19.3, Exceptions to Fair Opportun

The Government reserves the right to modify this process, including the .
and will notify the contractor of any such modifications in advance of an
using the modified process without additional cost to the Government. A
Government reserves the right to issue orders orally, by facsimile, or by :
commerce methods.
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H.19.3 Exceptions to Fair Opportunity

Orders may be issued without the fair opportunity process whenever circ
exercise of any exception set forth in 41 United States Code (USC) §253]

Certain Agencies may have additional requirements for use of an excepti
opportunity process. Under those circumstances, the Agency or an Agenc
opportunity process on behalf of another Agency must meet the Agency’s
requirements. Agencies will consider the following in conducting and doc
opportunity order placement decision. These examples are provided only
purposes:

The following describes the possible exceptions and examples that an Ag
apply under this contract.

e Exception Provided for by 41 USC §253;

e Examples that Qualify as Exceptions

Unusual urgency that would lead to unacceptable delays

Natural disaster or other emergency

Military/mobilization

Immediate short-term need arising on short notice

Only one capable contractor

Only one contractor offers service

Only one contractor offers service to locations needed

Only one contractor can demonstrate it is capable of providing

user or to required locations

Economy, efficiency, and logical follow-on to an order alread:

Consideration

» Orders placed to minimize inefficiencies or additional costs th
introducing multiple maintenance, operations, training, or othe

» Need satisfy Minimum Guarantees

VVVVYVYVYYY

A\

H.19.4 Protests and Complaints

No protest under FAR Subpart 33.1 is authorized in connection with the i
issuance of an order under this contract, except for a protest on the groun:
increases the scope, period, or maximum value of the contract (10 U.S.C.
U.S.C. 253j(d)) and in accordance with FAR Subpart 16.505.

H.20 EARNED VALUE MANAGEMENT SYSTEM (July 2006)

(a) The Contractor shall use an earned value management system (EVM(
determined by the Cognizant Federal Agency (CFA) to be compliant
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(b) If, at the time of award, the Contractor’s EVM System has not been d
as complying with EVMS guidelines or the Contractor does not have
cost/schedule control system that is compliant with the guidelines in .
748 (current version at time of award), the Contractor shall—

(1) Apply the current system to the contract; and
(2) Take necessary actions to meet the milestones in the Contractor’s
by the Contracting Officer.

(¢) The Government will conduct an Integrated Baseline Review (IBR). ]
not been con cted, a post award IBR shall be conducted as early as |
contract award.

(1) Exercise of significant options; or
(2) Incorporation of major modifications.

(d) The Contracting Officer may require an IBR at—

(e) Unless a waiver is granted by the CFA, Contractor proposed EVMS ¢
of the CFA prior to implementation. The CFA will advise the Contrac
of such changes within 30 calendar days after receipt of the notice of
the Contractor. If the advance approval requirements are waived by tt
shall disclose EVMS changes to the CFA at least 14 calendar days pr:
of implementation.

The Contractor shall provide access to all pertinent records and datar
Contracting Officer or a duly authorized representative as necessary t
surveillance to ensure that the EVMS conforms, and continues to con
performance criteria referenced in paragraph (a) of this clause.

(5

(g) The Contractor shall require the subcontractors specified below to cor
requirements of this clause:

All subcontra~tors as identified in the Contractor’s proposal dated No

Section H
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submitted in _ sponse to the Foundation Cloud Hosting Solicitation, 1

2PS00316, are

hereby required to comply with the terms and conditions of this claus

unless otherwise

agreed upon. This also applies to any subsequent task orders.

(End of clause)

H.21 CONTRACTOR’S PROPOSAL

The contractor’s proposal dated November 19, 2012, is hereby incorpora
reference with the same force and effect as if included in full text. Any c
terms and conditions of this contract and the contractor’s proposal, shall
precedence to the terms and conditions contain in this contract.
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SECTION I - CONTRACT CLAUSES

1.1 FAR 52.252-2 - CLAUSES INCORPORATED BY REFERENCE

This contract incorporates one or more clauses by reference, with the sam
they were given in full text. Upon request, the Contracting Officer will m:
available. Also, the full text of a clause may be accessed electronically at

FAR Clauses:

http;//farsite.hill. .mil/vidiara.htm

Clause

52.202-1
52.203-3
52.203-5
52.203-6

52.203-7
52.203-8

52.203-12

52.204-4
52.204-7
52.209-6

52.215-8
52.215-11

52.215-17
52.215-21

52.216-2
52.216-4
52.216-5
52.216-7
52.217-2
52.219-4

52.219-8
52.219-9

52.219-16
52.219-24

Title

Definitions

Gratuities

C .venant Against Contingent Fees

R trictions on Subcontractor Sales

to the Government

Anti-Kickback Procedures

Cancellation, Rescission, and Recovery of

Funds for Illegal or Improper Activity

Limitation on Payments to Influence

Certain Federal Transactions

Printed or Copied Double-Sided on Recycled Paper
C tral Contractor Registration

Protecting the Government's Interest When
Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment

Order of Precedence--Uniform Contract

Format

Price Reduction for Defective Cost or

Pricing Data—Modifications

Waiver of Facilities Capital Cost of Money
Requirements for Cost or Pricing Data or Information
Other Than Cost or Pricing Data—Modifications
Economic Price Adjustment — Standard Supplies
Economic Price Adjustment — Labor and Materials
Price Redetermination — Prospective

Allowable Cost and Payment

Cancellation Under Multi-year Contracts

Notice of Price Evaluation preference for HUBZone
Small Business Concerns

Utilization of Small Business Concerns

Small Business Subcontracting Plan

ALT II - OCT 2001

Liquidated Damages—Subcontracting Plan

Small Disadvantaged Business Participation
Program—Targets

I-1

y:.//www.acquisition.gov/comp/far/loadmainre.html anc

D:..

Section I

FEB 1998)

force and effect as if
e their full text
is/these address(es):
JIAR Clauses:

(8

O
O

2012
. 1984
11984
T 2006

72010
1997

72010
Y 2011
12012
22010
£ 1997

32011

[ 1997
[ 2010

JAL 1997
JAN 1997

O
-
O

I/
J¢
I/
J¢

0]

[ 1997
[2011
[ 1997

12011
12011
12011
11999

I 2000



Contract No. D13PC00021 — Foundation Cloud Hosting Services

Clause
52.219-28
52.222-2
52.222-3
52.222-4

52.222-21
52.222-26
52.222-29
52.222-35

52.222-36
52.222-37
52.222-38

52.222-41
52.222-43

52.223-5
52.223-6
52.223-10
52.223-15
52.223-18

52.224-2
52.225-13
52.225-25

52.227-1
52.227-2

52.227-3
52.227-14

52.227-16
52.227-17
52.227-18
52.228-5
52.228-7
52.229-3
52.232-1

Title

Post Award Small Business Program Representation
Payment for Overtime Premiums

Convict Labor

Cc~tract Work Hours and Safety Standards Act—
O _rtime Compensation

Prohibition of Segregated Facilities

Equal Opportunity

Ni fication of Visa Denial

Equal Opportunity for Special Disabled Veterans,
Veterans of the Vietnam Era, and Other Eligible
Veterans ,

Affirmative Action for Workers with

Disabilities

Employment Reports on Special Disabled Veterans,

Section I

D e

AP™ 2012
JU 1990
JU 2003
JU 2005

FE 1999
M. R2007
JU 2003
SE T2010
OoC 2010

SE 2010

Veterans of the Vietnam Era, and Other Eligible Veterans

Compliance with Veterans’ Employment Reporting
Requirements

Service Contract Act of 1965

F: Labor Standards Act and Service Contract

A —Price Adjustment (Multiple Year and Option
Contracts)

Pollution Prevention and Right-to-Know Information
Drug-Free Workplace

Waste Reduction Program

Energy Efficiency in Energy-Consuming Products
Encouraging Contractor Policies to Ban Text
Messaging While Driving

Privacy Act

Restrictions on Certain Foreign Purchases
Prohibition on Contracting with Entities Engaging
in Sanctioned Activities Relating to Iran—

R resentation and Certification

Authorization and Consent

Notice and Assistance Regarding Patent and
Copyright Infringement

Patent Indemnity

Rights in Data—General

ALT II - DEC 2007

ALT III - DEC 2007

Additional Data Rights Requirements

Rights in Data—Special Works

Rights in Data—Exiting Works
Insurance—Work on a Government Installation
Insurance—Liability to Third Persons

F eral, State, and Local Taxes

P 'ments

I-2

SE 2010

NC 72007

ST 2009
M Y 2011
M Y 2001
M Y 2011
DI 12007
Al 52011

Al 1984
JU 2008
N /2011

Dl 22007
DI 2007
Al 11984
D 22007

JU.Y 1987
DEC 2007
DEC 2007
JAN 1997
M R 1996
A 12003
A L1984
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Clause
52.232-7

52.232-8
52.232-9
52.232-17
52.232-18
52.232-19

52.232-22
52.232-23
52.232-25
52.232-33

52.233-1
52.233-3
52.233-4
52.234-3

52.234-4
52.237-2

52.237-3
52.237-10
52.242-13
52.243-1
52.243-3
52.244-2

52.244-5
52.245-1
52.246-25
52.247-1
52.247-63
52.247-64

52.248-1
52.249-2

52.249-8
52.249-14
52.251-1
52.251-2

52.253-1
1452.224-1

Title

Payments under Time-and-Materials and Labor-Hour

Contracts
Discount for Prompt Payment
Limitation on Withholding of Payments
Interest
Availability of Funds
Availability of Funds for the Next Fiscal Year
Fill-in: TBD at Task Order Award
Limitation of Funds
Assignment of Claims
Prompt Payment
Payment by Electronic Funds Transfer--
Central Contractor Registration
Disputes--Alternate 1
Protest After Award
Applicable Law for Breach of Contract Claim
Notice of Earned Value Management System -
Post Award IBR
Earned Value Management System.
Protection of Government Buildings,
Equipment and Vegetation
Continuity of Services
Identification of Uncompensated Overtime
Bankruptcy
Changes—Fixed Price
Changes—Time-and-Materials or Labor-Hours
S contracts
Fill-in: (d) TBD at Task Order Awards

(j) TBD at Task Order Awards
Competition in Subcontracting
Government Property
Limitation of Liability—Services
Commercial Bill of Lading Notations
Preference for U.S. — Flag Air Carriers
Preference for Privately Owned U.S. - Flag
Commercial Vessels
Value Engineering
Termination for Convenience of the Government
(Fixed Price)
Default (Fixed-Price Supply and Service)
Excusable Delays
Government Supply Sources
Interagency Fleet Management System
Vehicles and Related Services
Computer Generated Forms
Privacy Act Notification (Deviation)

I-3
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A 11984
A 11984

A 11984
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1.2 Department of the Interior Acquisition Regulation (DIAR)

The contract clavees set forth in the following paragraphs of the Departm
Acquisition Reg1 tion (DIAR) are incorporated in this contract with the |
as though set forth herein in full text. The designated clauses are incorpor
the DIAR on the date of this contract, notwithstanding the date referenced

Section |

t of the Interior
me force and effect
ed as they appear in

Clause Title Da.e
1452.215-70 Examination of Records by the DOI AFP™ 1984
1452.228-70 Liability Insurance—DOI JU Y 1996

1.3 FAR 52.203- ) - PRICE OR FEE ADJUSTMENT FOR ILLEGA
ACTIVITY (Jan 1997)

(a) The Government, at its election, may reduce the price of a fixed-pri
total cost and fee under a cost-type contract by the amount of profit or fee
in paragraph (b) this clause if the head of the contracting activity or des
there was a violation of subsection 27(a), (b), or (c) of the Office of Feder
Act, as amended (41 U.S.C. 423), as implemented in section 3.104 of the
Regulation.

(b) The price or fee reduction referred to in paragraph (a) of this clause

(1) For cost-plus-fixed-fee contracts, the amount of the fee specified
time of award;
(2) For cost-plus-incentive-fee contracts, the target fee specified in tt
of award, notwithstanding any minimum fee or “fee floor” specified in the
(3) For cost-plus-award-fee contracts—
(1) The base fee established in the contract at the time of contract ¢
(i1) If no base fee is specified in the contract, 30 percent of the am:
otherwise payable to the Contractor for each award fee evaluation period
determination point.
(4) For fixed-price-incentive contracts, the Government may—
(i) Reduc  he contract target price and contract target profit both
the initial target profit specified in the contract at the time of contract awa
(i1) If an immediate adjustment to the contract target price and cor
would have a significant adverse impact on the incentive price revision re
contract, or adversely affect the contract financing provisions, the Contrax
such adjustment until establishment of the total final price of the contract.
established in accordance with the incentive price revision provisions of t
reduced by an ar unt equal to the initial target profit specified in the con
contract award a . such reduced price shall be the total final contract pric
(5) For firm-fixed-price contracts, by 10 percent of the initial contrac
amount determined by the Contracting Officer from records or document:
the date of the contract award.
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(c) The Government may, at its election, reduce a prime contractor’s pr:
accordance with the procedures of paragraph (b) of this clause for violatio
subcontractors by an amount not to exceed the amount of profit or fee refl
subcontract at the time the subcontract was first definitively priced.

(d) In addition to the remedies in paragraphs (a) and (c) of this clause, t.
terminate this contract for default. The rights and remedies of the Governr
are not exclusive, and are in addition to any other rights and remedies pro

this contract.
(End of clause)

1.4 FAR 52.216-24 LIMITATION OF GOVERNMENT LIABILITY

(a) In performing this contract, the Contractor is not authorized to mak
obligations exceeding current obligated dollars.

(b) The maximum amount for which the Government shall be liable if
terminated is the negotiated settlement dollars.

(End of clause)
1.5 FAR 52.217-8 — OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services with
rates specified in the contract. These rates may be adjusted only as a resul
prevailing labor rates provided by the Secretary of Labor. The option prov
more than once, but the total extension of performance hereunder shall no
Contracting Officer may exercise the option by written notice to the Conts
prior to expiration of the current period of performance.

(End of clause)

1.6 FAR 52.217-9 - OPTION TO EXTEND THE TERM OF THE C(
(MAR 2000)

(a) The Government may extend the term of this contract by written n
within any time prior to the end of the current contract period; provided tt
gives the Contractor a preliminary written notice of its intent to extend at
calendar days before the contract expires. The preliminary notice does no
Government to an extension.

(b) If the Government exercises this option, the extended contract sha
include this option clause.

(¢) The total duration of this contract, including the exercise of any o0j
shall not exceed ten (10) years.

(End of clause)
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1.7 FAR 52.216-18 ORDERING (Oct 1995)

(a) Any supplies and services to be furnished under this contract shall
of delivery orders or task orders by the individuals or activities designated
orders may be issued from date of award through the end of any current o)
this contract.

(b) All delivery orders or task orders are subject to the terms and cond
In the event of conflict between a delivery order or task order and this con
control.

(¢) If mailed, a delivery order or task order is considered “issued” whe
deposits the order in the mail. Orders may be issued orally, by facsimile, ¢
commerce methods only if authorized in the Schedule.

(End of clause)
1.8 FAR 52.216-19 ORDER LIMITATIONS (OcT 1995)

(a) Minimum order. When the Government requires supplies or servic
contract in an amount of less than $5,000, the Government is not obligate«
Contractor obligated to furnish, those supplies or services under the contr:

(b) Maximum order. The Contractor is not obligated to honor—

1) Any order for a single item in excess of $1,000,000,000;

2) Any order for a combination of items in excess of $1,000,C

3) A series of orders from the same ordering office within one
together call for quantities exceeding the limitation in para
this section.

(¢) If this is a requirements contract (i.e., includes the Requirements ¢
subsection 52.216-21 of the Federal Acquisition Regulation (FAR)), the C
required to order a part of any one requirement from the Contractor if that
the maximum-order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contrac
order exceeding the maximum order limitations in paragraph (b), unless tl
returned to the ordering office within two (2) days after issuance, with wr
Contractor’s inte  not to ship the item (or items) called for and the reasor
notice, the Government may acquire the supplies or services from another

(End of clause)
L9 FAR 52.216-22 INDEFINITE QUANTITY (Oct 1995)

(a) This is an indefinite-quantity contract for the supplies or services ¢
for the period stated, in the Schedule. The quantities of supplies and servi
Schedule are estimates only and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orde
with the Ordering clause. The Contractor shall furnish to the Government
the supplies or services specified in the Schedule up to and including the «
the Schedule as the “maximum.” The Government shall order at least the
services designated in the Schedule as the “minimum.”

I-6

Section 1

> ordered by issuance
1the Schedule. Such
on or base period of

ons of this contract.
ict, the contract shall

the Government
by electronic

covered by this
o purchase, nor is the

3,000; or
1) day(s) that
aph (b)(1) or (2) of

Jse at
vernment is not
:quirement exceeds

r shall honor any

t order (or orders) is
en notice stating the
Upon receiving this
durce.

scified and effective
s specified in the

issued in accordance
vhen and if ordered,
antity designated in
1antity of supplies or



Contract No. D13PC00021 - Foundation Cloud Hosting Services

(¢) Except for any limitations on quantities in the Order Limitations ¢
Schedule, there is no limit on the number of orders that may be issued. Th
issue orders requiring delivery to multiple destinations or performance at

(d) Any order issued during the effective period of this contract and n:
that period shall be completed by the Contractor within the time specified
contract shall govern the Contractor’s and Government’s rights and oblige
that order to the same extent as if the order were completed during the cor
period; provided, that the Contractor shall not be required to make any de:
contract after the expiration date of the current period of performance or i:

whichever is later.
(End of clause)

1.10 FAR 52.252-6 - AUTHORIZED DEVIATION IN CLAUSES (A

(a) The use in this solicitation or contract of any Federal Acquisitior
Chapter 1) clause with an authorized deviation is indicated by the additior
after the date of the clause.

(b) The use in this solicitation or contract of any Department of the -
Regulation (48 CFR Chapter 14) clause with an authorized deviation is in
of "(DEVIATION)" after the name of the regulation.

(End of Clause)

I.11  DEPARTMENT OF THE INTERIOR ACQUISITION REGU
The contract clauses set forth as follows are the Department of the Interio
Regulation (DIAR) clause.

1.11.1 1452.203-70, Restriction on Endorsements—DOI (JUL 1996)

The Contractor shall not refer to contracts awarded by the Department of
commercial advertising, as defined in FAR 31.205-1, in a manner which ¢
product or service provided is approved or endorsed by the Government, -
Government to be superior to other products or services. This restriction i
appearance of pr erence by the Government toward any product or servi
request the Contracting Officer to make a determination as to the propriet

material.
(End of clause)

I.11.2 1452.204-70, Release of Claims—DOI (JUL 1996)

After completion of work and prior to final payment, the Contractor shall
Officer with a release of claims against the United States relating to this ¢
Claims form (DI-137) shall be used for this purpose. The form provides f

specified claims from operation of the release.

(End of clause)
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Contract No. D1,  C00021 — Foundation Cloud Hosting Services

1.11.3 1452.215-71, Use and Disclosure of Proposal Information (AP

(a) Definitions. For the purposes of this provision and the Freedom of Inf
552), the following terms shall have the meaning set forth below:

(1) "Trade Secret" means an unpatented, secret, commercially valuable pl
or process, which is used for making, preparing, compounding, treating o1
materials which are trade commodities.

(2) "Confidential commercial or financial information" means any busine:
than trade secrets) which is exempt from the mandatory disclosure require
of Information Act, 5 U.S.C. 552. Exemptions from mandatory disclosure
applicable to business information contained in proposals include exempt:
"commercial and financial information obtained from a person and privile
and exemption (9), which covers "geological and geophysical informatior
concerning wells."

(b) If the offeror, or its subcontractor(s), believes that the proposal contair
confidential commercial or financial information exempt from disclosure
Information Act, (5 U.S.C. 552), the cover page of each copy of the propc
with the following legend:

"The information specifically identified on pages of this proposal
secrets or confidential commercial and financial information which the of”
exemp rom disclosure under the Freedom of Information Act. The offer
information not be disclosed to the public, except as may be required by 1
requests that this information not be used in whole or part by the governn
other than to evaluate the proposal, except that if a contract is awarded to
of or in connection with the submission of the proposal, the Government :
use the information to the extent provided in the contract.”

(c) The offeror shall also specifically identify trade secret information anc
commercial and financial information on the pages of the proposal on wh
mark each such page with the following legend:

"This page contains trade secrets or confidential commercial and financia
offeror believes to be exempt from disclosure under the Freedom of Infor
is subject to the legend contained on the cover page of this proposal.”

(d) Information in a proposal identified by an offeror as trade secret infor
commercial and financial information shall be used by the Government o
evaluating the proposal, except that (i) if a contract is awarded to the offe
connection with submission of the proposal, the Government shall have t
information as provided in the contract, and (ii) if the same information i
source without restriction it may be used without restriction.

(e) If a request under the Freedom of Information Act seeks access to infi
identified as trade secret information or confidential commercial and fina
consideration will be given to the offeror's view that the information con:
confidential commercial or financial information. The offeror will also b
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Contract No. D13PC00021 — Foundation Cloud Hosting Services

the request and given an opportunity to provide additional evidence and a1
its position, unless administratively unfeasible to do so. If it is determined
claimed by the offeror to be trade secret information or confidential comr
information is not exempt from disclosure under the Freedom of Informat;
will be notified of this determination prior to disclosure of the information

(f) The Government assumes no liability for the disclosure or use of infort
proposal if not marked in accordance with paragraphs (b) and (c) of this p;
under the Freedom of Information Act is made for information in a propos
accordance with paragraphs (b) and (c) of this provision, the offeror conce
notified of the request and given an opportunity to provide its position to t
However, failure of an offeror to mark information contained in a proposa
information or confidential commercial or financial information will be tre
Government as evidence that the information is not exempt from disclosw
of Information Act, absent a showing that the failure to mark was due to u
circumstances, such as a showing that the offeror had intended to mark, bt
omitted from the offeror's proposal due to clerical error.

(End of provision)
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