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Blanket Purchase Agreement Number: D12PA00294
Document Title: Service First — Creating a 21% Century Department of the Interior in a Collaborative Environment

1. Blanket Purchase Agreement General Instructions:

The BPA holder shall furnish the services described in this Agreement which will
subsequently be further described at the BPA Call level if and when requested by the
Contracting Officer, or authorized representative, during the period of or in accordance with
the terms and conditions of this agreement and the GSA schedule.

a. Statement of Objectives: The Blanket Purchase Agreement Statement of Objectives (SOO)
entitled “Review of Service First at the Department of the Interior, Office of the Secretary”
shall be incorporated into this BPA and remain in effect for the life of the BPA.

This BPA and any subsequent Calls issued are for Non-Personal Services, and will be
specified as either severable or non-severable at the BPA Call level.

b. Period of Performance: The period of performance for this BPA is (5) five years (if all options
are exercised) from the date of award or until the aggregate total of individual calls issued
under that BPA equals the maximum dollar threshold.

Base Period July 13, 2012 — July 12, 2013
Option Period 1 July 13, 2013 —July 12, 2014
Option Period 2 July 13, 2014 — July 12, 2015
Option Period 3 July 13, 2015 —July 12, 2016
Option Period 4 July 13, 2016 —July 12, 2017

GSA Schedule Contract: A schedule vendor may be awarded a BPA that extends beyond the
current term of its GSA Schedule contract, so long as there are option periods in the GSA
Schedule contract that, if exercised, will cover the BPA's period of performance.

c. Estimated Value: The Government estimates, but does not guarantee, that the volume of
purchases through individual Calls issued under this BPA(s) will not exceed $50,000,000.00.
There are no guaranteed minimum thresholds.

This Blanket Purchase Agreement is not funded. Funds will be obligated only on a BPA call
and future requirements are Subject to the Availability of Funds.

d. Place of Performance: The Government anticipates the place of performance will be at sites
throughout the United States and its possessions and territories. However, the vast majority
of the work is expected to take place in the Washington DC metro region area.

Note: Each Call issued will specify the place of performance and whether on-site or off-site
for that requirement.
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Blanket Purchase Agreement Number: D12PA00294
Document Title: Service First — Creating a 21% Century Department of the Interior in a Collaborative Environment

e. Anticipated BPA Call Type: As this is a multiple award BPA award, to the extent practicable,
competitive calls will be structured as performance-based and will be issued as a Firm-
Fixed-Price or Labor Hour based order with the identified CLIN(s) on a per call basis. Calls
will be issued against this BPA for proposed work by the Department of the Interior.

f. Other Direct Costs: Other Direct Costs are not authorized under the BPA.

g. G&A Rates: G&A is not permitted and will not be reimbursed.

h. BPA Labor Rates and Categories: In no event will the prices under this BPA exceed those on
the applicable GSA schedule. The BPA holder shall notify the Contracting Officer (CO) and
update the BPA price list within three (3) business days of a change in their Schedule prices
to ensure that the BPA pricing remains current. If prices on the BPA represent discounts
from the GSA Schedule prices, any new BPA price resulting from an Economic Price
Adjustment (EPA) increase, and approved under the GSA Schedule Contract, must maintain
the same percentage discount as the previous BPA rate.

The BPA holder can voluntarily reduce offered prices at any time by giving written notice (by
email) to the CO. When in effect, the new price list will be made available to all authorized
potential BPA Authorized Ordering Officials.

i. BPA Contractor Teaming Arrangements: Under a Contractor Teaming Arrangement (CTA),
two or more GSA Schedule contractors work together to meet ordering activity needs. Each
team member must have a current GSA Schedule contract and be responsible for duties as
addressed in the CTA document. Each team member has privity of contract and can interact
directly with the Government. The agreed pricing including discounts from each CTA
member are detailed in Attachment 7.

j. Authorized Ordering Officials: The following offices(s) are hereby authorized to place Call(s)
under this BPA:

DOI/AQD — Herndon
Point(s) of Contact: Anita Tolliver
Team Lead/Senior Contracting Officer
P: 703-964-3687
F: 703-964-8440
Anita Tolliver@nbc.gov

Sarah Dolen
Contracting Officer

P: 703-964-3692

F: 703-964-8440

Sarah Dolen@nbc.gov
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Blanket Purchase Agreement Number: D12PA00294
Document Title: Service First — Creating a 21% Century Department of the Interior in a Collaborative Environment

The Contracting Officer is the only person who can delegate the authority to the authorized
ordering officials to issue a call under a specific BPA.

k. Annual Review: The AQD shall conduct an annual review (based on the effective award
date of the BPA), among other factors, whether the Schedule contract, upon which the BPA
was established, is still in effect and whether the BPA still represents the best value. If the
BPA Call ordering authority has been delegated out to an Authorized Ordering Official, this
review will also include a review to determine if the established procedures are being
followed on all BPA’s. Current past performance information which will be used in the
evaluation of each BPA Call will also be requested from the Contractor (BPA holder) during
the annual review to ensure that each Contractor’s (BPA holder) past performance history is
up-to-date.

The AQD will contact the past performance references, provided from each Contractor (BPA
holder), to obtain the current past performance history. If any negative past performance is
reported by the references contacted, then the AQD will handle appropriately in
accordance with the FAR.

The past performance history will include the performance of all Calls under the BPAs for
each Contractor (BPA holder). Past performance history will also include history from
various sources including, but not limited to, performance under other AQD contracts,
other AQD Contracting Officers, and other sources. If significant negative past performance
is found, this will be elevated to GSA and a determination made whether that BPA will
continue.

The BPA shall be cancelled with a thirty (30) notice if the BPA holder fails to perform in
accordance with the terms and conditions of the GSA FSS Contract, this BPA, any BPA Call
issued, or the contracting activity determines that the BPA is no longer in the best interest
of the Government.

I.  Travel: The Contractor will be reimbursed for travel to provide support at a Government
site or other site, (other than that of the primary place of performance as specified for each
BPA Call), as may be specified and approved by the COR under this effort. All travel
requests will be submitted on a Request for Travel/Approval Form (Attachment 2) and shall
be submitted and approved by the COR prior to any travel in support of the BPA and/or BPA
Call. The contractor shall be reimbursed for travel costs incurred during performance of this
effort in accordance with the Federal Travel Regulations currently effective on the date of
travel. [Reference FAR 31.205-46 Travel Costs]

PLEASE NOTE: The vendor must submit a Travel Reconciliation Form with all invoices which
bill for travel expenditures (Attachment 3). TRAVEL RECEIPTS ARE REQUIRED TO BE
INCLUDED WITH THE INVOICE. Example: airline tickets; parking receipts, hotel, rental car,
taxi, etc. Travelisin accordance with the federal travel regulations — FTR per diem and
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Blanket Purchase Agreement Number: D12PA00294
Document Title: Service First — Creating a 21% Century Department of the Interior in a Collaborative Environment

rates are applicable, and charges that exceed the FTR will not be reimbursed. Rental cars
are limited to economy — unless more than 2 travelers, and a mid-size car is authorized —
rental of larger cars will not be reimbursed. GPS will not be reimbursed. Short term parking
will not be reimbursed for travel that is more than one business day.

» The Government will not reimburse G&A.

» Travel and per diem expenses at the place of performance for each BPA Call is not
reimbursable.

» Local Travel for the DC metropolitan area to include parking and tolls is not
reimbursable.

» All travel shall be in accordance with the Federal Travel Regulations (FTR)

Government Travel References Include:

» 41 Code of Federal Regulations (CFR), Chapters 300 through 304

» FAR 31.205-46 - Travel Costs

» Federal Travel Regulations (FTR) & Per Diem Information — Travel Resources:

WWW.gsa.gov
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Blanket Purchase Agreement Number: D12PA00294
Document Title: Service First — Creating a 21% Century Department of the Interior in a Collaborative Environment

2. BPA Call Information and Ordering Procedures:

a.

Authorized Ordering Officials: Calls may be placed only by authorized BPA Call ordering
officials detailed in Section 1(i). The Contracting Officer is the only person who can delegate
the authority to the authorized ordering officials to issue a call under a specific BPA.

BPA Call Ordering Instructions: BPA Calls will be issued in accordance with FAR 8.405-3
Blanket Purchase Agreements. Specifically;

1. Orders at or below the micro-purchase threshold. The AQD may place Calls at or below
the micro-purchase threshold with any BPA holder that can meet the agency needs. The
ordering activity should attempt to distribute any such orders among the BPA holders.

2. Orders exceeding the micro-purchase threshold but not exceeding the simplified
acquisition threshold. The ordering activity will provide each multiple-award BPA holder a
fair opportunity to be considered for each order exceeding the micro-purchase threshold,
but not exceeding the simplified acquisition threshold unless one of the exceptions at FAR
8.405-6(a)(1)(i) applies.

3. Orders exceeding the simplified acquisition threshold. Unless the requirement is waived
on the basis of a justification that is prepared and approved in accordance with FAR 8.405-6.
The ordering activity will provide an RFQ to all BPA holders offering the required services
under the multiple-award BPAs, to include a description of the supplies to be delivered or
the services to be performed and the basis upon which the selection will be made. The
ordering activity will also afford all BPA holders responding to the RFQ an opportunity to
submit a quote.

Note: The Government reserves the right, and in accordance with FAR 8.405-6, to award
directly to a specific Contractor if it serves the Government’s best interest. For example, the
contemplated requirement has a reasonable connection to a previous effort performed by a
specific Contractor and performance by a different Contractor would result in increased
cost to the Government than if the original Contractor performed the effort.

NOTE: A BPA holder may be excluded from the competition for a call if pre-existing
constraints exist from another acquisition such as exclusion from future competition etc.

Ordering Methods: All orders under the BPA(s) shall be made via a written order. A specific,
Sequential call number shall be included on the order and shall specify the BPA number.

1. The requiring office will prepare a Statement of Objectives (SO0), Performance Work
Statement (PWS), or Statement of Work (SOW) to include the scope of services to be
performed, location(s) of services, deliverables, and the period of performance with any
known timetables or schedules. The PWS or SOW will be tailored to the complexity of the
work and the estimated cost.
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2. The AQD Contracting Officer will send the RFQ to the BPA Holder(s) in accordance with
“b. BPA Call Ordering Instructions” above via electronic means.

3. The BPA Holder(s) will respond in accordance with the instructions as stated in the BPA
Call RFQ.

4. The Government may or may not conduct Oral Presentations.
5. Based on the evaluation instructions in the BPA Call RFQ, a BPA Call will be issued.

d. BPA Call Type: The Government anticipates issuing Firm-Fixed-Price (FFP) competitive calls
against the BPA(s) for proposed work to the maximum extent practicable. However, the
Government reserves the right to issue Labor Hour calls if in the best interest of the

Government.

e. GSA Schedule Scope: Vendors shall verify that the technical and price quote is submitted in
accordance with, and is within the scope of, their GSA Schedule Contract.

f. BPA Call Funding: The Blanket Purchase Agreement(s) will not be funded. Funds will be
obligated only on a BPA call. Any BPA Calls that are current requirements are Subject to the
Availability of Funds and will be noted as such in the RFQ.

m. Discounts: For BPA Calls issued under the BPA(s), the price quoted shall be equal to or less
than the BPA price list established at time of award (Attachment 7). Vendors may offer
further price reductions and the price quote for each BPA Call shall include the percentage
discount broken down by Line Item to equate to the Firm-Fixed-Price for each Line Item.
Should the BPA Call be Labor Hour, the percentage discount shall be broken down by labor
category.

Page 9 of 51
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3. Blanket Purchase and Call Administration:

a. Administrative Considerations: Correspondence - To promote timely and effective
administration, correspondence shall be subject to the following procedures:

1. Technical correspondence (where technical issues relating to compliance with the
requirements herein) shall be addressed to the Contracting Officer’s Representative (COR) with
an information copy to the Contracting Officer (CO), and Contract Specialist (CS).

2. All other correspondence, including invoices, (which proposes or otherwise involves waivers,
deviations or modifications to the requirements, terms or conditions of this requirement) shall
be addressed to the Contract Specialist/Contracting Officer with an information copy to the
COR.

b. Contracting Officer’s Authority: An AQD Contracting Officer is the only person authorized
to make or approve any changes in any of the requirements of this BPA and notwithstanding
any provisions contained elsewhere in this BPA, the said authority remains solely in the CO. In
the event the Contractor makes any changes at the direction of any person other than the CO,
the change will be considered to have been made without authority and no adjustment will be
made in the BPA terms and conditions, including price.

The contact information for the Contracting Officer is as follows:

Anita Tolliver

Contracting Officer, Team Lead
Acquisition Services Directorate
National Business Center

U.S. Department of the Interior
381 Elden Street, Suite 4000
Herndon, VA 20170

Phone: 703-964-3687

Fax: 703-964-8440

Email: anita_tolliver@nbc.gov

The contact information for the Alternate Contracting Officer/Contract Administrator is as
follows:
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Sarah J. Dolen

Contracting Officer

Acquisition Services Directorate
National Business Center

U.S. Department of the Interior
381 Elden Street, Suite 4000
Herndon, VA 20170

Phone: 703-964-3692

Fax: 703-964-8440

Email: sarah_dolen@nbc.gov

C. Permits and Licenses: Pursuant to 52.227-18 — Rights in Data — Existing Work, and any other
requirements in performance of work under the BPA and BPA Calls, the Contractor must, at no
additional expense to the Government, be responsible for obtaining any necessary licenses and
permits, and for complying with any Federal, State, and municipal laws, codes, and regulations
applicable to the performance of the work.

The Contractor shall indemnify the Government and its officers, agents, and employees acting
for the Government against any liability, including costs and expenses, incurred as the result of
(1) the violation of trade secrets, copyrights, or right of privacy or publicity, arising out of the
creation, delivery, publication or use of any data furnished under the BPA and BPA Calls; or (2)
any libelous or other unlawful matter contained in such data.

d. Government Furnished Property/Information/Equipment: All materials provided by the
Government during the course of the BPA and BPA Calls shall remain the property of the
Government and shall be returned on completion of the BPA and BPA Calls.

The Government will specify in the requirements document for each call if it expects that the
Contractor will work off-site or on-site, and specify if it will or will not provide any office
equipment to fulfill the requirement issued under the call.

All information collected by and created for the Government by way of the successful offeror
will be deemed the property of the Government and shall not be disclosed to outside parties
unless there is a prior subcontractor or CTA relationship that was part of the quotation
submitted by the awardee.

e. Section 508: All work shall be compliant with the requirements referenced in these
documents including Section 508 of the Rehabilitation Act of 1973 and 29 USC 794d, sub-part B,
Technical Standards, 1194.21.

f. Standards of Conduct:

1. The Contractor shall be responsible for maintaining satisfactory standards of employee
competency, conduct, appearance, and integrity. The Contractor is also responsible for
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ensuring that its employees and those of its subcontractor(s) do not disturb papers on
desks, open desk drawers or cabinets, use Government telephones, except as authorized, or
otherwise jeopardize the security and the privacy of Government employees, its clientele,
and the contents and property of the federal building(s) in which the work is performed.
Each employee or supervisor of the Contractor is expected to adhere to standards of
behavior that reflect credit on themselves, their employer, and the Federal Government.

2. The Contractor will be responsible for taking such disciplinary action, including suspension
without pay or removal from the worksite, with respect to its employees, as may be
necessary to enforce those standards.

3. Where applicable, the requirements of this clause shall be expressly incorporated into
subcontract(s) and shall be applicable to all subcontractor employees who may perform
recurring services or work at the federal building and grounds of the BPA and BPA Calls.

4. The Government retains the right to permanently remove any employee of the Contractor
from performing duties assigned under the BPA and BPA Calls at the federal building should
the employee's performance so warrant. The Government will request the Contractor to
immediately remove any employee of the Contractor from the federal building/work-site
should it be determined by the Contracting Officer that the individual employee of the
Contractor is "unsuitable" for security reasons or for otherwise being found to be unfit for
performing his assigned duty at a federal building. The following areas (not all-inclusive) are
considered justification for requesting the Contractor to immediately remove an employee
from a federal building/work site:

= Neglect of assigned duty and refusing to render assistance or cooperate in upholding
the integrity of the security programs at the worksite

= Falsification or unlawful concealment, removal, mutilation, or destruction of any official
documents or records, or concealment of material facts by willful omissions from official
documents or records

= Disorderly conduct, use of abusive or offensive language, quarreling, intimidation by
words or actions, or fighting; participation in disruptive activities which interfere with
the normal and efficient operations of the Government

= Theft, vandalism, immoral conduct, or any other criminal actions

= Selling, consuming, or being under the influence of intoxicants, drugs, or controlled
substances which produce similar effects

= |mproper use of official authority or credentials, as a supervisor or employee of the
Contractor

= Violation of agency and Contractor security procedures and regulations

= Violation of the rules and regulations governing federal public buildings and grounds, set
forth in 41 CFR Subpart 101-20.3 Conduct on Federal Property

5. Following a recommendation from an agency Project official or security officer, the CO will
make all determinations regarding the removal of any employee of the Contractor from and
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denial/termination of clearance and access to the federal building worksite for non-
performance, misconduct, or failure to abide by all laws and regulations. The CO will
verbally inform the Contractor about the employee, followed by a written confirmation or
determination. Specific reasons for the removal of an employee will be provided to the
Contractor in writing. In the event of a dispute, the CO will make a final determination.

6. Upon a determination by the Government that an employee of the Contractor be removed
from or denied access to a federal building worksite, the employee's clearance and access
to the federal building shall be immediately revoked or otherwise terminated. Further, if
applicable, the building pass and/or other access device(s) previously given to the employee
shall be immediately surrendered, returned, or delivered to the security officer of the
federal building.

7. Contractor personnel shall present a neat appearance and be easily recognized as
Contractor employees by wearing a visitor/temporary badge at all times while on
Government premises. When Contractor personnel attend meetings, answer phones, and
work in other situations where their status is not obvious to third parties they must identify
themselves as such to avoid creating the impression that they are government employees.

8. The Contractor shall be responsible for safeguarding all government property provided for
Contractor use. At the end of normal duty hours and/or after normal duty hours, all
government facilities, equipment and materials must be secured.
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TERMS and CONDITIONS:
In addition to the schedule holder’s terms and conditions of their GSA FSS schedule, the

following terms and conditions are hereby included in this BPA to be included in any resulting
BPA Calls.

4. Blanket Purchase Agreement and BPA Call Clauses:

CLAUSES IN FULL TEXT:

52.209-9 — Updates of Publicly Available Information Regarding Responsibility Matters (Jan

2011)

(a) The Contractor shall update the information in the Federal Awardee Performance and

Integrity Information System (FAPIIS) on a semi-annual basis, throughout the life of the

contract, by posting the required information in the Central Contractor Registration database at

http://www.ccr.gov .

(b)(1) The Contractor will receive notification when the Government posts new information to
the Contractor’s record.

(2) The Contractor will have an opportunity to post comments regarding information that
has been posted by the Government. The comments will be retained as long as the
associated information is retained, i.e., for a total period of 6 years. Contractor comments
will remain a part of the record unless the Contractor revises them.

(3) (i) Public requests for system information posted prior to April 15, 2011, will be handled
under Freedom of Information Act procedures, including, where appropriate,
procedures promulgated under E.O. 12600.

(ii) As required by section 3010 of Public Law 111-212, all information posted in FAPIIS on
or after April 15, 2011, except past performance reviews, will be publicly available.
(End of clause)

52.217-8 -- Option to Extend Services (Nov 1999)
The Government may require continued performance of any services within the limits and at
the rates specified in the BPA or BPA Call. These rates may be adjusted only as a result of
revisions to prevailing labor rates provided by the Secretary of Labor. The option provision may
be exercised more than once, but the total extension of performance hereunder shall not
exceed 6 months. The Contracting Officer may exercise the option by written notice to the
Contractor within 14 days before the expiration of the BPA or BPA Call.

(End of Clause)

52.217-9 --Option to Extend the Term of the Contract (Mar 2000)

(a) The Government may extend the term of this BPA or BPA Call by written notice to the
Contractor within seven (7) days; provided that the Government gives the Contractor a
preliminary written notice of its intent to extend at least thirty (30) days before the BPA or BPA
Call expires. The preliminary notice does not commit the Government to an extension.
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(b) If the Government exercises this option, the extended contract shall be considered to
include this option clause.
(c) The total duration of this BPA, including the exercise of any options under this clause, shall
not exceed five (5) years.

(End of Clause)

FAR 52.227-14 - Rights in Data — General (Dec 2007)

Under the provisions of the Rights in Data General Clause (52.227-14), the
Government reserves all rights, including copyrights, distribution rights, and
other rights for all documents, data or software developed in the performance
of this task.

52.252-2 -- CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as
if they were given in full text. Upon request, the Contracting Officer will make their full text
available. Also, the full text of a clause may be accessed electronically at this address:
http://www.arnet.gov.

FAR 52.204-4 - Printed or Copied Double-Sided on Recycled Paper (May 2011)
FAR 52.204-9 -- Personal Identity Verification of Contractor Personnel (Jan 2011)
FAR 52.212-4-- Contract Terms and Conditions — Commercial Items (June 2010)
FAR 52.227-16 - Additional Data Requirements (June 1987)

FAR 52.227-17 - Rights in Data -- Special Works. (Dec 2007)

FAR 52.227-18 - Rights in Data -- Existing Works (Dec 2007)

FAR 52.232-18 - Availability of Funds (Apr 1984)

FAR 52.232-19 - Availability of Funds for the Next Fiscal Year (Apr 1984)

FAR 52.239-1- Privacy or Security Safeguard (Aug 1996)

FAR 52.245-1 - Government Property (Aug 2010)

FAR 52.252-6 - Authorized Deviation in Clauses (Apr 1984)
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CLAUSES IN FULL TEXT:

DIAR (Department of the Interior) CLAUSES:

1452.201-70 Authorities and delegations.
As prescribed in section 1401.670-1, insert the following clause:

Authorities and Delegations (SEP 2011)

(a) The Contracting Officer is the only individual authorized to enter into or terminate this
contract, modify any term or condition of this contract, waive any requirement of this
contract, or accept nonconforming work.

(b) The Contracting Officer will designate a Contracting Officer's Representative (COR) at
time of award. The COR will be responsible for technical monitoring of the contractor's
performance and deliveries. The COR will be appointed in writing, and a copy of the
appointment will be furnished to the Contractor. Changes to this delegation will be
made by written changes to the existing appointment or by issuance of a new
appointment.

(c) The COR is not authorized to perform, formally or informally, any of the following
actions:
(1) Promise, award, agree to award, or execute any contract, contract modification, or
notice of intent that changes or may change this contract;
(2) Waive or agree to modification of the delivery schedule;
(3) Make any final decision on any contract matter subject to the Disputes Clause;
(4) Terminate, for any reason, the Contractor's right to proceed;
(5) Obligate in any way, the payment of money by the Government.
(d) The Contractor shall comply with the written or oral direction of the Contracting
Officer or authorized representative(s) acting within the scope and authority of the
appointment memorandum. The Contractor need not proceed with direction that it
considers to have been issued without proper authority. The Contractor shall notify the
Contracting Officer in writing, with as much detail as possible, when the COR has taken
an action or has issued direction (written or oral) that the Contractor considers to
exceed the COR's appointment, within 3 days of the occurrence. Unless otherwise
provided in this contract, the Contractor assumes all costs, risks, liabilities, and
consequences of performing any work it is directed to perform that falls within any of
the categories defined in paragraph (c) prior to receipt of the Contracting Officer's
response issued under paragraph (e) of this clause.
(e) The Contracting Officer shall respond in writing within 30 days to any notice made
under paragraph (d) of this clause. A failure of the parties to agree upon the nature of a
direction, or upon the contract action to be taken with respect thereto, shall be subject
to the provisions of the Disputes clause of this contract.
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(f) The Contractor shall provide copies of all correspondence to the Contracting Officer
and the COR.
(g) Any action(s) taken by the Contractor, in response to any direction given by any
person acting on behalf of the Government or any Government official other than the
Contracting Officer or the COR acting within his or her appointment, shall be at the
Contractor's risk.

(End of clause)

1452.203-70, Restrictions on Endorsements — DOI July 1996

The Contractor shall not refer to contracts or BPA’s awarded by the Department of the Interior
in commercial advertising, as defined in FAR 31.205-1, in a manner which states or implies that
the product or service provided is approved or endorsed by the Government, or is considered
by the Government to be superior to other products or services. This restriction is intended to
avoid the appearance of preference by the Government toward any product or service. The
Contractor may request the Contracting Officer to make a determination as to the propriety of
promotional material.

(End of clause)

1452.204-70 Release of Claims - Department of the Interior (JUL 1996)
After completion of work and prior to final payment, the Contractor shall furnish the
Contracting Officer with a release of claims against the United States relating to this BPA and
any subsequent BPA Calls issued. The Release of Claims form (DI-137) shall be used for this
purpose. The form provides for exception of specified claims from operation of the release.
The form may be found at: http://www.doi.gov/nbc/formsmgt/forms/di137.pdf .

(End of clause)

1452.224-1 Privacy Act Notification (JUL 1996) (DEVIATION)
Applicable Department of the Interior regulations concerning the Privacy Act are set forth in 43
CFR 2, Subpart D. The CFR is available for public inspection at the Departmental Library, Main
Interior Bldg., 1849 C St. NW, Washington D.C., at each of the regional offices of bureaus of the
Department and at many public libraries.

(End of clause)

1452.233-2 Service of Protest -- Department of the Interior (JUL 1996) (DEVIATION)
A copy of the protest served on the Contracting Officer shall be simultaneously furnished by the
protester to the Department of the Interior Assistant Solicitor for Acquisition and Intellectual
Property, 1849 C Street, NW, Room 6456, Washington, D.C. 20240.

(End of clause)

1452.237-70 Information Collection - Department of the Interior (JUL 1996)

If performance of this BPA requires the contractor to collect information on identical items
from ten or more public respondents, no action shall be taken or funds expended in the
solicitation or collection of such information until the contractor has received from the
Contracting Officer written notification that approval has been obtained from the Office of
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Management and Budget (OMB) pursuant to the Paperwork Reduction Act of 1980. The
Contractor agrees to provide all information requested by the Contracting Officer which is
necessary to obtain approval from OMB.

(End of clause)

ACQUISITION SERVICES DIRECTORATE CUSTOM CLAUSES:

Custom Clause #1 - Invoicing Requirements

Electronic Invoicing and Payment Requirements — Internet Payment Platform (IPP)

Beginning October 1, 2011, payment requests for all new awards must be submitted
electronically through the U. S. Department of the Treasury's Internet Payment Platform
System (IPP). Payment terms for existing contracts and orders awarded prior to October 1, 2011
remain the same. The Contractor must use IPP for contracts, orders, BPA’s, and BPA Calls
awarded/issued October 1, 2011 and later, and must use the non-IPP invoicing process for
those contracts and orders awarded prior to October 1, 2011.

“Payment request” means any request for contract financing payment or invoice payment by
the Contractor. To constitute a proper invoice, the payment request must comply with the
requirements identified in FAR 32.905(b), “Payment documentation and process” and the
applicable Prompt Payment clause included in this contract. The IPP website address is
https://www.ipp.gov.

Under this BPA, the following documents are required to be submitted as an attachment to the
IPP invoice:

The contractor shall provide a deliverable schedule with line item pricing per deliverable as
detailed within each BPA Call. Invoices will be submitted upon successful delivery and
government acceptance of each deliverable. If deliverable schedule is not provided, the
contractor will not invoice until all deliverables have been successfully delivered and approved
by the government. All invoices shall be paid in the arrears of acceptable performance and
delivery.

Additional Invoice Requirements

Additional supporting documentation MAY BE REQUESTED at the discretion of the CO or
Contracting Officers Representative (COR).

Invoice Contents: The invoice shall be in accordance with the CLIN structure of the BPA Call.
All billing issues shall be handled and resolved between the Offeror and the Contracting Officer.

The following information shall be included on each invoice:
1. Name and address of the Offeror
Page 18 of 51



Blanket Purchase Agreement Number: D12PA00294
Document Title: Service First — Creating a 21% Century Department of the Interior in a Collaborative Environment

Invoice number and date

BPA Call number

CLIN

Description of deliverable

Price of deliverable

Quantity Delivered & Balance Due (if Balance is not 100% delivered)

NouswnN

TRAVEL: Travel must include the name of the traveler, travel itinerary, purpose of travel
(event, exercise, workshop, etc), and any other documentation requested by the Contracting
Officer for Finance/Administration. A copy of an approved Travel Request Form and the Travel
Reconciliation form should be attached for reference as well as the travel invoice. No travel is
authorized unless prior government approval from the Contracting Officer is obtained.

The Contractor will be reimbursed for travel to provide support at a Government site or other
site as may be specified and approved by the COR under this effort. All travel shall be
approved, by the COR in writing, prior to commencement of travel. The contractor shall be
reimbursed for actual allowable, allocable, and reasonable travel costs incurred during
performance of this effort in accordance with the Federal Travel Regulations currently in
effective on date of travel. [Reference FAR 31.205-46 Travel Costs].

The Contractor must use the IPP website to register, access and use IPP for submitting requests
for payment. Contractor assistance with enrollment can be obtained by contacting the IPP
Production Helpdesk via email ippgroup@bos.frh.org or phone (866) 973-3131.

If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for
payment, the Contractor must submit a waiver request in writing to the contracting officer.
(End of Custom Clause #1)

Clause # 2 - Personnel Requirements

Key Personnel Definition

Certain skilled experienced professional and/or technical personnel are essential for
accomplishing the work to be performed. These individuals are defined as “Key Personnel” and
are those persons whose resumes were submitted and or marked by the vendor as “Key
Personnel”. No substitutions shall be made of accepted key personnel except for sudden illness
or death, or termination of employment or as mutually agreed to by the contractor and the
Government. Substitutions shall only be accepted if in compliance with “Substitution of Key
Personnel” provision identified below.

Key Personnel Designation
For the purpose of the overall performance of this effort, the Contractor’s Project Manager
shall be designated as a key person.

The Project Manager shall be the Contractor’s authorized point of contact with the Government
CO and the COR. The Project Manager shall be responsible for formulating and enforcing work
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standards, assigning schedules, reviewing work discrepancies, and communicating policies,
purposes, and goals of the organization to subordinates.

Key Personnel Substitution
All Contractor requests for approval of substitutions hereunder shall be submitted in writing to

the COR and the Contracting Officer at least twenty-five (25) calendar days in advance of the
effective date, whenever possible, and shall provide a detailed explanation of the
circumstances necessitating the proposed substitution, a complete resume for the proposed
substitute, and any other information requested by the Contracting Officer necessary to
approve or disapprove the proposed substitution. The COR and the Contracting Officer will
evaluate such requests and promptly notify the Contractor of approval or disapproval in
writing.

Key Personnel Performance/Replacement
a. The contractor shall provide a resume for each individual designated as key assigned to
work on this effort.

b. Key personnel assigned to this BPA will not be removed without Government Approval.

c. The Government reserves the right to judge the technical skill and competence of the
individual and to require the individual’s replacement if the individual’s qualifications or
performance are judged deficient at any time with written notification.

d. The Government reserves the right to judge the qualifications and acceptability of any
individual proposed by the contractor for any position, including positions not dedicated as
key, and may require the contractor to replace an individual whose qualifications and
suitability are judged deficient with written notification.

e. The Government requires from the contractor to identify key personnel for the total period
of the project. The execution of project tasks will be subject to the precise assignment of
specific individuals identified as key personnel. The contractor must ensure the continued
assignment of personnel from project start to project finish. In the event an individual
become incapacitated or leaves the company, or is promoted to another position, it is the
responsibility of the contractor to have qualified and/or cleared (if required) individuals on
staff to accomplish the task(s) with a minimal learning curve.

f. For temporary and/or permanent replacement personnel, the contractor shall provide a
resume for each individual prior to that individual’s reporting for work on this effort.

(End of Custom Clause #2)

Clause # 3 - Identification/ Building Pass

a) The Contractor must sign-in and out each work day at the Government site and secure a
temporary badge from the security office or security desk.
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b) The Contractor is responsible for ensuring that each of his/her employees performing
work under this BPA display their temporary badges at all times that they are present
and on-duty in the building. Refusal or repeated neglect to display the identification
may result in an unsuitability determination.

c) Upon termination, resignation or other event leading to an employee leaving duty under
this BPA, the Contractor is responsible for returning all Government badges
(temporary), building passes, keys, and other Government property issued to that
employee —if applicable. Failure on the part of the Contractor may result in the
Contractor's liability for all costs associated with correcting the resultant breech in
building security. The Contractor must notify the COR when the employee badges or
other equipment or information are lost. It will be the responsibility of the Contractor
to pay for replacement of all items lost at the current replacement cost of the item(s).

d) If applicable, the requirements of this clause are applicable to and must be flowed down
to all subcontractors who will work at the Government facilities.

(End of Custom Clause #3)

Clause # 4 - Cooperation with Other On-Site Contractors

a) When the Government undertakes or awards other BPA Call(s) or contracts for additional
work at the facilities, the Contractor must: (1) fully cooperate with the other Contractors
and Government employees, and (2) carefully fit its own work to such other additional
contracted work as may be directed by the COR. The Contractor must not commit or permit
any act that will interfere with the performance of work awarded to another Contractor or
with the performance of other Government employees.

b) In any case where, in the course of fulfilling the BPA Call requirements, the Contractor
disturbs any work guaranteed under another separate contract, the Contractor must
restore such disturbed work to a condition satisfactory to the COR and guarantee such
restored work to the same extent as it was guaranteed under the other contract.

(End of Custom Clause #4)

Clause # 5 — Confidentiality and Disclosure of Information

NON-DISCLOSURE

All information regarding the work products developed and made available to the contractor
under the Blanket Purchase Agreement or any of the BPA Calls issued must be regarded as
sensitive information by the contractor and not be disclosed or used in any other way than on
the performance of this Blanket Purchase Agreement or any of the BPA Calls to anyone outside
the contractor’s organization without the written permission of the Contracting Officer.

All contractor personnel shall sign a non-disclosure agreement. The contractor agrees to
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assume responsibility for protecting the confidentiality of Government records, which are not
public information. The contractor shall take all reasonable precautions not to divulge
information about the requirement and/or use this information for the contractor’s gain and
shall not divulge any information to any other organization (outside DOI) without written
permission from the Contracting Officer. This form is provided at (Attachment 4), and shall be
returned to the contracting officer no later than two days after award of BPA Call.

RELEASE OF DATA:

The contractor and/or contractor personnel shall not divulge or release any data or information
developed or obtained in performance of this effort written approval of the Contracting Officer
(CO). The contractor shall not use, disclose, or reproduce proprietary data that may or may not
carry a restrictive legend, other than as required in the performance of this effort.

LIMITED USE OF DATA:
Performance of this effort may require the contractor to access and use data and information
proprietary to a Government agency or Government contractor which is of such a nature that
its dissemination or use, other than in performance of this effort, would be adverse to the
interests of the Government and/or others.

(End of Custom Clause #5)

Clause # 6 — ORGANIZATIONAL CONFLICT OF INTEREST

The Contractor warrants that, to the best of the Contractor's knowledge and belief, there are
no relevant facts or circumstances which would give rise to an organizational conflict of
interest, as defined in FAR Subpart 9.5, or that the Contractor has disclosed all such relevant
information.

The Contractor agrees that if an actual or potential organizational conflict of interest is
discovered after award, the Contractor will make a full disclosure in writing to the Contracting
Officer. This disclosure shall include a description of actions which the Contractor has taken or
proposes to take, after consultation with the Contracting Officer, to avoid, mitigate, or
neutralize the actual or potential conflict.

Remedies - The Contracting Officer may terminate this contract action for convenience, in
whole or in part, if it deems such termination necessary to avoid an organizational conflict of
interest. If the Contractor was aware of a potential organizational conflict of interest prior to
award or discovered an actual or potential conflict after award and did not disclose or
misrepresented relevant information to the Contracting Officer, the Government may
terminate the contract for cause or default, debar the Contractor for Government contracting,
or pursue such other remedies as may be permitted by law or this contract.

The Contractor further agrees to insert provisions which shall conform substantially to the
language of this clause in any subcontract of consultant agreement hereunder. (Conflict of
Interest must be signed and returned to the Contracting Officer — Reference Attachment 5)
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(End of Custom Clause #6)

Clause # 7 — SECURITY

CONTRACTOR PERSONNEL SECURITY AND SUITABILITY REQUIREMENTS

a) Performance under this Blanket Purchase Agreement requires CONTRACTOR personnel to
have a Federal Government-issued personal identification card before being allowed
unsupervised access to a DOI facility and/or information system. The Contracting Officer’s
Representative (COR) will be the sponsoring official and will make the arrangements for
personal identity verification and card issuance.

b) At the orientation meeting (described in the SOO for each BPA Call if needed), the
CONTRACTOR will identify all CONTRACTOR and subcontractor personnel who will require
physical and/or logical access for performance of work under the BPA Call. CONTRACTOR must
make their personnel available at the place and time specified by the COR in order to initiate
screening and background investigations. The following forms will be used to initiate the
credentialing process and must be presented to the COR no later than 5 work days after the
BPA Call has been issued:

1. OPM Standard Form 85 or 85P

2. OF306

3. Fingerprint card (local procedures may require that the fingerprinting be done at
a police station; in this case, any charges are to be borne by the CONTRACTOR.)

4. Release to Obtain Credit Information

5. Personal Identity Verification (PIV) card application (web-based)

c) CONTRACTOR employees are required to give and authorize others to give full, frank, and
truthful answers to relevant and material questions needed to reach a suitability
determination. Refusal or failure to furnish or authorize provision of information may
constitute ground for denial or revocation of credentials. Government personnel may contact
the CONTRACTOR personnel being screened or investigated in person, by telephone, or in
writing, and the CONTRACTOR agrees to make them available for such contact.

d) Alternatively, if an individual has already been credentialed by another agency through
OPM and that credential has not yet expired, further investigation may not be necessary. The
CONTRACTOR will provide the COR with documentation that supports the individual’s status.

e) During performance of the BPA Calls, the CONTRACTOR will keep the COR apprised of
changes in personnel to ensure that performance is not delayed by compliance with
credentialing processes.

f) Cards that have been lost, damaged, or stolen must be reported to the COR and Issuing
Office within 1 business day. Replacement will be at the CONTRACTOR'’s expense. If re-
issuance of expired credentials is needed, it will be coordinated through the COR.
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g) Atthe end of the BPA Calls performance or when a CONTRACTOR employee is no longer
working under the BPA Call, the CONTRACTOR will ensure that all identification cards are
returned to the COR.

h) Before starting work under the BPA Call, a National Agency Check (NAC) will be conducted
to verify the identity of the individual applying for clearance. Upon successful completion of
the NAC process, an identification card will be issued and access granted.

i) Simultaneously, a NAC with Inquiries (NACI) will be initiated to determine the individual’s
suitability for the position. If the NACI adjudication is favorable, nothing more needs to be
done. If the adjudication is unfavorable, the credentials will be revoked. In the event of a
disagreement between the CONTRACTOR and the Government concerning the suitability of an
individual to perform work under this Blanket Purchase Agreement, the Government shall
have the right of final determination.

j) These requirements must be incorporated into any subcontracts that require subcontractor
personnel to have routine and regular unsupervised access to a federally controlled facility for
more than 180 calendar days or unsupervised access to a federally controlled Level 3 or 4
information systems.

» Deliverable: Personal Identity Verification Forms — consisting of

1. OPM Standard Form 85 or 85P

2. OF 306

3. Fingerprint card (local procedures may require that the fingerprinting be
done at a police station; in this case, any charges are to be borne by the
CONTRACTOR.)

4. Release to Obtain Credit Information

5. PIV card application (web-based)

SECURITY POLICIES AND PROCEDURES

a) All CONTRACTOR personnel shall be subject to DOI and DOI security policies and procedures
for access to facilities and parking.

b) All CONTRACTOR personnel requiring access to the Internet from DOI facilities shall comply
with the DOI security process, policies, and procedures.

c) All CONTRACTOR employees must comply with DOI’s IT Security policies.

d) Within 30 working days after the award date on the BPA Call, the CONTRACTOR shall certify
in writing to the COR that its employees in performance of the BPA Call have completed DOI
IT Security User Awareness Training (this is an on-line training project) and present the
certificates provided at the end of the IT course training.
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e) IT security requirements for unclassified information technology resources are applicable to
all or any part of the BPA Call that includes information technology resources or services in
which the CONTRACTOR must have physical or electronic access to DOI’s sensitive
information contained in unclassified systems that directly support the mission of the
Agency. This includes information technology, hardware, software, and the management,
operation, maintenance, programming, and system administration of computer systems,
networks, and telecommunications systems.

> Deliverable: DOI IT Security User Awareness Training Verification Certificates

The CONTRACTOR shall follow the procedures required in the Department of the Interior
Memorandum, Information Technology Security Requirements for Acquisition and the National
Business Center, NBCM-ACQ-6900-004, Title Information or Transmittal for IT Security
Requirements. Attachment 6.

(End of Custom Clause #7)

Clause # 8 - Post Award Evaluation of Contractor Performance

Interim and final evaluations of contractor performance will be prepared on this effort in
accordance with FAR Subpart 42.1500. A final performance evaluation will be prepared, by the
COR, at the time of completion of work. In addition to the final evaluation, interim evaluations
may be prepared, by the COR, annually to coincide with the anniversary date of this effort.

Interim and final evaluations will be provided to the Contractor as soon as practicable after
completion of the evaluation. The Contractor will be permitted thirty (30) calendar days to
review the document and to submit additional information or a rebutting statement. Any
disagreement between the parties regarding an evaluation will be referred to an individual one
level above the CO, whose decision will be final.

Copies of the evaluations, Contractor responses, and review comments, if any, will be retained
as part of the contract file, and may be used to support future award decisions.

Electronic Access to Contractor Performance Evaluations
System Used to input evaluation information: Contractor Performance Assessment Reporting
System (CPARS) managed by Naval Sea Systems Command (NAVSEA).

Contractors that have Internet capability may access evaluations through a secure Web site for
review and comment by completing the registration form that can be obtained at the following
address: https://www.cpars.csd.disa.mil/.

The registration process requires the contractor to identify an individual that will serve as a
primary contact and who will be authorized access to the evaluation for review and comment.
In addition, the Contractor will be required to identify an alternate contact who will be
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responsible for notifying the contracting official in the event the primary contact is unavailable
to process the evaluation within the required thirty (30) calendar day time frame.
(End of Custom Clause #8)
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Attachment 1 - Blanket Purchase Agreement Statement of Objectives

For
Review of Service First

At the Department of the Interior, Office of the Secretary

1. PURPOSE:

The Department of the Interior (Interior) requires strategy and project management services to
assist the Department in achieving its strategic and priority goals in support of a Service First
Initiative. Therefore, it is the intent of Interior to issue a multiple award Blanket Purchase
Agreement(s) (BPA) to secure the services of one or more strategic partners who will assist
Interior in identifying and analyzing possible consolidation efforts, assessing consolidation
options available to Interior (e.g., consolidate within Interior, restructure, or outsource), making
recommendations, implementation planning and execution activities that maximize the
efficiency and effectiveness of the functions considered for consolidation to create a 21°"
Century Interior in a collaborative environment.

2. OBJECTIVE:

The Department seeks improvements in Interior-wide program delivery, business processes,
support services, and facilities management. To that end, the Department seeks a strategic
partner(s) to assist with the following activities in support of its Service First Initiative:

1) Improve the effective utilization of resources — funding, staffing, infrastructure — and other
resources in the delivery of Interior programs

2) Improve the functionality of systems and processes to improve value capture and optimize
use;

3) Encourage collaboration, improved customer service, and implement innovative, cost-
effective approaches;

4) Find and achieve efficiencies and administrative savings within the Department;

5) Maximize existing Department co-location and consolidation efforts to achieve more
effective and cost efficient operations;

6) Improve transparency and accountability;

7) Improve the availability and utilization of program performance, cost and other information
to support decision making;

8) Formulate options for reorganization, process simplification, and other means to consider in
a constrained budgetary environment;

9) Leverage information technology to improve and optimize program delivery; and

10) Develop and advance collaborative strategies for Interior Bureaus and Offices to achieve
mission and programmatic goals, such as the Service First initiative.
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3. SCOPE:

The scope of this multiple award BPA encompasses requirements to provide Interior and its
bureaus and offices with expert strategy, program management, and implementation support
services in support of its’ Service First Transformation Initiative.

4. BACKGROUND — INTERIOR & SERVICE FIRST:

INTERIOR BACKGROUND:

Interior’s mission is to protect and manage the Nation’s natural resources and cultural heritage;
provide scientific and other information about those resources; and honor trust responsibilities
or special commitments to American Indians, Alaska Natives, and affiliated island communities.
The Department does this with high standards of ethical conduct, management, accountability,
transparency, and through partnerships that leverage resources and skills and improve
Interior’s ability to be effective at the local and regional levels.

A breadth of programs operate in over 2,400 locations across the Country with concentrations
of programs, resources, and staff in cities including Anchorage, Alaska; Portland, Oregon;
Albuquerque, New Mexico; Denver, Colorado; Atlanta, Georgia; and others. The overlap of
programs, comparable services, relationships and interaction create an opportunity for
leveraging, shared services, cross-servicing, and best practices.

The services requested are in support of compliance with numerous legislative mandates and
other directives that promote programmatic and financial accountability and transparent,
efficient, and effective program delivery. The Department’s 2012 budget incorporates
government-wide initiatives for administrative cost reductions. The Accountable Government
Initiative and a new Executive Order “Delivering an Efficient, Effective, and Accountable
Government” mandate a more cost effective and accountable government.

The Department’s 2012 budget includes funding reductions in support of the Accountable
Government Initiative. These augment 2011 budgeted reductions in spending for information
technology, strategic sourcing, and travel and various efficiencies identified by bureaus and
offices. The Department is currently in the process of implementing an information technology
transformation initiative that will complement the efforts described in this requirement.
Numerous bureaus and offices also have efforts underway to achieve efficiencies and cost
savings, some of which overlap. Improved integration of these efforts could result in added
benefits.

The Department’s 2011-2016 Strategic Plan sets out the Department’s high priority goals. One
of the five strategic goals is Building a 21°" Century Department. This goal and its attendant
strategies set a direction for the Department to effectively deliver core mission programs
through improvements in workforce management, youth stewardship and engagement,
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sustainable operations, efficient information technology, and effective acquisition and asset
and facilities management. These are challenging goals in an environment with increasing
demands for performance, accountability, and transparency; technology and workforce
challenges; and constrained funding and staffing. The development of a set of opportunities
and plans for transformation will assist the Department to achieve its strategic goals and bring
about changes in the way business is conducted, and achieve efficiencies.

The Department’s Service First transformation Initiative will assist the Department in achieving
the following:

1. A highly motivated and results-oriented, collaborative, skilled and sustainable workforce.

2. An organization that is accountable for its performance and customer satisfaction and
responsive to employee feedback.

3. An organization with flexible, modern rules and systems that empower employees to
produce results with accountability and transparency.

4. An organization that is collaborative with stakeholders.

5. An organization that is effective and efficient.

6. A mission-driven culture that cultivates innovation, teamwork, a customer focus, teamwork,
risk-taking, transparency and proactive behavior, within a healthy, open environment.

7. An organization that optimizes resource utilization through flexible operating strategies
within bureaus and across the Department with the goal of maximizing support for mission-
driven objectives.

8. An organization that has access to modern tools and systems that support effective and
efficient processes.

5. SERVICE FIRST:

Service First is a partnership authority among four agencies: The Bureau of Land Management,
the Forest Service, the National Park Service and the Fish and Wildlife Service and provides an
excellent foundation on which to expand efforts to realize additional benefits. Service First
authority allows these agencies to conduct projects, planning, permitting, leasing, contracting
and other activities, either jointly or on behalf of one another; co-locate in Federal offices and
facilities leased by an agency of either Department; and promulgate special rules as needed to
test the feasibility of issuing unified permits, applications and leases. The Secretaries of Interior
and Agriculture may make reciprocal delegations of their respective authorities, duties and
responsibilities to promote customer service and efficiency.

The benefits of Service First include:

1) Leverages employee skills and expertise across the land management agencies
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2) Enables development of shared approaches to mission goals that can optimize strategies for
resource management including for example watershed and landscape restoration

3) Reduces agency costs by allowing shared use of resources and duplicative functions

4) Eliminates redundant efforts

5) Provides one stop shopping to the public by reducing points of contacts and improved
delivery of programs

6) Enhances communication between agencies and the public

7) More information to include locations, maps, and service authority may be found at
http://www.fs.fed.us/servicefirst/.

6. CONTRACTOR QUALIFICATIONS

The contractor(s) selected to perform the activities described in this statement of objective
(SOO0) for the resulting multiple award BPA(s) should have the following qualifications.

1. The contractor will have in-depth knowledge, expertise and proven experience in assisting
large, complex organizations in becoming more effective, efficient, and high performing.

2. The contractor will have successfully supported and delivered a variety of strategic
assessment, program management, planning implementation, and execution support for
Federal organizations.

3. Staff with in-depth knowledge and proven experience in the development of performance
measurement programs, metrics and the implementation and management of these
metrics in a large Federal environment with diverse entities.

4. Demonstrated capabilities and experience in risk assessment, gap analysis, and the
implementation and management of change.

5. Proven and demonstrated expertise and experience in assisting large Federal organization
in the identification of strategic opportunities, benchmarking, and the successful
implementation of these changes.

6. Demonstrated and proven experience in stakeholder outreach and communication plan
development, training material development and training to successfully manage
transformation change.

7. The contractor will have demonstrated expertise in the planning, execution and
management of a large, complex organizational change initiative for a large Federal
government organization utilizing industry best practices for organizational change
management.

8. The contractor will have demonstrated and proven experience in supporting workforce
planning initiatives in a Federal environment.

9. The Project Manager identified by the contractor shall have proven and demonstrated
experience in managing projects of a similar size, and at a minimum shall be PMP certified.
The Government will accept comparable training and years of experience.

10. The contractor will have demonstrated experience and capabilities in high level report
writing and oral presentations for executive level management.
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7. DETAILED DESCRIPTION OF TASKS TO BE PERFORMED UNDER THIS BPA:

TRANSFORMATION GOALS AND STRATEGY PROGRAM SUPPORT SERVICES:

The vendor will assist the Department in the identification of opportunities, development of
plans, and implementation and management and execution activities of the Department’s
Service First transformation goals. The contractor will perform services to improve the ability
of bureaus and offices to evaluate services, facilities, programs, and resources; to identify
priorities and sequence efforts; and to develop implementation plans, performance, and
metrics; and assist in implementation including communications.

The vendor will make available a catalog of services to support Department and bureau and
office transformation efforts. The contractor will assist in the prioritization of efforts to attain
strategic goals and meet legislative, administrative and programmatic mandates.

The contractor will perform services to improve the ability of the Department and bureaus and
offices to implement Service First; to share services, facilities, programs, and resources; and to
reach agreed upon levels of services and service agreements. The activities will assist the
Department to implement Department-wide goals, legal and regulatory requirements, and
Administration and Departmental management goals. The contractor will support decision
making by facilitating meaningful engagement with appropriate stakeholders from the
Department, bureaus and offices in order to develop options that incorporate consensus views
and stakeholder input.

ANTICIPATED ACTIVITIES TO BE PERFORMED UNDER THIS BPA:

Suggested activities that fall within the scope of this BPA include the following; however
additional services not described may be requested that are within scope of the Service First
Initiative as described under the purpose, objective, scope and transformation goals and
strategy program support services sections of this document.

1) Establishment and operation of program management governance structure(s) to manage
transformation initiatives. Included within this is the establishment of decision criteria and
framework, processes, tools and reports for prioritizing and selecting transformation
projects; establishment of the structure for assigning staff and financial resources,
establishment of schedules and tracking major milestones; managing and resolving major
issues and risks; and monitoring performance against desired outcomes.

2) Establishment and Operation of a Performance Measurement Framework. Included within
this is the identification, implementation and monitoring of key performance indicators;
improved linkage of resource allocation decisions to performance, and support for
implementation of the Government Performance and Results Act (GPRA) Modernization Act
requirements.

3) Business Process Reengineering and Transformation Support. Included within this is the
identification of transformation opportunities, benchmarking, development of alternatives,
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4)

5)

6)

7)

8)

9)

development and analysis of business cases (to include return on investment) for
transformation, identification of the most viable initiatives, and development of the
implementation plan for selected initiatives. This also includes value capture and improved
functional utilization of information technology systems and solutions.

Implementation Planning. Included within this is the development of implementation plans
based upon best practices, optimization of customer services and support, and realization
of DOI missions and goals.

Communications Planning and Delivery. Included within this is the development and
execution of segmented organization, employee and stakeholder communication strategies
using a variety of mediums.

Organizational Change Management Support. Included within this is the development of
strategies and approaches to assist Interior in managing change to include facilitated
sessions, and customized training.

Workforce Planning. Included within this is the analysis of workforce levels and skills,
identification of gaps, and development of plans to resolve gaps.

Project Management and Quality management services that ensure effective project
management, quality control, quality assurance and quality improvement across the
transformation projects.

Implementation Assistance. Included within this is support for organizational and employee
orientation, communications with employees/stakeholders/OMB/Congress, organizational
change and process modification, value capture realization, customized training, and
monitoring and feedback of results.

PLANS THAT MAY BE DEVELOPED AND PROVIDED UNDER THIS BPA:

The following is a listing of anticipated plans to be developed under this BPA, however
additional plans not described may be requested that are within scope as it relates to the
Service First Transformation Initiative. The contractor will work with Interior to implement
these and other plans. The activities would include a range of services needed to ensure
successful realization of plans and post-implementation reviews to evaluate customer
satisfaction, including communications.

Implementation plans shall address all phases and aspects of implementation to include:

1)

2)

3)
4)

5)

Provide Project management support, monitoring implementation plan progression,
supporting risk management activities, and identifying and monitoring critical success
factors.

Support the implementation of business functions and processes by assisting in the
documentation of roles and responsibilities.

Support the implementation of performance metrics and process improvement efforts.
Support organizational training by supporting the development of training materials and
supporting the execution of training sessions.

Support change management including implementation of the change management plan.
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6)
7)

8)

9)

Support the workforce transition plan by assisting in documenting workforce position
descriptions and supporting training efforts.

Support stakeholder outreach efforts through the development of presentations, briefings,
white papers.

Support the development and implementation of internal and external communication
strategies by development of various communication materials geared towards internal
constituents and stakeholders.

Support the transition of the organizational governance, facilities and infrastructure
changes, and business support mechanisms.

Additionally, the contractor(s) will assist in the development of new plans and will provide

services to facilitate the attainment of the goals defined in the following Department plans:

1)
2)
3)

4)

The Department’s Real Property Management and Innovation Plan, which identifies 2010-
2016 goals for asset disposition;

The Department data center consolidation plan, which identifies the Department’s five year
plan for data center consolidation;

The Department’s Sustainable Building Implementation Plan, which identifies steps to meet
goals for sustainable building design and management; and

The Department’s Strategic Sustainability Performance Plan, which identifies the
Department’s approach for sustainable management.

ADMINISTRATIVE MATTERS (BPA AND FLOWS DOWN TO BPA CALLS)

DELIVERABLE INSPECTION AND ACCEPTANCE CRITERIA

Final inspection and acceptance of all work performed, reports and other deliverables will be
performed at the place of delivery by the COR.

DELIVERABLE GENERAL ACCEPTANCE CRITERIA

General quality measures, as set forth below, will be applied to each work product received
from the contractor under this statement of objectives.

e Accuracy - Work Products shall be accurate in presentation, technical content, and
adherence to accepted elements of style.

e Clarity - Work Products shall be clear and concise. Any/All diagrams shall be easy to
understand and be relevant to the supporting narrative.

e Consistency to Requirements - All work products must satisfy the requirements of this
statement of objectives.

o File Editing - All text and diagrammatic files shall be editable by the Government.

e Format - Work Products shall be submitted in hard copy (where applicable) and in
media mutually agreed upon prior to submission. Hard copy formats shall follow any
specified Directives or Manuals.
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e Time-lines - Work Products shall be submitted on or before the due date specified in
this statement of work or submitted in accordance with a later scheduled date
determined by the Government.

Deliverable Quality Assurance

The COR will review, for completeness, preliminary or draft documentation that the Contractor
submits, and may return it to the Contractor for correction. Absence of any comments by the
COR will not relieve the Contractor of the responsibility for complying with the requirements of
this objectives statement. Final approval and acceptance of documentation required herein
shall be by letter of approval and acceptance by the COR. The Contractor shall not construe any
letter of acknowledgment of receipt material as a waiver of review, or as an acknowledgment
that the material is in conformance with this objective statement. Any approval given during
preparation of the documentation, or approval for shipment shall not guarantee the final
acceptance of the completed documentation.

All deliverables prepared by the contractor during the course of this contract are the property
of the Government.

DELIVERABLE REVIEW:

The Government will have a maximum of five (5) working days from the day the draft
deliverable is received to review the document, provide comments back to the contractor,
approve or disapprove the deliverable(s). The contractor will also have a maximum of five (5)
working days from the day comments are received to incorporate all changes and submit the
final deliverable to the Government. All days identified below are intended to be workdays
unless otherwise specified.

Orientation Briefing

If needed, within five (5) working days of award of the BPA Call(s), the contractor shall conduct an
orientation briefing for the Government. The Government does not want an elaborate orientation
briefing nor does it expect the contractor to expend significant resources in preparation for this
briefing. The intent of the briefing is to initiate the communication process between the
Government and contractor by introducing key task participants and explaining their roles,
reviewing communication ground rules, and assuring a common understanding of subtask
requirements and objectives.

If needed, the Orientation Briefing will be held at the Government's facility (US Department of
the Interior — Main Interior Building (MIB) 1849 C street, NW, Washington DC 20240) and the
date and time will be mutually agreed upon by both parties, to be no later than 5 work days
after award of BPA Call(s).

The completion of this briefing will result in the following:

a) Introduction of both Contractor and Government personnel performing work under the
BPA Call(s).
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b) Final Project Management Plan with mutually agreed upon dates to be submitted no
later than 5 work days after the orientation meeting.

Bi-weekly Status Reports & Conference Calls & Briefings:

The contractor shall document the efforts performed in the completion of each task in a
detailed Bi-Weekly Status Report due every two weeks. The status report shall include, at a
minimum:

Bi-weekly Status Report:

Reporting requirements for the bi-weekly status reports will be outlined at the initial
orientation meeting. This status report will be in a concise written form and will be
supplemented by face-to-face meetings or conference calls as appropriate. It is expected that
these will include, but not be limited to:

e Program status, to include objectives met, work completed and work outstanding
e Notable achievements

e Issues or obstacles impeding progress and recommended solutions

e Status of deliverables/milestones

e Issues and resolutions

e Resource planning/status

e Topics or issues identified by the government COR

e Description of work completed and plans for next week(s)

e Summarize the efforts of each primary task in the Government SOW

REFERENCES:

The below references are intended to provide additional information regarding the Service First

Initiative.
Title Web Link
1) Service First Initiative http://www.fs.fed.us/servicefirst/

2) Department of the Interior,
Environment, and Related
Agencies Appropriation Bill, 2012

http://www.gpo.gov/fdsys/pkg/CRPT-
112hrpt151/pdf/CRPT-112hrpt151.pdf

3) Department of Interior 2012

http://www.doi.gov/budget/2012/12Hilites/toc.html
Budget

4) Department of Interior 2011-2016 | http://www.doi.gov/bpp/data/PPP/DOI StrategicPla
Strategic Plan n.pdf

5) Department of Interior Annual

i ) http://www.doi.gov/pfm/par/afr2010/index.html
Financial Report
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Title Web Link

http://www.whitehouse.gov/the-press-
office/2010/09/14/presidential-memorandum-

6) The Accountable Government

Initiative .. ..
accountable-government-initiative
7) Executive Order “Delivering an http://www.whitehouse.gov/the-press-
Efficient, Effective, and office/2011/06/13/executive-order-delivering-
Accountable Government” efficient-effective-and-accountable-governmen
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Attachment 2 - Request For Travel/Approval Form
Project Title:

BPA Call Number:

1. Reference BPA Call Number:

2. Company Name:

3. Individual Requesting Travel: Name / Date:

4. Description of Travel — what will be accomplished / to be supported:
5. Place of Travel [City, State, Facility Name]:

6. Number of Contractor Employee’s traveling:

7. Name of Contractor Employee’s traveling:

8. Total Days Required for travel (includes travel and working days):
9. Indicate number of travel days:

10. Indicate Number of actual work days:

11. Indicate number of overnight stays required:

12. Rental car required: Yes/ No

13. Total Estimated Travel Amount:

COR Authorization:

Contact Information/Mailing Address/Phone & email

COR Signature: Date:

Page 37 of 51



Blanket Purchase Agreement Number: D12PA00294
Document Title: Service First — Creating a 21% Century Department of the Interior in a Collaborative Environment

Project Title:

BPA Call Number:
Name of Traveler:
Place of Travel:
Begin Travel Date:

End Travel Date:

Attachment 3 - Travel Reconciliation Template

Day 1

Day 2

Day 3

Day 4

Day 5

Day 6

Day 7

Total §

Airfare

Luggage Fee

Hotel

Per Diem

Rental Car

Gas for Rental Car

Parking

Mileage to Airport

Mileage from Airport

Taxi

Subway

Total $

* First and Last Day of travel is 75% of Meals and Incidental Expenses ( M&IE)

Receipts must be provided

Travel is in accordance with Federal Travel Regulations
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Attachment 4 - Non-disclosure Agreement

between

Department of the Interior and Contractor Employee or Other External Entity Granting Conditional
Access to Sensitive but Unclassified Information

Project Title:

BPA Call Number:

l, , hereby consent to this agreement in
consideration for my being granted conditional access to certain United States Government
documents or materials containing sensitive but unclassified information. | understand and
agree to the following terms and conditions:

1. Sensitive but unclassified information is any information, the loss, misuse, or unauthorized
modification of which could adversely affect the national interest, the conduct of Federal
programs, or the privacy to which individuals are entitled under Title 5 U.S.C. paragraph
552a, but which has not been specifically authorized to be kept secret in the interest of
national defense or foreign policy.

2. Upon the execution of this agreement, | may be granted conditional access to sensitive but
unclassified information. This information concerns the Department of the Interior and
other Governmental agencies. Information may be in the form of system data, files and
records BPA Call data, analyses, memos, meeting content, conversations, or any other form.
The sole purpose of this access is to assist in the support of this requirement.

3. 1 will not use, release, or disclose any sensitive but unclassified information or data, in any
form whatsoever, to any person or entity except as is necessary to perform the duties under
the above-cited BPA Call or except as authorized by the Contracting Officer or the
Contracting Officer’s Representative. | will not take, alter, or convert such information to
any use not specifically authorized under the BPA Call or this agreement.

4. 1 will not seek access to non-public information beyond what is required for the
performance of my duties under the above-cited BPA Call.

5. I will ensure that my status as a Contractor employee is known when seeking access to and
receiving non-public information.

6. | will protect sensitive but unclassified information in accordance with the provisions of 18
U.S.C. 1905 (Trade Secrets Act), 5 U.S.C. 552 (Privacy Act of 1974), P.L. 104-294 (Economic
Espionage Act of 1996), P.L. 103-339 (Counterintelligence and Security Enhancement Act of
1994), and other pertinent laws and regulations governing the confidentiality of privileged
information. If | become aware of any improper use, release or disclosure of non-public
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10.

11.

Signed By: Date

Approved By: Date

information, | will advise the Contracting Officer as soon as possible.

| will surrender any written or electronic non-public information given to me pursuant to
this agreement, including my own notes, upon completion or termination of my duties
under the above-cited BPA or BPA Call, or upon the request of the Contracting Officer,
Contacting Officer’s Representative, or my supervisor.

Unless and until | am provided with a written release from this agreement, all conditions
and obligations contained herein apply both during my period of conditional access and at
all times thereafter.

| will submit any book, article, column or other written work for general publication that is
based upon any knowledge that | obtained pursuant to this agreement to the Department
of the Interior for security review, prior to submission for publication, to ensure that no
sensitive but unclassified information is disclosed.

| hereby assign to the United Stated Government all royalties and remuneration that has
resulted or will result from any use, release or disclosure that is inconsistent with this
agreement.

| understand that any unauthorized use, release or disclosure of non-public information in
violation of this agreement may subject me and/or my employer to administrative, civil, or
criminal remedies as may be authorized by law.

(Contractor Employee)

(Authorized Government Official)
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Attachment 5 - Certificate for Conflict Of Interest

Project Title:
BPA Call Number:

TO: Anita Tolliver, Contracting Officer

THROUGH:

Company Project Manager

FROM:

(Name of Contractor employee)

| certify that | am not aware of any matter that might limit my ability to work on any BPA Call(s)
and related actions in an objective and unbiased manner or which might place me in a position
of a conflict, actual, potential, or apparent, between my responsibilities as a support
Contractor.

In making this certification, | have considered all my stocks, bonds, and other financial interests,
and employment arrangements (past, present, or under consideration) and , to the extent
known by me, all the financial interests and employment arrangements of my spouse, my minor
children, and other members of my immediate household.

If, after the date of this certification, any person, firm, or other organization with which, to my
knowledge, | (including my spouse, minor children, and other members of my immediate
household) have a financial interest, or with which | have (or had) an employment
arrangement, becomes involved in the acquisition | am responsible for, | will notify the
Contracting Officer of this apparent conflict of interest. In such case, until advised to the
contrary, | will not participate further in any way (by rendering advice and making
recommendations on the applicable BPA Call and/or related action.

Contractor employee (Signature) Date
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Attachment 6 - DOI IT Security Checklist

Attachment 2

IT Security Requirements Checklist for All IT-Related Contracts
Based on the OCIO Directive, "Information Technology Security Requirements for Acquisition”, dated August 18, 2004}
nstructions:

In accordance wilh the referenced Office of the Chigfl Information Officer OCIO Directive, all Stalaments of
Work, and Perfarmance Work Stalemant, relating o the acquisition of IT-relaled services, contract
employees, of to the acquisition of computer sysiems hardware or software, must be accompanied by a
completed IT security Requiremants Checklist when submitted to Acquisition for processing.

Failure in include a properly signed and approved checklist with all IT-related acquisitions
document will result in the return of the document to the preparer. \Without exception, no action will
be taken on any IT-related acquisition until & properiy signed and approved checklist is attached to the
acquisition package.

A “properly completed checklist” will consist of a checklist that has

« A“Yas® or an "N/A" entered into every box thal is nol already pre-filled with “N/A", Entaring “Yes"
in a box implies that the document preparer (or other appropriate responsible individual) has
included all required verbiage in the acquisilion documenlation for the specific item. Entering
“N/AC in a box implies thal the acquisition action does not involve the type of acquisition
referenced for the heading for that column.

» Copies of additional reference documents attached (where such documents are required by the
checklist}, Io be provided lo the acquisition source, OR instnuctions for accessing the documenits
from a public source such as a websile or offica.

* Signature and date of the individual complating the checklist (should be Ine same person as the
individual who is submitting the contract requesl,

Completed [T-Security Requlrements Checkls!s will become part of the contract file for the acquisition, and
will remain on file, for the life of the contract.

- If you are ordering: el
CoTs Devalopmant/ Outsourced IT
Hardware/ Mamntenance of Services of
Software | Custom Apglicabons On-sile
Suppart

Put this requirement in the Statement of Werk
or Constraint in the Performance Work
State ment

: _ _ ]
MNiA MIA Y Background Investigation. Contraclor employees |
who will have access lo Depariment of Interior t

!information or will develop cusiom applications are
subject to background investigations. The leval/
| | complexity of background investigations must be
the same as for a Federal employee holding a
similar position: DM441, Chapler 3, provides |
| guidance for ihe appropriale background
| investigation based on lypes of access. The
solicitalion and contract should state the levels
‘ required for applicable labor categories or positions.
See “Modal Statement of Work/Performance
| Work Statement Language” for Contractor
Parsonnel Security and Suitability
Requirements at the end of this Attachment 2. |

| Thera is nol cosl lo the Contraclor for background
| investigations. Background investigations will be

- ) | performed by the Office of Personnel Management
Checkiial for IT Security Requiremanis Version 2.0
August 11, 2010
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IT Security Requirements Checklist for All IT-Related Contracts
(Basad on the OCID Directive, “Information Technology Security Requirements for .AENHM"._ _d.md August 18, 2004)
(OPM) (See Section N of DIAPR 2006-3 for HSPD-

| 12 Implemaniation for IT Technology Service
Conlracts, for reference o OPM background
| | investigations reguiremants), |
| e
1 2. | NA NI Y Non-Disclosure Agreement. Contractor ||
employess who will have access ta DO| information
ar will develop cuslom applications must sign a
| non-disclosure agresment prior to gaining accass.
Each agreement must be tailored to the conlract. A
draft or sample agreement may bae included in
| solicitations. Aher award, tha COR will develop the
[ final agreements. Copies will be maintained in the
contract file.

3 | A NIA Y Training., Contractor employees musl take DOI's
and-usar computer security awaraness lraining

i i prior lo being granted access lo DOI data or being
issued a user account. Training must be renewad

| annualky,

4. | Nia NiA s Personnel Changes. The contractor must notify
the COR immediately when an employee working
on a DOI system is reassigned or |aaves tha
contractor's emplay, and prior 1o an unfriendly

| lermination.

5 | N/A NIA NIA Contractor Location. Custom softwara
development and outsource operalions must be
loeated in the unitad Statas 1o the maximum axtant
practical. If such services are proposed to be
performead abroad, the contractor must provide an

| acceplable security plan specifically o address

| . mitigation of the rasulting problems of
communication, control, data prolection, and so
forth, Location within the US may be an evaluation
factor.

B. | N/A NiA NIA Applicable Standards. Coniractors must follow

. the DOI System Development Life Cycle (SDLC),
NIST SP 800-64, and the DO| SDLC Securily
Integration Guide. Solicifafions mus! include either
the complete publications or a reference to public
facillies, such as a websile of office. whene they
may be accessed.

- - _ L e —— o —

7. | NIA NIA N/A Asset Valuation. The Contractor must use the
DOl Assel Valuation Guide for all systems to

_ | delermine mission impact, data sensilivily, risk

| . ) | level, bureau/departmenialinational criticality, and |

Chechklist for IT Security Requiraments Version 2.0
Auvaust 112010
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IT Security Requirements Checklist for All IT-Related Contracts
(Based on the DCIO Directive, “Informaton Technology Security Requirements for Acquisition”, dated August 18, 2004)

whether the syslem |5 a Major Application, Minar
Application, or General Supparl Systam.
Solcilations must include either the complete
publications or a reference 1o public facilities, such
as a website of office, where they may be
accessad.

8. | NiA NiA WA

9. | NiA NIA NIA

Property Rights. DOl will own the inlellectual
property rights to any software developed on its
behalf to the maximum axtend practical, Generally,
FAR 52.227-14, Rights in Data-General, and ils
alternates will be used in the contract. However,
devviation from this policy may be necessary as

| circumstances wamrant.

IV & V. Software updates must be independently
verified and validated pnor lo being moved into
production. The solicitation and contract should be
clear as 1o which party parfarms this function and i
responsible for associated coslts.

10, NiA | NA NIA

l

Certification and Accreditation. Major
Applications and General Support Systems must ba
certified and accredited (C & A) prior o going into
production and re-accredited avery (hree years of
whenever there |s a major change that affects
security. C & A documenis will be provided lo the
COR in both hard copy and eleciranic (specify)
forms. The conlractor musi follow NIST SP 800-37,
800-18, 800-30, BOO-80, B00-53, B00-53A, Federal
Information Processing Standard (FIPS) 182 and
200, the associated DOI guides/templates, the DOI
Security Test & Evaluation (ST & E) Guide, and the
DO Privacy Impact Assessment. Solicitations must
include either the complete publicalions or a
reference to public facilities, such as a website of

, Office, where they may be accessed.

The governmen! will reserva the righl 1o conduct
the ST & E, using either Government personnel or
an indepanden| coniraclor

The contractor will take appropriate and timely
action (this can be specified in the contract) 1o
camect or mitigate any weaknasses discovered
during such testing, generally at no additional cosl.

The Designated Approving Authority for Lhe system
will be the official identifiad in DOI Secralarial Order
:' No. 3255.

Chechklist for IT Securily Requiremants
August 11, 2010

Version 2.0
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IT Security Requirements Checklist for All IT-Related Contracts
(Based on the OCIO Directive, “Information Technelegy Security Requirements for Acquisition”, dated August 18, 2004)

11.| NiA A MiA

Internet Logon Banner. A Government-approved
logon banner must be displayed on the first page of
any public access web page.

12.| NiA A MiA

Incident Reporting. The contractor must report
computar security incidents affecting DOI data or
systems In accordance with the Department of
Interior Computer Incident Respanse Guidae.

Solicitations must include either the complete
publications or a reference to public faciities, such
as a website of office, where they may ba
accessed,

13.| N/A WA MiA

14, NiA MIA N/A

| from or developed for the NBC by a vendor or
contracior must be cerified by the provider to be
free of malicious code. The purchasefwark ordar
fior such software must contain verbiage (o the
effect that the provider will be held hable for any
damage or ess of business as a direct result of
malware or malicious code embedded within
software licensed (o or developed for the NBC
under the authoarity of the purchaseiwork order,

Self Assessment. The contracior must conduct
an annual self assessmenl in accordance with NIST
SP 800-26 on all MAs, G5Ss, and outsources
applicafions in production. Solicitations must
include either the complete publications ar a

| referance lo public facilites, such as a wabsite of

| office, where they may be accessed. Both hard

| copy and electronic copies of the assessment will

| be provided to the COR,

|

| Tha government will resensa the right 1o conduct

| sush an assessment using Gavernmen! personnel
of another contractar.

The cantractor will take appropriate and tirmely
action {this can be specifled in the contact) 1o
correct of mitigate any weaknassas discoverad

| during such testing, generally at no additional cost,

15.] MiA MIA RTEN

Vulnerability Analysis. Al system must be
scanned manthly with a vulnerability analysis ool
Ihat is compatible with the softwere in use by the
OCIO at the time {specify this in the solicitation).

All “safe" or “non-destructive” check must be turned

on. An electronic copy of each report and session

Checklist for IT Security Requirements
August 11, 2010

Versign 2.0
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IT Security Requirements Checklist for All IT-Related Contracts

(Based on the OCIO Directive, “Infarmation Technelegy Security Requiremants for Acquisition”, dated August 18, 2004)

W ] |

;i
’

data will be provide to the COR.

Al least annually, all high rigk systerns and systems
accessible from the Intemet must be independently
penetration tested. Elecironic and hard copy
reports of penetration test resulls will be provided to
the COR.

The government will reserve the righl to conduct
unannounced and prearranged independent
vulnerability scans using Government personnel or
anather contacter,

| The contractor will take appropriate and timealy

aclion (this can be specified in the coniract) to
correct ar mitigate any weaknesses discovered
during such testing, generally at no additional cost.

|| 16. | N/A NIA M A

Legon Banner. Conlractor employees who will
access Department of Interior data must
acknowledge a Government-approve logon warning
priar io each logon io the sysiem

17.| Ny MIA MNIA

Security Controls. Coniraclars will be required o
ensure compliance with the security control

| requirements of the cumrent versien of NIST 5P
| 800-53 (aven if il is in draft) or Faderal Infermation

Processing Standard (FIPS) 200 that are
appropnate 1o the sensitivity and criticality of the
data or system. FIPS 189 and the DOI Asset
Valuation Guide will be used to datermina
sansitivity and criticality. Solicitations must include

| either the complete publications or a reference to

public facilities, such as a website of office, where
thay may be accessad,

149, | N/A | NIA N
| |
i | I

Chechlist for IT Security Reguirements
August 11, 2010

18, A MIA A

Contingency Plan. The contractor will submit a
contingency plan in accordance with NIST 5P 800-
34 and DOI Contingency Plan Guide. Salicitations
must include either the complete publications or a
rafarance to public facilities, such as a wabsile of
office, where they may be accessed, The plan
must be approved by the COR. A copy of the
annual test results will be provide lo the COR.

Security Configuration. Has the system(s) being |

pracured bean evaluated in accordance with
apprapriate IT security palicies and requiremeants,
including use of common security configurations
available from the NIST's website at
htip:iichecklists. nist.gav.”

Version 2.0
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Attachment 7 - Pri

ce List

McKinsey Service First BPA Pricing

Task Order Volume up to $5M - 10% Discount Task Order Volume Between $5 - $15M - 2% Task Order Volume Between $15 - $25M - 3.5% Task Order Volume Greater than $25M - 5%
Discount Discount Discount
Contract Year One
MOBIS
Team GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Team A $112,195.12 10% $100,975.61 $112,195.12 2% $109,951.22 $112,195.12 3.5% $108,268.29 $112,195.12 5% $106,585.36
Team B $141,463.41 10% $127,317.07 $141,463.41 2% $138,634.14 $141,463.41 3.5% $136,512.19 $141,463.41 5% $134,390.24
Team C $164,165.10 10% $147,748.59 $164,165.10 2% $160,881.80 $164,165.10 3.5% $158,419.32 $164,165.10 5% $155,956.85
Team E $46,904.32 10% $42,213.89 $46,904.32 2% $45,966.23 $46,904.32 3.5% $45,262.67 $46,904.32 5% $44,559.10
Contract Year Two
MOBIS
Team GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Team A $116,121.95 10% $104,509.76 $116,121.95 2% $113,799.51 $116,121.95 3.5% $112,057.68 $116,121.95 5% $110,315.85
Team B $146,414.63 10% $131,773.17 $146,414.63 2% $143,486.34 $146,414.63 3.5% $141,290.12 $146,414.63 5% $139,093.90
Team C $169,910.88 10% $152,919.79 $169,910.88 2% $166,512.66 $169,910.88 3.5% $163,964.00 $169,910.88 5% $161,415.34
Team E $48,545.97 10% $43,691.37 $48,545.97 2% $47,575.05 $48,545.97 3.5% $46,846.86 $48,545.97 5% $46,118.67
Contract Year Three
MOBIS
Team GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Team A $120,186.22 10% $108,167.60 $120,186.22 2% $117,782.50 $120,186.22 3.5% $115,979.70 $120,186.22 5% $114,176.91
Team B $151,539.14 10% $136,385.23 $151,539.14 2% $148,508.36 $151,539.14 3.5% $146,235.27 $151,539.14 5% $143,962.18
Team C $175,857.76 10% $158,271.98 $175,857.76 2% $172,340.60 $175,857.76 3.5% $169,702.74 $175,857.76 5% $167,064.87
Team E $50,245.08 10% $45,220.57 $50,245.08 2% $49,240.18 $50,245.08 3.5% $48,486.50 $50,245.08 5% $47,732.83
Contract Year Four
MOBIS
Team GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Team A $124,392.74 10% $111,953.47 $124,392.74 2% $121,904.89 $124,392.74 3.5% $120,038.99 $124,392.74 5% $118,173.10
Team B $156,843.01 10% $141,158.71 $156,843.01 2% $153,706.15 $156,843.01 3.5% $151,353.50 $156,843.01 5% $149,000.86
Team C $182,012.78 10% $163,811.50 $182,012.78 2% $178,372.52 $182,012.78 3.5% $175,642.33 $182,012.78 5% $172,912.14
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Team E $52,003.66 10% $46,803.29 $52,003.66 2% $50,963.59 $52,003.66 3.5% $50,183.53 $52,003.66 5% $49,403.48
Contract Year Five

MOBIS

Team GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Team A $128,746.49 10% $115,871.84 $128,746.49 2% $126,171.56 $128,746.49 3.5% $124,240.36 $128,746.49 5% $122,309.17
Team B $162,332.52 10% $146,099.27 $162,332.52 2% $159,085.87 $162,332.52 3.5% $156,650.88 $162,332.52 5% $154,215.89
Team C $188,383.23 10% $169,544.91 $188,383.23 2% $184,615.57 $188,383.23 3.5% $181,789.82 $188,383.23 5% $178,964.07
Team E $53,823.79 10% $48,441.41 $53,823.79 2% $52,747.31 $53,823.79 3.5% $51,939.96 $53,823.79 5% $51,132.60
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Bronner Group Service First BPA Pricing

Task Order Volume up to $5M - 10% Discount

Task Order Volume Between $5 - $15M - 2%

Task Order Volume Between $15 - $25M -

Task Order Volume Greater than $25M - 5%

Discount 3.5% Discount Discount
Contract Year One

MOBIS Category GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Project Director $264.84 10% $238.36 $264.84 2% $259.54 $264.84 3.5% $255.57 $264.84 5% $251.60
Senior Strategist $206.00 10% $185.40 $206.00 2% $201.88 $206.00 3.5% $198.79 $206.00 5% $195.70
Senior Management

Consultant $206.00 10% $185.40 $206.00 2% $201.88 $206.00 3.5% $198.79 $206.00 5% $195.70
Project Manager $206.00 10% $185.40 $206.00 2% $201.88 $206.00 3.5% $198.79 $206.00 5% $195.70
Database Administrator $194.23 10% $174.81 $194.23 2% $190.35 $194.23 3.5% $187.43 $194.23 5% $184.52
Management Consultant $194.23 10% $174.81 $194.23 2% $190.35 $194.23 3.5% $187.43 $194.23 5% $184.52
System Architect $194.23 10% $174.81 $194.23 2% $190.35 $194.23 3.5% $187.43 $194.23 5% $184.52
Training Consultant $176.58 10% $158.92 $176.58 2% $173.05 $176.58 3.5% $170.40 $176.58 5% $167.75
Trainer $117.71 10% $105.94 $117.71 2% $115.36 $117.71 3.5% $113.59 $117.71 5% $111.82
Training Assistant $100.07 10% $90.06 $100.07 2% $98.07 $100.07 3.5% $96.57 $100.07 5% $95.07
Analyst $88.28 10% $79.45 $88.28 2% $86.51 $88.28 3.5% $85.19 $88.28 5% $83.87
Administrative Support $58.86 10% $52.97 $58.86 2% $57.68 $58.86 3.5% $56.80 $58.86 5% $55.92

Contract Year Two

MOBIS Team GSA Rate Discount DOl Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Project Director $272.79 10% $245.51 $272.79 2% $267.33 $272.79 3.5% $263.24 $272.79 5% $259.15
Senior Strategist $212.18 10% $190.96 $212.18 2% $207.94 $212.18 3.5% $204.75 $212.18 5% $201.57
Senior Management

Consultant $212.18 10% $190.96 $212.18 2% $207.94 $212.18 3.5% $204.75 $212.18 5% $201.57
Project Manager $212.18 10% $190.96 $212.18 2% $207.94 $212.18 3.5% $204.75 $212.18 5% $201.57
Database Administrator $200.06 10% $180.05 $200.06 2% $196.06 $200.06 3.5% $193.06 $200.06 5% $190.06
Management Consultant $200.06 10% $180.05 $200.06 2% $196.06 $200.06 3.5% $193.06 $200.06 5% $190.06
System Architect $200.06 10% $180.05 $200.06 2% $196.06 $200.06 3.5% $193.06 $200.06 5% $190.06
Training Consultant $181.87 10% $163.68 $181.87 2% $178.23 $181.87 3.5% $175.50 $181.87 5% $172.78
Trainer $121.24 10% $109.12 $121.24 2% $118.82 $121.24 3.5% $117.00 $121.24 5% $115.18
Training Assistant $103.07 10% $92.76 $103.07 2% $101.01 $103.07 3.5% $99.46 $103.07 5% $97.92
Analyst $90.93 10% $81.84 $90.93 2% $89.11 $90.93 3.5% $87.75 $90.93 5% $86.38
Administrative Support $60.62 10% $54.56 $60.62 2% $59.41 $60.62 3.5% $58.50 $60.62 5% $57.59
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Contract Year Three

MOBIS Team GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Project Director $280.97 10% $252.87 $280.97 2% $275.35 $280.97 3.5% $271.14 $280.97 5% $266.92
Senior Strategist $218.54 10% $196.69 $218.54 2% $214.17 $218.54 3.5% $210.89 $218.54 5% $207.61
Senior Management

Consultant $218.54 10% $196.69 $218.54 2% $214.17 $218.54 3.5% $210.89 $218.54 5% $207.61
Project Manager $218.54 10% $196.69 $218.54 2% $214.17 $218.54 3.5% $210.89 $218.54 5% $207.61
Database Administrator $206.06 10% $185.45 $206.06 2% $201.94 $206.06 3.5% $198.85 $206.06 5% $195.76
Management Consultant $206.06 10% $185.45 $206.06 2% $201.94 $206.06 3.5% $198.85 $206.06 5% $195.76
System Architect $206.06 10% $185.45 $206.06 2% $201.94 $206.06 3.5% $198.85 $206.06 5% $195.76
Training Consultant $187.33 10% $168.60 $187.33 2% $183.58 $187.33 3.5% $180.77 $187.33 5% $177.96
Trainer $124.88 10% $112.39 $124.88 2% $122.38 $124.88 3.5% $120.51 $124.88 5% $118.64
Training Assistant $106.16 10% $95.54 $106.16 2% $104.04 $106.16 3.5% $102.44 $106.16 5% $100.85
Analyst $93.65 10% $84.29 $93.65 2% $91.78 $93.65 3.5% $90.37 $93.65 5% $88.97
Administrative Support $62.44 10% $56.20 $62.44 2% $61.19 $62.44 3.5% $60.25 $62.44 5% $59.32

This page contains trade secrets or confidential information which the offeror believes to be exempt from disclosure under the Freedom of Information Act and which is subject to the legend contained on the cover

Contract Year Four

page of this proposal/quote.

MOBIS Team GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price GSA Rate Discount DOI Price
Project Director $289.40 10% $260.46 $289.40 2% $283.61 $289.40 3.5% $279.27 $289.40 5% $274.93
Senior Strategist $225.10 10% $202.59 $225.10 2% $220.60 $225.10 3.5% $217.22 $225.10 5% $213.85
Senior Management

Consultant $225.10 10% $202.59 $225.10 2% $220.60 $225.10 3.5% $217.22 $225.10 5% $213.85
Project Manager $225.10 10% $202.59 $225.10 2% $220.60 $225.10 3.5% $217.22 $225.10 5% $213.85
Database Administrator $212.24 10% $191.02 $212.24 2% $208.00 $212.24 3.5% $204.81 $212.24 5% $201.63
Management Consultant $212.24 10% $191.02 $212.24 2% $208.00 $212.24 3.5% $204.81 $212.24 5% $201.63
System Architect $212.24 10% $191.02 $212.24 2% $208.00 $212.24 3.5% $204.81 $212.24 5% $201.63
Training Consultant $192.95 10% $173.66 $192.95 2% $189.09 $192.95 3.5% $186.20 $192.95 5% $183.30
Trainer $128.62 10% $115.76 $128.62 2% $126.05 $128.62 3.5% $124.12 $128.62 5% $122.19
Training Assistant $109.35 10% $98.42 $109.35 2% $107.16 $109.35 3.5% $105.52 $109.35 5% $103.88
Analyst $96.46 10% $86.81 $96.46 2% $94.53 $96.46 3.5% $93.08 $96.46 5% $91.64
Administrative Support $64.32 10% $57.89 $64.32 2% $63.03 $64.32 3.5% $62.07 $64.32 5% $61.10
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Contract Year Five

MOBIS Team GSA Rate Discount DOI Price GSA Rate Discount DOl Price GSA Rate Discount DOI Price GSA Rate Discount DOl Price
Project Director $298.08 10% $268.27 $298.08 2% $292.12 $298.08 3.5% $287.65 $298.08 5% $283.18
Senior Strategist $231.85 10% $208.67 $231.85 2% $227.21 $231.85 3.5% $223.74 $231.85 5% $220.26
Senior Management

Consultant $231.85 10% $208.67 $231.85 2% $227.21 $231.85 3.5% $223.74 $231.85 5% $220.26
Project Manager $231.85 10% $208.67 $231.85 2% $227.21 $231.85 3.5% $223.74 $231.85 5% $220.26
Database Administrator $218.61 10% $196.75 $218.61 2% $214.24 $218.61 3.5% $210.96 $218.61 5% $207.68
Management Consultant $218.61 10% $196.75 $218.61 2% $214.24 $218.61 3.5% $210.96 $218.61 5% $207.68
System Architect $218.61 10% $196.75 $218.61 2% $214.24 $218.61 3.5% $210.96 $218.61 5% $207.68
Training Consultant $198.74 10% $178.87 $198.74 2% $194.77 $198.74 3.5% $191.78 $198.74 5% $188.80
Trainer $132.48 10% $119.23 $132.48 2% $129.83 $132.48 3.5% $127.84 $132.48 5% $125.86
Training Assistant $112.63 10% $101.37 $112.63 2% $110.38 $112.63 3.5% $108.69 $112.63 5% $107.00
Analyst $99.36 10% $89.42 $99.36 2% $97.37 $99.36 3.5% $95.88 $99.36 5% $94.39
Administrative Support $66.25 10% $59.63 $66.25 2% $64.93 $66.25 3.5% $63.93 $66.25 5% $62.94

Page 51 of 51




