a. NAME OF CONTRACTOR
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IMPORTANT: Mark all packages and papers with contract and/or order numbers. ! |
1. DATE OF ORDER 2. CONTRACT NO. (Ifany) 6. SHIP TO: SEE ATTACHED PAGE
07/28/2011 GS10F0118S a. NAME OF CONSIGNEE
3. ORDER NO. 4. REQUISITION/REFERENCE NO. *
D11PD40452 WZ110983 b. STREET ADDRESS
5. ISSUING OFFICE (Address correspondence to) SEE ATTACHED PAGE
US Dept of the Interior - National Business Center -
Acquisition Services Directorate -
381 Elden Street c. CITY d. STATE |e. ZIP CODE
Herndon VA 20170
7.TO: f. SHIP VIA

On-Site

Att: Chuck Self 202-662-3183

8. TYPE OF ORDER

b. COMPANY NAME . :
MCKINSEY & COMPANY, INC. WASHINGTON D.C.

c. STREET ADDRESS

1200 19TH ST NW STE 1100
d. CITY e. STATE f. ZIP CODE
WASHINGTON DC '20036-2412

D a. PURCHASE
REFERENCE YOUR:

b. DELIVERY - Except for billing

instructions on the reverse, this
delivery order is subject to

Please furnish the following on the terms and

conditions specified on both sides of this order and
on the attached sheet, if any, including delivery as

indicated.

instructions contained on this side
only of this form and is issued
subject to the terms and conditions
of the above-numbered contract.

9. ACCOUNTING AND APPROPRIATION DATA
See Line ltem Detail
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On-Site On-Site
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(@) (b) (c) (d) (e) ® - (9)
SEE LINE ITEM DETAIL $ s
18. SHIPPING POINT 19. GROSS SHIPPING WEIGHT| 20. INVOICE NO. .
17(h) TOT.
I . Cont.
SEE BILLING 21. MAIL INVOICE TO:Financial _<] p(ages)
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. \9EAII-? - US Dept of the Interior - National Business Center, Denver Payment Office
b. STREET ADDRESS (or P.O. Box)
: 5 " 17(i)
Product and Services, Mailstop D-2777,P.0. Box 272025 $1,983,070.88 'q GRAND
c. CITY d. STATE |[e. ZIP CODE TOTAL
Denver yd . CcO 80227-9025 .
22. UNITED STATES OF 23.NAME  (Typed) "74’/026’/ [/
AMERICA BY (Signature) ' _ Sarah Dolen ‘
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[
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PREVIOUS EDITION NOT USABLE

OPTIONAL FORM 347 (REV. 4/2006)
Prescribed by GSA/FAR 48 CFR 53.213(f)



SUPPLEMENTAL INVOICING INFORMATION o PAGE NO. 2of64

If desired, this order (or a copy thereof) may be used by the Contractor as the Contractor's invoice, instead of a separate invoice,
provided the following statement, (signed and dated) is on (or attached to) the order: "Payment is requested in the amount of

$ . No other invoice will be submitted." However, if the Contractor wishes to submit an invoice, the following information
must be provided; contract number (if any), order number, item number(s), description of supplies or service, sizes, quantities, unit
prices, and extended totals. Prepaid shipping costs will be indicated as a separate item on the invoice. Where shipping costs
exceed $10 (except for parcel post), the billing must be supported by a bill of lading or receipt. When several orders are invoiced to
an ordering activity during the same billing period, consolidated periodic billings are encouraged.

RECEIVING REPORT
Quantity in the "Quantity Accepted" column on the face of this order has been: || inspected, [[] accepted, [] received
by me and conforms to contract. Items listed below have been rejected for the reasons indicated.
SHIPMENT | pARTIAL DATE RECEIVED SIGNATURE OF AUTHORIZED U.S. GOV'T REP. DATE
NUMBER | FINAL
TOTAL CONTAINERS | GROSS WEIGHT |RECEIVED AT - TITLE

REPORT OF REJECTIONS

QUANTITY /
ITEM NO. SUPPLIES OR SERVICES UNIT REJECTED REASON FOR REJECTION

OPTIONAL FORM 347 (REv. 3/2005) BACK



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE NO.
3of 64

IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER CONTRACT NO.

07/06/2011 GS10F0118S

ORDER NO.
D11PD40452

ITEM NO.
(@)

SUPPLIES OR SERVICES
(b)

QUANTITY
ORDERED

(c)

UNIT
(d)

UNIT
PRICE AMOUNT

(e) ®

QUANTITY
ACCEPTED

(@

0001

0002

0003

The Contractor, McKinsey & Company, shall provide support as
described in the Performance Work Statement (Attachment 1) dated
May 11, 2011. McKinsey & Company's technical and price quote’'s dated
June 8, 2011 are hereby accepted.

CLIN 1- Task 1 -Detailed IT Information Project Plan
Detailed IT Information Project Plan

Thisis a Firm-Fixéd price line ltem

Start Date End Date
08/01/2011 12/16/2011

Reference Requisition: WZ110983

Funding Information:

2011- -WU-6070- -252Z- -WUWO07- - - - - 81~ .- - -
$105,945.32

CLIN 2- Task 2 - Initial IT Service Portfolio and IT Service Catalogue

Initial IT Service Portfolio and IT Service Catalogue

This is a Firm-Fixed price line ltem
Start Date End Date
08/01/2011 12/16/2011

Reference Requisition: WZ110983

Funding Information:

2011- -WU-6070- -252Z- -WUWO7- - - - - 8t- - - -
$105,945.32 :

CLIN 3-Task 2 - Process & Criteria for Identifying & Prioritizing New
Elements of the IT SV Catalogu

Process and Criteria for Identifying and Prioritizing New Elements of the IT Service
Catalogue '
This is a Firm-Fixed price line ltem

Start Date End Date

08/01/2011 ~12/16/2011

Reference Requisition: WZ110983

Funding Information:

2011 - -WU-6070- -252Z- -WUWO07- - - - - 81- - - -
$211,890.64

1.00

1.00

1.00

EA

EA

EA

$ 105,945.320| $ 105,945.32

$ 105,945.320| $ 105,945.32

$ 211,890.640{$ 211,890.64

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i) ——> $423,781.28

NSN 7540-01-152-8082

OPTIONAL FORM 348 (10-83)
Prescribed by GSA-FAR (48 CFR)



ORDER FOR SUPPLIES OR SERVICES PAGE NO.
SCHEDULE - CONTINUATION 4of 64
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
07/06/2011 GS10F0118S D11PD40452
QUANTITY] UNIT QUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERED}| UNIT PRICE AMOUNT ACCEPTED
(@) (b) (©) (d) (e) @ (@)
0004 CLIN 4-Task 2 -Detailed IT Services Lifecycle & Governance Model to 1.00|EA [$ 211,890.640(% 211,890.64
. Include Perm. Management and Mea

Detailed IT Services Lifecycle and Governance Model to Include Performance

Management and Measurement'

This is a Firm-Fixed price line ltem

Start Date End Date
08/01/2011 12/16/2011
Reference Requisition: WZ110983 '
Funding Information: ) .
12011 - -WU-6070- -252Z- -WUWO0O7- - - - - 81- - - -

$211,890.64

0005 CLIN 5-Task 2 - Recommended Management Structure 1.00| EA |$ 105,945.320|% 105,945.32

Recommended Management Structure

" | This is a Firm-Fixed price line ltem

Start Date End Date
08/01/2011 12/16/2011

Reference Requisition: WZ110983

Funding Information:

2011 - -WU-6070- -252Z- -WUWO7- - - - -81- - - -
$105,945.32

" TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i) —> $317,835.96

NSN 7540-01-152-8082

OPTIONAL FORM 348 (10-83)
Prescribed by GSA-FAR (48 CFR)



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE NO.
50f 64

IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER CONTRACT NO.

07/06/2011 ' GS10F01188

ORDER NO.
D11PD40452

ITEM NO.
@

SUPPLIES OR SERVICES
()

_QUANTITY|
ORDERED
(©)

UNIT
(d)

UNIT
PRICE AMOUNT

(e) ®

QUANTITY -
ACCEPTED

(9

0006

0007

0008

CLIN 6-Task 2 - Financial Modeling Temp. & Chargeback Models to
Support Unit-Based Pricing for Serv.

Financial Modeling Templates and Chargeback Models to Support Unit-Based
Pricing for Services

This is a Firm-Fixed price line ltem ,
Start Date End Date
08/01/2011 12/16/2011

Reference Requisition: WZ110983

Funding Information:

2011 - -WU-6070- -252Z- -WUWO7- - - - -81- - - -
$317,835.96

CLIN7-Task-2 - Enterprise Asset Management and Implementation Plan
Enterprise Asset Management and Implementation Plan
This is a Firm-Fixed price line ltem

Start Date End Date
08/01/2011 12/16/2011

Reference Requisition: WZ110983

Funding Information: :
2011 - -WU-6070- -252Z- -WUWO07- - - - - 81- - - -

'1$105,945.32

CLIN 8-Task 2 -Enterprise Service Desk Implementation Plan
Enterprise Service Desk implementation Plan
This is a Firm-Fixed:price line ltem

Start Date End Date
08/01/2011 12/16/2011

Reférence Requisition: WZ110983

Funding Information:

2011 - -WU-6070- -252Z- -WUWO7- - - - - 81- - - -
$105,945.32 : , :

1.00

1.00

1.00

EA

EA

EA

$

$

$

317,835.960|$ - 317,835.96

105,945.320 $ 105,945.32

105,945.320| $ 105,945.32| -

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17)) —> $520,726.60

NSN 7540-01-152-8082

OPTIONAL FORM 348 (10-83)
Prescribed by GSA-FAR (48 CFR)



ORDER FOR SUPPLIES OR SERVICES PAGE NO.
SCHEDULE - CONTINUATION 6 of 64
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
07/06/2011 GS10F0118S . D11PD40452
- . QUANTITY; UNIT QUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERED| UNIT PRICE AMOUNT ACCEPTED
(@) - (b) (© () (e) . ® (@
0009 CLIN 9-Task 2 -IT Transformation Communications Strategy 1.00|EA |$ 171,681.760|$ - 171,681.76
IT Transformation Communications Strategy
This is a Firm-Fixed price line ltem
Start Date End Date
08/01/2011 12/16/2011
Reference-Requisition: WZ110983
Funding Information: A
2011- -WU-6070- -252Z- -WUWOQ7- - - - - 81- - - -
$171,681.76
0010 CLIN 10-Task 2 -Organizational Change Strategy 1.00|EA |$ 171,681.760|$ 171,681.76

Organizational Change Strategy

This is a Firm-Fixed price line ltem

Start Date End Date
08/01/2011 12/16/2011

Reference.Requisition: WZ110983

Funding Information:

2011 - -WU-6070- -252Z- -WUWO07- - P -g1- - - -

$83,974.40 :
2011- -WS-6070- -252Z- -WSW37- - - - - 81- - - -
1$87,707.36

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17) —> $343,363.52

NSN 7540-01-152-8082

OPTIONAL FORM 348 (10-83)
" Prescribed by GSA-FAR (48 CFR)



ORDER FOR SUPPLIES OR SERVICES PAGE NO.
SCHEDULE - CONTINUATION 7 of 64
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
07/06/2011 GS10F0118S D11PD40452
QUANTITY UNIT QUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERED| UNIT PRICE AMOUNT ) ACCEPTED
(a) b ) @ ) ® @

0011 CLIN 11- Task 2 -Data Cir Consolidation Strat to Allow DOI to Adds 1.00| EA [$ 171,681.760|% 171,681.76]

Requirements Defined by the FDCCI

Data Center Consolidation Strategy to Allow DOI to Address Requirements Defined

by the FDCCI

This is a Firm-Fixed price line ltem .

Start Date End Date
08/01/2011 12/16/2011

Reference Requisition: WZ110983 '

Funding information: :

2011 - -WS-6070- -252Z- -WSW37- - - - - 8t- - - -

$171,681.76 :
0012 : CLIN 12- Task 2 - Sourcing and Acquisition Strategy that Supports the 1.00] EA ([$ 171,681.760|% 171,681.76

OMB "Cloud First" Directive
Sourcing and Acquisition Strategy that Supports the OMB "Cloud First” Directive

This is a Firm-Fixed price line ltem

Start Date End Date
08/01/2011 12/16/2011

Reference Requisition: WZ110983

_Fundiné Information:

2011- -WS-6070- -252Z- -WSW37- - - - - 81- - - -
$171,681.76

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i) :> $343,363.52

NSN 7540-01-152-8082

OPTIONAL FORM 348 (10-83)
Prescribed by GSA-FAR (48 CFR)



Linda L. Rines, PMP
W: 202-208-7164
Linda_Rines @ios.doi.gov

ORDER FOR SUPPLIES OR SERVICES PAGE NO.
SCHEDULE - CONTINUATION 8 of 64
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
07/06/2011 GS10F0118S D11PD40452
QUANTITY QUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERED AMOUNT ACCEPTED
@ (b) ) ® @)
' 0013 CLIN 13-Travel 1.00 25,000.000{ $ 25,000.00
Travel
This is a Not-To-Exceed Line Item
Start Date End Date
08/01/2011 ’ 12/16/2011
Reference Requisition: WZ110983
Funding Information:
2011 - -WS-6070- -252Z- -WSW37- - - - -
$25,000.00
COTR: $

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17)) = $25,000.00

NSN 7540-01-152-8082

OPTIONAL FORM 348 (10-83)
Prescribed by GSA-FAR (48 CFR)
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Document No. Document Title

D11PD40452 IT Transformation Planning

Page 10 of 64

1. SERVICES REQUIRED

See attached Performance Work Statement (Attachment 001) entitled “Information Technology Transformation
Detailed Planning for Office for the Chief Information Officer, Department of the Interior.” dated May 11,
2011, for a description of the services for this requirement.

2. PERIOD OF PERFORMANCE

The period of performance (POP) shall be from August 1, 2011 through December 16, 2011. The individual
deliverable due dates are shown below. .

Task Description _Draft Final
1.1 Initial IT Transformation Project Plan: N/A 8/12/2011
1.2 Integrated Final Plan ’ 12/2/2011 12/16/2011
2.1 Initial IT Service Portfolio and IT Service Catalog 9/9/2011 9/23/2011
Process and criteria for identifying and prioritizing new '
2.2 elements of the IT Service Catalog 9/9/2011 9/23/2011
Detailed IT Services Lifecycle and Governance Model to ‘ '
2.3 include performance management and measurement 10/21/2011 11/4/2011
Financial Modeling Templates and Chargeback Models to | - '
2.4 support unit-based pricing for services 10/21/2011 11/4/2011
2.5 Management Structure, Roles and Responsibilities 10/21/2011 11/4/2011
2.6 Enterprise Asset Management Implementation Plan 12/2/2011 12/16/2011
2.7 Enterprise Service Desk Implementation Plan 12/2/2011 12/16/2011
2.8 IT Transformation Communications Strategy 12/2/2011 12/16/2011
2.9 Organization Change Strategy 12/2/2011 | 12/16/2011
Data Center Consolidation Strategy to allow DOI to
_ address requirements defined by the Federal Data Center : :
2.1 Consolidation Initiative (FDCCI) 12/2/2011 12/16/2011
: Sourcing and Acquisition Strategy that supports the OMB ,
2.11 | “Cloud First” directive. 12/16/2011

12/2/2011

3. PLACE OF PERFORMANCE

The Government anticipates that the Contractor shall perform the work at the Contractors site, and Department
of the Interior facilities; Washington DC, Reston, and Denver.-

4. HOURS OF WORK

When required to support the Government on-site, the Contractor shall adhere to normal business schedules.
The core Government business hours are 8:00 AM to 5:00 PM, Monday through Friday. The Contractor must be
available to the Government during the core business hours. :




Document No.
D11PD40452

Document Title

IT Transformation Planning

Page 11 of 64

5. TASK ORDER TYPE

This is a Firm-Fixed-Price Task Order with Not-to-Exceed Travel. This Task Order is for non-personal services
with non-severable tasks as described in the Performance Work Statement (Attachment 1).

6. TASK ORDER SUMMARY

. Firm Fixed .
CLIN | CLIN Description Price Travel NTE Funded - Note ]
: Awarded and Fully
1 Detailed IT Information Project Plan $105,945.32 $105,945.32 | Funded
Initial IT Service Portfolio and IT Service : . Awarded and Fully -
2 Catalogue $105,945.32 $105,945.32 | Funded
Process and Criteria for Identifying and
Prioritizing New Elements of the IT : : Awarded and Fully
3 Service Catalogue $211,890.64 $211,890.64 | Funded
Detailed IT Services Lifecycle and :
Governance Model to Include Performance : Awarded and Fully
4 Management and Measurement $211,890.64 $211,890.64 | Funded
' : ‘ Awarded and Fully
5 Recommended Management Structure $105,945.32 $105,945.32 | Funded
Financial Modeling Templates and
Chargeback Models to Support Unit-Based ' Awarded and Fully
6 Pricing for Services $317,835.96 $317,835.96 | Funded
: Enterprise Asset Management and ' ' Awarded and Fully
7 Implementation Plan ‘ $105,945.32 $105,945.32 | Funded
Enterprise Service Desk Implementation Awarded and Fully
8 Plan $105,945.32 $105,945.32 | Funded
IT Transformation Communications - Awarded and Fully
9 Strategy $171,681.76 $171,681.76 | Funded
' o ' Awarded and F ully
10 | Organizational Change Strategy $171,681.76 $171,681.76 | Funded
Data Center Consolidation Strategy to ’ '
| Allow DOI to Address Requirements Awarded and Fully
11 Defined by the FDCCI $171,681.76 $171,681.76 | Funded
Sourcing and Acquisition Strategy that Awarded and Fully
12 Supports the OMB “Cloud First” Directive $171,681.76 $171,681.76 | Funded
' Awarded and Fully
13 Travel $25,000.00 $25,000.00 | Funded
Total $1,958,070.88 $25,000.00 | $1,983,070.88




Document No. Document Title Page 12 of 64
D11PD40452 IT Transformation Planning

7. TASK ORDER ADMINISTRATION DATA:

A. Administrative Considerations

Correspondence - To promote timely and effective administration, correspondence shall be subject to the
following procedures:

1. Technical correspondence (where technical issues relating to compliance with the requirements herein)
shall be addressed to the Contracting Officer’s Technical Representative (COTR) with an 1nformat10n
copy to the Contractlng Officer (CO), and Contract Spemahst (CS)

2. All other correspondence, including invoices, (which proposes or otherwise involves waivers, deviations
or modifications to the requirements, terms or conditions of this SOW) shall be addressed to the Contract
Specialist/Contracting Officer with an information copy to the COTR.

C. Contracting Officer’s Authority

An Acquisition Services Directorate CO is the only person authorized to make or approve any changes in
any of the requirements of this PO and notwithstanding any provisions contained elsewhere in this PO, the
said authority remains solely in the CO. In the event the Contractor makes any changes at the direction of
any person other than the CO, the change will be considered to have been made without authority and no
adjustment will be made in the PO terms and conditions, including price.

The contact information for. the Contracting Officer is as follows:

Sarah J. Dolen
Contracting Officer
Acquisitions Services Directorate
National Business Center
U.S. Department of the Interior
381 Elden Street, Suite 4000
Herndon, VA 20170
Phone: 703-964-3692

Fax: 703-964-8440
Email: sarah.dolen@agd.nbc.gov

D. Permits and Licenses
Pursuant to 52.227-18 and any other requirements in performance of work under this Task Order, the
Contractor must, at no additional expense to the Government, be responsible for obtaining any necessary
licenses and permits, and for complying with any Federal, State, and municipal laws, codes, and regulations
applicable to the performance of the work.

E. Government Furnished Property/Information/Equipment

The Government will supply the following information in support of this requirement:

-DOI IT Transformation Strategic Plan (Reference SO 3309)
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All materials provided by the Government during the course of this Task Order shall remain the property of
the Government and shall be returned on completion of the contract. :

Government Furnished Equipment:

When at DOI facilities, the Contractor shall be provided with phone, copier and fax service only, computer
access and connectivity will not be provided. The Contractor is responsible for providing its staff with their
own equipment, (i.e., laptops, cell phone, blackberry, air card, etc) in support of this requirement.

. Travel'

Guidelines for travel are as follows:
» Travel will be issued as a not to exceed basis. Travel dollars are included as a place holder as the
approximate travel and locations cannot be determined at this time.

> The Not-To-Exceed place holder for travel is $25.000.00.

> Long Distance Travel ihcludcs various DOI NBC sites.

"The Contractor will be reimbursed for travel to provide support at a Government site or other site as may be

specified and approved by the COTR under this effort. All travel requests will be submitted on a Request
For Travel/Approval Form (Attachment 5) and shall be submitted and approved by the COTR prior to any
travel in support of this contract. The Contractor shall be reimbursed for actual allowable, allocable, and
reasonable travel costs incurred during performance of this effort in accordance with the Federal Travel
Regulations currently in effective on date of travel. [Reference FAR 31.205-46 Travel Costs]

PLEASE NOTE: TRAVEL RECEIPTS ARE REQUIRED TO BE INCLUDED WITH THE INVOICE.
Example: airline tickets; parking receipts, hotel, rental car, taxi, etc. Travel is in accordance with the federal
travel regulations — FTR per diem and rates are applicable, and charges that exceed the FTR will not be
reimbursed. Rental cars are limited to economy — unless more than 2 travelers, and a mid-size car is
authorized — rental of larger cars will not be reimbursed. GPS will not be reimbursed. Short term parking
will not be reimbursed for travel that is more than one business day.

» The Government will not reimburse the vendor for unproposed G&A rates on travel expenditures upon
submission of invoices.

Government Travel References Include:

» 41 Code of Federal Regulations (CFR), Chapters 300 through 304

» FAR 31.205-46 - Travel Costs

> Federal Travel Regulations (FTR) & Per Diem Information — Travel Resources: www.gsa.gov

K. Key Personnel |

1. The Contractor assigned the following personnel to this Task Order the as Key Personnel, one of whom
is the Project Manager: ’
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Anukur Ghia ) Project Manager
Name . '
Steve Kelly | ‘ Core Leadership
Name

Andrew Sellgren . Core Leadership
Name :

Jon Wilkins Core Leadership
Name

Jinsook Han Experts

Name

Will Forrest Experts

Name

James Kaplan ' | Experts

Name

Chandru Krishnamurthy _ Experts

Name ’
' Anupam Mishra A Experts

Name

Gélrrett Ulosevich Experts

Name

The Contractor agrees that during the performance of this Task Order, no Key Personnel substitutions
will be permitted, unless necessitated by an individual’s sudden illness, death, or termination of
employment.

Written requests for substitutions shall be submitted to the Contract Administrator (CA), CO and COTR
- at least 30 business days prior to making any substitution changes. The request shall contain a detailed
explanation of the circumstances necessitating the proposed substitution, complete resumes for the
proposed substitutes, evidence of meeting CPE requirements, and any additional information requested
by the CO or COTR. ‘

" Substitutes for the assigned Key Personnel must possess specified qualifications equal to or exceeding
the qualifications of the personnel being replaced. The CO and COTR will collaborate to approve
requests for substitution, and will notify the Offeror within ten (10) business days after the receipt of all
required information of the decision on substitutions. The Task Order will be modified to reflect any
approved substitution and the CO will resolve disputes regarding the substitution of key personnel.
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L.

M.

1.

Project Manager

The Contractor shall provide a Project Manager to facilitate Government-Contractor communications. The
Project Manager shall be the primary technical and managerial interface between the Contractor and
Contracting Officer (CO) and the Contracting Officer’s Technical Representative (COTR). The name of
this person, and an alternate or alternates, who shall act for the Contractor when the Manager is absent, be
designated in writing to the CO. The Project Manager or alternate will have full authority to act for the
Contractor on all contract matters relating to daily operations.

The Project Manager or alternate must be available during normal duty hours, as specified herein and to-
meet with government personnel within 24 hours to discuss problems.

The Contractor's Project Manager shall meet with the CO/COTR as necessary to maintain satisfactory
performance and to resolve other issues pertaining to Government/Contractor procedures. At these
meetings, a mutual effort will be made to resolve any and all problems identified. Written minutes of these
meetings shall be prepared by the Contractor, signed by the Contractor's designated representative, and
furnished to the Government within two (2) workdays of the subject meeting.

The Project Manager and alternate or alternates must be able to read, write, speak, and understand English.
Standards of Conduct

The Contractor will be responsible for maintaining satisfactory standards of employee competency,
conduct, appearance, and integrity. The Contractor is also responsible for ensuring that its employees
and those of its subcontractor(s) do not disturb papers on desks, open desk drawers or cabinets, use
Government telephones, except as authorized, or otherwise jeopardize the security and the privacy of
Government employees, its clientele, and the contents and property of the federal building(s) in which
the Task order work is performed. Each employee or supervisor of the Contractor is expected to adhere
to standards of behavior that reflect credit on themselves, their employer, and the Federal Government.

2. The Contractor will be responsible for taking such disciplinary action, including suspension without pay
or removal from the worksite, with respect to its employees, as may be necessary to enforce those
standards. :

3. Where applicable, the requirements of this clause shall be expressly incorporated into subcontract(s) and
shall be applicable to all subContractor employees who may perform recurring services or work at the
federal building and grounds of this Task order. '

" 4. The Government retains the right to permanently remove any employee of the Contractor from

performing duties assigned under this Task order at the federal building should the employee's
performance so warrant. The Government will request the Contractor to immediately remove any
employee of the Contractor from the federal building/work-site should it be determined by the
Contracting Officer that the individual employee of the Contractor is "unsuitable" for security reasons or
for otherwise being found to be unfit for performing his assigned duty at a federal building. The
following areas (not all-inclusive) are considered justification for requesting the Contractor to
immediately remove an employee from a federal building/work site:

» Neglect of assigned duty and refusing to render assistance or cooperate in upholding the
_integrity of the security programs at the worksite
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» Falsification or unlawful concealment, removal, mutilation, or destruction of any official
documents or records, or concealment of material facts by willful omissions from official
documents or records

» Disorderly conduct, use of abusive or offensive language, quarreling, intimidation by words
or actions, or fighting; participation in disruptive activities which interfere with the normal
and efficient operations of the Government -

» Theft, vandalism, immoral conduct, or any other criminal actions

= Selling, consuming, or being under the influence of intoxicants, drugs, or controlled
substances which produce similar effects

» Improper use of official authority or credentials, as a supervisor or employee of the

~ Contractor

*  Violation of agency and Contractor security procedures and regulations

*  Violation of the rules and regulations governing federal public buildings and grounds, set
forth in 41 CFR Subpart 101-20.3 Conduct on Federal Property

. Following a recommendation from an agency program official or security officer, the CO will make all
determinations regarding the removal of any employee of the Contractor from and denial/termination of
clearance and access to the federal building worksite for non-performance, misconduct, or failure to
abide by all laws and regulations. The CO will verbally inform the Contractor about the employee,
followed by a written confirmation or determination. Specific reasons for the removal of an employee
will be provided to the Contractor in writing. In the event of a dispute, the CO will make a final
determination.

. Upon a determination of the Government that an employee of the Contractor be removed from or denied
access to a federal building worksite, the employee's clearance and access to the federal building shall be
immediately revoked or otherwise terminated. Further, if applicable, the building pass and/or other
access device(s) previously given to the employee shall be immediately surrendered, returned, or
delivered to the security officer of the federal building.

. Contractor personnel shall present a neat appearance and be easily recognized as Contractor employees
by wearing a temporary government badges at all times while on Government premises. When
Contractor personnel attend meetings, answer phones, and work in other situations where their status is
not obvious to third parties they must identify themselves as such to avoid creating the i 1mpre531on that
they are government employees.

. The Contractor shall be responsible for safeguarding all government property provided for Contractor
use. At the end of normal duty hours and/or after normal duty hours, all government facilities,
equipment and materials must be secured.

. Contracting Officer’s Representative

AUTHORITIES AND DELEGATIONS (MAY 2010)

(a) The Contracting Officer is the only individual authorized to enter into or terminate this contract, modify
any term or condition of this contract, walve any requirement of this contract, or accept nonconforming
work.

(b) The Contracting Officer will designate a Contracting Officer’s Representative (COR) at time of award.

The COR will be responsible for a technical monitoring of the Contractor’s performance and deliveries.
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The COR will be appointed in writing, and a copy of the appointment will be furnished to the |
Contractor. Changes to this delegation will be made by written changes to the existing appointment or .
by issuance of a new appointment. The COR for this contract will be:

Linda L. Rines, PMP

Acting Manager, Planning & Coordmatlon Services
OCIO Business Services

Office of Chief Information Officer

Department of Interior

MIB 7428 -

W:202-208-7164

C: 202-297-6077

F: 202-208-6084

(c) The COR is not authorized to perform, formally or informally, any of the following actions:

1. Promise, award, agree to-award, or execute any contract, contract modification, or notice of
intent that changes or may change this contract;

Waive or agree to modification of the delivery schedule;

Make any final decision on any contract matter subject to the Disputes Clause;

Terminate, for any reason, the Contractor’s right to proceed;

Obligate in any way, the payment of money by the Government.

(d) The Contractor shall comply with the written or oral direction of the Contracting Officer or authorized
representative(s) acting within the scope and authority of the appointment memorandum. The
Contractor need not proceed with direction that it considers to have been issued without proper
authority. The Contractor shall notify the Contracting Officer in writing, with as much detail as possible,
when the COR has taken an action or has issued direction (written or oral) that the Contractor considers
to exceed the COR’s appointment, within 3 days of the occurrence. Unless otherwise provided in this
contract, the Contractor assumes all costs, risks, liabilities, and consequences of performing any work it
is directed to perform that falls within any of the categories defined in paragraph (c) prior to receipt of -
the Contracting Officer’s response issued under paragraph (e) of this clause.

(¢) The Contracting Officer shall respond in writing within 30 days to any notice made under paragraph (d)
of this clause. A failure of the parties to agree upon the nature of a direction, or upon the contract action
to be taken with respect thereto, shall be subject to the provisions of the Disputes clause of this contract.

* (f) The Contractor shall provide copies of all correspondence to the Contracting Officer and the COR.

(g) Any action(s) taken by the Contractor, in response to any direction given by any person acting on behalf
of the government or any Government official other than the Contracting Officer or the COR acting
within his or her appointment, shall be at the Contractor’s risk.

(End of notice)

D oR W
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8. TASK ORDER CLAUSES

DIAR (Department of the Interior) CLAUSES:

1452.203-70 Restriction on Endorsements — Department of the Interior (Jul 1996)

The Contractor shall not refer to contracts awarded by the Department of the Interior in commercial advertising,
as defined in FAR 31.205-1, in a manner which states or implies that the product or service provided is
approved or endorsed by the Government, or is considered by the Government to be superior to other products
-or services. This restriction is intended to avoid the appearance of preference by the Government toward any
product or service. The Contractor may request the Contracting Officer to make a determination as to the

propriety of promotional material.
(End of clause)

1452.204-70 Release of Claims - Department of the Interior (JUL 1996)

After completion of work and prior to final payment, the Contractor shall furnish the Contracting Officer with a
release of claims against the United States relating to this task order. The Release of Claims form (DI-137) shall
be used for this purpose. The form provides for exception of specified claims from operation of the release. The
- form may be found at: http://www.doi.gov/nbc/formsmegt/forms/dil137.pdf . '

(End of clause)

1452.224-1 Privacy Act Notification (JUL 1996) (DEVIATION)

Applicable Department of the Interior regulations concerning the Privacy Act are set forth in 43 CFR 2, Subpart

D. The CFR is available for public inspection at the Departmental Library, Main Interior Bldg., 1849 C St. NW,

Washington D.C., at each of the regional offices of bureaus of the Department and at many public libraries.
(End of clause) . ' :

1452.233-2 Service of Protest — Department of the Interior (JUL 1996) (DEVIATION)

A copy of the protest served on the Contracting Officer shall be simultaneously furnished by the protester to the
Department of the Interior Assistant Solicitor for Acquisition and Intellectual Property, 1849 C Street, NW,
Room 6456, Washington, D.C. 20240. ‘ '

' (End of clause)

1452.237-70 Information Collection - Department of the Interior (JUL 1996)
If performance of this contract requires the Contractor to collect information on identical items from ten or
more public respondents, no action shall be taken or funds expended in the solicitation or collection of such
information until the Contractor has received from the Contracting Officer written notification that approval has’
been obtained from the Office of Management and Budget (OMB) pursuant to the Paperwork Reduction Act of
1980. The Contractor agrees to provide all information requested by the Contracting Officer which is necessary
to obtain approval from OMB.
‘ (End of clause)
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ACQUISITION SERVICES DIRECTORATE CUSTOM CLAUSES:

Custom Clause #1 - Inveicing Requirements

Original Invoices for supplies/services provided under this Task Order shall be submitted with proper
documentation in accordance with the Prompt Payment Act, FAR 52.232-25 to:

Electronic Submission (preferred): OSPayments NBCDENVER@nbc.gov, or

U.S. Department of the Interior
National Business Center -
Attn: Finance D-2777

P O Box 272025

Denver, CO 80227-9025

FOR INVOICE STATUS CONTACT THE PAYMENT CENTER AT:
O 303-969-5886 or via 'e-mail to OSPayments_| NBCDENVER@nbc.gov

Submit copies (emazl) of all invoices simultaneously to the COR and CO and, at the address(es) listed above .
The last invoice submitted under this Delzverv/T ask Order shall be marked "FINAL."

(End of Custom Clause #l).

Custom Clause #2 - Slrpplement to Invoicing Requirements

This is a FIRM-FIXED-PRICE order— the Contractor shall provide a dehverable schedule with line item pricing
per deliverable. Detailed pricing will be provided per deliverable. Invoices will be submitted upon successful
delivery and government acceptance of each deliverable. If deliverable schedule is not provided, the Contractor
~ will not invoice until all deliverables have been successfully delivered and approved by the government. All
invoices shall be pald in the arrears of acceptable performance and delivery.

Additional Invorce Requirements
Additional supporting documentation MAY BE REQUESTED at the discretion of the CO or Contractmg
Officers Technical Representatlve (COTR).

Invoice Con_tents: The invoice shall be in accordanee with the CLIN structure of the Task Order.
All billing issues shall be handled and resolved between the Offeror and the Contracting Officer.

The followmg information shall be included on each invoice:

Name and address of the Offeror

Invoice number and date

Task Order number

CLIN

Description of deliverable

Price of deliverable ‘

Quantity Delivered & Balance Due (if Balance is not 100% delivered)

NonhR L=
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TRAVEL: Travel must include the name of the traveler, travel itinerary, purpose of travel (event, exercise,
workshop, etc), and any other documentation requested by the Contracting Officer for Finance/Administration.
A copy of an approved Travel Request Form and the Travel Reconciliation form should be attached for
reference as well as the travel invoice. No travel is authorized unless prior government approval from the
Contracting Officer is obtained.

The Contractor will be reimbursed for travel to provide support at a Government site or other site as may be
specified and approved by the COR under this effort. All travel shall be approved, by the COR in writing,
prior to commencement of travel. The contractor shall be reimbursed for actual allowable, allocable, and
reasonable travel costs incurred during performance of this effort in accordance with the Federal Travel
Regulations currently in effective on date of travel. [Reference FAR 31.205-46 Travel Costs].

: (End of Custom Clause #2)

Clause # 3 - Personnel Requirements

Key Personnel Definition

Certain skilled experienced professional and/or technical personnel are essential for accomplishing the work to

be performed. These individuals are defined as “Key Personnel” and are those persons whose resumes were

submitted and or marked by the quoter as “Key Personnel”. No substitutions shall be made of accepted key

personnel except for sudden illness or death, or termination of employment or as mutually agreed to by the

Contractor and the Government. Substitutions shall only be accepted if in compliance with “Substitution of
Key Personnel” provision identified below.

Key Personnel Designation
For the purpose of the overall performance of this effort, the Contractor’s Project Manager shall be designated
as a key person. - -

The Project Manager shall be the Contractor’s authorized point of contact with the Government CO and the
COTR. The Project Manager shall be responsible for formulating and enforcing work standards, assigning
schedules, reviewing work discrepancies, and communicating policies, purposes, and goals of the organization
to subordinates. '

. Key Personnel Substitution _ ’ '

All Contractor requests for approval of substitutions hereunder shall be submitted in writing to the COTR and
the Contracting Officer at least twenty-five (25) calendar days in advance of the effective date, whenever
possible, and shall provide a detailed explanation of the circumstances necessitating the proposed substitution, a
complete resume for the proposed substitute, and any other information requested by the Contracting Officer
necessary to approve or disapprove the proposed substitution. The COTR and the Contracting Officer will
evaluate such requests and promptly notify the Contractor of approval or disapproval in writing. '

Personnel Performance/Replacement

a. The Contractor shall provide a resume for each individual assigned to work on this effort.

b. Personnel assigned to this contract will not be removed without Government Approval.
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c. The Government reserves the right to judge the technical skill and competence of the individual and to
require the individual’s replacement if the individual’s qualifications or performance are judged deficient at
any time with written notification.

d. The Government reserves the right to judge the qualifications and acceptability of any individual proposed
by the Contractor for any position, and may require the Contractor to replace an individual whose
qualifications and suitability are judged deficient with written notification.

e. The Government requires from the Contractor to identify key personnel for the total period of the project.
The execution of project tasks will be subject to the precise assignment of specific individuals identified as
key personnel. The Contractor must ensure the continued assignment of personnel from project start to
project finish. In the event an individual become incapacitated or leaves the company, or is promoted to
another position, it is the responsibility of the Contractor to have qualified and/or cleared (if required)
individuals on staff to accomplish the task with a minimal learning curve.

f  For temporary and/or permanent replacement personnel, the Contractor shall provide a resume for each
individual prior to that individual’s reporting for work on this effort.

* (End of Custom Clause #3)

Clause # 4 - Identification/ Building Pass

a) The Contractor must s1gn-1n and out each work day at the Government site and secure a temporary
badge from the security office or security desk.

b) The Contractor is responsible for ensuring that each of his/her employees performing work under this
task order display their temporary badges at all times that they are-present and on-duty in the building.
Refusal or repeated neglect to display the identification may result in an unsuitability determination.

c) Upon termination, resignation or other event leading to a task order employee leaving duty under this
task order, the Contractor is responsible for returning all Government badges (temporary), building
passes, keys, and other Government property issued to that employee — if applicable. Failure on the part
of the Contractor may result in the Contractor's liability for all costs associated with correcting the
resultant breech in building security. The Contractor must notify the COTR when the employee badges
or other equipment or information are lost. It will be the responsibility of the Contractor to pay for

~ replacement of all items lost at the current replacement cost of the item(s).

d) If applicable, the requirements of this clause are applicable to and must be ﬂowed down to all

subContractors who will work at the Government facilities.
' (End of Custom Clause #4)

Clause # 5 - Cooperation with Other On-Site Contractors

a) When the Government undertakes or awards other task orders or contracts for additional work at the
facilities, the Contractor must: (1) fully cooperate with the other Contractors and Government employees,
- and (2) carefully fit its own work to such other additional contracted work as may be directed by the COTR.




Document No. Document Title Page 22 of 64
D11PD40452 IT Transformation Planning

The Contractor must not commit or permit any act that will interfere with the performance of work awarded
to another Contractor or with the performance of other Government employees. :

b) In any case where, in the course of fulfilling the task order requirements, the Contractor disturbs any work

guaranteed under another separate contract, the Contractor must restore such disturbed work to a condition

- satisfactory to the COTR and guarantee such restored work to the same extent as it was guaranteed under
the other contract.

(End of Custom Clause #5) |

Clause # 6 — Confidentiality and Disclosure of Information

Confidentiality: All information regarding the procedures developed under this task order will be regarded as
sensitive information by the Contractor and not be disclosed to anyone outside the Contractor’s organization
without the written permission of the Contracting Officer. All Contractor employees supporting the
Government on this project will be required to sign a statement of non-disclosure applicable to this task order
and a conflict of interest statement.

Release of Data: The Contractor and/or Contractor personnel shall not divulge or release any data or
information developed or obtained in performance of this effort written approval of the Contracting Officer
(CO). The Contractor shall not use, disclose, or reproduce proprietary data that may or may not carry a
restrictive legend, other than as required in the performance of this effort.

Disclosure of Sensitive Information: Information made available to the Contractor by the Government for the
performance or administration of this effort shall be used only for those purposes and shall not be used in any
other way without the written agreement of the Contracting Officer. The Contractor agrees to assume
responsibility for protecting the confidentiality of Government records, which are not public information. Each
Contractor or employee of the Contractor to whom information may be made available or disclosed shall be

- notified in writing by the Contractor that such information may be disclosed only for a purpose and to the extent

authorized herein. : :

Limited Use of Data: Performance of this effort may require the Contractor to access and use data and
information proprietary to a Government agency or Government Contractor which is of such a nature that its
dissemination or use, other than in performance of this effort, would be adverse to the interests of the '
Government and/or others. '

' ' (End of Custom Clause #6)

Clause # 7 — Conflict of Interest
The Contractor warrants that, to the best of the Contractor's knowledge and belief, there are no relevant facts or
circumstances which would give rise to an organizational conflict of interest, as defined in FAR Subpart 9.5, or

 that the Contractor has disclosed all such relevant information.

The Contractor agrees that if an actual or potential organizational conflict of interest is discovered after award,
the Contractor make will a full disclosure in writing to the Contracting Officer. This disclosure shall include a
description of actions which the Contractor has taken or proposes to take, after consultation with the
Contracting Officer, to avoid, mitigate, or neutralize the actual or potential conflict.

Remedies - The Contracting Officer may terminate this contract action for convenience, in whole or in part, if it
deems such termination necessary to avoid an organizational conflict of interest. If the Contractor was aware of
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a potential organizational conflict of interest prior to award or discovered an actual or potential conflict after
award and did not disclose or misrepresented relevant information to the Contracting Officer, the Government
may terminate the contract for cause or default, debar the Contractor for Government contracting, or pursue
such other remedies as may be permitted by law or this contract.

The Contractor further agrees to insert provisions which shall conform substantially to the language of this

clause in any subcontract of consultant agreement hereunder.
(End of Custom Clause #7)

Clause # 8 - Post Award Evaluation of Contractor Performance

Contractor Performance Evaluations

Interim and final evaluations of Contractor performance will be prepared on this effort in accordance with FAR
Subpart 42.1500. A final performance evaluation will be prepared, by the COTR, at the time of completion of
work. In addition to the final evaluation, interim evaluations may be prepared, by the COTR, annually to
coincide with the anniversary date of this effort.

Interim and final evaluations will be provided to the Contractor as soon as practicable after completion of the
evaluation. The Contractor will be permitted thirty (30) calendar days to review the document and to submit
additional information or a rebutting statement. Any disagreement between the parties regarding an evaluation
will be referred to an individual one level above the CO, whose decision will be final.

Copies of the evaluations, Contractor responses, and review comments, if any, will be retained as part of the
contract file, and may be used to support future award decisions.

Electronic Access to Contractor Performance Evaluations
System Used to input evaluation information: Contractor Performance Assessment Reporting System (CPARS)
managed by Naval Sea Systems Command (NAVSEA).

Contractors that have Internet capability may access evaluations through a secure Web site for review and
comment by completing the registration form that can be obtained at the following address:
https://www.cpars.csd.disa.mil/.

The registration process requires the Contractor to identify an individual that will serve as a primary contact and
who will be authorized access to the evaluation for review and comment. In addition, the Contractor will be
required to identify an alternate contact who will be responsible for notifying the contracting official in the
event the primary contact is unavailable to process the evaluation within the required thirty (30) calendar day
time frame. '

(End of Custom Clause #8)

Clause # 9 - Post Award Evaluation of Contractor Performance

CONTRACTOR PERSONNEL SECURITY AND SUITABILITY REQUIREMENTS

a) Performance of this task order requires CONTRACTOR personnel to have a Federal Government-issued
personal identification card before being allowed unsupervised access to a DOI facility and/or
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b)

8

g)

h)

information system. The Contracting Officer’s Representative (COR) will be the sponsoring official and
will make the arrangements for personal identity verification and card issuance.

At the orientation meeting (described in the PWS), the CONTRACTOR will identify all
CONTRACTOR and subcontractor personnel who will require physical and/or logical access for
performance of work under this task order. CONTRACTOR must make their personnel available at the
place and time specified by the COR in order to initiate screening and background investigations. The
following forms will be used to initiate the credentialing process and must be presented to the COR no
later than 5 work days after task order award: '

1. OPM Standard Form 85 or 85P
. OF306 .
3. Fingerprint card (local procedures may require that the fingerprinting be done at ~ a police
station; in this case, any charges are to be borne by the CONTRACTOR.)
4. Release to Obtain Credit Information
5. Personal Identity Verification (PIV) card application (web-based)

CONTRACTOR employees are required to give and authorize others to give full, frank, and truthful
answers to relevant and material questions needed to reach a suitability determination. Refusal or failure
to furnish or authorize provision of information may constitute ground for denial or revocation of
credentials. Government personnel may contact the CONTRACTOR personnel being screened or
investigated in person, by telephone, or in writing, and the CONTRACTOR agrees to make them
available for such contact.

Alternatively, if an individual has already been credentialed by another agency through OPM and that
credential has not yet expired, further investigation may not be necessary. The CONTRACTOR will
provide the COR with documentation that supports the individual’s status. ‘

During performance of the task order, the CONTRACTOR will keep the COR apprised of changes in
personnel to ensure that performance is not delayed by compliance with credentialing processes.

Cards that have been lost, daméged, or stolen must be reported to the COR and Issuing Office within 1
business day. Replacement will be at the CONTRACTOR’s expense. If re-issuance of expired
credentials is needed, it will be coordinated through the COR. . ’

At the end of task order performance or when a CONTRACTOR employee is no longer working under
this task order, the CONTRACTOR will ensure that all identification cards are returned to the COR.

Before starting work under this task order, a National Agency Check (NAC) will be conducted to verify
the identity of the individual applying for clearance. Upon successful completion of the NAC process,
an identification card will be issued and access granted.

Simultaneously, a NAC with Inquiries (NACT) will be initiated to determine the individual’s suitability
for the position. If the NACI adjudication is favorable, nothing more needs to be done. If the
adjudication is unfavorable, the credentials will be revoked. In the event of a disagreement between the
CONTRACTOR and the Government concerning the suitability of an individual to perform work under
this task order, the Government shall have the right of final determination. : '
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b))

>

These requirements must be incorporated into any subcontracts that require subcontractor personnel to
have routine and regular unsupervised access to a federally controlled facility for more than 180
calendar days or unsupervised access to a federally controlled Level 3 or 4 information system.

Deliverable: Personal Identity Verification Forms — consisting of

}:-d .

OPM Standard Form 85 or 85P

2. OF 306

3. Fingerprint card (local procedures may require that the fingerprinting be done at a police
station; in this case, any charges are to be borne by the CONTRACTOR.)

4. Release to Obtain Credit Information

5. PIV card application (web-based)

' SECURITY POLICIES AND PROCEDURES

a)
b)

©)
d)

>

All CONTRACTOR personnel shall be subject to DOI and DOI security policies and procedures for
access to facilities and parking. ' o

All CONTRACTOR personnel requiring access to the Internet from DOI facilities shall comply with the
DOI security process, policies, and procedures.

All CONTRACTOR employees must comply with DOI’s IT Security policies.

Within 30 working days after the award date on the task order, the CONTRACTOR shall certify in
writing to the COR that its employees in performance of the task order have completed DOI IT Security
User Awareness Training (this is an on-line training project) and present the certificates provided at the
end of the IT course training. : _

IT security requirements for unclassified information technology resources are applicable to all or any
part of the task order that includes information technology resources or services in which the
CONTRACTOR must have physical or electronic access to DOI’s sensitive information contained in
unclassified systems that directly support the mission of the Agency. This includes information
technology, hardware, software, and the management, operation, maintenance, programming, and
system administration of computer systems, networks, and telecommunications systems.

Deliverable: DOI IT Security User Awareness Training Verification Certificates

The CONTRACTOR shall follow the procedures required in the Department of the Interior Memorandum,
Information Technology Security Requirements for Acquisition and the National Business Center, NBCM-
ACQ-6900-004, Title Information or Transmittal for IT Security Requirements. Attachment 8. '

(End of Custom Clause #9)

FAR Clauses

a. FAR 52.252-2 - Clauses Incorporated By Reference (Feb 1998) ‘

This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text
of a clause may be accessed electronically at this address: hitp://www.arnet.gov.

1. FAR 52.204-4 — Printed or Copied Double-Sided on Recycled Paper (for recycled content paper) (Aug
2000) ' :

2. FAR 52.204-9 - Personal Identity Verification Of Contractor Personnel (Jan 2011)

3. FAR 52.212-4 - Contract Terms and Conditions—Commercial Items (Jun 2010)
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FAR 52.227-14 - Rights In Data—General (Dec 2007)

FAR 52.227-16 — Additional Data Requirements (Jun 1987)
FAR 52.227-17 - Rights in Data—Special Works (Dec 2007)
FAR 52.227-18 — Rights in Data — Existing Works (Dec 2007)
FAR 52.239-1 — Privacy or Security Safeguard (Aug 1996)

. FAR 52.245-1 — Government Property (Aug 2010)

0. FAR 52.252-6 — Authorized Deviation in Clauses (Apr 1984)

— 0o N YA

(End of Clause)

b. 52.217-8 -- Option to Extend Services (Nov 1999)
The Government may require continued performance of any services within the limits and at the rates specified
in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by
the Secretary of Labor. The option provision may be exercised more than once, but the total extension of
performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written
notice to the Contractor within 7 days prior to the expiration of the Task Order. '

' ' (End of clause)

c. 52.217-9 -- Option to Extend the Term of the Contract (Mar 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 7 days;
provided that the Government gives the Contractor.a preliminary written notice of its intent to extend at least 7
days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option
clause. '

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed
10 months.

d. 52.224-1 Privacy Act Notification (Jul 1996) (Deviation)
The Contractor will be required to design, develop, or operate a system of records on individuals, to accomplish
an agency function subject to the Privacy Act of 1974, Public Law 93-579, December 31, 1974 (5 U.S.C.552a)
and applicable agency regulations. Violation of the Act may involve the imposition of criminal penalties.
Applicable Department of the Interior regulations concerning the Privacy Act are set forth in 43 CFR 2, Subpart
D. The CFR is available for public inspection at the Departmental Library, Main Interior Bldg., 1849 C St. NW,
Washington D.C., at each of the regional offices of bureaus of the Department and at many public libraries.

' (End of Clause)

9. ATTACHMENTS

001 — Performance Work Statement

002 — U.S. Department of the Interior Organizational Chart #1
003 — U.S. Department of the Interior Organizational Chart #2
004 — Travel Reconciliation Template

005 — Request for Travel/Approval Form

006 - Non-Disclosure Agreement '

007 - Conflict of Interest Certification

008 — DOI IT Security Checklist
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The roadmap also shows the three major phases that are envisioned:

e PHASE 1, LAYING THE GROUNDWORK:

ThlS phase will include the completion of the detailed plan as well as:

A.

Identification of which services will be provided on a consolidated, enterprise-wide basis and
which services will be provided on a decentralized, mission or bureau-specific basis

Definition of the IT Service Portfolio and IT Service Catalog
Deﬁmtlon of processes for identifying and prioritizing new elements of the IT Service Catalog

Reﬁnement of the high level IT Services Lifecycle represented in Figure 2 into a detalled service
lifecycle and service governance model : '

Deﬁnition of financial modeling templates to support unit-based pricing for services including
the allocation of the costs of underlying technology and fulfillment processes to each service
supported by those processes -

Integration of ongoing DOI technology transformation projects into the IT Transfonnatmn Plan,
including implementation of a single DOI email system, optimization of network architecture,
access control, identity management, web hosting services and data center consolidation

. ‘Planning for the implementation of an Enterprise IT Service Desk '

. Planning for the implementation of Enterprise-wide Asset Management |

Development of an IT Transformation communications strategy
Establishment of Quality Assurance and Performance Management functions
Utilizing services provided by OPM to conduct a DOI Workforce Analysis

Development of a data center consolidation strategy to allow DOI to address requirements
defined by the Federal Data Center Consolidation Initiative (FDCCI)

. Development of sourcing strategy to include “Cloud First” requirements.
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Poti

J Solicitation ofideas for potential services from across DO
theough ADIRS, nnovation Lab, etc.
« Afignment wAith Service Portfolio and Service Catalog
« High level description of value proposition
» Prioritization of potential services -

Relationship
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« Lost analysis
« Define SLas
+ Service design
+ Establish service
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Service
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Decision Gate .
CO& M

« Support

. Delivery
Management &
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Figure 2 - High Level View of IT Services Lifecycle

e PHASE 2, ESTABLISHMENT OF IT SERVICE MANAGEMENT:

In this .phase the ITSM model will be established for the initial set of services defined in Phase 1. This
phase will also include the implementation of supporting capabilities including:

A. Implementation of Enterprise-wide Asset Management

B. Implementation of Entefprise IT Service Desk

C. Finalization of workforce strategy, in collaboration with services orovided by OPM
D. Establishment of the ITSM model for the initial set of IT services

. Implementation of IT acquisition strategy

=

Realignment of A-130 functions (i.e. Enterprise Architecture, IT Capital Planning, Security,
Privacy, etc.) under the DOI CIO.
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e PHASE 3, INSTITUTIONALIZE IT SERVICE MANAGEMENT:

This phase will complete the transformation to the ITSM model in each of the five major functional
components described above. This will include the maturation of DOI’s ITSM model to allow for
“steady state” operation as well as:

A. Establishment of the ITSM model for the remainder_of the IT Service Portfolio

B. Full implementation of a chargeback model to provide funding for services and supporting
technology and fulfillment processes

C. Completion of organizational realignment under the DOI CIO

D. Continued consolidation of data centers.

4. EXCLUSION FROM FUTURE COMPETITION:
The contractor with the successful quote for this requirement and any of its employees, affiliates, and related

entities may not propose, bid, subcontract nor consult on the actual implementation of the recommendations
as outlined in this requirement which may result in a future solicitation(s).

S. CONTRACTOR QUALIFICATIONS

1) The contractor will have an in-depth knowledge, expertise and proven experience in assisting large,
complex organizations in the adoption and transition to an ITSM model for the delivery of IT services.

2) The contractor will have experience in the planning, execution and management of IT organizational
change initiatives for large Federal government organizations utlhzmg 1ndustry best practices for
organizational change management.

3) The Project Manager identified by the contractor shall have proVen and demonstrated experience in
managing projects of a similar size, and at a minimum shall be PMP certified.

4) The contractor will have demonstrated experience and capabilities in high level report writing and oral -
presentations for executive level management.

- 5) Vendors’ quote must demonstrate that both the organization and proposed key personnel can
successfully complete this project on time, within budget and within scope.

6) Vendor MUST indicate the availability of the key personnel who will be assigned to this task. Key
personnel are all individuals who will be supporting this task in a primary capacity, to include full and
part-time personnel.

6. BACKGROUND '
The U.S. Department of the Interior (DOI) is a large complex organization that protects America’s natural
"resources and heritage, honors our cultures and tribal communities, and supplies the energy to power our
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future. The U.S. Department of the Interior is a Cabinet-level agency that manages America’s vast natural
and cultural resources. Ken Salazar, Secretary of the Interior, heads our Department, which employs 70,000
people, including expert scientists and resource-management professionals, in nine technical bureaus under
five Assistant Secretaries (Attachment 2 & 3). The various Bureaus and offices each possess their own
individual Information Technology personnel and infrastructure resulting in significant duplication of effort,
lack of common standards and escalating cost in a severely constrained budget climate.

On December 14, 2010, the Secretary of the Interior issued Secretarial Order (SO) 3309, which calls for the
centralization of all IT management and operations functions, including IT infrastructure assets, and all
Clinger-Cohen functions (e.g. Records Management, Enterprise Architecture, Capital Planning, Privacy, and
Cyber (IT) Security) under the Department Chief Information Officer (CIO). Additionally, within 180 days
of the date of the Order, each bureau with more than 5,000 employees who currently has a CIO is required
to establish one Senior Executive as an Assistant Director for Information Resources (ADIR) who will
oversee the orderly migration of assets under the CIO. The primary objective of the new IT organization
will be to implement a dynamic new enterprise business model for delivering scalable IT products and
services that are transparent and customer and mission focused. The consolidation of IT management,
human resources, and Clinger-Cohen functions within the Office of the Secretary will be addressed in the
first phase of the transformation process. '

The SO requires that no later than June of 2011, the CIO present a strategic plan to the Secretary that
describes how transition of all IT infrastructures to the organization, management, ownership and control of
the CIO will be executed. The strategic plan shall describe the new agency-wide 21% Century IT
organization, its concept of operations and a schedule for implementation that will not exceed four (4) years
from the date of the SO. This strategic plan is not available at this time, however upon finalization and
acceptance by the Secretary; the plan will be made available to the vendor after award.

7. PERFORMANCE REQUIREMENTS:

The contractor shall be directly responsible for ensuring the accuracy, timeliness and completion of all
deliverables under this effort. Specifically, the contractor shall complete the following tasks.

8. REFERENCE LISTING:

" 1. Department of the Interior

Secretary Order 3309

Date 12/14/2010 . ,

Information Technology Management Functions-and Establishment of Funding
Authorities : '

http://elips.doi.gov/app_so/act _getﬁles?cﬁn?order_ﬁumber%309.

2. Department of the Interior
Date 01/26/2011 _
Strategic Plan Provides Blueprint for 21st Century Department
http://www.doi.gov/bpp/data/PPP/DOI_StrategicPlan.pdf

3. Vivek Kundra, U.S. Chief Information Officer
Dated 12/09/2010
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25 Point Implementation Plan To Reform Federal Information Technology Management
http://www.cio.gov/documents/zs-Point-Implementation—Plan-to-Refonn-Federal%ZOIT.ndf

4. Vivek Kundra, U.S. Chief Information Officer
Dated 02/08/2011
Federal Cloud Computing Strategy
http:/fwww.cio.cov/documents/Federal-Cloud-Computing-Strategy. pdf

5. Federal Data Center Consolidation Initiative
http://www.cio.gov/pages.cfim/page/FDCCI

9 SPECIFIC TASKS: :
The contractor shall be directly responsible for ensunng the accuracy, timeliness and completion. of all tasks
under this effort. Spe01ﬁca11y, the contractor shall:

9.1 TASK 1: DEVELOP DETAILED PROJECT PLAN FOR DOI’S IT TRANSFORMATION

PROGRAM . |
In this task, the contractor shall coordinate with DOD’s assigned Contracting Officer’s Representative
(COR) to develop the detailed project plans and schedules for implementing the DO IT Transformation
Program. The project plan will expand on the high level IT Transformation Roadmap shown in Figure 1
and provide a significantly more detailed view of the tasks, milestones, predecessors, interdependencies,
critical path and resource requirements required to achieve the objectives of the DOI IT Transformation
Program.

The detailed project plan will also identify specific deliverables. These deliverables shall be developed and
delivered within the period of performance of this requirement (reference Task 2). These deliverables shall
mclude v

1. Recommendations as to what should be included in DOT’s Initial IT Service Portfolio and IT
Service Catalog

2. Process and criteria for identifying and prioritizing new elements of the IT Service Catalog-

3. Detailed IT Services Lifecycle and Governance Model to inclilde performance management and
measurement :

4. Recommended management structure including roles and responsibilities required to create a
sustainable ITSM model for DOI '

5. Financial Modeling templates and chargeback models to suppert unit-based pricing for services
6. Enterprise Asset Management implementation plan |

7. Enterprise Service Desk implementation plan

8. IT Transformation Communications Strategy

9. Organizational Change Strategy for overcoming challenges posed by the prevailing culture at DOI
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10. Data center consolidation strategy to allow DOI to address requirements defined by the Federal
Data Center Consolidation Initiative (FDCCI)

11. Sourcing and Aéquisition Strategy that supports the OMB “Cloud First” directive.

The detailed project plan will integrate tasks and milestones associated with ongoing technology
transformation projects and the workforce analysis that will be conducted using services provided by
OPM.

The detailed project plan will consist of written narrative that describes the various elements of the plan as
well as a detailed Gantt chart that shows the various tasks, milestones, dependencies, etc.

Task 1 Deliverable: Detailed IT Transformation Project Plan

.Due Date: The vendors shall develop a méster.project schedule which provides the vendors
suggested delivery schedule for the deliverable indicated in Task 1. The schedule will include the
development of the deliverable; draft and final review and submission dates for the deliverable.

9.2 TASK 2: IT TRANSFORMATION PLAN DELIVERABLES
Under Task 1, the Government identified specific deliverables to be included in the detailed I'T
Transformation project plan. In this task, Task 2, the deliverables identified in the plan, shall be developed
and delivered by the contractor within the period of performance of this requirement. The contractor shall
coordinate the development of these deliverables with the COR. ’

Task 2 Deliverables:

1. Recommendations as to what should be included in DOI’s Initial IT Service Portfolio ‘
and IT Service Catalog ' : :

2. Process and criteria for identifying and prioritizing new elements of the IT Service
Catalog

3. Detailed IT Services Lifecycle and Governance Model to include performance
management and measurement

4. Recommended management structure including roles and responsibilities required to
create a sustainable ITSM model for DOI

5. Financial Modeling templates and chargeback models to support unit-based pricing for
services .

6. Enterprise Asset Management implementation plan
7. Enterprise Service Desk implementation plan
8. IT Transformation Communications Strategy

9. Organizational Change Strategy for overcoming challenges posed by the prevailing
culture at DOI S -
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10.

10. Data center consolidation strategy to allow DOI to address requirements defined by the
Federal Data Center Consolidation Initiative (FDCCI)

11. Sourcing and Acquisition Strategy that supports the OMB “Cloud First” directive.

Due Date: The vendors shall develop a master project schedule which provides the
vendors suggested delivery schedule for the deliverables indicated in Task 2. The schedule
will include the development of the deliverable; draft and final review and submission dates

for each deliverable.

PERFORMANCE MEASURES:

The following performance measures have been established to guide the expected level of service for the
required support task to be performed under the resulting task orders. The COR will maintain the method of
surveillance on a MONTHLY basis and provide a copy to the CONTRACTOR. The COR will inform the
contracting officer in writing of control performance issues. The contracting officer will ensure adequate
documentation and corrective action is taken to ensure acceptable performance standards are maintained by

the contractor.

, Performance Standard A
Task # . Requirement and Acceptable Quality | Method of Surveillance |
Level
Draft and Final |
1 ~ | Detailed IT Transformation Plan deliverable are delivered 100% Inspection
: ' ' : 100% on time

1. Recommendations as to what should |
be included in DOT’s Initial IT
Service Portfolio and IT Service
Catalog

2. Process and criteria for identifying
and prioritizing new elements of the
IT Service Catalog

3. Detailed IT Services Lifecycle and
Governance Model to include Draft and Final

2 performance management and deliverable are delivered Periodic Sampling

measurement 100% on time

4. Recommended management
structure including roles and
responsibilities required to create a
sustainable ITSM model for DOI

5. Financial Modeling templates and
chargeback models to support unit-
based pricing for services

6. Enterprise Asset Management
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Task #

Requirement

Performance Standard
and Acceptable Quality
Level

Method of Surveillance

10.

11.

_ requirements defined by the Federal
* Data Center Consolidation Initiative

implementation plan

Enterprise Service Desk
implementation plan

IT Transformation Communications
Strategy

Organizational Change Strategy for-
overcoming challenges posed by the
prevailing culture at DOI

Data center consolidation strategy
to allow DOI to address

(FDCCI)
Sourcing and Acquisition Strategy

that supports the OMB “Cloud First”
directive.

Bi-Weekly briefings

Delivered within
contractual timeframes at
least 98% of the time

Customer Feedback

11. DELIVERABLES:

11.1 DELIVERABLE INSPECTION , ACCEPTANCE AND QUALITY:

11.1.1DELIVERABLE INSPECTION AND ACCEPTANCE CRITERIA

Final inspection and acceptance of all work performed, reports and other deliverables will be
performed at the place of delivery by the COR. -

11.1.2 DELIVERABLE GENERAL ACCEPTANCE CRITERIA
General quality measures, as set forth below, will be applied to each work product received from the
contractor under this statement of work.

1.

Accuracy - Work Products shall be accurate in presentation, technical content, and adherence to
accepted elements of style.

Clarity - Work Products shall be clear and concise. Any/All diagrams shall be easy to
understand and be relevant to the supporting narrative.

Consistency to Requirements - All work products must satisfy the requirements of this
statement of work.
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11.2

11.1.3

11.1.4

File Editing - All text and diagrammatic files shall be editable by the Government.

Format - Work Products shall be submitted in hard copy (where applicable) and in media
mutually agreed upon prior to submission. Hard copy formats shall follow any specified
Directives or Manuals.

Time-lines - Work Products shall be submitted on or before the due date specified in this
statement of work or submitted in accordance with a later scheduled date determined by the
Government.

Deliverable Quality Assurance

The COR will review, for completeness, preliminary or draft documentation that the Contractor
submits, and may return it to the Contractor for correction. Absence of any comments by the
COR will not relieve the Contractor of the responsibility for complying with the requirements of
this work statement. Final approval and acceptance of documentation required herein shall be by
written approval and acceptance by the COR. The Contractor shall not construe any letter of
acknowledgment of receipt material as a waiver of review, or as an acknowledgment that the
material is in conformance with this work statement. Any approval given during preparation of
the documentation, or approval for shipment shall not guarantee the ﬁnal acceptance of the
completed documentation.

All deliverables or materials associated therewith (“materials™) prepared by the contractor during
the course of this contract are hereby deemed the property of the United States Government,
including all intellectual property rights associated with any material. Any restrictive or
proprietary language included on any material in any media shall deem the product as
undelivered.

DELIVERABLE

REVIEW:

The Government will have a maximum of five (5) working days from the day the draft
deliverable is received to review the document, provide comments back to the contractor,
approve or disapprove the deliverable(s). The contractor will also have a maximum of five (5)
working days from the day comments are received to incorporate all changes and submit the
final deliverable to the Government. All days identified below are intended to be workdays -
unless otherwise specified.

ADDITIONAL DELIVERABLES:

11.2.1

Project Management Plan

The contractor shall prepare a Project Management Plan describing the technical approach,

organizational resources and management controls to be employed to meet the cost, performance
and schedule requirements for this effort. The Project Management Plan shall detail the
products, methods for developing the products, allocation of staff and other resources necessary
to produce the products and a revised timeline for producing the products, if necessary. The
COR shall receive the revised Project Management Plan in both hard copy and electronic form.
It is assumed the contractor will build the plan in a scheduling application; however the
electronic version shall be sent as a pdf file as not all Government employees have access to a
scheduling application. Based on the Project Management Plan, the Contracting Officers
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Representative (COR) will provide approval to move forward on activities planned. The
contractor shall request prior approval on all activities not included in the plan or any
modifications to the plan after approval has been given. The project management plan is
-expected to be kept up to date, reflecting current work activities and schedules throughout the
life of this requirement. (Draft due with proposal / final due 5 days after orientation meeting)

11.2.2_Orientation Briefing
Within five (5) working days of award of the contract, the contractor shall conduct an orientation
briefing for the Government. The Government does not want an elaborate orientation briefing nor
does it expect the contractor to expend significant resources in preparation for this briefing. The
intent of the briefing is to initiate the communication process between the Government and
contractor by introducing key task participants and explaining their roles, reviewing communication
ground rules, and assuring a common understanding of subtask requirements and objectives.

The Orientation Briefing will be held at the Government's facility (US Department of the
Interior — Main Interior Building (MIB) 1849 C street, NW, Washington DC 20240) and the date
and time will be mutually agreed upon by both parties, to be no later than 5 work days after
award of contract.

The completion of this briefing will result in the following:

a) Introductmn of both Contractor and Government personnel performmg work under this

Contract.

b) ' - Final Project Management
Plan Wlth mutually agreed upon dates to be submitted no later than 5 work days after the
orientation meeting.

11.2.3 Bi-weekly Status Reports & Conference Calls & Briefings:
The contractor shall document the efforts performed in the completion of each task in a detailed
Bi-Weekly Status Report due every two weeks. The status report shall include, at a minimum:

e Program status, to include objectives met, work completed and work outstanding

e Notable achievements

e Issues or obstacles impeding progress and recommended solutions
Status of deliverables/milestones

Issues and resolutions

Resource planning/status

Topics or issues identified by the government COR

Description of work completed and plans for next week(s)

e Summarization of the efforts of each primary task in the Government PWS
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9.2 TASK 2: IT TRANSFORMATION PLAN DELIVERABLES
Under Task 1, the Government identified specific deliverables to be included in the detailed IT
Transformation project plan. In this task, Task 2, the deliverables identified in the plan, shall be developed
and delivered by the contractor within the period of performance of this requirement. The contractor shall
coordinate the development of these deliverables with the COR.

Task 2 Deliverables:

12,
- 13.
14.
15.
16.
. services
17.
18.

19.

20.
21.

22.

Recommendations as to what should be included in DOI’s Initial IT Service Portfolio
and IT Service Catalog

Process and criteria for identifying and pnonuzmg new elements of the IT Service
Catalog

Detailed IT Services Lifecycle and Governance Model to include performance
management and measurement

Recommended management structure including roles and resp0n51b1]1t1es reqmred to
create a sustainable ITSM model for DOI

Financial Modeling templates and chargeback models to support unit-based pricing for

Enterprise Asset Management implementation plan
Enterprise Service Desk implementation plan
IT Transformation Communications Strategy

Organizeitional Change Strategy for overcoming challenges posed by the prevailing
culture at DOI

Data center consolidation strategy to allow DOI to address requirements defined by the
Federal Data Center Consolidation Initiative (FDCCI)

Sourcing and Acquisition Strategy that supports the OMB “Cloud First” directive.

Due Date: The vendors shall develop a master project schedule which provides the ,
vendors suggested delivery schedule for the deliverables indicated in Task 2. The schedule

will include the development of the deliverable; draft and final review and submission dates
for each deliverable.

 12. PERFORMANCE MEASURES:

The following performance measures have been established to guide the expected level of service for the
required support task to be performed under the resulting task orders. The COR will maintain the method of
surveillance on a MONTHLY basis and provide a copy to the CONTRACTOR. The COR will inform the

contracting officer in writing of control performance issues. The contracting officer will ensure adequate
documentation and corrective action is taken to ensure acceptable performance standards are maintained by
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the contractor.

Task #

Requirement

Performance Standard
and Acceptable Quality
Level

Method of Surveillance

Detailed IT Transformation Plan

Draft and Final
deliverable are delivered
100% on time

100% Inspection

1.Recommendations as to what should
be included in DOI’s Initial IT
Service Portfolio and IT Service
Catalog

2.Process and criteria for identifying
and prioritizing new elements of the
. IT Service Catalog

3.Detailed IT Services Lifecycle and
Governance Model to include
performance management and
measurement

4.Recommended management structure
including roles and responsibilities
required to create a sustainable ITSM
model for DOI

5.Financial Modeling templates and
chargeback models to support unit-
based pricing for services

6.Enterprise Asset Management
implementation plan

7.Enterprise Service Desk
implementation plan

8.IT Transformation Communicaﬁons
Strategy '

~ 9.0Organizational Change Strategy for
overcoming challenges posed by the
prevailing culture at DOI

10. Data center consolidation
strategy to allow DOI to address.
‘requirements defined by the Federal
Data Center Consolidation Initiative
(FDCCI)

Draft and Final
. deliverable are delivered
100% on time

Periodic Sampling
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Performance Standard
Task # Requirement and Acceptable Quality | Method of Surveillance
Level

11.  Sourcing and Acquisition
Strategy that supports the OMB
“Cloud First” directive.

Delivered within
~ Bi-Weekly briefings contractual timeframes at: Customer Feedback

least 98% of the time

13. DELIVERABLES:

11.2 DELIVERABLE INSPECTION , ACCEPTANCE AND QUALITY:

11.1.1DELIVERABLE INSPECTION AND ACCEPTANCE CRITERIA
Final inspection and acceptance of all work performed, reports and other dehverables will be
performed at the place of delivery by the COR.

11.2.2 DELIVERABLE GENERAL ACCEPTAN CE CRITERIA
General quality measures, as set forth below, will be applied to each work product received from the
contractor under this statement of work.

7. Accuracy - Work Products shall be accurate in presentation, technical content, and adherence to
accepted elements of style. ’

8. Clarity - Work Products shall be clear and concise. Any/All diagrams shall be easy to
understand and be relevant to the supporting narrative.

9. Consistency to Requirements - All work products must satisfy the requirements of this
statement of work.

10. File Editing - All text and diagrammatic files shall be editable by the Government.

11. Format - Work Products shall be submitted in hard copy (where applicable) and in media
mutually agreed upon prior to submission. Hard copy formats shall follow any spemﬁed
Directives or Manuals.

12. Time-lines - Work Products shall be submitted on or before the due date specified in this
statement of work or submitted in accordance with a later scheduled date determined by the
Government.

11.2.3 Deliverable Quahg: Assurance

The COR will review, for completeness, preliminary or r draft documentation that the Contractor
submits, and may return it to the Contractor for correction. Absence of any comments by the
COR will not relieve the Contractor of the responsibility for complying with the requirements of
this work statement. Final approval and acceptance of documentation required herein shall be by
written approval and acceptance by the COR. The Contractor shall not construe any letter of
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11.2.4

acknowledgment of receipt material as a waiver of review, or as an acknowledgment that the

" material is in conformance with this work statement. Any approval given during preparation of

the documentation, or approval for shipment shall not guarantee the final acceptance of the
completed documentation.

All deliverables or materials associated therewith (“materials”) prepared by the contractor during
the course of this contract are hereby deemed the property of the United States Government,
including all intellectual property rights associated with any material. Any restrictive or
proprietary language included on any material in any media shall deem the product as
undelivered.

DELIVERABLE REVIEW:

The Government will have a maximum of five (5) working days from the day the draft
deliverable is received to review the document, provide comments back to the contractor,
approve or disapprove the deliverable(s). The contractor will also have a maximum of five (5)
working days from the day comments are received to incorporate all changes and submit the
final deliverable to the Government. All days identified below are intended to be workdays
unless otherwise specified. :

11.3 ADDITIONAL DELIVERABLES:

11.2.2

Project Management Plan
The contractor shall prepare a Project Management Plan descnbmg the technical approach,

organizational resources and management controls to be employed to meet the cost, performance

- and schedule requirements for this effort. The Project Management Plan shall detail the

products, methods for developmg the products, allocation of staff and other resources necessary

~ to produce the products and a revised timeline for producing the products, if necessary. The

11.2.2

COR shall receive the revised Project Management Plan in both hard copy and electronic form.

‘Tt is assumed the contractor will build the plan in a scheduling application; however the

electronic version shall be sent as a pdf file as not all Government employees have access to a
scheduling application. Based on the Project Management Plan, the Contracting Officers
Representative (COR) will provide approval to move forward on activities planned. The
contractor shall request prior approval on all activities not included in the plan or any
modifications to the plan after approval has been given. The project management plan is
expected to be kept up to date, reflecting current work activities and schedules throughout the
life of this requirement. (Draft due with proposal / final due 5 days after orientation meeting)

Orientation Briefing

Within five (5) working days of award of the contract, the contractor shall conduct an orientation
briefing for the Government. The Government does not want an elaborate orientation briefing nor
does it expect the contractor to expend significant resources in preparation for this briefing. The
intent of the briefing is to initiate the communication process between the Government and
contractor by introducing key task participants and explaining their roles, reviewing communication
ground rules, and assuring a common understanding of subtask requirements and objectives.

The Orientation Briefing will be held at the Government's facility (US Department of the
Interior — Main Interior Building (MIB) 1849 C street, NW, Washington DC 20240) and the date
and time will be mutually agreed upon by both parties, to be no later than 5 work days after
award of contract.
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The completion of this briefing will result in the following:

¢) Introduction of both Contractor and Government personnel performing work under this

Contract. ‘

d) Final Project Management
Plan with mutually agreed upon dates to be submitted no later than 5 work days after the
orientation meeting,.

11.2.3 Bt-weeklv Status Reports & Conference Calls & Briefings:
The contractor shall document the efforts performed in the completion of each task in a detalled
Bi-Weekly Status Report due every two weeks. The status report shall include, at a minimum:

e Program status, to include objectives met, work completed and work outstanding

e Notable achievements

Issues or obstacles impeding progress and recommended solutions
 Status of deliverables/milestones
Issues and resolutions
Resource planning/status
Topics or issues identified by the government COR
Description of work completed and plans for next week(s)
Summarization of the efforts of each primary task in the Government PWS
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11.3 DELIVERABLE TABLE: Note: specific delivery dates will be mutually discussed and agreed to during the orientation meeting.
Dates assume 4 week month, _

Item . . - Draft Final Deliverable Quantity and
4 Ref Milestone/Deliverable Responsibility (Work Days) (Work Days) Distribution
Initial version 5
éoHW_MmmsmMWMMWQ 1 hard copies to the COR
1 Project Management Plan Contractor With RFQ Briefing with 1 electronic copy to the COR
ongoing mc dates 1 electronic copy to the CO
as required
2 Orientation Briefing Contractor / N/A Within 5 Days In person meeting
Government after award
Bi-weekly Status Reports & Conference y
3 Calls & Briefings: Contractor N/A Bi-Weekly
. : 2 days after , .
4 Non-Disclosure Agreement Contractor N/A Orientation - w wwnoqg*o copy to ﬁWn MWW
Briefing electronic copy to the
2 days after 1 electronic copy to the COR
5 Conflict of Interest Statement Contractor N/A Orientation ic copy to the CO
L Bricfing 1 electronic copy to the
. . Hmywwuﬂmhmw%b& The government will provide limited
-6 Government Furnished Information Government N/A Bricfine if copies to the contractor at the
. mﬁ&m%_o orientation meeting.
As defined in .
, the Vendors’ /w»o MMMWMQMMMMW M 1 hard copies to the COR
7 Task 1 | Detailed IT Transformation Project Plan Contractor Detailed IT IT Transformation 1 electronic copy to the COR
Transformation Proiect Plan 1 electronic copy to the CO
. Project Plan ) :
Deliverables defined in the Detailed IT
Transformation Project Plan, to include at
a minimum:
1. Recommendations as to what should be
included in DOI’s Initial IT Service As defined in .
. . . , As defined in the
Portfolio and IT Service Catalog the Vendors , . . :
I e . Vendors’ Detailed | 1 electronic copy to the COR
Task2 | 2. Process and criteria for identifying and Contractor Detailed IT . .
R . IT Transformation | 1 electronic copy to the CO
prioritizing new elements of the IT , Transformation . : ,
. . Project Plan
Service Catalog Project Plan
3. Detailed IT Services Lifecycle and
Governance Model to include
performance management and
measurement
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Draft Final Deliverable Quantity and
(Work Days) (Work Days) Distribution

Ttem Ref Milestone/Deliverable Wmmwo-amc:.:%

4. Recommended management structure
including roles and responsibilities
required to create a sustainable ITSM
model for DOI

5. Financial Modeling templates and
chargeback models to support unit-based
pricing for services

6. Enterprise Asset Management
implementation plan

; 7. Enterprise Service Desk implementation

! : plan

-8.  IT Transformation Communications

Strategy 4

9. Organizational Change Strategy for
overcoming challenges posed by the .
prevailing culture at DOI

10. Data center consolidation strategy to

i allow DOI to address requirements

_ defined by the Federal Data Center
Consolidation Initiative (FDCCI)

11. Sourcing and Acquisition Strategy that
supports the OMB “Cloud First”
directive.

Personal Identity Verification Forms —

consisting of:

A. OPM Standard Form 85 or §5P

B. OF306 , A

C. Fingerprint card (local procedures may . COR coordinates the paperwork

require that the fingerprinting be done No later than § with the DOI Security Office and

. R Contractor N/A : :
at a police station, in this case, any : days after award other offices to ensure vendor is
charges are to be borne by the . provided with timely credentials.
CONTRACTOR.)

D. Release to Obtain Credit Information

PIV card application (web-based)

. 8 Security

=
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12 GOVERNMENT FURNISHED INFORMATION & EQUIPEMENT

12.1_GOVERNMENT FURNISHED INFORMATION:

The government will supply the following information is support of this requirement.

(1) DOI IT Transformation Strategic Plan (Reference SO 3309) — not available until after June 2011

All materials provided by the Government during the course of this contract shall remain the
property of the Government and shall be returned immediately upon completion of the contract or

as otherwise requested by the COR or Contracting Officer.

12.2_GOVERNMENT FURNISHED EQUIPMENT: None.

When at DOI facilities, the contractor shall be provided with phone, copier and fax service only, v
computer access and connectivity will not be provided. The contractor is responsible for providing its
staff with their own equipment, (i.e., laptops, cell phone, blackberry, air card, etc) in support of this

requirement.

13.0 DOIIT System Access: Yes

14.0 ACCESS TO GOVERNMENT PROPERTY OR FACILITIES

The Contractor will be allowed limited access to the Government's facilities. The COR or other Government

“official as identified by the COR will coordinate and ensure access to the government facilities is provided. The

Contractor will be required to check-in at the facility in accordance with the facility procedures and receive a
temporary visitor’s pass. The Contractor will display this badge at all times while on government premises.

. The Contractor will comply with all rules and regulations specific to the government facility.

15.0 OTHER DIRECT COST - Other Direct Costs (ODCs): ODC’s are NOT authorized on this order.




Document No.
D11PD40452

Document Title

IT Transformation Planning

Page 48 of 66

ATTACHMENT 2

SECRETARY
I
Daguty Recatary
]
Assucinte Sepudy
Secadary
Boliciue [
Bxacutive Secredncat
-Congrassionat and Legisative Alfairs
Communications
Chisl information Offfesr
o, |
 Agsigtant Berrafary
Falicy, Managenient and Budget Sperial Trsstee for Amarican Ngins [
: | 3 {
Assistact Recretary Agsistont Semtary Asgistard Sesretary Asststant Secratary HKasistond Setsadary
Land avdt 8inecals Manageomd Véater sk Silenes Fiah and Wikilife nod Paks indian Aials sl Ansas
F : 7
|} Buseau of Lang Manegenent Bures of Heckination it and Wit Serive Borean vf indiae: Atairs ! Qm‘i;;éiw‘a"
Bureaw of indisn
Byrean of Oopan Eneigy | {Cientrad 328ah Projuct Dotpiation batknal Park Sarvicn Education
I Maragament, Requiation and e
Enforcement
.3 Goubogival Suvey
Otiive of Surtzos Hiring :
Resfamation ot Enfrcameant
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ATTACHMENT 3

ASSISTANT SECRETARY- POLICY, MANAGEMENT AND BUDGEY

Aesisinet Sucrelary
Foiiey, Management g Rudget

l

Dleputy Assistant » ; » Jecich Deputy Asistant Seeretary . ) .
Satratary S o ronce 7| Toaputy Assistant Socestary| | o5 SSHOR S0CHETY Lats Enforcamets, Seputy Asvistans Serrary] | Canuty Assisyn Secretov
Polcy 8 inteorationat mMmé Py . wsm Human Sopitat & Siversdly Bt s San Security & Ernergrncy Yatith, Partearsiips & wutiral Rasovreng
PRl pove 7% issinass Senvives Manogement Zervive Revenue
H ] I i ok i
Ervisenmenial Poliey e 2547 Righis™ ]
& Campliance ] areuiiton & Property L R Caftabarative Agtion & Corsunsation 8 Offizes of Maturst
Mamagamerd CHopaie Rosaladion suzaienal Pari i Resaurces F
nnEiend At | | Rudest | HumanRosouress )
: - Heaongs & Appenis || Service - 1ans Poda
i in Aweries
) e . Einancal Masaesment | L] Oooupalions! Heslty - ) - Wiidtad Fire
i‘l‘a-’g‘;*% ﬁm&m % Salely . dational Basiness Caaler Soordrativn L Youb e Mol
- Hashursus
§ O —
4 . g & Perit stralegis Davaiopren | Crist mtoration Officar™
i Salloy Anohysls  § Hapaganent o Human. Capiial ' Ghivtinformanas &
Sweolt % L0 University
. Disagvantaged
Bugitiess Ur8zston”
*Fe K 1Rt R e “Ha SRR 5E o ey e AN — PORE ol BoR TS — Braet, Finatedy, BPehdraanne & ACRRRSIICS,
““Thove Ciiors ropsut o e y st SURRIRT, RS i Frgers e Ao PRES sl e D43 w Yalwmiogy % Suvinmas Sorciom.
“ e PRROIN SRpOrts 5o ik ‘ 5 SPVRK RS T e XD « PRIE 81 6 DA Ml Dokl & Divansity.
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PWS Title: Information Technolo gy Transformation Plan for Office of the Chief Information Officer,

Attachment 4

Travel Reconciliation Template

Department of the Interior

Name of Traveler:

Place of Travel:

Begin Travel Date:

End Travel Date:

Day 1

Day2 | Day3

Day 4

Day 5

Day 6

Day 7

Total

Airfare

Luggage Fee

Hotel

PerDiem

Rental Car

Gas for Rental Car

Parking

Mileage to Airport

Mileage from Airport

Taxi

Subway

Total

Travel is in accordance with Federal Travel Regulations
*First and Last Day of Travel is 75% of Meals and Incidental Expenses (M&IE)
Receipts must be provided '
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REQUEST FOR TRAVEL/APPROVAL FORM

PWS Title: Information Technology Transformation Plan for Office of the Chief Information Officer,

Contact Information/Mailing Address/Phone & email

COR Signature:

Department of the Interior
1. Reference Contract Numbér:
2. Company Name:
3.  Individual Requesting Tr.avelz Name / Date:
4, | Description 'of Travel — what will be accomplished / to be supported:
5. Place of Travel [City, State, Facility Name]:
6. Number of Contractor Employee’s traveling:
7. Name of Contractor Employee’s traveling:
8. Total Days Required for travel (includes travel and working days):
9. Indicate number of travel days:
10.  Indicate Number of actual work days:
11 Indicate number of overnight stays required:
12.  Rental car required: Yes/No
13.  Total Estimated Travél Amount:
COR Authérization: ‘

Date:




Document No. Document Title Page 52 of 64
D11PD40452 IT Transformation Planning

ATTACHMENT 6

Non-disclosure Agreement between Department of the Interior and Contractor Employee or Other External
Entity Granting Conditional Access to Sensitive but Unclassified Information

Task Order Number#:

PWS Title: Information Technology Transformation Plan for Office of the Chief Information Officer,
Department of the Interior

L

(PRINT FULL NAME), hereby consent to this agreement

in consideration for my being granted conditional access to certain United States Government documents or
materials containing sensitive but unclassified information. Iunderstand and agree to the following terms and
conditions:

. " Sensitive but unclassified information is any information, the loss, misuse, or unauthorized modification of

which could adversely affect the national interest, the conduct of Federal programs, or the privacy to which
individuals are entitled under Title 5 U.S.C. paragraph 552a, but which has not been specifically authorized
to be kept secret in the interest of national defense or foreign policy.

Upon the execution of this agreement, I may be granted conditional access to sensitive but unc1a531ﬁed
information. This information concerns the Department of the Interior and other Governmental agencies. -

- Information may be in the form of system data, files and records, contract data, analyses, memos, meeting

content, conversations, or-any other form. The sole purpose of this access is to assist in the support of this
requirement.

I will not use, release, or disclose any sensitive but unclassified 1nformat10n or data, in any form
whatsoever, to any person or entity except as is necessary to perform the duties under the above-cited
contract or except as authorized by the Contracting Officer or the Contracting Officer’s Technical

‘Representative. I will not take, alter, or convert such information to any use not specifically authorized

under the contract or this agreement.

I will not seek access to non-public 1nformat10n beyond what is required for the performance of my duties
under the above-cited contract.

I will ensure that my status as a contractor employee is known when seeking access to and recelvmg non- -
public information.

I will protect sensitive but unclassified information in accordance with the provisions of 18 U.S.C. 1905
(Trade Secrets Act), 5 U.S.C. 552 (Privacy Act of 1974), P.L. 104-294 (Economic Espionage Act of 1996),
P.L. 103-339 (Counterintelligence and Security Enhancement Act of 1994), and other pertinent laws and
regulations governing the confidentiality of privileged information. If I become aware of any improper use,
release or disclosure of non-public information, I will advise the Contracting Officer as soon as possible.

- I will surrender any written or electronic non-public information given to me pursuant to this agreement,

including my own notes, upon completion or termination of my duties under the above-cited contract, or

‘upon the request of the Contracting Officer, Contacting Officer’s Technical Representative, or my

SllpCI'VlSOI'

Unless and until I am provided with a written release from this agreement, all cond1t1ons and obligations
contained herein apply both during my period of conditional access and at all times thereafter.

I will submit any book, article, column or other written work for general publication that is based upon any
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knowledge that I obtained pursuant to this agreement to the Department of the Interior for security review,
. prior to submission for publication, to ensure that no sensitive but unclassified information is disclosed.

10. I hereby assign to the United Stated Government all royalties and remuneration that have resulted or will

result from any use, release or disclosure that is inconsistent with this agreement.

11. Tunderstand that any unauthorized use, release or disclosure of non-public information in violation of this
agreement may subject me and/or my employer to administrative, civil, or criminal remedies as may be

authorized by law.
Signed By: Date
' Employee)
Approved By (PRINT NAME) :
" (Authorized Government Official)
Approved by
Government Official
Signature: Date

(Authorized Government Official)

(Contractor
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ATTACHMENT 7

CERTIFICATE FOR CONFLICT OF INTEREST

PWS Title: Information Technology Transformation Plan for Office of the Chief Information Officer,
Department of the Interior

TO:
Print Name / Contracting Officer
THROUGH:
Print Name / Company Project Manager
- FROM:

Print Name / Contractor Employee

I certify that I am not aware of any matter that might limit my ability to work on contracts and related actions in
an objective and unbiased manner or which might place me in a position of a conflict, actual, potential, or
apparent, between my responsibilities as a support contractor.

In making this certification, I have considered all my stocks, bonds, and other financial interests, and
employment arrangements (past, present, or under consideration) and , to the extent known by me, all the
financial interests and employment arrangements of my spouse, my minor children, and other members of my
immediate household. '

If, after the date of this certification, any person, firm, or other organization with which, to my knowledge, I
(including my spouse, minor children, and other members of my immediate household) have a financial interest,
or with which I have (or had) an employment arrangement, becomes involved in the acquisition I am
responsible for, I will notify the Contracting Officer of this apparent conflict of interest. In such case, until
advised to the contrary, I will not participate further in any way (by rendering advice and making
recommendations on the applicable contract and/or related action.

(Contractor Employee Signature) Date
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Attachment 8

Departmont of Interior ONLY

TITLE OF REQUIREMENT: Information Technology Transformation Detailed Planning and Program
Management for Office of the Chisf information Offlcer, Department of the Interior

11 Security Requirements Checkiist for All IT-Related Contracts
{Based on the OCIO Dirsotive, “Information Teshnology Seourdly Requirements for Acguisition®, datedt August 18, 2004)
instructions:

Ity accordance with the referenced Office of the Chief Informiation Officer QCIO Diractive, all Statemnents of
Wk, and Pardormance Work Statement, relating to the acquisition of IT-related services, cortract
employees, orto the acquisition of computer systems hardware or software, must be accompanied by a
completad 1T security Requirsmeants Ghecklist when subritted 10 Acquistiion for procassing.

Fallure in include a properiy signed and approved checkiist with all 1Tvelated acquisitions
document will resuit in the return of the document to the preparer. Without axception, oo action will
be taken. on any Trelsted acquisition unti & properdy signed and approved checkiist is attached to the
acquisiion patkage.

A *propecdy completed ehecklist” will consist of m checkiist that has

» A *Yag® o an “NIA” enfered into evary box that is mot already pradilled with
iy o box imiplies Bt the doocument proparer {or other appropriate reapo:
Included sl required verbiage in the scguisition decumentation forthe specHic | te
“NIA" in & box Implies that the acquisition action doss not invoive the typs of ‘mzmssﬁun
referenced for the heading for that column.

+« Copiss of addifional refarenes documents stiaches (where such documents: are required by the
checkdisl), o be provided 1o the acquisiilon source, OR Inslructions for ascessing the documanis
from a public source such se o websie or offics,

*  Signature and date of the individual completing the checkiist (should be the same person as ﬂw
individual who is submitling the contract request.

Completad IT-Spculty Requirements Chaekiists will become part of the contract tile fm‘ e amqwsﬁmn and
will remain on file, for the ife of the contract.
i you are ordering! ‘
ARYE VIR PR T S Pt this requirement i the Siatement of
LTS Development C}utmumed!“l“ e AR R W e

Hardwaral Maimtenanca of | Bonvicos or Wm‘k oF ﬁeas:mim inthe Performance
Work Statement

‘“MIA‘* &?ﬂ’@eﬂﬁg Wag®

Software | Cusiorn Applications On-site
Support

1. ‘ Yes Background invesiigation. Condractor

: ' employees who will have acoess fo
Depariment of Interior information or will
devedop custom applications are subject {o
background investigations. The levelf

Pagetof 10




Document No. Document Title Page 56 of 64
D11PD40452 IT Transformation Planning .

if you are ordering: .
COTS Bevelopment! Oidscuroed I | Fut this raqaimant E‘n.t‘%‘t& smaﬁt of
Hardwars! Maintenance of Services or ka ”_g_ wag?&int in the Performance
- Software | Custor Applicatins | On-ste Work Statement.
’ Suppart

samplexity of background investigations must |
be the zame as for a Federal employes
hoiding a similar position; DM441, Chapler 3,
‘provides guidance for the appropriate
backgreund investization based on fypes of
zocess. The soliciiation and contract should
state the jevels required for applicable labor
categories or positions.  See “Model
Statemsrt of Work/Performance Work
Statement Language® for Contractor
Personnel Security and Suitability
Requirements at the end of this
ARtachment 2,

There is not cost to the Contractor for
background investipations. Background
investigatione will be parformed by the Ofiice
of Parsonnel Management {OPM] {See
Section N of DIAPR 2008-3 for HSPDW12
Implemaniation: for IT Technology Service
Contracts, for reference o OPHE backgrowsd
investigations requirements).

2, .1 Yes Non-Disclosure Agreement. Contractor

' empioyess who will have access o DOl
information or will develop ougtom
applications must signa non-disclosure
agreement prior fo gaining access. Each
agreement must be tallured tothe contract, A
draft or sample agreement may be included in
golisitaions, Afteraward, the COR will
develop the final agreements. Copies will be
maintained in the contract file.

3. » Yes Training. Corlractor employees muist take
DOI's end-user comptter security awareness
training prior to being granted access to DOI
data or being issued auser account. Traning
miust be renewed annusliy.

Page 2 of 10
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Requirements Checklist for All IT-Related Contracts

i you ars ordering: _
EOTS T Bovelopmanti T Buiseurced TF|  Put this requirement in the Statement of

Hardware/ | Maintenanca of Servicesor | v ‘
Software | Custom Applications On-sits Work Statement
Support

4, Yos Personnel Changes. The contractor must

' notify the COR immadiately when an
emplovee working on 2 DOl system is
reassigned or leaves the confractor's smploy,
| and prior to an unfrendly termination.

5 1 1Y | Contractor Location. Custom software

| development and outsoures operations must
| be located in the united States to the
| madmurm extent practical. if such services
are proposed to be peformed abroad, the
confracior must provide an acceplabie
security plan specifically to addrass mitigation
of the resulting problams. of communication,
wonlrol, data proteciion, and so fodh.
Location within the US may be an evaluation .
factor.

g : 15 Applicable Standerds. Coniractors must
follow the D01 Systerm Deovalopment Life :
{ycle (SDLCY, NIST 5P B00-84, and the DO
SDLC Security Integration Guide. S
Solicitations must include either the complets |
publications or a reference to public faciiites,
such 25 2 owebsite of office, where they may
be sccessed.

7. ' N/A ‘ Asset Valuation. The Contractor must yse
' the DO Asset Valuation Guide for all systsms
fo determine mission impact, data sensifivity,
risk leved, buresu/departmentalinational
criticality, and whether the systemis a Maor
Application, Minor Application, or Gensrat
Bupport System. Solicitations must include
sither the complete publications ora
referance fo public faciities, such as a
website of office, where they may e
acgesssd. :

Page 30fi1n
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IT Security Requirements Checklist for All IT-Related Contracts

if you are ordering:

TTEOTS Development! Outsourced IT | Put this %rgqas&em&nﬁ in the Siﬁi&iﬁﬁﬁt of
Hardware/ | Maintenance of Senices or | York or Constraint in the Performance
Software | Custom Applications On-sile Work Statement

Suppert

&. NiA Property Rights. DOl will own the

' inteilecksal property rights to any soffware
developed on its behalf fo the manimum
extend practical. Generally, FAR 52227414,
Rights in Data-Gereral, and its alternates will
be waed in the conlract. However, deviation
frorn this podicy may be necessary 88
circumstances warant,

8, NA, ' W & V. Software updates must be
independently verified and validated priorto
being moved into protuction. The solicitation
ang confract should be clear as to which party
pariorms this function and is responsible for
susvcisted costs.

10, ' NiA Certification and Accreditation. Major
Aprlications and General Support Systems
resst bre certified and scoredited (U & A) prior

o going into production and re-accredited
gvery three years or whenever there is 2
major change that affects secwrity,. C&A
documents will be provided o the COR In
koth haed copy and electronic {specify} forms.
The contractor must follow NIST $P 800-37,
800-18, 800-3C, 800-60, 800-83, BOO-53A,
Federal Information Processing Standard
{FIPS) 198 and 200, the assosiated DOI
guidestemplates, the DOI Seourity Test &

 Evaluation (ST & B) Guide, and the DO

 Privacy Impact Assessment. Solicitations
must inciude either the complate publications
or @ reference 10 public fadilities, such asa

' webaite of offics, whers they maybe
accessed.

The government will reserve the right to
conduct the ST & E, using either Government

Page 4of 10
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Hyou ars orderdug

COTS Devalopment/ Cutgourced iT P"_‘i ﬁ_ﬁs ?ﬁmﬁfﬁ@‘}m in tﬁa_s:?mmant of
Hardware/ |  Maintenance of Services or Work o Constraint in the Performance
Software | Custom Applications On-glta Work Statement

Support

personnal or an independent condracter.

| The contractor will take appropriate and

fimely action {this can be specfied in he

coriract) to correct or mitigate any :

waaknasses discovered during such festing,
generelly at no additional cost.

The Designated Approving Authority for the:

systern will be the officisl identified in DOI

| Secretarial Order No. 3258,

11, NiA | internet Logon Banner. A Govemment-
approved logon banner must be displayed on
the first page of 2ry public accses weh page.

12. NIA incident Reporting. The contractor must

' seport computer securily incidents affecting
DO diafa or syslervs in accordancs with the
Department of intedor Compudar-incident
Response Guide.

Sulicitations must include either the complete
publications or a reference to public facilitiss,
such as s website of office, whare they may
be accossed,

13 NiA - Quality Control. All software products

: ' purchased from or developad for the NBCby |
& vendor or cortractor must be cedified by the |
provider i he free of maliclus code. The
purchase/work order for such software must
gontain vertiage to the effact that the provider
wili be held dable Tor any damage of loss of
business as a dired! resull of mabyare or
maticious code smbeddad within software
licensed to or developed for the NBC under
the guthority of the purcheselwork order.

1 14. | S TE R | Seif Ascogsment. The confractor must

Page Sof 16
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Security Requirements Checkiist for All IT-Related Contracts

you are ordering:
A % oy , o -t Pit this reguirement in the Statement of
COTS Development/ Chgaonroad §T M . R A
Marchuare! m-mn?:m of S ewi;es or Work or Congtraint In the Performance
Software | Custom Agplications | On-sits Work Statement
s_ﬁpp’aft

sonduct an annual self assessmernt in
accordance with NIST SP 80026 on st MAs,
5888, and outsources applications in
production. Solicitations rmust include either
the complete publications or g reference to
public faciliies, such a3 a website of cffice,
where they may be accessed. Both hard
copy and electronic copies of the assessment
will be provided to the COR.

The government will reserva the right 1o
sondud such an assessment using
Government personnel or another contractor.
The contractor will kake aporopriate and
fimely action {this can be spedified in the
sortact! to corract or mitigate any
wesknesses discovered during such testing,

"| generally at no additional cost.

15, NiA Vilnerability Analysis. Al systerm must be
’ scanned monthly with a viinerability analysis
tool thet is sompeatble with the soliware in use |
by the OCIO atthe tima (specify this inthe
solicitation). All *safe” or “non-destructive”
check mus! be turned on. An electronic copy
of each report and session data will te
provide to the COR.

At Teast annually, il high fsk systems and
sysiems accessible from the internet must be
independently penatration tested. Electronic
and hard copy reports of penetration lest
rasults will be provided to the COR.

‘The government will reserve the rightto
sonduct unannounced and prearranged
independent vuinerability scans using
Government personnel or another contactor.

The contractorwill take approprivte and

Page 6 of 10
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Hardware/
SBoftware

Maintenancs of
Custom Applications

Catesurced T
Serdces or
On-gite
Sugport

But this requirement in the Statement of
Work or Constraint in the Performance
Work Statement

confract) to correct or mitigate any
‘waaknesses discovered during such testing,
generally at no additional cost,

18,

N/A

Logon Banner. Contractor emplovees who
will access Department of Inferior data must
acknowiadge a Government-approve logon
warning prior to gach legon to the sygiem.

N/A,

| draft) or Federal Information Processing
Standard {FIPS) 200 that are appropriste io

Security Controls, Contractors will be
required 10 snsure compliance with the
security sortrol requiremerts of the current
version of NIST 8P 80053 {aven i it is in

fhe sensitivity and criticality of the data or
system. FIPS 108 and the DO Aseet
Valuation Guide will be used to determine
sensitivity and criticality. Solicitations must
include either the complete publications or a
reference to public faciities, such as &
wabsite of office, where they may be
accessed.

41' aﬂ:

WA

Contingency Plan. The contractor will
submit & contingeney plan in accordarnce with
NIST 8P 80034 and DO Conlingency Plan
Guide. Solicitations must include either the
compiete publications or a reference to public
facities. such as a website of office, whemn
they may be accessed, The plan must be
approved by the COR. A copy of the annual
tast resuits will be provide fo the COR,

18,

NiA

Security Configuration. Has the system(s)

heing procured been evaluated i accordance
with appropristes IT soourity policies and

Page Fof 1
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H you are ordering:

Hardwars/ WMaintenance of Sernices or g‘”’:‘( g" ’?Bﬁsﬁim in the Performance
Software | Custom Applicaions | On-sile Viork Statement
Support

TR Bevelopmont Buise—77] Putthis requirement in the Statement of

requirements, i%;ciwﬁm use of common
security configurations miahm fp:m the
NIST's website at hitp:/checldists nistgo

The following shall not be sompleted and signed by the sam individuat.
Chmﬁcﬂst Comploted By:

Frinted Name:  ‘Willam Gomington

Tite: Chisf Tanj';}wutogy Officer
P P

Date: 42512011

Sem&rﬁ Mamr gio

Depariment of he Interor

1848 C Streat MW, Roorn: 7457
Washinglon, DC. 20240

Phone; 2022088184

Email Bemard Mazer@ios.dolgov

apereo

Signature”

Page 8 ofi8
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ey, Security Require

Model Statement of WorkiPerformance Work Statement Langusye
For
Confractor Personnel Security and Suitability Requirements

Performance of this contract requires contractor personnel to have Federal gevernment-issued
parsonst dentification card before being alfowad unsupervised acesss to a DOI (faciity andior
iformation system). The Contracting Officer’s Representative (COR)will be the sponsoring official,
and wili make the arrangements for personal identify verification and card issuance.

At least fwo weeks befors start of contract performance, the Contractor will identify af contractor
and subcontractor personnel who will requite {physical andfor logical) access for performance of
work, under this contract, The Contraclor must make their personnel evailable at the place and time
spacified by the COR I order to initiate soreening anid background investigations. The following
forms, ¢ thelr equivelent, will be used fo iniliate the credentialing process:

=  (OPM Standard Form 85 or 85P
‘o OF 306 ,
s Fingemrint card (iocal procadures may squirs the fngerprinting to done gt a police station;
in this case, any charges are 10 be borns by the contractor)
= Release fo Obtain Credlt Information
= P card application (web-besed)

Contractor employees are required to give, and to authorizs others to give, full, frank, and truthful
answers 1o relevant and material quastions nesded 10 reach a sultabiiity determination. Refusalor
falure to furnish or authortze provision of information may constitute grounds for denial o
revocation of credentials. Government personnel may cortact the confractor personnel baing
geraened or investigated in person, by teleghore or in wriing, and the Contractor agrees o maks
available for such contact. '

Allernativaly, if an incividual has already besn cradantialed by ancther ageney through OFPM, and
that credential has not vet expired, further investinstion may not be necessary. Provide the COR

- with documentation thet support the indhviduals stalus

During performance of the contract, the Contractor will keep the COR apprised of changes in
personnal o ensure that performanca is nol delayed by compliance with credentialing processes.
Cards that have been lost, damaged, orstolen must be reported to the COR and Issuing Office
within 24 hours. Replacemantwill be atthe confractor's expense. If ralssuance of expired
credentials s needed, # will be coordinated through the COR.

Atthe end of contract performance, orwhen 2 cﬂniraétw employes s no longer working under this
contract, the Contracior will snsure that all identification cards are returned tothe COR,
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Before siazﬁng work under this contract, a National Agency Check (NAC) will be conducted fo verfly
the identty of the individual appiying for clearance. Upon successful completion of the NAG .
prmss, sy idandification card will be jssuad and socass granded .

Simutianaously, a NAC with Inquiries (INACH wili be iritisted to detormine the individual's suitabifity
for the position. ¥ the NACI adjudication is favorable, nothing more needs to be done. Hthe
adjudication is urfavorable, the credeniizis will be revoked. In the svent of & disagreement
between the Contractor and the Government concerning the suitability of an individual to perdomm
work under this contradt, DO shadl have the right of fins! deterrmination.

“Tiis reguirement must be incorporated into any subconitracts that require subcontractor personned ‘
to have ragular and routing unsupevised 2c0ess 1o a federally controlied faciity for more han 186

calendar days or any unsupervised acosss to a federally controlied Level 3 or 4 information system.
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