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24.1
Purpose.  The purpose of the Office of the Chief Information Officer (OCIO) is to establish and manage a comprehensive information resource management (IRM) program for the Department of the Interior.  The basic elements of the program include policy, planning, execution, oversight and service delivery.  This includes defining standards, guidelines, metrics, and processes for ensuring compliance.
24.2
Authority.  The primary authorities for the mission and function of the organization include:

A.
Public Law 104-106 Division E - Information Technology Management Reform Act (ITMRA) also known as the “Clinger-Cohen Act of 1996”;

B.
The Government Paperwork Elimination Act;

C.
The Paperwork Reduction Act;

D.
The Federal Records Act (as amended);

E.
The Privacy Act;

F.
The Intelligence Reform and Terrorism Prevention Act (IRTRA);

G.
The E-Government Act (E-GOV); 

H.
The Federal Information Security Management Act (FISMA); and

I.
OMB Memorandum M-09-02, “Information Technology Management Structure and Governance Framework”.
24.3
Functions.  The OCIO is responsible for the following functions:


A.
Ensures the appropriate organizational structure and reporting relationships of IT Executives and Senior Managers.


B.
Oversees the governance, management, and delivery of IT mission and business programs within the Department, and has an effective operative means of meeting this responsibility.


C.
Establishes and periodically revises a position description and at least three performance elements (not including the mandatory department-wide element) that define the major duties and responsibilities for an Assistant Director Information Resources (ADIR) position.


D.
Provides assessments of the ADIR’s performance to the respective bureau heads.



E.
Ensures that IT executives and senior managers in the Department’s bureaus and offices have clear responsibilities and accountability for adhering to the DOI IT policy and direction.


F.
Engages in all bureau and office strategic management activities, including the development, implementation, and maintenance of agency business analytics and operational plans.


G.
Advises the DOI senior leadership on technological and/or budget implications of strategic planning and information resource decisions.


H.
Cooperates with other Federal organizations in the use of information technology to improve the productivity, effectiveness, and efficiency of Federal programs.


I.
Ensures that DOI Enterprise Architecture (EA) products are available for use and reference by both internal and external audiences to promote cross-agency or partner interoperability and information exchange and establishing an EA program that interacts with other organizations to share best practices and identify opportunities for mutually beneficial collaboration.


J.
Participates in the budget formulation, preparation, prioritization and presentation activities, including determining and evaluating IT resource requirements in support of mission execution and program administration and support.


K.
Provides oversight to the Department’s bureaus and offices in the budget execution process, resource allocation, and planning activities for information resources management systems development, operations, and services to ensure that resources are expended efficiently, cost effectively, and in accordance with established Federal and Departmental policies.


L.
Monitors and evaluates the performance of information resource investments through a capital planning and investment control process, and advises heads of bureaus and offices on whether to continue, modify, or terminate a program or project.


M.
Provides oversight of the selection, planning, and review of major IT and IT-related investments and acquisitions, development projects, and contracts or agreements for goods or services, and evaluates and provides approval to proceed at the earliest stage possible prior to initiating procurements or advancing to subsequent phases of system development and/or acquisition.


N.
Establishes policies and procedures for ensuring investment management, risk management, information security, and systems development lifecycle management policy compliance, including periodic review of artifacts and development products for IT investments and activities developed within or for the Department’s bureaus and offices.


O.
Develops and monitors Departmental compliance with the policies, reporting, procedures, and guidance in OMB Circular A-130.  Acting as an ombudsman, the Chief Information Officer considers alleged instances of bureau and office failure to comply with OMB Circular A-130, and recommends or takes appropriate corrective action.
24.4
Organization.  The OCIO is led by the Chief Information Officer (CIO) and the Deputy CIO (DCIO).  The CIO reports to the Secretary and receives operational guidance and support from the Assistant Secretary – Policy, Management and Budget through the Deputy Assistant Secretary – Technology, Information, and Business Services.  The CIO is responsible for providing the vision and leadership in the development and implementation of the DOI-wide IT program.  The CIO leads the Department in planning and implementing enterprise information systems to support both distributed and centralized business operations and achieve more effective and cost beneficial enterprise-wide IT operations.  The OCIO organization (see attached organization chart) is comprised of the following main functional units:


A.
OCIO Business Services (OBS) Division.  The OBS Division reports directly to the CIO and is responsible for assisting the CIO with developing internal policies and standard operating procedures for administrative procedures, acquisition, and financial management.  The OBS is responsible for managing the organization’s operating budget as well as human resources. This includes determining the most efficient and cost effective business service solutions in support of the mission, goals, and objectives of the organization.


B.
Independent Verification and Validation (IV&V).  The IV&V program performs in-depth and unbiased technical analyses of the products, services, and the processes of system development.  The IV&V program alerts the CIO/DCIO when signs of problems begin to emerge so that the corrective actions can be taken.


C.
Deputy Chief Information Officer (DCIO).  The DCIO assists the CIO in carrying out the functions of the office and serves as the alternate senior IT authority in the absence of the CIO or as otherwise delegated.  The Policy, Planning and Coordination and Information Management Services programs report to the CIO through the DCIO.


(1)
Associate Deputy CIO, Customer Relationship, Management, and Performance (CRMP).  The Associate Deputy CIO, CRMP ensures that IRM meets the needs of its customer base and has auditable and quantifiable performance reporting.



(a)
Customer Management Division (CMD).  The CMD works with its mission counterparts to define mission needs, leads opportunities to gain efficiencies and enterprise cost effectiveness, supports the development of architecture, business cases, acquisition, information assurance and infrastructure.  The CMD oversees the establishment of Service Level Agreements (SLAs) and monitoring of ongoing performance against SLAs.  This includes performance monitoring, usage tracking and other metrics that are measured using SLAs.


(2)
Associate Deputy CIO, Service, Planning, and Management (SPM).  The Associate Deputy CIO, SPM is responsible for working with the CRMP to support the planning, investment and implementation of IT solutions that meet mission needs.  This consists of planning and maintaining a governance system, assessing the extent to which the Department has effectively:  defined organizational structures and processes for project governance; defined roles, responsibilities, and expectations among all internal and external stakeholders; implemented a process for review and response to project risk and issues, including escalation to the executive sponsor; developed a process for executive approvals (for example, sign-off on system development life cycle (SDLC) documents) at appropriate project level milestones; and determined the technical feasibility of the IT solution as it relates to project requirements, including emphasis on the concise, complete, consistent, and unambiguous business and technical requirements.



(a)
Policy, Planning, and Architecture Division (PPAD).  The PPAD is responsible for the development and implementation of the DOI IRM Strategic Plan.  The Division is also responsible for leading the Department’s enterprise architecture as well as evaluating its portfolio of information technology systems from concept to implementation for adherence to the architecture.  The Division develops policy and guidelines related to information management and enterprise architecture, including, but not limited to, performance, business, data, resource management, applications, service, and technology components.  The PPAD evaluates information challenges involving information systems, data, and technology as well as business processes and performance impacts.  The focus is on developing improved targets and plans for achieving those targets for IT and non-IT related information management and process improvement initiatives in DOI and in partnership with other agencies or organizations.




(i)
The Division is responsible for assisting the CIO with managing the Department’s portfolio of IT investments and systems from concept through decommissioning, when applicable.  The Division assists the CIO through development of policy and guidelines related to IT, strategic planning, capital planning and investment control, budget preparation, enterprise acquisition and vendor management, and system development life cycle monitoring, including system retirement and close-out.




(ii)
The PPAD interprets Federal policies for programs related to Records Management, Section 508 of the American Disabilities Act and an integrated investment analysis and performance review.  In conjunction with other authorities, the Division has the responsibility for records oversight and review, the adherence to laws, regulations, policies, standards, compliance with judicial rulings and compliance with other authoritative organizations (e.g., National Archives and Records Administration, Office of Management and Budget, General Services Administration) issuing preservation obligations.




(iii)
The integrated investment analysis and performance review service facilitates collaborative decision making among DOI bureaus/offices to resolve common IT challenges and issues.  The OCIO established the iSTAT, a governance process to assist DOI’s OCIO in making investment decisions.  In addition, the iSTAT advises the CIO and DOI IT leadership team of the value and opportunity to share or consolidate IT services, applications, and infrastructure.



(b)
Information Assurance Division (IAD).  The IAD develops and manages the Departmental IT Security and Privacy Program consistent with public laws, Federal regulations, Executive Branch directions, and DOI policies.  The IAD is responsible for assisting the CIO by providing:  Departmental capabilities in IT Security and Privacy Program management; policy, standards and implementation guidelines; Certification and Accreditation (C&A) and FISMA compliance oversight; IT security and privacy awareness, education and training standards and oversight; enterprise-level incident/breach response, handling, and reporting; and enterprise security architecture standards.


(3)
Associate Deputy CIO, Service Delivery (SD).  The Associate Deputy CIO SD is responsible for the delivery of IRM services per the specification articulated by the Service Planning and Management program and customer expectations identified and managed by the Customer Service and Performance Management program.



(a)
Solutions Delivery Division (SDD).  The SDD researches, develops and engineers cost-effective information management services for DOI.  The SDD identifies potential services that can be delivered and analyzes existing services in order to identify improved methods of delivery.  This includes business case development feasibility analysis, market research, directory services, unified messaging, application delivery, engineering collaboration solutions, and web services.  The SDD ensures that services are developed in a manner that is compliant with applicable technical and architectural standards, security requirements, regulations and legislation.



(b)
Infrastructure Services Division (ISD).  The ISD delivers IT services to DOI bureaus and offices through a combination of internal and external service providers.  Service includes end users support systems (workstations, help desk, peripherals), enterprise identity access management, telecommunications support, including the radio and spectrum management program, and data center management.  The ISD ensures that services are delivered within defined SLAs customer satisfaction metrics, DOI policy requirements, the Federal Information Processing Standards, and the guidance specified by the National Institute of Standards and Technology Special Publications.
1/14/11 #3888

Replaces 7/23/01 #3371


