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January 31, 2003 

Memorandum 

To: The Secretary 

From: Earl E. Devaney 
 Inspector General 

Subject: Independent Auditorsô Report on the U.S. Department of the Interiorôs Fiscal 
Year 2002 Annual Report on Performance and Accountability  

 (No. 2003-I-0014) 

 We contracted with KPMG LLP (KPMG), an independent certified public 
accounting firm, to audit the Department of the Interiorôs (DOI) financial statements as of 
September 30, 2002 and for the year then ended. The contract required that KPMG 
conduct its audit in accordance with the Comptroller General of the United States of 
Americaôs Government Auditing Standards, the Office of Management and Budgetôs 
Bulletin 01-02 Audit Requirements for Federal Financial Statements, and the General 
Accounting Office/Presidentôs Council on Integrity and Efficiencyôs Financial Audit 
Manual.

AUDIT RESULTS 

In its audit report dated January 28, 2003, (Attachment 1), KPMG issued an 
unqualified opinion on DOIôs financial statements for fiscal years 2002 and 2001. The 
report also identified 12 internal control weaknesses and 3 instances of noncompliance 
with laws and regulations related to the following areas:

INTERNAL CONTROL WEAKNESSES

 Material Weaknesses 

ü Security and General Controls Over Financial Management Systems 
ü Controls Over Property, Plant, and Equipment  
ü Controls Over Financial Reporting
ü Controls to Reconcile Intra-Governmental Transactions and Balances
ü Controls Over Indian Trust Funds 
ü Financial Processes at the Geological Survey 
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 Reportable Conditions  

ü Controls Over Undelivered Orders and Accruals 
ü Controls for Recording and Disclosing Claims and Assessments  
ü Controls Over Environmental Liabilities 
ü Controls Over Revenue Process 
ü Controls Over Interior Franchise Fund 
ü Reporting on Deferred Maintenance

NONCOMPLIANCE WITH LAWS AND REGULATIONS

ü Debt Collection Improvement Act of 1996 
ü Public Law 104-208 Advances for Interior Franchise Fund
ü Federal Financial Management Improvement Act of 1996

Most of the issues identified by KPMG are longstanding weaknesses that were 
identified in previous years. For the DOI to make meaningful and significant progress in 
correcting these weaknesses, major changes are needed in its financial management 
infrastructure. These changes include (1) developing DOI-wide financial policies that all 
finance and program offices are required to implement, (2) ensuring that DOIôs policy-
setting representatives have the authority to enforce financial policies and that sufficient 
resources are available to monitor compliance with the policies, (3) requiring that 
succession planning be done for financial positions to minimize the impact of turnover, 
and (4) providing periodic training to finance and program representatives to ensure they 
understand and effectively implement Interiorôs financial policies.  DOI indicated general 
concurrence with the findings and recommendations. 

KPMG is responsible for the auditorôs report, dated January 28, 2003.  We 
monitored the progress of the audit at key points, reviewed KPMGôs report and selected 
related working papers, and inquired of its representatives. Our review, as differentiated 
from an audit in accordance with the Government Auditing Standards, was not intended 
to enable us to express, and we do not express, an opinion on DOIôs financial statements, 
conclusions about the effectiveness of internal controls, conclusions on whether DOIôs 
financial management systems substantially complied with the three requirements of the 
Federal Financial Management Improvement Act of 1996, or conclusions on compliance 
with laws and regulations.  We continue to review KPMGôs work as the final information 
is provided to us.  Our review to date has disclosed no instances where KPMG did not 
comply, in all material respects, with the Government Auditing Standards.

MANAGEMENT CHALLENGES 

We identified, in accordance with Public Law 106-531, Reports Consolidation 
Act of 2000, the most serious management challenges facing the DOI.  The challenges, 
which are discussed in detail in "Management Challenges" (Attachment 2), are in the 
following areas:
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ü Financial Management 
ü Information Technology 
ü Health, Safety and Emergency Management 
ü Maintenance of Facilities 
ü Responsibility to Indians and Insular Areas 
ü Resource Protection and Restoration 
ü Revenue Collections 
ü Procurement, Contracts, and Grants 

In accordance with Section 5(a) of the Inspector General Act (5 U.S.C. App. 3), 
we will list this report in our semiannual report to the Congress.  In addition, a copy of 
this report will be provided to the Congress.   

 We appreciate the cooperation and assistance of DOI personnel during the audit.  If 
you have any questions, please contact me at (202) 208-5745. 

Attachments (2) 
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DEPARTMENT OF THE INTERIOR  
TOP MANAGEMENT CHALLENGES

1.  Financial Management 

Department of the Interior (DOI or the Department) financial management does not 
maintain current and accurate financial data during the course of the year.  As a result, the 
Department undertakes a massive effort every year to compile, analyze, and correct its 
financial data in order to prepare accurate financial statements.  DOI must enhance both 
the depth and breadth of its financial management personnel, must improve its policies 
and procedures to ensure consistent accounting practices, and must continue its endeavor 
to secure funding for an updated, integrated financial management system Department-
wide.

DOI has made some progress in correcting financial management weaknesses.  However, 
it has not yet made the major changes needed to address the longstanding weaknesses in 
financial management. 

2. Information Technology 

Many shortcomings in policies, procedures, and controls need to be addressed before 
Information Technology (IT) systems and data at DOI are adequately protected.   
According to the Office of Inspector General (OIG) and General Accounting Office 
(GAO) reports, establishing effective security over information systems remains a 
material weakness in DOI. 

OIGôs September 2002 Executive Summary of the Annual Evaluation of the Security 
Program and Practices Over the Department of the Interiorôs Non-National Security 
Information Systems reported that:  

¶ DOI had not ensured that all IT systems have security plans, empowered 
Chief Information Officers (CIOs) to fulfill all legislative duties and 
responsibilities necessary to effectively carry out the program, issued adequate 
guidance for reporting security incidents, adequately tested and evaluated 
security controls, and effectively trained key personnel.

DOI had not assessed risks and determined the appropriate level of security to adequately 
protect all IT systems.  Further, the bureaus were not able to adequately manage risks for 
systems and supporting operations and assets because they have not yet identified all IT 
systems.

United States Department of the Interior 
OFFICE OF INSPECTOR GENERAL 

Washington, D.C. 20240 

ATTACHMENT 2
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¶ Contractors engaged by the court-appointed Special Master conducted 
penetration tests of DOI networks and systems, finding that some systems that 
had been reconnected to the Internet (on December 6, 2001, a U.S. District 
Court Judge prohibited DOI from connecting to the Internet because Indian 
trust systems and data were not adequately safeguarded), such as those 
operated by the National Business Center and the Geological Survey, 
continued to have security weaknesses. 

According to the October 2002 GAO Report No. GAO-03-225, DOI continues to have 
ñcomputer systems riddled with weaknesses that make them highly vulnerable to 
computer-based attacks and place a broad range of critical operations and assets at risk of 
fraud, misuse, and disruption.ò 

DOI needs to establish a monitoring program to ensure that the data contained in 
electronic information systems is factually based and therefore reliable for use in 
decision-making and historical support.  DOI needs to develop and implement archival 
procedures to ensure that essential physical operating records are preserved and protected 
for retrieval and use.  Such records provide the bases for past scientific conclusions and 
management decisions. 

DOI information technology systems have achieved Level 1 (establishing documented 
security policies and standards) under the five-level framework used by the General 
Accounting Office to assess the security of Federal information technology systems.  By 
fiscal year 2005, DOI plans to conduct a comprehensive information technology 
assessment and implement a security plan that will meet Level 5 requirements.  In 
December 2002, the CIO for DOI was empowered to meet the information system 
management requirements of the Clinger-Cohen Act. 

3.  Health, Safety and Emergency Management 

DOI must protect millions of visitors, hundreds of thousands of employees and 
volunteers, thousands of facilities, and millions of acres of property from both internal 
and external threats.  Risk assessments conducted by the OIG and other entities conclude 
that:

¶ Water and power facilities and national icons remain vulnerable to outside 
threats. 

¶ Visitor safety and security remains inadequate at many DOI parks and other 
facilities.  

¶ Employee safety and security remains inadequate at many DOI facilities.   

¶ The physical isolation of some DOI lands and facilities increases their 
vulnerability to threats and inhibits DOIôs response time. 
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DOI has undertaken steps to address these vulnerabilities, but needs to continue these 
efforts within an aggressive timeframe. 

4. Maintenance of Facilities 

DOI must maintain a large and aging inventory of bridges, dams, schools, buildings, 
irrigation systems, roads, historical buildings, and other structures entrusted to its care.
The deferred maintenance backlog on this inventory was estimated at $12.1 billion.  The 
present decentralized maintenance operations, with their complex funding mechanisms 
and little or no standardized information, processes, or procedures, have contributed to 
this backlog.  We issued a report in December 2001 outlining a comprehensive approach 
to maintenance management within DOI. 

¶ DOI needs to implement a comprehensive maintenance management system 
to effectively plan, prioritize, conduct, and track the condition and 
maintenance of facilities within all bureaus, especially the National Park 
Service.

¶ DOI needs to provide long-term leadership to keep money available to address 
the long-standing issues of deferred maintenance. 

DOI has adopted a computer-based facilities maintenance management system, which it 
tested at multiple locations during fiscal year 2002, and has been assessing the condition 
of facilities, developing a 5-year maintenance plan, and establishing goals to reduce the 
deferred maintenance backlog.  

5. Responsibility to Indians and Insular Areas 

DOI continues to labor to meet its overall trust responsibilities to American Indians, to 
improve Indian Education, and to address long-standing challenges with financial and 
operational management in the Insular Area governments. 

The challenges facing the Department in the trust arena are being addressed under the 
scrutiny of a Federal District Court.   

Low scores on standardized tests, recruitment and retention of qualified teachers, and the 
poor condition of Indian school facilities are issues that plague Indian education.  There 
are 171 Indian schools and 14 dormitories, which serve about 50,000 Indian students in 
23 states.  OIG audits have identified problems in construction and operational planning.  
To improve Indian educational opportunities, DOI has developed programs, such as those 
for early childhood and family literacy, to begin to moderate the influences of economic 
and family conditions on studentsô academic performance.  In addition, Congress 
substantially increased the funds that DOI can use to repair some education facilities and 
replace others.
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Insular area governments experience difficulties in accurately accounting for 
expenditures, collecting taxes and other revenues, controlling the level of expenditures, 
and delivering program services.  Contributing to the long-standing problems is the fact 
that, although each of the Insular Areas has an internal audit organization - known as 
public auditors, these organizations, with few exceptions, lack the staff, resources, or 
independence necessary to provide effective and objective audit coverage of local 
government operations.  

To help address Insular Area challenges, the Secretary upgraded the head of the Office of 
Insular Affairs to the Assistant Secretary level.  DOI also announced that it will allocate 
millions of dollars in discretionary grants among Insular Area governments by assessing
the strength and independence of Insular Area public auditor offices and the 
responsiveness shown to our audit recommendations and DOI and other official inquires.

6. Resource Protection and Restoration 

DOI resource managers face the challenge of safeguarding our natural resources, while 
meeting increasing and often competing demands from users of DOI lands and facilities.  
Major contributors to the challenge of effective resource management include increased 
population, environmental issues, shortages of resources such as water, oil and gas, and 
demands for more recreation areas.   

DOI faces challenges in implementing policy goals for repairing and maintaining 
ecosystems within budget limitations.  Of special concern are wildfires, water allocations, 
a changing land and recreation base, and invasive (non-native) species.

Federal lands account for 30 to 35 percent of energy produced in the United States.  The 
primary challenge is developing energy resources while protecting natural resources, 
including endangered plant and animal species.  

DOI has implemented a fire management plan in coordination with the Forest Service 
and state and local governments.  DOI is working with the State of Florida and local 
governments to implement the Everglades Restoration Program.  The National Invasive 
Species Council, established by DOI in 1999 to combat the threat of invasive species, is 
working to establish Federal and non-Federal task teams to implement the action items of 
the Councilôs 2001 Management Plan.  According to an October 2002 General 
Accounting Office report, however, Federal efforts to control these species, including the 
Councilôs Plan, are stymied by a lack of ñclear long-term outcomes and quantifiable 
measures of performance.ò   

7. Revenue Collections 

Although DOI collects over $9.3 billion in revenues each year, OIG and GAO reports 
have shown that bureaus could enhance revenues collected for royalty payments, 
recreational fees, and costs recovered for services provided.  In 16 reports issued over the 
last five years, OIG identified more than $141 million in lost or potential additional 
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revenues, including $71.7 million of under collected royalties, $17.5 million lost because 
excess lands were not sold, and $6.6 million of unrecovered firefighting costs.  Also, 
since 1998, OIG, MMS, and the Department of Justice have recovered underpaid 
royalties of about $500 million through settlements with energy companies resulting from 
our investigations.

MMS collects the bulk of the revenues realized by the DOI, over $5 billion a year.  Most 
of those revenues have been collected in the form of royalty in value (RIV) payments.  
An OIG evaluation issued in September 2002 concluded that RIV is much more 
susceptible to underreporting that taking royalties in kind (RIK).  Under RIK, royalties 
are received as products (oil/gas) and then marketed by MMS.  In its document, 
ñImplementing Royalty in Kind, Business Processes and support Systems, Road Map to 
the Future,ò MMS outlined a strategy to move from piloting RIK to implementing an 
operational RIK program. 

8. Procurement, Contracts, and Grants

DOI spends substantial resources each year in contracting for goods and services and in 
providing Federal assistance to states and Indian organizations.  Procurement has 
historically been an area subject to fraud and waste government-wide, and managing 
procurement activities is an unending challenge requiring constant attention.  In 
FY 2002, the volume of procurement activity was about $6.9 billion, of which over 
$3.8 billion was provided to states and Indian tribes in grants and other types of Federal 
aid assistance 

DOI has reported on the material inadequacy of BIA's acquisition management 
organization, policies, procedures, and guidelines since FY 1991.  DOI has also reported 
since 1999 that controls over management oversight and accountability in FWS's Federal 
Aid Program have been materially weak because of inadequate management controls and 
lack of a centralized audit follow-up program and guidance governing the administration 
of the Program.  Implementation of corrective actions has not yet been completed.

OIG completed an audit of procurement activities in DOI's integrated charge card 
program.  We found that improper transactions went undetected because DOI had not 
established an effective process to review and validate purchases, sufficiently monitor 
and adjust credit limits, or deactivate ex-employee cards.  The total effect of these 
deficiencies included not only the potential loss of monetary resources, but also the 
potential loss of confidence in the integrity of DOI operations. 


