
In addition , Bank of America is working with the GSA to develop security requirements to 
be included in the GSA Master Contract. The new requirements will ensure that all 
charge card issuers performing under the GSA Master Contract will provide the same 
level of security for all Government charge cardholders. 

Bank of America has undertaken additional activities to protect the personal information 
of its government charge cardholders. These activities include: 

>- Review of all paper reports that are provided to the agencies and 
organizations to ensure that all sensitive cardholder data (such as social 
security number) is truncated where appropriate. 

>- Review of all computer-accessed information to ensure that all sensitive 
cardholder data (such as social security number) is truncated where 
appropriate. 

>- Review of all data transmissions and implementation of encryption 
processes. 

>- Monitoring of government charge card accounts and any consumer 
account that a federal cardholder may have with Bank of America for 
unusual activity and fraud . 

>- Communication of cardholder security features for the government charge 
card via changes in the card carrier packages. 

Relationship Continuity 

Bank of America stands committed to the GSA SmartPay program and our relationships 
with all participating agencies. We actively utilize Voice of Customer information 
throughout our business. Our extension and expansion of assistance and support to 
cardholders is evidence of this process. We will continue to work with our client 
agencies to develop strategies that will provide continued dedicated client service to our 
cardholders. 

Over the last several months, we have met with senior leaders in a number of our client 
agencies. By working directly with these leaders, we are continuing to resolve concerns 
surrounding the lost tapes, while also identifying those elements of the card programs 
that are critical to the success of our client agencies' missions. 

Bank of America will continue to utilize a consultative business approach as we look to 
the future of the government card program. Our commitment is to continue to deliver 
dedicated client service at every level of the Federal Government card relat ionship. We 
thank you for your business and remain committed to providing exemplary service to our 
cl ients and cardholders. 


