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CIO’s Message:  Hord Tipton, Chief Information Officer TC "CIO’s Message:  Hord Tipton, Chief Information Officer" \f C \l "1" 
As a key partner in achieving DOI’s business, I am committed to efficiently and effectively deploying and managing Information Technology (IT) assets and investments while ensuring interoperability and security in a robust IT environment.
[image: image1]
Information Technology each day becomes a more important key component in achieving the Department of the Interior’s success in its four Mission Goals: Resource Protection, Resource Use, Recreation and Serving Communities.  Our IT Strategic Goals are aligned with the Department’s Mission Goals to maximize the innovative and effective use of technology.  Emerging information technologies continue to create new challenges and opportunities for improving our service to Americans while reducing costs.
This year, the Office of the Chief Information Officer worked diligently with offices and bureaus to reach an Enterprise IT approach that makes use of readily available technology, as delineated in this Strategic Plan.  We have established seven IT Strategic Goals and corresponding Focus Areas: Enterprise Architecture,  IT Security, E-Government, IT Capital Planning & Investment Control (CPIC), IT Infrastructure, Information and Records Management, and  IT Workforce Management. 

Interior has strengthened its integration of IT with budget, the Government Performance Results Act (GPRA), and the President’s Management Agenda (PMA).  Our recent accomplishments include effectively utilizing Process Maturity Models to achieve results; enhancing IT Security to protect our systems against future vulnerabilities and threats; and preparing our IT workforce for future requirements.  At the same time, Interior’s Enterprise Architecture Program (ranked #1 across Federal Government) continues to serve as a best-practice model with the implementation of modernization blueprints.  A great deal of work is still underway to work smarter in accomplishing Departmental and PMA goals.  We believe that this IT Strategic Plan will build upon our prior success in providing world-class citizen-centric information products and services. 
Executive Summary
 TC "Executive Summary" \f C \l "1" 
The Department of the Interior’s Information Technology Strategic Plan provides a specific course of action for effectively managing the Information Technology (IT) Program in support of our overall Mission.   Interior’s IT strategy guides IT resources to align with the Departmental business goals and establishes specific IT Strategic Goals with Focus Areas, and performance measures.  This document is
   our roadmap to achieve targeted RESULTS in providing high-speed reliable services,
 meeting customer expectations, and creating savings.
In order to meet the current and future needs of customers, stakeholders and employees, the Department’s exchange and management of information is based on strategic plans that will improve our capacity for delivering mission results.  As a key component in achieving Interior’s Mission success, the current IT structure must be based on strategic plans that incorporate the concepts of electronic government and modern IT Enterprise Architecture. 

Interior’s governance framework embraces the distinct bureau needs and strengths, and serves as the foundation for Interior’s IT strategy.  Our bureaus serve as leaders for a variety of Departmental initiatives; as well as, Managing Partners for the Governmental initiatives Recreation One-Stop and Geospatial One-stop, and Geospatial Line of Business.   Interior has an Enterprise IT approach to align information technology with the Enterprise Architecture (IEA) DOI Enterprise Transition Strategy and its overall framework for integrating business needs and IT.  Our guidance promotes bureau cooperation and the improvement of data sharing capabilities across business lines to achieve results for the President’s Management Agenda (PMA), infrastructure initiatives, and many business initiatives related to the approved modernization blueprints

Interior has identified seven IT Strategic Goals to maximize the innovative and effective use of technology during the migration of its IT portfolio to integrated, Department-wide business processes and technologies.  

 DOI’s Strategic Goals 

Enterprise Architecture (EA): Leverage EA to improve DOI’s mission performance and realize its strategic goals and objectives.
IT Security: Protect the availability, confidentiality and integrity of DOI’s IT resources.
E-Government: Improve the efficiency and effectiveness of DOI business processes.
IT Capital Planning & Investment Control (CPIC): Improve the planning, execution and management of IT investments.
IT Infrastructure: Provide world-class enterprise solutions—improving the quality, accessibility, and sharing information between DOI and its customers
Information and Records Management: Create an effective knowledge sharing environment while meeting information management standards and requirements.
IT Workforce Management: Ensure the availability of IT human capital capable of meeting the goals and DOI mission challenges.
A corresponding Focus Area for each IT Strategic Goal has been identified to measure progress.
Our strategy establishes the usage of process maturity models including those of the Government Accountability Office (GAO), Office of Management and Budget (OMB), National Institute of Standards and Technology (NIST), and the Federal CIO Council.   The long-term goals and performance measures maintain our focus on the bottom line – specific results that we must achieve to be successful in accomplishing our IT Mission.  
Intensive efforts have been underway to standardize IT functions and organizations throughout the Department.  Further standardization along functional areas will enable Interior to create a more mature IT investment management organization. Some examples include:

· Enterprise Services Network (ESN)

· Department-wide Active Directory  (Access Control)

· Enterprise Messaging 

· Enterprise Hardware, Software and IT Services Acquisition  
· Web Consolidation
· Streamlined telecommunications 
· Radio Interoperability and Internet Protocol Convergence
· Emerging Technologies

· Enterprise Integration Services
The Department will continue to implement business and IT initiatives while upgrading information technologies, improving security, and bringing better connections to personnel in the field.  We will establish policies that create consistent practices; and develop teams, tactics, and tools to cut cycle time, reduce friction, and improve communication.  At the same time, we will work to spread best business practices across the Department and advance in the PMA.  These collective approaches to strengthen management across Interior’s integrated strategy will improve performance, reduce inefficiency and duplication, and provide the support needed to achieve our Mission.    

IT Strategic Plan … A Key Component In Achieving Interior’s Mission

Section 1:  Introduction TC "Section 1:  Introduction" \f C \l "1" 
This section introduces key factors that impacted the formation of Interior’s IT Strategic Plan.   This document is designed to support the Department’s overall strategic mission, vision, goals and targeted outcomes previously defined by the Department.  The key factors are being presented prior to the Department’s IT Strategic Goals and Focus Areas.

Purpose TC "Purpose" \f C \l "2"  
The Department of the Interior E-Government Strategy (FY 2004 – FY 2008) set the high-level Vision, Mission and Guiding Principles, and Governance for E-Government.  The Information Technology Strategic Plan builds upon the existing E-Gov Strategy by establishing specific IT Strategic Goals and Focus Areas for FY 2007 through FY 2012. 
This document supports the continuation of Department-wide IT Program compliance with Interior’s Enterprise Architecture (IEA) DOI Enterprise Transition Strategy (dated February 23, 2006) to achieve results for the President’s Management Agenda initiatives, infrastructure initiatives, and many business initiatives related to the approved modernization blueprints.  In support of the Department’s overall strategic mission and management goals, the IT Strategic Plan further drives the migration of Interior’s IT portfolio toward integrated, Department-wide business processes and technologies.  Interior’s IT Strategy is intended to strengthen the Department’s capacity and success in delivering Mission results. 

Scope TC "Scope" \f C \l "2" 
This IT Strategic Plan provides a specific course of action for integrating Interior’s IT strategic planning process with the Presidents Management Agenda (PMA) and the Department’s GPRA Strategic Plan for Fiscal Years 2007 through 2012. 
The IT Strategic Plan is designed to support the Department’s strategic mission and management goals.  It aligns IT with the Department’s major program concerns.  The IT Strategic Goals, and Focus Areas are tied to Enterprise Architecture,  IT Security, E-Government, IT Capital Planning & Investment Control (CPIC), IT Infrastructure, Information and Records Management, and  IT Workforce Management. 

IT Challenges TC "IT Challenges" \f C \l "2" 
There are many challenges that Interior will continue to encounter including new IT mandates, funding, and limited human resources.   Simultaneously, there are rising challenges for enhanced security and safety in support of Homeland Security initiatives; rapid changes in technology; retirement of the “baby boomer” generations and its impact to the IT Workforce; as well as, increased expectations of citizens for innovative and faster IT service applications.

It is vital to make smart investments, integrate architectures, ensure secure IT environments, and provide an adequate IT workforce to meet these challenges.  We are leveraging IT resources through enterprise solutions and increased partnerships. Our ultimate commitment is to improve IT performance and guarantee efficient and effective customer-oriented business operations.  Continuous evaluation of process and technology improvement is incorporated into this IT Strategic Plan in order for Interior to meet its four strategic Mission Goals. 
Legislation and Presidential Directives TC "Legislation and Presidential Directives" \f C \l "2" 
Interior recognizes the need to adapt to changes mandated by the Administration and Congress and has developed an effective IT strategy to address legislation and presidential orders that include the items identified below. Note: Legislation and Presidential Directives are accessible via: http://www.whitehouse.gov/omb/. 
· FY 2002 President’s Management Agenda (PMA)

· E-Government Act of 2002

· Federal Information Security Management Act (FISMA) of 2002
· OMB’s Federal Enterprise Architecture Program
· IT Management Reform Act of 1996 (ITMRA) or Clinger-Cohen Act
· Federal Acquisition Reform Act of 1996 (FARA)
· Government Paperwork Elimination Act 1998 (GPEA)
· Government Management Reform Act of 1994 (GMRA)
· Federal Acquisition Streamlining Act of 1994 (FASA)
· Paperwork Reduction Act of 1995 (PRA)
· Presidential Decision Directive 63 (PDD-63)
· Government Performance and Results Act of 1993 (GPRA)
· Chief Financial Officers Act of 1990 (CFO Act)

· Privacy Act of 1974

· The Freedom of Information Act (FOIA) 

· The Federal Records Act (FRA) 

· Federal Financial Management Improvement Act (FFMFIA)
· Section 508, Rehabilitation Act of 1998 (29 U.S.C. '794d)
· Rehabilitation Act Amendments (Section 508)
· OMB Circulars:
· A-11 Preparation, Submission and Execution of the Budget
· A-130: Management of Federal Information Resources
· A-16: Coordination of Geographic Information and Related Spatial Data Activities
· A-76: “Performance of Commercial Activities.
· Homeland Security Presidential Directive (HSPD-12) 
OMB M-06-02: Improving Public Access to and Dissemination of Government Information Using the Federal Enterprise Architecture (FEA) Data Reference TC "OMB M-06-02: Improving Public Access to and Dissemination of Government Information Using the FEA Data Reference" \f C \l "2" 
On December 16, 2005, the Office of Management and Budget released OMB M-06-02 : Improving Public Access to and Dissemination of Government Information Using the FEA Data Reference Model.   The guidance indicates that “cost-effective and consistent access to and dissemination of government information is essential to promote a more citizen-centered government.” The memorandum identifies procedures to organize and categorize information and make it searchable across agencies to improve public access and dissemination and discusses using the Federal Enterprise Architecture Data Reference Model (DRM).  Agencies must continue to review the performance and results of their information dissemination program. Appendix A provides Interior’s description of its models to assist in dissemination activities and the review process in compliance with OMB M-06-02 requirements.

Section 2:  Strategic Framework TC "Section 2:  Strategic Framework" \f C \l "1" 
This section presents the linkage of the Department of the Interior’s (DOI) GPRA Strategic Plan
FY 2007- 2012 to DOI’s IT Strategic Plan FY 2007 – 2012, and the DOI E-Gov Strategy
FY 2004 – FY 2008.
DOI GPRA Strategic Plan 2007-2012 Framework TC "DOI Strategic Framework" \f C \l "2" 

[image: image3.emf]DOI Strategic Plan -Vision

· Communication, consultation, and cooperation, all 

in the service of conservation and community.

DOI Strategic Plan -Mission

· Protect and manage the Nation’s natural resources 

and cultural heritage

· Provide scientific and other information about those 

resources

· Honor trust responsibilities or special commitments 

to American Indians, Alaska Natives and affiliated 

Island Communities

DOI Strategic Plan – Mission Areas & Outcome Goals

Resource Use

· Manage Or Influence Resource Use to Enhance Public Benefit, 

Promote Responsible Use, and Enhance Optimal Value

· Deliver Water and Generate Hydropower, Consistent with 

Applicable Federal and State Law, in an Environmentally 

Responsible and Cost-Efficient Manner

· Improve the Understanding of Energy and Mineral Resources to 

Promote Responsible Use and Sustain the Nation’s Dynamic 

Economy

Serving Communities

· Protect Lives, Resources, and Property

· Improve Understanding, Prediction, and Monitoring of Natural 

Hazards to Inform Decisions by Civil Authorities and the Public to 

Plan for, Manage, and Mitigate the Effects of Hazard Events on 

People and Property

· Fulfill Indian Fiduciary Trust Responsibilities

· Advance Quality Communities for Tribes and Alaska Natives

· Increase Economic Self-Sufficiency of Insular Areas

Recreation

· Provide for a Quality Recreation Experience, Including Access and 

Enjoyment of Natural and Cultural Resources on DOI-Managed 

and Partnered Lands and Waters

· Provide for and Receive Fair Value in Recreation

Resource Protection

· Improve Health of Watersheds, Landscapes, Biological 

Communities, and Marine Resources that are DOI-Managed or 

Influenced in a Manner Consistent with Obligations Regarding the 

Allocation and Use of Water

· Sustain Biological Communities on DOI-Managed and Influenced 

Lands and Waters in a Manner Consistent with Obligations 

Regarding the Allocation and Use of Water

· Protect Cultural and Natural Heritage Resources

· Improve Understanding of National Ecosystems and Resources 

through Integrated Interdisciplinary Assessment  

Key Business Principles: 

Accountability Modernization/Integration


DOI  E-Government Strategy FY 2004 – FY 2008: Mission, Vision, and Guiding Principles TC "E-Government Strategy FY 2004 – FY 2008: Mission, Vision, and Guiding Principles" \f C \l "2" 
The E-Government Strategy FY 2004 – FY 2008 presented goals that are aligned with the DOI Strategic Plan Mission Area and Outcome goals.  Additionally, it created a framework to guide and categorize efforts and objectives; as well as, a governance model which described the processes by which Interior will manage E-Government.

[image: image4.emf]Guiding Principles

(P. 19, “Interior E-Government Strategy 12/03)

1. Citizen-focused

2. Business-focused

3. Transformational

4. Partnership-based

5. Efficient

6. Integrated

7. Results-Oriented

8. Secure

9. Private

10. Transparent

DOI E-Government Mission

E-Government at the Department of the Interior enhances service for citizens and increases efficiency by using 

technology to improve business processes.

DOI E-Government Vision

Technology for citizen-centered, integrated, secure services.

1: Resource Protection

· 1.1 Improve the Health of 

Watersheds, Landscapes, and 

Marine Resources

· 1.2 Sustain Biological 

Communities

· 1.3 Protect Cultural and Natural 

Heritage Resources

2: Resource Use

· 2.1 Manage Resource Use

· 2.2 Deliver Water and 

Generate Hydropower

4: Serving Communities

· 4.1 Protect Lives, Resources and 

Property

· 4.2 Advance Knowledge Through 

Scientific Leadership

· 4.3 Fulfill Indian Fiduciary Trust 

Responsibilities

· 4.4 Quality Communities for Tribes 

and Alaska Natives

· 4.5 Increase the Economic Self-

Sufficiency of Insular Areas

5: Management Support

· 5.1 Strategic Human Capital

· 5.2 Financial Management

· 5.3 Physical Assets and Fleet 

Management

· 5.4 Performance Measurement and 

Decision-Making

· 5.5 Information Management and 

Workflow

· 5.6 Geospatial Information 

Management

6: Organizational E-Government 

Capabilities

· 6.1 Governance and Program 

Management

· 6.2 Web Presence

· 6.3 Privacy and Security

· 6.4 Technical Infrastructure

E-Government Goals

3: Recreation

· 3.1 Provide for a Quality Recreation 

Experience

· 3.2 Provide for Fair Value



DOI IT Strategic Plan FY 2007 -2012: IT Mission, Vision, 
and IT Strategic Principles TC "Interior’s IT Strategic Plan: IT Mission, Vision, and IT Strategic Principles" \f C \l "2" 
Interior’s IT Strategic Plan builds on the E-Government Strategy by providing more specific IT-related goals which drive Interior’s E-Government implementation.

IT Mission: To provide world class, citizen-centric information products and services.

[image: image21.wmf]
IT Vision: The vision of the Department of the Interior is to apply a world-class, best-in-practice, integrated approach to providing technology products and services in support of Interior’s lines of business and customers.  
IT Strategic Principles

The following Strategic Principles provide the framework for delivering our IT Mission

· Alignment: DOI’s strategic mission and management goals will be supported by aligning IT with the Department’s major program areas.

· Enterprise Approach: To maximize effective use of technology, Interior will migrate to integrated, Department-wide business processes and technologies.

· Teamwork: Bureaus will serve as leaders, or managing partners, for a variety of Departmental IT initiatives.  This approach embraces distinct bureau needs, strengths and best practices.
· Process Maturity: Continuous improvement in IT processes will be achieved by following appropriate published process maturity models (e.g. GAO IT Investment Management Maturity Model).

· Measurable: Achievement of strategic goals will be measurable and reported regularly.
· Support for Mandates: IT strategic goals will address legislative, regulatory and administrative mandates such as FISMA, OMB A-130, HSPD-12, etc. 

IT Strategic Goals


[image: image5.emf]DOI IT 

Strategic 

Goals

Goal 1: Enterprise 

Architecture

Leverage EA to improve DOI’s 

mission performance and 

realize its strategic goals and 

objectives

Goal 2: IT 

Security

Protect the availability, 

confidentiality, and 

integrity of Interior’s

 IT resources

Goal 3: E-

Government

Improve the efficiency 

and effectiveness of DOI 

business processes

Goal 4: IT 

Capital Planning

Improve the planning, 

execution, and management 

of IT investments

Goal 5: IT 

Infrastructure

Provide world-class enterprise 

operations – improving the 

quality, accessibility, and 

sharing of data between DOI 

and its customers

Goal 6: Information 

& Records Management

Create an effective knowledge-

sharing environment, 

safeguarding records, privacy, and 

accessibility

Goal 7: IT 

Workforce 

Management

Ensure the availability of IT 

human capital capable of 

meeting the goals and DOI 

mission challenges


Interior’s IT Strategic Goals directly link to the goals indicated in OMB’s A-130 Maturity Assessment Tracking to provide for more effectively managing the achievement of the vision. The diagram below illustrates how these goals map to process areas defined by OMB Circular 
A-130.
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Architecture

Human Capital

Enterprise 

Architecture

Data 

Management

Information 

Security

Investment 

Management 

Budget & 

Planning

IT Management

(A-130)

Maturity 

Assessment

Hardware 

Software & IT 

Services 

Acquisition

Operation And 

Maintenance

Software 

Development

IT Records 

Management

GOAL 2: IT Security

GOAL 3: E-Government

GOAL 4: IT Capital 

Planning

GOAL 5: IT 

Infrastructure

GOAL 6: Information & 

Recods Management

GOAL 7: IT Workforce 

Management

Linking of IT Strategic Goals to A -130 Maturity Assessment Tracking



Section 3:  Using Process Maturity Models for Managing Results TC "Section 3:  Using Process Maturity Models for Managing Results" \f C \l "1" 
This section provides a framework for identifying best practices, and measuring progress in achieving IT
strategic goals.  Process models typically define five stages of maturity with attributes as illustrated
below.  A Process Maturity Model is provided for each IT Strategic Goal and its Focus Area.
Process Maturity Models TC "Process Maturity Models" \f C \l "2"  

Maturity for IT Strategic Goals will be measured using a process maturity model that is specific to meeting the requirements of that goal.  The Capability Maturity Model (CMM) illustrated below describes an evolutionary improvement path from an ad-hoc, immature process to a mature, disciplined process.   A comparable model will be used to define specific goals and to measure progress for each IT Strategic Goal.
  The Capability Maturity Model (CMM)


[image: image7]
* The Capability Maturity Model (CMM) was developed by the Software Engineering Institute at Carnegie-Mellon University.
Section 4:  IT Strategic Goals and Focus Areas TC "Section 4:  IT Strategic Goals and Focus Areas" \f C \l "1" 
In order to more effectively manage the achievement of the IT Vision, an IT Strategic Focus Area has been directly aligned with each IT Strategic Goal.  Focus Areas provide key information, the Long Term
Strategic Goal, the Process Maturity Model to MEASURE progress, and Outcome Goals.
Focus Area 1: Enterprise Architecture (EA)
The Interior Enterprise Architecture (IEA) Program aligns IT with the Department’s major program concerns, including Trust management, Facilities and Maintenance, and Financial Management.  The IEA Program has led the development and implementation of modernization blueprints that are aimed at improving processes and information sharing; reducing redundant IT systems; and serving as a key enabler of business transformation.  Interior’s mission performance is being improved with effective alignment of the underlying IT investment portfolio.   

This IT Strategic Plan supports the Department’s IT Program’s continued adherence to the DOI Transition Strategy for closing the gap between Interior’s current or “as-is” architecture and its conceptual target architecture.  In support of the PMA, the IEA has developed a detailed Interior Enterprise Transition Plan (ETP) to highlight DOI’s existing and planned projects that are affecting changes; integration with the Federal E-Government initiatives; technology infrastructure modernization initiatives; and recurring cycles that influence and support the IEA. 
Long Term Strategic Goal
The goal of Enterprise Architecture (EA) is to improve DOI’s mission performance and realize its strategic goals and objectives.  EA seeks to achieve this goal by:

· Providing strategic business and architecture consulting services to program areas

· Improving the connection between stakeholders and investments

· Streamlining the processes and business rules in the program areas

· Minimizing system redundancies

· Improving data integration and data sharing

· Increasing the re-use of IT assets 

· Reducing the Total Cost of Ownership of Interior’s IT Portfolio. 
Interior’s integrated approach to EA reduces redundancies that result from separate Department and bureau-level approaches.  To ensure the result is comprehensive, bureaus will concentrate their architecture efforts on strategically significant and bureau-unique business areas outside the common business areas being defined at the Departmental level.  The end outcome for this process is to identify opportunities for integration, to eliminate or reduce redundancies, and to more effectively apply resources. 

Interior has established the Methodology for Business Transformation (MBT) that is used to develop “Modernization Blueprints”.  The methodology and resulting blueprints provide for the analysis of business processes and information systems that support a program or mission area.  The blueprint identifies opportunities for improving mission performance and internal efficiencies and allows for the development of action plans for implementing these opportunities for improvement.  
Methodology for Business Transformation (MBT)
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A fundamental component supporting EA activities at DOI is the Department Enterprise Architecture Repository (DEAR).  This system is used to maintain the official inventory of all systems across the Department and Bureaus in support of modernization efforts.  This system also supports the DOI architects in their analysis of program areas as they leverage the MBT to work with program resources in the development of the Modernization Blueprints.
Process Maturity Model
OMB’s Enterprise Architecture (EA) Maturity Framework v2.0 is used to measure Interior’s progress in this strategic goal.
[image: image9.png]Optimized: EA processes continuously drive business
improvement within the agency. Demonstrable
improvements in efficiency, cost savings and service quality.

Results-Oriented: EA processes are measured for
effectiveness against a set of established performance
criteria.

Utilized: EA Processes and products are documented,
understood, and are being used in at least some agency
decision-making activities.

Managed: EA processes are planned and managed, and
artifacts are complete at least at a high level of definition

Initial: Informal and ad-hoc EA processes. Practices and
artifacts exist but may be incomplete and/or inconsistent

Undefined: No evidence presented





Each Agency receives an average score in three capability areas:  EA Completion, Use, and Results.  The average is calculated by summing the score for all criterion within that capability area and then dividing by the number or criteria. Scores are rounded up to the nearest tenth.  The results of the annual assessment process will be reflected in the Status score for E-Government within the President’s Management Agenda.  Agencies receive an overall score of Green for EA if the capability area score is equal to or greater than 3 in both the “Completion” and

“Use” capability areas OR a score equal to 3 or greater in the “Results” capability area.

FY07 Outcome Goals

· Achieve a minimum score of 4.0 out of 5.0 on the OMB EA Maturity Framework v2.0

· Implement a Business Intelligence service that delivers integrated information to multiple planning and decision making audiences.

· Construct and deliver the MBT v1.5 and provide training on the changes to the Bureaus

· Complete the development of Modernization Blueprints for the following program areas:

· Geospatial Services

· Management Planning and National Environmental Policy Act (NEPA)
· Water Resource Management

· Indian Trust

· Initiate the development of new Modernization Blueprints based on prioritization actions by the E-Government Team

· Release updated version of the Interior Technical Reference Model (TRM) in order to meet DOI’s technology and service needs

· Support the E-Government Team’s monitoring of Modernization Blueprints being implemented in the following program areas:

· Recreation

· Wildland Fire

· Law Enforcement

· Human Resources

· Financial Management

FY08 – FY12 Outcome Goals

· All EA models will be kept current and compliant with the FEA

· Achieve a minimum score of 4.5 out of 5.0 on the OMB EA Maturity Framework v2.0

· Extend the Business Intelligence service to integrate information from Enterprise Architecture, Information Security, Capital Planning, Strategic Planning, Program Management Office, and Workforce Planning.

· Initiate the development of new Modernization Blueprints based on prioritization actions by the E-Government Team

· Support the E-Government Team’s monitoring of Modernization Blueprints being implemented in the following program areas:

· Recreation

· Wildland Fire

· Law Enforcement

· Human Resources

· Financial Management

· Geospatial Services

· Management Planning and NEPA

· Water Resource Management

· Indian Trust

· Additional Blueprints that have been prioritized for study by the e-Government Team

· Retire at least 50% of redundant systems identified in Modernization Blueprints
· Synchronize EA activities with those of Information Security, Capital Planning, Strategic Planning, Program Management Office, and Workforce Planning functions within DOI.
Focus Area 2: IT Security TC "Focus Area 2: IT Security" \f C \l "2" 
Interior is committed to continuing improvements in its IT security program, and to complying with OMB Circular A-130, Appendix III security requirements.  Interior has numerous systems to support over 50 business lines.  This complexity makes security and IT management a very challenging undertaking, and underscores the need for further standardization.  

Long Term Strategic Goal

The goal of Information Security is to protect the availability, confidentiality and integrity of DOI information technology resources.  This goal is met primarily by meeting the requirements specified in OMB Circular A-130, the Federal Information Security Management Act (FISMA) and various U.S. Commerce Department’s National Institute of Standards and Technology (NIST) publications.  The Interior IT Security Program uses a risk-based, cost-effective approach to secure information and systems, identify and resolve current IT security weaknesses and risks, and protect against future vulnerabilities and threats.

As shown in the table below, NIST has defined 17 areas that must be addressed as part of a world-class Information Security program.  These 17 elements must be addressed in order to achieve the long term strategic goal for this focus area.
NIST Security Program Elements
	1. Risk Management

2. Review of Security Controls

3. Life Cycle

4. Authorize Processing (Certification & Accreditation)

5. System Security Plan

6. Personnel Security

7. Physical and Environmental Protection

8. Production, Input/Output Controls

9. Contingency Planning
	10. Hardware and System Software Maintenance

11. Data Integrity

12. Documentation

13. Security Awareness, Training, and Education

14. Incident Response Capability

15. Identification and Authentication

16. Logical Access Controls

17. Audit Trails


The Certification & Accreditation (C & A) process is a key component of the security program as it consolidates many of the 17 program elements on a system by system basis.  Interior has defined a process for completing C & A activities that is used across the Department and Bureaus.
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Process Maturity Model

The Federal IT Security Assessment Framework developed by NIST is used to measure Interior’s progress in this strategic focus area.

Federal IT Security Assessment Framework
	Level 1
	Documented Policy

	Level 2
	Documented Procedures

	Level 3
	Implemented Procedures and Controls

	Level 4
	Tested and Reviewed Procedures and Controls

	Level 5
	Fully Integrated Procedures and Controls


FY07 Outcome Goals

· Mature the existing policy, procedure and guidance capability to ensure the foundation of the DOI cyber security program

· Mature the existing risk management and compliance programs with regular vulnerability scanning and penetration testing as the key component of the Departments continuous monitoring efforts

· Establish a mature centralized Incident Response Capability to ensure the proactive and reactive protection of DOI IT infrastructure and data

· Complete C&A for at least 100% of the systems in the DOI inventory

· Complete IT Security Awareness training for at least 95% of DOI employees and contractors

· Enhance security controls and procedures for the protection of privacy data and other sensitive data for mobile computing devices, internal databases and applications, and remote access solutions

· Establish a mature IT security awareness, training and education program

· Achieve a score of at least 3.5 out of 5.0 on the Federal IT Security Assessment Framework

FY08 –FY12 Outcome Goals

· Measure and improve the existing policy, procedure and guidance capability to ensure the foundation of the DOI cyber security program

· Measure and improve the existing risk management and compliance programs with regular vulnerability scanning and penetration testing as the key component of the Departments continuous monitoring efforts

· Measure and improve centralized Incident Response Capability to ensure the proactive and reactive protection of DOI IT infrastructure and data

· Measure and improve security controls and procedures for the protection of privacy data and other sensitive data for mobile computing devices, internal databases and applications, and remote access solutions

· Measure and maintain C&A for at least 100% of the systems in the DOI inventory

· Measure and improve the Security Awareness, Training and Education Program to ensure at least 95% of DOI employees and contractors have an increase level of awareness and experience commensurate to their areas of responsibility

· Achieve a score of at least 4.5 out of 5.0 on the Federal IT Security Assessment Framework.

Focus Area 3: E-Government TC "Focus Area 3: E-Government" \f C \l "2" 
Interior’s serves as the Managing Partner for two of OMB’s original PMA E-Government Initiatives:
Geospatial One-Stop:  Provides government agencies with a single access point to map-related data and promotes coordination of geospatial data collection and maintenance among all levels of government.
Recreation One-Stop:  Provides citizens a user-friendly single access point to information about recreational opportunities at thousands of federal, state, and local parks, museums, and historical landmarks nationwide.
Those accomplishments are just a prologue; however, for the Department’s plans for the years ahead.  Interior will leverage the success of Geospatial One-Stop through a Geospatial Line of Business, which address the various methods to provide mapping services and data across all levels of government.  Interior’s leadership will serve the Nation’s interests, and meet the core missions of Federal agencies and their state and local partners, through the effective and efficient application of geospatial data and services.  Interior will continue to streamline internal processes by using technology to improve our human resources management and financial services, and extend these improvements to other agencies through the Human Resources and the Financial Management Lines of Business.
Long Term Strategic Goal

The goal of E-Government is to improve the efficiency and effectiveness of DOI business processes.  E-Government technology will enable us to do our jobs better.  We have mapped Departmental mission needs as detailed in this Strategic Plan, and continue to look for opportunities for E-Government investment.  Building on constituent input, we prioritize those opportunities based on Department-wide portfolio analysis.  We will promote E-Government and OMB Lines of Business (LoB) projects in EA, Information Systems Security (DHS),  Budget Formulation and Execution (TBD), and IT infrastructure (GSA); redirect projects already underway to more effectively support mission accomplishment; and identify existing systems that should be re-tooled to support E-Government.
This goal is directly supported by several of the other goals, such as EA, IT Security and Enterprise Operations.  The Department of Interior E-Government Strategic Plan (FY 2004 - FY 2008) provides a comprehensive description of the high-level vision, mission and guiding principles for E-Government at Interior, as previously illustrated.  

E-GOVERNMENT INITIATIVES


[image: image11]
E-Government initiatives cut across multiple Federal agencies and address opportunities to provide services in the areas of Government to Citizen, Government to Business, Government to Government and Internal Effectiveness.  Current initiatives in each of these areas are summarized in the diagram above.  This document is primarily focused on the component of the IT Strategic Plan related to OCIO program areas and supports Departmental IT Program compliance with IEA Strategy and Interior’s Enterprise Transition Plan for integrating business needs and IT.
The President’s Management Agenda (PMA) TC "The President’s Management Agenda" \f C \l "3" 
Released by the OMB in August 2001, the President’s Management Agenda (PMA) identified five mutually reinforcing initiatives, each addressing a key element in management performance with a significant opportunity for improvement: Strategic Management of Human Capital; Competitive Sourcing; Improved Financial Performance; Expanded Electronic Government, and Budget and Performance Integration. 
Expanded Electronic Government:  This PMA initiative launched to make better use of Federal Government information technology (IT) investments, improve the accessibility of information and services, and reduce response time to citizens. The vision for e-Government involves citizens and businesses easily obtaining services and interacting with the Federal Government while improving overall efficiency and effectiveness. (See Appendix B – 2007 PMA Standards for Success)  Interior’s IT Strategic goals are aligned with PMA E-Government performance measures.  

Process Maturity Model

This aggressive strategy focuses on managing areas of weakness across the government, and making improvements where the most progress can be achieved.  Each Federal agency’s PMA performance is scored quarterly by OMB with its Stoplight Scoring System.  The PMA Scorecard employs a simple grading system common today in well-run businesses: Green for success, [image: image12.png]P )]ty



 for mixed results, and Red for unsatisfactory.  One of the factors included in the scorecard is the Enterprise Architecture maturity score discussed in Focus Area 1. 

FY07 – Outcome Goals

· Act as the Managing Partner for two of the PMA E-Government initiatives:

· Recreation One-Stop

· Geospatial One-Stop
· Act as the Managing Partner for Geospatial Line of Business
· Act as the Service Provider for three of the PMA  Lines of Business:

· Human Resources Line of Business 

· Financial Management Line of Business

· Geospatial Line of Business

FY08 –FY 12 Outcome Goals

· Continue to act as the Managing Partner for two of the Presidents E-Government initiatives:

· Recreation One-Stop

· Geospatial One-Stop
· Continue to act as the Managing Partner for Geospatial Line of Business
· Act as the Service Provider for three of the PMA Lines of Business:

· Human Resources Line of Business 

· Financial Management Line of Business

Geospatial Line of Business

Focus Area 4: IT Capital Planning & Investment Control

 (CPIC) Process TC "Focus Area 4: IT Capital Planning & Investment Control" \f C \l "2"  

Long Term Strategic Goal

The goal of Capital Planning is to improve the planning, execution and management of IT investments.  The overall process for Capital Planning is defined in the Department of the Interior Capital Planning and Investment Control Guide.  The process defined in this guide is a circular flow through five sequential phases.  These phases are represented in the diagram below.

DOI Capital Planning Investment Control (CPIC) Process
[image: image13.png]forthe





Activities supporting the Capital Planning Focus Area are closely tied to activities in the Enterprise Architecture Focus Area.  Capital Planning defines a process for reviewing, approving and monitoring investments.  Enterprise Architecture ensures that the investments being made are not redundant and that they support mission goals.

Investment Review Board (IRB):  IT Portfolio Decision-Making TC "Investment Review Board (IRB):  IT Portfolio Decision-Making" \f C \l "3" 
Departmental Investment Review Board (IRB): Collaborative E-Government and IT Governance within the Department (See Appendix C)
At quarterly points during the ongoing CPIC portfolio management process, the Departmental IRB reviews the status of ongoing projects to make portfolio management decisions.  This year, the IRB adopted Management Objectives and Business Priorities criteria identified below to make “smarter” recommendations on the viability and prioritization of proposed initiatives; prevent duplicate investments; and leverage shared solutions, where appropriate. 

Management Objectives - Criteria to evaluate investments in the CPIC Process.

· Implement legal and judicial mandates

· Respond to internal and executive mandates

· Obtain positive return on investments

· Improve performance (showing links to DOI Strategic Plan and bureau performance goals, avoiding duplication, managing risk, improving efficiency, achieving specific objectives) 

Business Priorities - The second tier of management guidance for portfolio decisions

· Enterprise projects

· Projects on schedule, within costs, meeting expectations (evaluated through control reviews)

· Projects that are consistent with blueprints

· Management objectives and business priorities provide general guidance.  E-Gov team managers weigh these factors in addition to other considerations in making investment recommendations.
Process Maturity Model

Progress in the Capital Planning focus area is tracked using the GAO IT Investment Management (ITIM) Framework.
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FY07 Outcome Goals

· Achieve Level 2 of the GAO ITIM Maturity Model and implement 70 percent of the key practices required for  Level 3
· 95% of IT investments will be within 10% of the goals established in the cost, schedule, and performance baseline
· 100% of IT investments will be reviewed and approved through the CPIC process
FY08 –FY 12 Outcome Goals

· Achieve Level 3 of the GAO ITIM Maturity Model (FY08)

· Achieve Level 4 of the GAO ITIM Maturity Model (FY10)
· Achieve Level 5 of the GAO ITIM Maturity Model  (FY12)
· Synchronize Capital Planning activities with those of Enterprise Architecture and Information Security
Focus Area 5: IT Infrastructure TC "Focus Area 5: IT Infrastructure" \f C \l "2" 
An essential component for attaining the desired level of maturity is standardizing operational capabilities, such as through the Enterprise Services Network (ESN), and wireless communications.  The ESN provides a modern infrastructure to integrate network capabilities within the Department.  The ESN serves as a platform for continued standardization, and provides the capability to measure overall service levels and maturity improvement.  Interior will move toward infrastructure lifecycle planning, and factoring replacement costs into annual budgets as a continuing cost of doing business.  

In order to reduce liabilities and improve services related to wireless communication, Interior will focus on improving land mobile radio interoperability, and partnering with States to expand coverage for emergency first responders and other Federal users.  Interior will work to combine IT and Facilities Management capital planning processes to leverage economies of scale in the rehabilitation of government radio sites as well as make use of state-wide radio trunk systems.

Long Term Strategic Goal

The goal of this focus area is to provide world-class enterprise operations—improving the quality, accessibility, and sharing of data between DOI and its customers.  The architecture and management of the current DOI network is fragmented and decentralized.  The overall goal of this focus area is to consolidate operations for a variety of technology infrastructure components in order to provide improved levels of service and security with an overall reduction in operational costs.

Work on the following initiatives was performed in 2006 that serves as cornerstones to further consolidation efforts.

· Enterprise Services Network (ESN): to create a single wide-area network (WAN) supporting the Department and all Bureaus

· Enterprise Active Directory (EAD): to provide a single authoritative user directory for controlling access to IT systems and services

The following initiatives have been identified as candidates for consolidation into DOI-wide Enterprise Operations:
· Enterprise Messaging Services (EMS): to provide electronic mail and messaging services

· Service Desk Consolidation: to consolidate multiple help desk operations across the Department and Bureaus into an enterprise service desk operation. 

· Enterprise IT asset management.

· Desktop and Local Area Networks: to consolidate and standardize management of enterprises services down to the desktop.
· Web Server Consolidation: to consolidate web server infrastructure across the Department and Bureaus.
· Enterprise Radio Services: to provide a world-class level of service for all radio users (especially law enforcement and fire) both internally and externally to DOI

· Wireless Communications: to provide for consolidated delivery of wireless services to the Department and Bureaus.

Operations Performance Analysis will be applied to activities in this area.  The analysis will identify opportunities for improvement.  This approach will allow DOI to provide continuous improvement in operations performance.
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* ITIL was produced by the UK Office of Government Commerce. 
Process Maturity Model

The Information Technology Infrastructure Library (ITIL) is used to track progress in this strategic area and is intended to assist organizations to provide quality IT service in the face of budgetary constraints, skill shortages, system complexity, rapid change, current and future user requirements and growing User expectations 
FY07 Outcome Goals
· ESN

· Transition ESN to steady state operations and provide greater than 90% proactive problem reporting. Improve mean time to repair from 4 hours to 2 hours.    

· Continue ESN optimization projects to improve services. Achieve a round trip delay of less than 100 milliseconds for VBNS+ connected circuits.  

· Mature security process.

· Ensure ESN is available for users at least 99.5% of the time.

· Complete initial operating capability for the ESN test lab.

· Active Directory

· Consolidate Domain Name Services for the ESN.

· Migrate all Bureaus to the Enterprise Active Directory

· Enterprise Infrastructure

· Establish standards for Enterprise Asset Management in conformance with the ITIL model.

· Radio Program

· Complete MOUs with Wyoming and Montana.  Initiate MOUs with at least 4 additional states.

· Complete MOU with NIST to perform P.25 compliance testing for the Federal Government.

· Establish initial operating capability of the Radio Technical Services Center.

· Expand radio capital planning to include operations and maintenance, life cycle planning, and project planning.

· Establish initial Architecture for Radio and wireless including Radio over IP.

· Telecommunications:

· Complete transition of the Commercial Wireless Services contract.

· Establish DOI Networx Transition Team to plan and implement migration processes. 

FY08 –FY 12 Outcome Goals

· ESN

· Complete the transition of ESN to the GSA Networx contract.

· Migrate core ESN to IPv6 

· Ensure ESN is available for users at least 99.1% of the time.

· Complete full operational capability for ESN test lab.

· Infrastructure Management:

· Complete the migration of desktop, LAN, Data Centers and Helpdesks to Enterprise Services.

· Complete the Enterprise Asset Management fully integrated to ITIL service management. 

· Establish the EMS to provide e-mail and messaging services 

· Active Directory:

· Complete the full implementation of standards for AD.

· Complete the migration of all AD domain controllers to Enterprise Management. 
· Radio Program:

· Complete the Full Operational Capability for the Radio Technical Services Center.

· Complete the MOUs with states that provide compatible interoperable architectures.

· Complete the Radio and wireless Architecture.

· Complete the blueprints for Fire, Law Enforcement and administrative radio use.

· Complete the migration of bureau radio networks to enterprise services.

· Telecommunications

· Complete transition of telecommunications services to GSA Networx.

Focus Area 6: Information and Records Management TC "Focus Area 6: Information and Records Management" \f C \l "2" 
DOI recognizes the importance of sound information and records management practices and has developed goals to drive improvements in support of the Information Management areas which include:   Records Management, Privacy, Section 508, Information Quality, Web Management and the Freedom of Information Act.
Long Term Strategic Goal

The goal of Information and Records Management is to provide the information needed to make thoughtful decisions, to inform our stakeholders and provide appropriate public access, and to protect sensitive information from inappropriate release.   
 
Information and Records Management must support the Interior workforce in managing an ever-increasing volume of information and provide for the retention of institutional knowledge despite a growing numbers of retirees from Federal service.  Information and Records Management that follows statutory and required standards is keystone for ensuring an effective and responsible knowledge sharing environment and assurances to E-Government customers that the Department is serious about its role of steward of their information.
Process Maturity Model
The maturity model shown below is used to track progress in this focus area.  
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* This maturity model was based on the CMM developed by the Software Engineering Institute at Carnegie-Mellon University.
FY07 Outcome Goals

· Develop a consistent records management policy in all Bureaus and Offices 
· Implement the Department's FOIA Improvement Plan which is designed to improve the overall effectiveness and efficiency of the FOIA program as well as customer service. 
· Continue to meet the E-Government Scorecard requirements for “Maintaining Green”:   
· Demonstrated for 90% of applicable systems a Privacy Impact Assessment has been conducted and publicly posted; and 
· Demonstrated for 90% of systems with personally identifiable information a system of records has been developed and published.  
· Assist in development, maintenance, and facilitation of a sound and integrated  web-related information technology architecture for the Department of the Interior - improve the quality of the Office of the Secretary Intranet and Internet web sites by 25%
· Assist in development, maintenance, and facilitation of a sound and integrated  web-related information technology architecture for the Department of the Interior - conduct DOI web standards compliance reviews on DOI web sites
· Ensure compliance with Federal laws for training - conduct web management training events to increase the visibility of the Departmental web standards  
FY08 –FY 12 Outcome Goals

· Develop Records Management Capability Maturity Model (FY2009) 
· Implement an electronic records system (FY2012) 
· Complete Action items in FOIA Plan (FY2009)
· Continue to meet E-Government Scorecard requirements for “Maintaining Green”:  
· Demonstrated for 90% of applicable systems a Privacy Impact Assessment has been conducted and publicly posted; and
· Demonstrated for 90% of systems with personally identifiable information a system of records has been developed and published  
· Assist in development, maintenance, and facilitation of a sound and integrated  web-related information technology architecture for the Department of the Interior - improve the quality of the Office of the Secretary Intranet and Internet web sites 

· Assist in development, maintenance, and facilitation of a sound and integrated  web-related information technology architecture for the Department of the Interior - conduct DOI web standards compliance reviews on DOI web sites
· Ensure compliance with Federal laws for training - conduct web management training events to increase the visibility of the Departmental web standards  

Focus Area 7: IT Workforce Management TC "Focus Area 7: IT Workforce Management" \f C \l "2" 
A well-trained, experienced workforce is vital to providing excellence in IT services.  Key focus areas include staffing, IT skills and competencies, role-based training, and succession planning.  IT workforce management will build on Department-wide human capital management successes to leverage the capabilities of this critical resource.

Long Term Strategic Goal
The goal of the Skilled Workforce focus area is to ensure the availability of IT human capital capable of meeting IT goals and DOI mission challenges.  This focus area includes:

· Improvement of IT workforce identification, assessment and reporting capabilities 

· Ensuring that robust IT professional development programs are available 

· Strengthening and leveraging IT project management skills; and 

· Developing and implementing competitive compensation programs. 

Success in this area must also take into account changes to business processes, workloads and required skill sets that will result from implementation of enterprise initiatives, modernization blueprints and E-Government initiatives.

[image: image17.png]Set Strategic Direction

Identify Strategic Goals
Assess Mission Drivers
Assess External Drivers
Determine Future Requirerents

Monitor, Evaluate & Revise

Assess Progress In Mission Assess Supply (Current Profile)
Measure Effectiveness Assess Demnand (Future Profile)
Measure Responsiveness Conduct Gap Analysis
Assess Progress in Workforce Develop Workforce Plan
Assess New Issues + Rediuce shortages/surplus
Revise plan « Settargets

« Address diversity/flexibility

Conduct Workforce Analysis

Implement Workforce Plan

Cornmunicate Plan
Identify Opportunities
Implement Strategies
* Recruitment/Retention

« Traifing/Retraining
*Sourcing
+Leadership Development




Process Maturity Model
The “People Capability Maturity Model” is used to measure Interior’s progress in the Skilled Workforce focus area.
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* The People Capability Maturity Model (CMM) was developed by the Software Engineering Institute at Carnegie-Mellon University.
FY07 Outcome Goals

· Initiate study to determine the impacts of enterprise initiatives on the IT workforce.

FY08 –FY 12 Outcome Goals

· Develop and implement an IT workforce plan.

Section 5:  Conclusion TC "Section 5:  Conclusion" \f C \l "1" 
The Department of the Interior IT Strategic Plan provides a strategic framework for the coordinated development, implementation, operation, and integration of information technology within the Department.   Interior’s IT Strategy will enhance the efficiency and effectiveness of the organization; as well as, the Department’s success in delivering Mission results.

Additionally, this document provides an organizational framework for the continued development of an architecture that can support more levels and types of electronic interactions.  It outlines our IT Strategic Principles; establishes specific IT Strategic Goals with corresponding Focus Areas; and directs IT resources to utilize Process Maturity Model to measure performance.  We will strive for these collective approaches to strengthen management across Interior; to improve performance, reduce inefficiency and duplication; and provide the support needed to achieve our important Mission.
Interior will continue the migration of its IT portfolio toward integrated, Department-wide business processes and technologies to maximize the innovative and effective use of technology. Through leadership in customer service, strategic planning, intelligent management of IT resources and investments; and continual improvements in securing our IT environment, Interior will provide high-speed reliable services that meet customer expectations and create savings.
      As a key component in achieving Interior’s Mission, our Information Technology Program
 will provide the most viable means for ensuring that the Nation receives 
the best value for its precious resources – now and in the future!
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Appendix A: DOI’s Response to M-06-02 Improving Public Access to and Dissemination of Government Information Using the FEA Data Reference Model TC "Appendix A: DOI’s Response to M-06-02 Improving Public Access to and Dissemination of Government Information Using the FEA Data Reference Model" \f C \l "1" 
DOI’s Response to M-06-02 Improving Public Access to and Dissemination of Government Information Using the FEA Data Reference Model

Web Component of the Department of the Interior’s Information Dissemination Program

DOI Mission

The U.S. Department of the Interior protects and manages the Nation’s natural resources and cultural heritage; provides scientific and other information about those resources; and honors its trust responsibilities or special commitments to American Indians, Alaska Natives and affiliated Island Communities

Information Dissemination Across DOI Bureaus

The Department is organized into eight Bureaus and many Offices. Each fulfills one or more key elements of the DOI mission. Each bureau disseminates information to the general public and to unique customer user communities that relates to each Bureau’s mission.
The Bureau of Indian Affairs (BIA) responsibility is the administration and management of 55.7 million acres of land held in trust by the United States for American Indians, Indian tribes, and Alaska Natives. There are 561 federal recognized tribal governments in the United States. Developing forestlands, leasing assets on these lands, directing agricultural programs, protecting water and land rights, and developing and maintaining infrastructure and economic development are all part of the bureau’s responsibility. In addition, BIA provides education services to approximately 48,000 Indian students. 

The Bureau of Land Management (BLM), an agency within the U.S. Department of the Interior, administers 262 million surface acres of America's public lands, located primarily in 12 Western States. The BLM sustains the health, diversity, and productivity of the public lands for the use and enjoyment of present and future generations.

The Bureau of Reclamation is the largest wholesale water supplier and the second largest producer of hydroelectric power in the United States, with operations and facilities in the 17 Western States. Its facilities also provide substantial flood control, recreation, and fish and wildlife benefits.  The mission of the Bureau of Reclamation is to manage, develop, and protect water and related resources in an environmentally and economically sound manner in the interest of the American public.

The Minerals Management Service (MMS), an agency of the U.S. Department of the Interior, manages offshore oil and gas exploration as well as renewable and alternative energy sources such as wind, wave, and solar on 1.76 billion acres of the Outer Continental Shelf while protecting the human, marine, and coastal environments. The OCS provides 30 percent of oil and 21 percent of natural gas produced domestically, and sand used for coastal restoration. MMS collects, accounts for, and disburses mineral revenues from Federal and American Indian lands, and contributes to the Land and Water Conservation Fund and other special use funds, with Fiscal Year 2005 disbursements of approximately $9.9 billion and more than $153 billion since 1982.

The National Park Service (NPS) preserves unimpaired the natural and cultural resources and values of the national park system for the enjoyment, education and inspiration of this and future generations.  The NPS cooperates with partners to extend the benefits of natural and cultural resource conservation and outdoor recreation throughout this country and the world.

The Office of Surface Mining (OSM) is the lead federal agency for carrying out the mandates of the surface mining control and reclamation act (SMCRA). The goal of SMCRA is to protect society and the environment from the adverse effects of surface coal mining operations.

The Mission of the U.S. Fish & Wildlife Service (FWS) is to work with others to conserve, protect and enhance fish, wildlife, and plants and their habitats for the continuing benefit of the American people 

The U.S. Geological Survey (USGS) serves the Nation by providing reliable scientific information to describe and understand the Earth; minimize loss of life and property from natural disasters; manage water, biological, energy, and mineral resources; and enhance and protect our quality of life.

There are five key goals supported by all Bureaus and Offices for which information is provided across various bureaus and programs.  These include:

Resource Protection - Protect the Nation’s Natural, Cultural, and Heritage Resources

Resource Use - Manage Resources to Promote Responsible Use and Sustain a Dynamic Economy

Recreation - Provide recreation opportunities for America

Serving Communities - Safeguard lives, property and assets, advance scientific knowledge, and improve the quality of life for communities we serve 

Management Excellence - Manage the Department to be highly skilled, accountable, modern, functionally integrated, citizen-centered and result-oriented. The DOI, comprised of its Bureaus and Offices, is committed to cost-effective and consistent access to and dissemination of government information. This is essential to promote a more citizen-centered government and accurate user-friendly information. 

To achieve the goals of organizing and categorizing government information and making it searchable across agencies to improve public access and dissemination the Department of the Interior is engaged in the following initiatives:

· DOI Web Standards Handbook – (386 DM3 HB-1) of February 21, 2006 – a comprehensive document available Department-wide which establishes web standards along with organizational roles and responsibilities; requirements mandated by Federal laws and regulations, policies on authenticity and branding; document type definition standards; and customer focus.
· Taxonomy – DOI has adopted ISO 11179 to consistently organize and describe data in its formal information models.  The DOI DRM is comprised of Subject Areas and Information Classes that represent categories and subcategories of information that support the DOI business lines. A number of Bureaus in the Department have developed taxonomies of their information, identifying and categorizing their information into groups. These taxonomies enable the consumers of their content to more easily locate a particular type of content based on its categorization through Metadata and enabling Key Word searches.

· RSS feeds - A number of our Bureaus and Offices have implemented Really Simple Syndication (RSS) as a method to inform the consumers of its information on new or updated content on a real-time basis. The USGS has implemented RSS for Earthquake, Landslides, and Volcano alerts greatly improving not only the availability of the information, but also the time it takes to reach the consumer. 
· Content Management 

· Enterprise Content Management Systems - Several Bureaus and Offices have implemented or are in the process of implementing content management systems which manage and organize Web sites and web content, and make it easier for web information content providers to maintain web pages without having to learn web programming.


· Templates - Use of Web page templates to promote a common interface and navigation makes it easier for users to find information on Departmental Web sites, i.e., they don't have to spend time "learning" a new interface.


· P3P - Implementing the Platform for Privacy Preferences Project (P3P) that enables Websites to express their privacy practices in a standard format that can be retrieved automatically and interpreted easily by user agents such as Web browsers and other software to access Web content.  
· Consumer Identification - A number of the Bureaus and Offices have conducted detailed studies to more accurately identify the consumers of their information and the needs of that consumer. This information enables the Bureau to more accurately provide the right types of information to the right consumer through the right channel in the right amount of time.
· Web Review and Certification - An annual review of Departmental Web sites ensures that the public has access to up-to-date, accurate information.

· Quarterly Web Inventory Baseline

· User Community Focus Groups

· Search – Key to discoverability is the consumer’s ability to locate the exact type of information they are interested in. Many of the Bureaus in the Department of the Interior have invested and implemented improvement to their search engines which provide greater relevancy, increased content, and reduced search times.
· Web site and Server Consolidation – DOI Bureaus and Offices were early adopters of the Internet and web technologies to disseminate information.  Many Web sites were created by content providers eager to make information available to DOI partners and the public.  As technology matures, the DOI is actively consolidating and streamlining Web sites to drive efficiency, reduce costs, and simplify information discovery and dissemination.  Servers are also being consolidated and relocated to centralized data centers for efficiency, security, and reliability.

Results of the Department of the Interior’s Information Dissemination program review.
Information Dissemination takes place at many levels at the Department of the Interior.  As noted above, the Department’s broad, multi-faceted mission and geographically dispersed services and programs are responsible for maintaining and improving the Nation’s natural and cultural resources, economic vitality, and community well being.  Information pertaining to these programs and services is varied and our 70,000 employees and 200,000 volunteers deliver programs through partnerships and cooperative relationships that engage and invite citizens, groups, and businesses to participate. This citizen-centered approach leverages the Department’s activities, which include:

- Managing one in every five acres of land in the United States.

- Operating 388 national parks and 545 national wildlife refuges.

- Managing lands and waters that generate one-third of the Nation’s domestic energy supply.

- Operating over 800 dams and irrigation facilities.

- Serving American Indians, Alaska natives, and affiliated island communities.

- Providing scientific information to advance knowledge of our surroundings.

- Working with States to restore abandoned mine land sites and protect communities.

The core responsibility of the Department is to maintain the resources in its charge and to provide services to those who use or rely on them, such as: park visitors, wildlife watchers and hunters, stockmen and miners, Tribes and individual Indians, farmers and electric power users.  While the Department is committed to ensuring the public has access to the information it is entitled to under the law, we have an obligation to protect the Nation’s resources in accordance with our mission.  Because of the diversity of services and programs through our bureaus, offices and mission areas information is intended to reach a variety of customers and citizens and to further the mission of each area most effectively.  As a result, bureaus are charged with managing the dissemination of this information across various channels.  

Content of materials published via the internet is managed at the bureau and office level through the web publishing schedules that maintain and control release and maintenance of information made available on the web.   Web managers and the web management teams within these offices maintain the schedules, working with their bureau organizational structure and approval levels.   The web publishing schedules are maintained by each bureau in accordance with stipulations and standards established in the Web Handbook (386 Departmental Manual DM3 HB-1, of February 21, 2006).   Furthermore, material posted on the web is examined to avoid posting any non-public information on individuals.  Web pages are developed with E-Government Act of 2002 privacy requirements and OMB web privacy guidelines (see OMB Memoranda M-03-22, M-00-13, and M-99-18, and OCIO Directives 2005-009 and 2001- 001) and scanned routinely for compliance. Web scans also review compliance with Section 508 of the US Rehabilitation Act, Freedom of Information Act (FOIA) requirements, and other web maintenance standards.   

With respect to quality of information standards, the Department is in compliance with the February 2002 guidance issued by OMB requiring all Federal agencies to issue and implement Information Quality Guidelines.  These guidelines ensure the quality, objectivity, utility, and integrity of information disseminated by DOI’s bureaus and offices. In compliance with the guidelines, DOI and its bureaus and offices provide a venue for the public to challenge and seek correction of information disseminated, and bureaus and offices have a procedure in place to address these challenges.  

In addition, DOI responded to the December 2004 bulletin issued by OMB requiring all agencies to implement a system of peer review for all scientific information published in the public domain.  This same bulletin issues a procedure for publishing information on the web, including a requirement that these web pages be easily recognizable and accessible to the public.  DOI is in compliance with this requirement.  

The Research and Development Committee that reports to the Secretary of the Interior through the Senior Science Advisor, also addresses information quality issues identified through quarterly reviews conducted by the Office of the Chief Information Officer (OCIO).  The Committee is composed of bureau representatives who oversee this process on an on-going basis and work in collaboration with the OCIO and Department web manager to assure compliance.  

The Department also manages E-Government projects and the information disseminated in these areas.  For example, under the Recreation One-Stop program an interagency team was used to determine content to be disseminated to the public via Recreation.gov.  The RecML data standard was developed through this process, which included many discussions in 1999-2003, which also involved state, local, and non-government recreation managers including two public meetings in 2002 to clarify user requirements and refine the feasibility of maintaining the data for years to come.  As a result, the program offers public domain data about Federal recreation sites to everyone for re-use on other websites and publications, focusing on accurate and consistent information about Federal recreation sites.  The Recreation Information Data Base (RIDB) now offers data exchange via web services, so other organizations can access and disseminate the same data about Federal recreation sites through various other channels.  

Bureaus and Offices also monitor and inventory web sites, scanning for content reviews against the publication schedules established.  The OCIO is responsible for developing regulations, guidelines, procedures, and coordinating standards which were developed by the Departmental Web Council (DWC).  The DWC has met routinely, with representation of both the bureau IT web management areas as well as representatives from the various bureau and Departmental Office of Public Affairs as a chartered group established under the E-Gov Team.  The DWC provides a forum for sharing best practices, evaluating web tools and providing oversight and technical assistance for the Department’s web programs, currently focusing on issues identified by the ITMC, E-Gov Team, as well as general direction of the CIO.  

The Office of Communications provides oversight and guidance regarding press releases and information disseminated to the public directly from the Secretary.  Procedures that pertain to maintaining the continuing responsibility of keeping constituencies and the general public informed of the Department’s many programs and activities (including news releases, speeches, audio visual productions, publications and articles).  The overall responsibility for assuring adherence to this information posture rests with OCO, which coordinates the general information activities of all bureaus and offices of the Department. 

DOI plan to reduce the gaps in the performance and results of its information dissemination program

Through this management and oversight structure, the Department Bureaus and Offices maintain the information dissemination standards established through the processes outlined above.  The review processes established for each of these areas provides a means of determining gaps in performance and recommendations to address key issues.  For example, the DWC currently plays an active role in addressing matters of pressing concern and bringing recommendations to the attention of the IT Management Council, E-Gov Team, and other management oversight boards for consideration.  This body maintains the Web Handbook, and addresses Public Affairs concerns through the membership represented on the Council.  
Bureau and Office web managers and their web management teams monitor their presence on the web through the various means noted above and conduct customer usability studies or surveys that may also highlight areas for attention or remedial action.  The ITMC and other governance boards continuously review the requirements in this area as issues arise and the need for working groups or teams are required to provide guidance and ensure compliance.  Bureaus maintain oversight of their information dissemination processes as noted, and are charged with compliance under the established Departmental Manual polices.  Accordingly, the Department plans to continue use of scanning, inventory, compliance monitoring, and other web management techniques as well as continued oversight by the Public Affairs and business program managers over content as appropriate to maintain the performance and results in the overall information dissemination process.
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2007  President’s Management Agenda 
Standards of Success 

Expanded E-Government

GREEN Standards for Success

Agency:


· Has an Enterprise Architecture with a score of 4 in both the “Completion” section and 3 in both the “Use” and “Results” sections (date);


· Has acceptable business cases for all major systems investments and no business cases on the “management watch list” (date);


· Has demonstrated appropriate planning, execution, and management of major IT investments, using EVM or operational analysis, and has portfolio performance within 10% of cost, schedule, and performance goals (date);


· Inspector General of Agency Head verifies the effectiveness of the Department-wide IT security remediation process and rates the agency certification and accreditation process as “Satisfactory” or better (date);


· Has 90% of all IT systems properly secured (certified and accredited) (date); AND

· Adheres to the agency-accepted and OMB-approved implementation plan for all of the appropriate E-Gov/Lines of Business/SmartBuy initiatives rather and has transitioned and/or shut down investments duplicating these initiatives in accordance with the OMB-approved implementation plan (date).
Standard for Success to MAINTAIN GREEN

Agency:  


· Has ALL IT systems certified and accredited (date);


· Has IT systems installed and maintained in accordance with security configurations (date); 


· Has demonstrated for 90% of applicable systems a Privacy Impact Assessment has been conducted and publicly posted (date); AND


· Has demonstrated for 90% of systems with personally identifiable information a system of records has been developed and published (date).

YELLOW Standards for Success

Agency:


· Has an Enterprise Architecture with a score of 4 in the “Completion” section and 3 in either the “Use” or “Results” sections (date); 


· Has acceptable business cases for more than 50% of its major IT investments (date);


· Submits security reports to OMB that document consistent security improvement and either (date):

· 80% of all IT systems are properly secured; OR 
· Inspector General of Agency Head verifies the effectiveness of the Department-wide IT Security Plan of Action and Milestone Remediation Process;
· Has demonstrated appropriate planning, execution, and management of major IT investments, using EVM or operational analysis, and has IT portfolio performance operating within 30% of cost, schedule, and performance goals (date); AND 


· Has an up-to-date agency-accepted and OMB-approved implementation plan for all of the appropriate E-Gov/Lines of Business/SmartBuy initiatives rather than creating redundant or agency unique IT projects (date).

Appendix C: Interior’s Investment Review Board
Interior’s Investment Review Board (IRB) 
 TC "Appendix C: Interior’s Investment Review Board" \f C \l "1" IRB: Members are the E-Gov Team Member and Chief Information Officer from the Bureaus/Offices identified below.
	INDIAN AFFAIRS/OFFICE OF SPECIAL TRUSTEE


	Bureau of Indian Affairs

	Office of the Special Trustee

	LANDS AND MINERALS MANAGEMENT

	Bureau of Land Management

	Office of Surface Mining

	Minerals Management Service

	FISH, WILDLIFE AND PARKS


	U. S. Fish and Wildlife Service

	National Park Service

	WATER AND SCIENCE


	Bureau of Reclamation

	U. S. Geological Survey

	POLICY, MANAGEMENT AND BUDGET/DEPARTMENTAL OFFICES/IMMEDIATE OFFICE OF 
THE SECRETARY

	National Business Center

	Policy, Management and Budget

	Budget

	Solicitor

	

	

	NON-VOTING MEMBERS (EX-OFICIO /ADVISORS)


	Planning & Performance Management

	Inspector General

	Office of Hearings and Appeals
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DOI IT Strategic Goals


Goal 5: IT Infrastructure
Provide world-class enterprise operations – improving the quality, accessibility, and sharing of data between DOI and its customers


Goal 4: IT 
Capital Planning
Improve the planning, execution, and management of IT investments


Goal 3: E-Government
Improve the efficiency and effectiveness of DOI business processes


Goal 6: Information 
& Records Management
Create an effective knowledge-sharing environment, safeguarding records, privacy, and accessibility


Goal 7: IT Workforce Management
Ensure the availability of IT human capital capable of meeting the goals and DOI mission challenges


Goal 1: Enterprise Architecture
Leverage EA to improve DOI’s mission performance and realize its strategic goals and objectives


Goal 2: IT Security
Protect the availability, confidentiality, and integrity of Interior’s
 IT resources
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1: Resource Protection
1.1 Improve the Health of Watersheds, Landscapes, and Marine Resources
1.2 Sustain Biological Communities
1.3 Protect Cultural and Natural Heritage Resources


4: Serving Communities
4.1 Protect Lives, Resources and Property
4.2 Advance Knowledge Through Scientific Leadership
4.3 Fulfill Indian Fiduciary Trust Responsibilities
4.4 Quality Communities for Tribes and Alaska Natives
4.5 Increase the Economic Self-Sufficiency of Insular Areas


Guiding Principles 
(P. 19, “Interior E-Government Strategy 12/03)
1. Citizen-focused
2. Business-focused
3. Transformational
4. Partnership-based
5. Efficient
6. Integrated
7. Results-Oriented
8. Secure
9. Private
10. Transparent


E-Government Goals


3: Recreation
3.1 Provide for a Quality Recreation Experience
3.2 Provide for Fair Value


5: Management Support
5.1 Strategic Human Capital
5.2 Financial Management
5.3 Physical Assets and Fleet Management
5.4 Performance Measurement and Decision-Making
5.5 Information Management and Workflow
5.6 Geospatial Information Management


2: Resource Use
2.1 Manage Resource Use
2.2 Deliver Water and Generate Hydropower


6: Organizational E-Government Capabilities
6.1 Governance and Program Management
6.2 Web Presence
6.3 Privacy and Security
6.4 Technical Infrastructure


DOI E-Government Mission
E-Government at the Department of the Interior enhances service for citizens and increases efficiency by using technology to improve business processes.

DOI E-Government Vision
Technology for citizen-centered, integrated, secure services.
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GAO’s Investment Technology Investment Management (ITIM) Model (GAO-04-394G)

Ad-hoc, unstructured, and unpredictable investment processes characterize this stage. There is generally little relationship between the success or failure of one project and the success or failure of another project.

Basic selection capabilities are being driven by the development of project selection criteria, including benefit and risk criteria, and an awareness of organization priorities when identifying projects for funding. Executive oversight is applied on a project-by-project basis.

The organization has developed a well-defined IT investment portfolio using an investment process that has sound selection criteria and maintains mature, evolving, and integrated selection, control, and evaluation processes.

The organization is focused on evaluation techniques to improve its IT investment processes and portfolio(s), while maintaining mature selection and control techniques.

The organization has mastered the selection, control, and evaluation processes and now seeks to shape its strategic outcomes by benchmarking its IT investment processes relative to other “best-in-class”organizations.

Description





















Immature - Project Centric

Mature - Enterprise and Strategic Focus
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Prioritized Opportunities
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Release Management


Change Management


Capacity Management


Monitoring


Problem Management
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Situation and Gap Analysis
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IT Security and Information Assurance


Measurements, Metrics, & Reporting
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DOI Strategic Plan - Vision


DOI Strategic Plan - Mission


Communication, consultation, and cooperation, all in the service of conservation and community.


DOI Strategic Plan – Mission Areas & Outcome Goals


Key Business Principles: 
Accountability Modernization/Integration


Resource Use
Manage Or Influence Resource Use to Enhance Public Benefit, Promote Responsible Use, and Enhance Optimal Value
Deliver Water and Generate Hydropower, Consistent with Applicable Federal and State Law, in an Environmentally Responsible and Cost-Efficient Manner
Improve the Understanding of Energy and Mineral Resources to Promote Responsible Use and Sustain the Nation’s Dynamic Economy






Serving Communities
Protect Lives, Resources, and Property
Improve Understanding, Prediction, and Monitoring of Natural Hazards to Inform Decisions by Civil Authorities and the Public to Plan for, Manage, and Mitigate the Effects of Hazard Events on People and Property
Fulfill Indian Fiduciary Trust Responsibilities
Advance Quality Communities for Tribes and Alaska Natives
Increase Economic Self-Sufficiency of Insular Areas


Recreation
Provide for a Quality Recreation Experience, Including Access and Enjoyment of Natural and Cultural Resources on DOI-Managed and Partnered Lands and Waters
Provide for and Receive Fair Value in Recreation


Resource Protection
Improve Health of Watersheds, Landscapes, Biological Communities, and Marine Resources that are DOI-Managed or Influenced in a Manner Consistent with Obligations Regarding the Allocation and Use of Water
Sustain Biological Communities on DOI-Managed and Influenced Lands and Waters in a Manner Consistent with Obligations Regarding the Allocation and Use of Water
Protect Cultural and Natural Heritage Resources
Improve Understanding of National Ecosystems and Resources through Integrated Interdisciplinary Assessment  



Protect and manage the Nation’s natural resources and cultural heritage
Provide scientific and other information about those resources
Honor trust responsibilities or special commitments to American Indians, Alaska Natives and affiliated Island Communities
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