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	Interior-Wide Pagemaster’s Checklist

For Posting Interior Information on Government Web Pages

	The attached checklist was developed for Interior wide use by all pagemasters/webmasters.  Shaded boxes to the right of the checklist indicate rules or guidelines which require action. 

When the content on a web page is updated, pagemasters should review this checklist to ensure minimum compliance with requirements (rules) and best practices (guides) for the posting of government information on publically accessible web pages, consistent with information management practices for Privacy, Records Management, FOIA, Security, Information Collection and Webmaster disciplines.

For additional guidance please contact appropriate Bureau Officers or the Departmental representatives below:
Webmaster     

Vacant (OS/OCIO)                                            

(202)208-6194
Security Officer                                                  

Roger Mahach (OS/OCIO)                               

(202) 208-5438
Privacy Officer                                                   

Marilyn Legnini (OS/OCIO)                              

(202) 219-0868
FOIA Officer                                                     

Alex Mallus (OS/OCIO)                                     

(202) 208-5342
Records Officer                                                  

Ed McCeney (OS/OCIO)                                   

(202) 208-3321
Information Collection Clearance Officer           

Don Bieniewicz (PPA/OS)                                  

(202) 208-4915



	Rules


	Rule 

1
	When posting information on web pages  (Passive Pages)

	
	A.  Do not post personally sensitive information.  If you are posting information that concern individuals – review that information to ensure that it is not sensitive and non-public information.  Also review information that may be considered security sensitive.
(Contact your Offices' FOIA/Privacy Act Officer and Security Officer if you have questions)
	

	
	B. OMB requires web privacy policy statements for major entry points, frequently visited sites, and where information is collected from the public.  See OMB memos 
·  M-00-13, Privacy Policies and Data Collection on Federal Web Sites (June 22, 2000) 
· M-99-18, Privacy Policies on Federal Web Sites (June 2, 1999) at the White House Privacy Policy Website at:  http://www.whitehouse.gov/omb/inforeg/infopoltech.html#pg

  See DOI Approved Cover Web Privacy Policy Statement below:
	  

	
	Note: Interior wide guidance calls for a privacy link minimally to the Interior SOL approved “Web Privacy Policy Statement” on all web pages.  

Include this link as you update your web content:  http://www.doi.gov/footer/privacy.html.  Specific web privacy statements are required on pages that
collect specific information from employees and the public.  Follow Rule 2 below. 
	

	
	C.  Discourage use of email for transmitting sensitive data.  Address procedures to protect the information if sensitive data is transmitted.
	

	
	D.  Departure Notice:  If linking externally let the customer know that they are leaving a secured privacy protected site and going to another which may not be as secure.
	

	
	E.  No persistent tracking devices such as,  “Persistent Cookies” Unless . . .

See OMB Memo M-03-22, Sec. III on the E-Government Act, OMB and the Federal CIO Council guidance of Sept. 5, 2000 &  and July 28, 2000 at the White House Privacy Policy Website at:  http://www.whitehouse.gov/omb/inforeg/infopoltech.html#pg
The Office of the CIO has interpreted the approval authority for the use of “persistent cookies” to be the Bureau Director.  OMB now requires a reporting a cases where “persistent cookies” are used.  Please keep logs of the website where it is being used, why it is being used, the justification for it, and who approved it’s use.  These will be used for OMB datacalls.
	


	Rule 

2
	When collecting information from web pages.  (Use of Web Forms and Interactive Web Pages and web pages directed at children 13 years and under)

- In addition to Rule 1

	
	A.  Web forms collecting information from the public have to meet information collection requirements and may need OMB approval for the collection.  (Contact your Office’s Information Collection Clearance Officer, if you have questions).  

B. When pages are directed to children 13 yrs. or younger,  FTC guidelines must be followed.  See: http://www.ftc.gov/bcp/conline/pubs/buspubs/coppa.htm and DOI guidance at:  http://www.doi.gov/ocio/bulletins/2000-004bul.htm
	

	
	a.) The OMB approval & form number should be posted with the form along with the approved Privacy Notice.
	

	
	b.)  A specific Privacy Policy Statement (not the basic DOI Privacy Policy Statement) must be linked to pages that collect information from the public. (See C below)
	

	
	C.  Collect only information that is absolutely necessary to accomplish your mission, and only information you have a legal authority to collect.  Minimize info collected from individuals to minimize privacy concerns.
	

	
	D.   The web page collecting information should have a specific web privacy policy statement to address the specific authority to collect this information and it’s use and maintenance.  Contact your Privacy Act Specialist if you have questions.   See Appendix of M-99-05 (items #3 and #5) for samples on how to address specific data collections from web pages at the White House Web Privacy Policy Page : http://www.whitehouse.gov/omb/inforeg/infopoltech.html#pg .  For example, see the specific notice developed for the Volunteer.gov/gov webpage at:  http://www.volunteer.gov/gov/privacy.cfm
	

	
	a) Does the Privacy Act apply?  The Privacy Act will apply if the information collected from the website is sent to a system, and the information on the individual can be retrieved by the name or other identifier associated with the individual.  Contact your Privacy Act Specialist.  See Departmental Manual Privacy Act requirements, 383 DM 1-13, and OMB Circular A-130, Appendix I.
	

	
	b.) The E-Government Act of 2002 requires that Privacy Impact Assessments (PIA) be completed for all new and amended systems and applications that contain information on individuals.  The Department’s Privacy Impact Assessment and Guide document is posted on the DOI Privacy Program website at:  http://www.doi.gov/ocio/privacy/index.html.  PIAs must be submitted with collections of information from websites which the public can access, OMB Exhibit 300 budget submissions, new electronic information collection approvals, for DOI IT Security Certifications and Accreditations, and when a system change may cause a privacy risk.  For OMB guidance on PIAs go to:  http://www.whitehouse.gov/omb/memoranda/m03-22.html
	

	
	c.) If the information is stored in a Privacy Act system of records, a Privacy Act system of records Federal Register notice must be published to notify the public of new or amended systems of records before the application is initiated.  Contact your Privacy Act Specialist about the need for this Federal Register notice to address any new collections of information.
	


	Rule

3
	For legal considerations, all web sites must minimally include a link to the Interior Disclaimer Statement:  http://www.doi.gov/footer/disclaim.html
When functions or information do not conform to this statement, include a disclaimer page which contains a link to the DOI Cover Disclaimer Statement, and in addition add clarifying information on the disclaimer page.
	

	Rule 

4
	Information published on all web sites must be accessible by the broadest possible constituency, including those with disabilities, per the requirements of subsection 508. 

	
	The Department of the Interior minimum acceptable level of compliance with subsection 508 requires that web sites be check by the “Bobby” software application, and pass the software’s  “priority 1" report.  (“Bobby” by CAST, Inc., a non-profit company recommended by the GSA. (www.cast.org/bobby)
	

	Rule 

5
	All DOI home pages must, at a minimum reference the DOI home page. All home pages within a bureau should reference that bureau’s home page and any other home pages immediately above them in a logical hierarchy. In addition, all other pages should reference the home pages of their local sites. For example, an MMS division’s home page must reference the MMS home page which itself must reference the DOI home page. 
	

	Rule 

6
	A home page must give the name or alias and the e‑mail address (as a "mailto"

link) of a person responsible for the content (generally the site webmaster) to whom users may direct questions or comments. Alternatively, a reference to a separate "feedback" page containing this information may be used.

Consult your Records Officer for the need to retain interactions with the public.

For web based Database applications, webmasters should route public information requests to the database administrator/application owner, and Bureau FOIA Officers as appropriate.
	

	Rule 

7
	DOI and the bureaus may choose to permit links from their public Web pages to "professional pages."   See guidelines:  http://www.mms.gov/dwc/propages.htm
	

	Rule 

8
	According to the E-Government Act of 2002, and OMB guidelines on the privacy provisions of the E-Government Act, websites directed to the public must have “machine readable” privacy policies imbedded in the page (industry calls it P3P).  See the Section IV of the OMB Memo (M-03-22):  http://www.whitehouse.gov/omb/memoranda/m03-22.html
	

	Rule 

9
	No copyrighted materials may be used on DOI Web pages without the copyright

owner’s permission. When in doubt, credit should be given as if the material was

copyrighted. If copyrighted materials are used with permission, the copyright status must

be clearly indicated. See guidelines:  http://www.mms.gov/dwc/copyrght.htm
	


	Rule

10 
	Security Requirements



	
	A.  Web sites must comply with Interior “Information Technical Security Policy” 375 DM Chapter 19. 
	

	
	B.  Web sites and web based applications must be included in an approved general support systems or major applications security plan, and be accredited with approval to operate.
	

	
	C.  Privacy Impact Assessments are now required for systems which contain information on individuals for which an IT Security certification is provided.    (See IRM Bulletin No. 2001-002: Interagency Sharing of Personal Information and Privacy Impact Assessments: http://www.doi.gov/oirm/bulletins/2001-002bul.html)
	

	Rule 11
	There are legal restrictions on the use of on‑line questionnaires.

Contact your Bureau Information Collection Officer and Privacy Officer if you have questions.
	

	Rule 12
	Bureaus may delegate authority to approve Bureau Web pages that meet these guidelines, consistent with guidance from the Bureau Public Affairs Officer.  All approval processes must address the authority to make routine updates and modifications to pages, and to remove them when obsolete.
	

	
	Guides


	

	Guide

1
	Public pages should not contain links to internal (intranet) pages to which the public does not have access.  That is, pages targeted primarily for public vs. Federal employee use, should not be used as a means for entry to agency intranet applications.
	

	Guide

2
	Where possible, pages should contain linked references to other existing pages, rather than duplicate the information.
	

	Guide 

3
	It is good web design practice to include phone numbers and addresses of DOI and bureau contacts for those visitors who prefer them. This contact information probably will not be on every Web page. But navigating to the information should be made obvious.  
	

	Guide

4
	Use of the "Under Construction" or "Coming Soon" designations for pages should be avoided. Do not point the user to something that isn't there! The construction symbol should be used only where an existing page is undergoing modification, not for a page that doesn't have anything of significance to show. Don’t activate public links to a new page until it is ready to use. 
	

	Guide 6
	Effective customer service and the credibility of the DOI public‑access Web sites depends on providing information that is up‑to‑date. Information, particularly time‑sensitive information such as meeting announcements and press releases must be posted promptly. Out‑of‑date information must be removed or updated promptly.
	

	Guide

7
	Document Formats (e.g., .PDF, .WPD, .DOC, .HTML)

Not addressed at this time.
	

	Guide

8
	Web Records Management

NARA guidelines are not yet available.
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