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Background

· The Office of Management and Budget (OMB) is the Federal oversight agency for implementing the Privacy Act and the privacy provisions of the E-Government Act for Government.
· In February 2000, the Federal CIO Council recommended that privacy protections be included in database design and development.  The Council Identified IRS's Privacy Impact Assessment (PIA) as a best practice.  Interior’s PIA is based on IRS’s PIA.
· OMB issued guidelines on September 26, 2003, on the privacy provisions of the 

E-Government Act of 2002 (See OMB Memorandum M-03-22).  It requires that PIAs 
be 
completed for all new and modified information systems during the design and 
development stages of information systems that maintain information on individual 
members of the public.  It also has privacy requirements for websites, and 
information collections in an electronic form.  
· The OMB Circular A-11 included questions in the Exhibit 300 to address privacy risk assessments, privacy protection measures, and completing Privacy Impact Assessments.  Most of these questions are in the Security and Privacy sections of the Exhibit 300 (see sections below)
Rererences
All the guidelines mentioned in this document can be located at the Departmental Privacy Program website at http://www.doi.gov/ocio/privacy.

Privacy Section Tips
The following are tips in completing the eight sections in the Exhibit 300 that address privacy protection in information systems that maintain information on individual members of the public.  Bureau and office system owners and managers should coordinate responses with their Privacy Act Officers.  DOI-wide system owners and managers should coordinate responses with the Privacy Act Officer in the organization that is managing the system (the same organization where the IT Security Manager for the system resides).  (See the Privacy Officer contact list at http://www.doi.gov/ocio/privacy/).  
1) Sec. 1.c.  Was a Privacy Impact Assessment performed for this project?
· OMB requires that PIAs be completed on systems that maintain personal information on individual members of the public (according to OMB memorandum (M-03-22) dated September 26, 2003, on implementing the new

E-Government Act requirements).  
· Interior’s Privacy Impact Assessment (PIA) and Guide was sent out 10/18/02 (version 9.16.02) in the OCIO Bulletin 2002-15.  
· The Department’s PIA was just revised.  The version which should be used now is (Version 03.01.04). Section I of the document is the PIA template.  

Section II provides explanations and reference materials for the PIA template.  This

is available electronically at the DOI Privacy Program website at: 
http://www.doi.gov/ocio/privacy.
· The OMB guidance for PIAs does not apply to systems with information solely about employees, organizations or businesses, and systems purely statistical in nature with no link to an individual.

· However, Interior policy requires that PIAs be completed for IT Security Certifications, and for systems that maintain information on employees as well.

· Interior also requires a “preliminary PIA” analysis to determine if there is any information on individuals in the system (see the Introduction section of the PIA Guide (version 03.01.04)). 
· If when doing the “preliminary PIA”, it is determined that there is no information on individual members of the public in the system, indicate in the Exhibit 300 questions that the reason why a complete PIA was not done was for this reason.  This lets OMB know why a PIA was not included.
· If there is no information on individuals, be consistent in the other responses in the Exhibit 300 (e.g. don't indicate that no PIA was needed because there is not information on individuals in the system, and then discuss in other sections of the Exhibit 300 that information is protected under Privacy Act requirements since the Privacy Act only applies to information on individuals).


NOTE:  Do not send PIAs directly to OMB.  See guidance in the PIA and Guide 
(version 03.01.04).  PIA transmission will be coordinated through the Office of the 
Chief Information Officer.
2) Sec. I.F.  Risk Inventory and Assessment (para 2:  "Risks must be discussed in the following categories…7) Privacy…."
· Identify if an evaluation was done to determine if the system contained information on individuals and if the system is a Privacy Act system of records (this is a system where the personal information on individuals can be retrieved by a name or other identifier)

· Privacy Act systems are covered by the Federal Information Security Management Act (Computer Security Act) as a "sensitive system" and should have appropriate security measures in place.

· What are the risks to privacy?

· If there is no information on individuals, there would be no privacy risk

3) Sec. II.A.2.A.  What types of data will be used in this project?  Address how the system maximizes the usefulness of the information, minimizes the burden on the public and preserves the integrity, availability, and confidentiality of the information throughout its life cycle.

· Need to identify at the early stage of system development what data has privacy issues and is protected by the Privacy Act in order to address the Act's requirements.  (E.g., Privacy Act requirements address whether the information should be collected at all, maintenance standards (includes data integrity and accuracy), and how the information should be used, safeguarded and disposed of properly).

· There are specific disclosure and access procedures identified by the Act.  See DOI Privacy Act regulations 2.56 on disclosure requirements and 2.62 for access.

· If there is no information on individuals, there would be no confidentiality concern to address.

4) Sec. II.A.2.D.  If the initiative processes spatial data, identify planned investments for spatial data and demonstrate how the agency ensures compliance with the Federal Geographic Data Committee (FGCD) standards required by OMB Circular A-16.

· Amendments to A-16 on 8/19/02 (see 2.a. and 8.a.7) requires that "those agencies that collect, use, or disseminate geographic information…also comply with Government law and policy on privacy protection".

· The FGDC also issued "Privacy Principles" in 1998.  See http://www.fgdc.gov/fgdc/policies/privacypolicy.pdf
5) Sec. II. B. 2. D. Security and Privacy.  Have all system users been appropriately 

trained in the past year, including rules of behavior and consequences for violating the

rules?

· Each bureau is responsible for providing information and training materials concerning employee responsibilities under the Act to all employee handling Privacy Act records.  (383 DM 3.11, and 43 CFR 2.52).

· Bureaus are responsible for developing and implementing procedures for maintaining personal information in such a way to ensure full compliance with the Act and with related regulations and directives issued by the Department. (383 DM 3.4).

· Guidelines on disclosure requirements must be developed for each Privacy Act system (383 DM 6.5)

· In OMB Circular A-11, budgeting for security plans include privacy training.

6) Sec. II. B. 3.  How does the agency ensure the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access?

· No information system protected by the Privacy Act should have public access. 
· Department of the Interior regulations at 43 CFR 2.48 identify the “Standards for Maintenance of Records Subject to the Privacy Act”.
· There are specific disclosure and access procedures identified by the Act.  See DOI Privacy Act regulations 2.56 on disclosure requirements and 2.62 for access requirements.

· Privacy Warning Notices are required to make those around a Privacy Act system aware of the legal requirements and criminal penalties for non-compliance.  See Department of the Interior Privacy Act manual section 383 DM 8.3, and Illustration I.  These Warnings should be available also when a user accesses an electronic system.
7) Sec. II. B. 4.  How does the agency ensure that the handling of personal information is consistent with relevant government-wide and agency policies?

· See "Interior Privacy Framework" below

· Refer to completion of the PIA if done

· What rules of behavior, instruction manuals are in place to provide guidance to users?

8) Sec. II. B. 5.  If a Privacy Impact Assessment was conducted, please provide a copy to OMB.

· If the system contains no information on individuals - indicate that a review was done of the system, and no PIA was done because the system contains no information on individuals.

Departmental Privacy Framework

· DOI Privacy Act Regulations 43 CFR 2.45-2.79

· DOI Privacy Act Manual Sections, 383 DM Chapters 1 – 13
· The Privacy Act 5 U.S.C. 552a

· Office of Management and Budget Circular A-130, Appendix I

· Electronic Government Act of 2002, Sec. 208 on privacy

· The Federal Information Security Management Act (Computer Security Act of 1987)

· Computer Matching and Privacy Protection Act

· Federal Acquisition Regulation privacy clause requirements (FAR 48 CFR 24.102(a)).

· Department of the Interior Acquisition Regulations on privacy requirements DIAR 1452.224-1

· OMB Circular A-16 on privacy requirements for spatial data (see Sections 2.a. and 8.a.7)

· FTC Children’s On-line Privacy Protection Act guidance for websites (http://www.ftc.gov/bcp/conline/publs/buspubs/coppa.htm
· OMB memo on Privacy Policy and Data Collection on Federal Websites, M-00-13, June 22, 2000:  at http://www.whitehouse.gov/omb/memoranda/m00-13.html
· OMB memo on Privacy Policies on Federal Websites, M-00-13, June 2, 1999: http://www.whitehouse.gov/omb/memoranda/m99-18.html
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