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Government Paperwork Elimination Act (GPEA)

Guidance for Capital Planning Process (2005)

Background:
Government Paperwork Elimination Act (GPEA), Title XVII, P.L. 105-277, 10/21/98. GPEA requires Federal agencies, by 10/21/2003, to provide for the option of:
· (1) electronic maintenance, submission or disclosure of information, when practicable as a substitute for paper, and 

· (2) use and acceptance of electronic signatures, when practicable. 
· Implementation of GPEA provides the management framework for electronic government. Office of Management and Budget (OMB) Memorandum M-00-10 dated 4/25/2000, provides OMB procedures and guidance on implementing GPEA.  GSA’s Access Certificates for Electronic Commerce (ACES) program facilitates secure on-line access to Government information and services by the public through the use of public key infrastructure/digital signature technology. 
· OMB’s guidance, in addition to procedural guidance for GPEA reporting, requires that an agency’s GPEA plan relate to strategic IT planning in the budget process. If an agency needs additional resources to implement the plan, its budget request under OMB Circular A-11 should reflect that need, and agency GEPA reports should address progress in implementing the Act and e-government initiatives. 
By linking together GPEA and information collections from the public, OMB has initiated a process that will affect almost every individual and business in the public domain.  The requirement calls for federal agencies to address all information collections from the public and accept digital signatures.  Implementing GPEA is more than just putting forms online.  GPEA creates a focus on using the Web for the business processes involved in interacting with the public. 

Clearly, filling out forms online and mailing them in would fall far short of the intentions of the GPEA legislation and OMB guidance.  Instead, a mature electronic relationship with the public must be put in place.  This requires additional modeling of how Web sites, industry and the public interrelate.  In complying with GPEA agencies will have to develop a mature electronic relationship with the public. 

Please note a GPEA Plan for an agency or project is compilation of the tasks identified to be moved from paper processes to electronic transactions, not a “plan” per se.
Applying GEPA to your organization:

To assist agencies implementing GEPA, OMB has developed Procedures and Guidance on Implementing the Act (65 Fed. Reg. 25,511 (May 2, 2000)). Under the OMB Guidance, the Department of Justice (DOJ) is charged with developing, in consultation with federal agencies and OMB, practical guidance on legal considerations related to agency use of electronic filing and record keeping. 65 Fed. Reg. at 25,513.  See http://www.usdoj.gov/criminal/cybercrime/eprocess.htm
The rise of electronic commerce offers departments and agencies opportunities to convert or redesign existing processes. GPEA is an important tool in assisting departments and agencies in improving customer service and government efficiency through the use of information technology.  At the same time, creating a more accessible and efficient government requires agency’s to maintain public confidence in the security and reliability of the Government's electronic transactions, processes, and systems. Thus, in designing electronic systems, your agency should ensure that essential data are available when needed and that the data and the underlying processes are legally sufficient, reliable, and in compliance with all applicable legal requirements.

Advances in technology, public expectations, Congress’s mandate in the GPEA, and Administration policy all require that agencies of the United States move expeditiously to adopt electronic processes.  Some agencies are already seeing benefits from increasing their use of and reliance on electronic recording and transaction systems.  These benefits may not be fully realized unless the agency designs its processes with care.  The DOJ Guide (reference above and outlined below) explains the legal issues an agency is likely to face in designing electronic-based processes. 

· (Part I of the DOJ Guide), examines four overarching legal issues that should be considered with respect to converting any given type of system or operation. 

Agencies must electronically receive, transmit and store information in ways that will be acceptable to their program participants and others, while not violating legal restrictions, jeopardizing the government’s legal rights, or unduly exposing the government to liabilities, criminal acts or other waste, fraud or abuse.
· (Part II of the DOJ Guide), and discusses general and specific steps agencies should consider in converting to electronic processes 

The shift from paper-based records changes record collection, management and retention issues.  Electronic records can maximize the search and retrieval and reduce paper-based records issues.  The term “electronic processes” includes any use of computers or other electronic devices to conduct transactions or business, to store data or records, or to transmit communications or information (whether text, voice or visual images.)  Electronic processes encompass not only the hardware and software applications, but also the personnel, procedures, and policies that make the system work properly.

· (Part III of the DOJ Guide).  Provides both general and specific steps an agency may take to reduce the potential legal risks of moving to electronic transactions.  

The reader who already recognizes the legal issues presented by electronic processes and those involved in replacing paper processes with electronic ones may wish to turn first to Part III, which does not depend on the analysis of Parts I and II for an understanding of its suggestions.

Preparing your Exhibit 300:
See your GEPA Contact (listed below).  The agency contact will be able to assist your decision-making process.

OSM
  Dave Copp

202-208-2995, dcopp@osmre.gov
BOR
  Susan Rush

303-445-2047, srush@do.usbr.gov
BLM
  Ted Weir


202-452-7793, ted_weir@blm.gov
FWS
  Peter Symmes

703-358-1834, peter_symmes@fws.gov
USGS Mark Silverman

703-647-7111, msilverman@usgs.gov
MMS
 Jo Ann Lauterbach
202-354-1427, Jo.ann.lauterbach@mms.gov
NPS
Donald Burrell

202-354-1427, Donald_burell@nps.gov
BIA
Paul Marsden

703-390-6308, paulmarsden@att.net
OST
Janet Nicolson

505-816-1089, janet_nichoson@doi.gov
Questions from the Exhibit 300

1) Section 1.b.  Does this project implement electronic transactions or record keeping that is covered by GPEA?  If so, is it included in your GPEA plan (each Bureau has a plan) and does not yet provide an electronic option?  Does the project already provide an electronic option?
2) II.C.  Government Paperwork Elimination Act (GPEA) II.C.1.  If this project supports electronic transactions or record-keeping that is covered by GPEA, briefly describe the transaction or record-keeping functions and how this investment relates to your agency’s GPEA plan.
If the proposed project/system involves the development of a government web site, discuss in detail the requirements of OMB Memorandum, M-00-13, dated June 22, 2000, entitled “Privacy Policies and Data Collection on Federal Web Sites”.  If the proposed project/system involves an e-government initiative discuss applicable requirements from the E-Government Act of 2002.  The E-government Act of 2002 (H.R. 2458/S. 803) was signed by the President on December 17, 2002, with an effective date for most provisions of April 17, 2003. http://www.whitehouse.gov/omb/egov/pres_state2.htm
3)   II.C.2   What is the date of your GPEA plan? 
 DOI’s last response to OMB was February 14, 2003, entitled, DOI Government Paperwork Elimination Act (GPEA) Report to OMB in Response to FY 2004 Budget Passback Language.
4)   II.C.3.  Identify an OMB Paperwork Reduction Act (PRA) control numbers from information collections that are tied to this investment, http://www.whitehouse.gov/omb/library/OMBINV.html
Other Factors to be considered:
· Guidance on Electronic Records Management: National Archives and Records Administration - Electronic Recordkeeping, NARA Bulletin 2001-02 Records Management Guidance for Agencies Implementing Electronic Signature Technologies 

· PKI Guidance and Documents - Digital Signature Guidance: 

· http://csrc.nist.gov/publications/nistpubs/index.html and click on "SP 800-25 Federal Agency Use of Public Key Technology for Digital Signatures and Authentication" 

· Alternatively, go directly to: 

· http://csrc.nist.gov/publications/nistpubs/800-25/sp800-25.pdf for the PDF file or, http://csrc.nist.gov/publications/nistpubs/800-25/sp800-25.doc for a Word version. 

· These and other IT documents are available at the NIST Computer Security Resources Center.
· E-Sign, GPEA, Information Collections and Other Relationships

· GPEA - applies primarily to the Federal agencies.
· E-sign – applies primarily to the commercial and private sector.

· E-sign – when agencies regulate an industry

· Certifications for Information Collections – 1,000 information collections that involve respondents of 50,000 or more.

· Information Technology Architectures – coordination of sectors (i.e., grants, trade, etc.) across the Federal government.

· Strategic Planning

· Performance Measures

· Capital Planning

· E-Government 2002

· Federal Agency Web Pages
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