DOI EXHIBIT 300 IT SECURITY REVIEW

As of: May 1, 2003
With Privacy Additions

Section I – Overall Evaluation:

	Security and Privacy (SE) (Part II, Section II.B)

	5
	Security and privacy issues for the project and all questions are answered, detail is provided about the individual project throughout the life cycle to include budgeting for SE.

	4
	Security and privacy information for the project is provided but there are weaknesses in the information that need to be corrected.

	3
	Security and privacy information for the project is provided but fails to answer the minimum requirements.  

	2
	Security and privacy information points to an overall Agency Security Process with little to no detail at this project level.

	1
	There is no security or privacy information provided for the project.


	Project Identification

	Agency:
	

	Bureau:
	

	Account Title:
	

	Account Identification Code:
	

	Name of Project:
	

	Does this system process, store, or transmit Indian Trust Data?
	Yes__
	No__


	Project Evaluation

	Name of Reviewer:
	

	Recommendation:
	Adequate __
	Inadequate __

	Date of Review:
	

	General Comments:
	


	Bureau IT Security Manager Review

	Has the Bureau IT Security Manager been involved with the development of this project?
	Yes__
	No__

	Has the Bureau IT Security Manager reviewed any of the required security documentation?
	Yes__
	No__

	Has the Bureau IT Security Manager reviewed, commented and approved the Security section of this 300 submission?
	Yes__
	No__


Section II – Detailed Evaluation:
	Part I:

	Reference No.
	Section Questions
	Addressed-(AD)

Not Addressed- (NAD)
	Recommendations

	1.c.
	Was a Privacy Impact Assessment Performed on this Project?
	
	

	Criteria:
	Privacy Impact Assessments (PIA) are required for new and modified information systems and applications.   It only applies to those systems with information on individuals.  There are many questions in the PIA about measures and access controls to safeguard sensitive information.

Electronic copies of the PIA can be found at the DOI Privacy Program website at:  http://www.doi.gov/ocio/privacy.
	
	

	1.d.
	Was this project reviewed as part of the FY 2002 Government Information Security Reform Act (GISRA) review process?
	
	

	Criteria:
	Has it been approved and signed-off on by the appropriate BITSM?
	
	

	1.d.1.
	If yes, were any weaknesses found?
	
	

	1.d.2.
	Have the weaknesses been incorporated into the agency’s corrective action plans?
	
	

	1.e.
	Has this project been identified as a national critical operation or asset by a Project Matrix review or other agency determination?
	
	

	1e.1.
	If no, is this an agency mission critical or essential service, system operation, or asset, other than those identified above as national critical infrastructures?
	
	

	II.A.2.A.
	What types of data will be used in this project?  Address how the system …preserves the integrity, availability, and confidentiality of the information throughout its lifecycle.
	
	

	Criteria
	Data sensitivity levels must be identified at the early stages of system development and design.  The Computer Security Act and Privacy Act both have data integrity requirements, and standards for maintaining confidentiality of information.  In order to properly protect information on individuals in a syste , the sensitive data and the legal requirements on how to handle it must first be identified.
	
	

	Part II B (Security and Privacy):   (“AD”-Addressed/”NAD”-Not Addressed)  (“A”-Adequately/I Inadequately)

	Reference No.
	Section Questions
	Grade
	Recommendations

	
	
	(AD)/

 (NAD)
	(A)/(I)
	

	II.B.1
	How is security provided and funded for this project (e.g., by program office or by the CIO through the general support system/network)?
	
	
	

	Criteria:
	-Are the costs of security controls understood and explicitly incorporated in the lifecycle planning of the overall system including the additional costs of employing standards and guidance more stringent than those issued by NIST?
-Are the costs of security across the lifecycle of the system or program well documented in the budget request?
-For security provided outside the program office, how does the agency ensure security and it’s funding are adequate and sustained over the life cycle of the project?
-How is IT security integrated into the overall bureau or office IT security plan?
-How does the IT security architecture of this project integrate with the overall IT security architecture of the bureau, office, and/or department?
-Have the Bureau IT Security Managers reviewed the IT security portion of the budget request?  If so, did they approve and sign-off on it.
-Does management provide an appropriate level of resource support considering the current budget situation to properly maintain the system?
	
	
	

	II.B.1.A
	What is the total dollar amount allocated to security for this project in FY 2004?
	
	
	

	Criteria:
	-Does the business case document the resources required for adequately securing the system through its lifecycle?

-Does the system have documented funding requirements needed to support the implementation and maintenance of the System Security Plan (SSP)?

-Is the necessary security infrastructure explicitly defined and well documented in the documented funding requirements?
	
	
	

	II.B.2.
	Does the project (system/application) meet the following security requirements of the Government Information Security Reform Act, OMB, and NIST guidance?
	
	
	

	Criteria:
	-Has someone been designated as responsible for ensuring adequate security controls are designed/developed/implemented, maintained specifically for this system?

-Are IT security roles and responsibilities included in position descriptions and performance standards?  If no, is there an explanation.

How does the organization ensure that risks are understood and continually assessed?

-How does the bureau or office ensure that the security controls are commensurate with the risk and magnitude of harm?

-Has the project (including system or application) been assigned a level of risk (e.g., high, medium, low)?  If no level of risk has been determined, how have program and agency officials determined the necessary security controls?

-What aspect of security determines the level of risk, (i.e., the need for confidentiality of information, integrity of information, accountability for the information, non-repudiation of the information, availability of information or the system, and/or reliability of the information or the system)?

-Are security requirements included in acquisition or development documents?  -Who reviews and approves security specifications?

-Are the security specifications periodically reviewed and updated?

-Do the security specifications permit updating security requirements as new threats/vulnerabilities are identified and as new technologies are implemented?

-Where design reviews and system tests run prior to placing the system in production?

-Is there an up-to-date security evaluation/risk assessment?

-If the system is in development is an evaluation scheduled and funded?  If no, is there an explanation.

-Do the security requirements for the system adequately address the security needs and requirements identified during the data sensitivity and criticality assessment?

-Are these security requirements documented in the SSP?
	
	
	

	II.B.2.A
	Does the project (system/application) have an up-to-date security plan that meets the requirements of OMB policy and NIST guidance?  What is the date of the plan?
	
	
	

	Criteria:
	-If the system is being developed, is completion of a security plan scheduled and funded?

-If no, is there an explanation.

-If no plan or no up-to-date plan, when will the plan be completed or updated?

-Has an up-to-date contingency plan been developed, documented, and tested?

-If the system is being developed, is preparation and testing of a contingency plan scheduled and funded?

-If no, is there an explanation.
	
	
	

	II.B.2.B.
	Has the project undergone an approved certification and accreditation process?  Specify the C&A methodology used (e.g., NIST guidance) and the date of the last review.
	
	
	

	Criteria:
	Has an Interim Approval to Operate (IATO) been issued?

Has an up-to-date C&A statement been signed for this system?

What is the date of the last C&A?

If the system is being developed, is accreditation and certification scheduled and funded?

-If no, is there an explanation.
	
	
	

	II.B.2.C.
	Have the management, operational, and technical security controls been tested for effectiveness?  When were the most recent tests performed?
	
	
	

	Criteria:
	-Has a NIST 800-26 Self Assessment been completed?

-Are deficiencies reflected in the agency’s report under the GISRA POA&M?

-Are configuration management and change control policies and procedures in place?

-Have additional security controls been identified for systems that promote or permit public access, other externally accessible systems, and those that are interconnected with systems over which program officials have little or no control?

-If so, describe.
	
	
	

	II.B.2.D.
	Have all system users been appropriately trained in the past year, including rules of behavior and consequences for violating the rules?
	
	
	

	Criteria:
	-Describe the specific IT security policy, process, and procedure for the specific IT system and how users are made aware of them.

-Address annual refresher training and specialized training, if applicable, for different levels of users.

- DOI Privacy Act regulations require that offices must assure that employees (including contractors) with have access to a Privacy Act system are aware of the DOI Privacy Act regulations, and of the criminal penalties for violations of the Act identified in the statute.
	
	
	

	II.B.2.E.
	How has the incident-handling capability been incorporated into the system, including intrusion detection monitoring and audit log reviews?  Are incidents reported to GSA’s FedCIRC?
	
	
	

	Criteria:
	-Describe the specific IT security policy, process, and procedure for the specific IT system and link this to the bureau Computer Security Incident Response Capability (CSIRC).

-System owners should work closely with their Bureau IT Security Managers to understand how their Computer Security Incident Response Team (CSIRT) is set up and activated to deal with possible incidents.
	
	
	

	II.B.2.F.
	Do contractors operate the system either on-site or at contractor facility?  If yes, does any such contract include specific security requirements required by law and policy?  How are contractor security procedures monitored, verified, and validated by the agency?
	
	
	

	Criteria:
	-Describe the specific IT security policy, process, and procedure for the specific IT system and the procurement language established within the contract that addresses security considerations at a contractor’s facility, such as certifications and accreditations that contractor has in place; audit/review schedules that have been developed for the government purposes; background investigations and clearance process in use.
	
	
	

	II.B. 3.
	How does the agency ensure the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access?
	
	
	

	Criteria
	No information system protected by the Privacy Act should have public access to a  Privacy Act system of records.  There are specific disclosure and access procedures identified by the Act.  See DOI Privacy Act regulations at 43 CFR 2.56 on disclosure requirements and 43 CFR 2.62 for access requirements.
	
	
	

	II. B. 4.
	How does the agency ensure that the handling of personal information is consistent with relevant government-wide and agency policies?
	
	
	

	Criteria
	See the Interior “Privacy Framework” below.  Refer to the completion of a PIA if one was done because the information contained information on individuals
	
	
	

	II.B.5.
	If a Privacy Impact Assessment was conducted, please provide a copy to OMB.
	
	
	

	Criteria
	Privacy Impact Assessments (PIA) are required for new and modified information systems and applications.   It only applies to those systems with information on individuals.  There are many questions in the PIA about measures and access controls to safeguard sensitive information..  Electronic copies of the PIA can be found at the DOI Privacy Program website at:  http://www.doi.gov/ocio/privacy.
	
	
	


Departmental Privacy Framework

· DOI Privacy Act Regulations 43 CFR 2.45-2.79

· DOI Privacy Act Manual Sections, 383 DM Chapters 1 – 13
· The Privacy Act 5 U.S.C. 552a

· Office of Management and Budget Circular A-130, Appendix I

· Electronic Government Act of 2002, Sec. 208 on privacy

· The Computer Security Act of 1987

· Computer Matching and Privacy Protection Act

· Federal Acquisition Regulation privacy clause requirements (FAR 48 CFR 24.102(a)).

· Department of the Interior Acquisition Regulations on privacy requirements DIAR 1452.224-1

· OMB Circular A-16 on privacy requirements for spatial data (see Sections 2.a. and 8.a.7)

· FTC Children’s On-line Privacy Protection Act guidance for websites (http://www.ftc.gov/bcp/conline/publs/buspubs/coppa.htm
· OMB memo on Privacy Policy and Data Collection on Federal Websites, M-00-13, June 22, 2000:  at http://www.whitehouse.gov/omb/memoranda/m00-13.html
· OMB memo on Privacy Policies on Federal Websites, M-00-13, June 2, 1999: http://www.whitehouse.gov/omb/memoranda/m99-18.html
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