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            EXHIBIT 300


PART I:  CAPITAL ASSET PLAN AND BUSINESS CASE (All Assets)

	Agency
	Department of the Interior

	Bureau
	The name of your bureau or office

	Location in Budget
	Indicates where the project would be addressed in the agency’s Budget Justification

	Account Title
	Title of the account used in the Exhibit 53 – include account, activity, subactivity

	Account Identification Code
	The number for the account that funds this project

	Program Activity
	The activity that funds this project

	Name of Project
	The identifier that is used on the Exhibit 53

	Unique Project Identifier: (IT only)(See section 53)
	The identifier that is used on the Exhibit 53 (123-45-01-01-01-0001-00-XXX-XXX, where XXX-XXX maps to the FEA business area and line of business)

	Project Initiation Date
	Enter the date the project will start or did start.

	Project Planned Completion Date


	Enter the projected date the project will complete



	This Project is:    Initial Concept  ____    Planning  ____    Full Acquisition  ____    Steady State  ____

                            Mixed Life Cycle  ____

(Put an “X” by only one.  “Mixed Life Cycle” means project is in two or more stages.)

	
	
	
	
	
	

	Project/useful segment is funded: (Enter an “X” by “Fully” if funded for full life cycle.  Enter an “X” by “Incrementally” if funded annually.)
	Incrementally
	__
	     Fully
	___
	

	
	
	
	
	
	

	Was this project approved by OMB for previous Year Budget Cycle? (Enter an “X” if Exhibit 300 was sent to OMB last year and was not disapproved.) 
	    Yes   ___  
	
	  No
	 ___
	

	
	
	
	
	
	

	Did the Executive/Investment Review Committee approve funding for this project this year?  (Bureau IT Review Board)
	
Yes   ___
	
	No
	___
	

	
	
	
	
	
	

	Did the CFO review the cost goal? (Bureau CFO) Initials: _______
	Yes   ___
	
	No
	___
	

	
	
	
	
	
	

	Did the Procurement Executive review the acquisition strategy? (Bureau Procurement Executive)  Initials: _______
	Yes   ​___
	
	No
	___
	

	
	
	
	
	
	

	Is this investment included in your agency’s annual performance plan or multiple agency annual performance plans? (Bureau APP)
	
Yes   ___
	
	
No
	
___
	

	
	
	
	
	
	

	Does the project support homeland security goals and objectives, i.e., 1) improve border and transportation security, 2) combat bio-terrorism, 3) enhance first responder programs; 4) improve information sharing to decrease response times for actions and improve the quality of decision making?
	Yes   ___
	
	


No
	


___
	

	
	
	
	
	
	

	Is this project information technology? (See section 300.4 for definition) 
	Yes   ___
	
	    No
	___
	

	

	For information technology projects only:

	a. Is this Project a Financial Management System? (see section

       53.3 for a definition) Financial Mgmt. Systems are financial/mixed financial systems that support the interrelationships and interdependencies between budget, cost and mgmt. functions, & the information associated with business activities.
	
Yes   ___
	
	    
    No
	
___
	

	
	
	
	
	
	

	If so, does this project address a FFMIA compliance area? (If you answered yes above, enter an “X” to the right of “Yes” or “No”.)
	Yes   ___
	
	    No
	___
	

	
	
	

	If yes, which compliance area? 
	
	
	

	
	
	
	
	
	

	b. Does this project implement electronic transactions or record keeping that is covered by the Government Paperwork Elimination Act (GPEA)? (Coordinate with Bureau Records Officer)
	Yes   ___
	
	
No
	
___
	

	Bureau Records Officer: ________________________________
	
	
	
	
	

	If so, is it included in your GPEA plan (and does not yet provide an electronic option)? 
	Yes   ___
	
	No
	___
	

	
	
	
	
	
	

	Does the project already provide an electronic option? 
	Yes   ___
	
	    No
	___
	

	
	
	
	
	
	

	c. Was a privacy impact assessment performed for this project? (Coordinate with Bureau Privacy/FOIA Officer)
	Yes   ___
	
	    No
	___
	

	Bureau Privacy/IT Officer: ______________________________
	
	
	
	
	

	d. Was this project reviewed as part of the FY 2002 Government Information Security Reform Act review process? ) (Coordinate with Bureau IT Security Officer)
	Yes   ___
	
	No
	___
	

	
	
	
	
	
	

	Bureau IT Security Officer: ______________________________
	
	
	
	
	

	d.1 If yes, were any weaknesses found? 
	Yes   ___
	
	    No
	___
	

	d.2. Have the weaknesses been incorporated into the agency’s corrective action plans?
	Yes   ___
	
	No
	___
	

	e. Has this project been identified as a national critical operation or asset by a Project Matrix review or other agency determination?


	Yes   ___
	
	
No
	
___
	

	e.1 If no, is this an agency mission critical or essential service, system, operation, or asset (such as those documented in the agency's COOP Plan), other than those identified above as national critical infrastructures?
	Yes   ___
	
	

No
	

___
	


	 SUMMARY OF SPENDING FOR PROJECT STAGES
(In Millions)
(Estimates for BY+1 and beyond are for planning purposes only 
and do not represent budget decisions)

	
	PY-1 and Earlier
	PY
2003
	CY
2004
	BY
2005
	BY+1
2006
	BY+2
2007
	BY+3
2008
	BY+4&
Beyond
	Total

	Planning:
	
	
	
	
	
	
	
	
	

	    Budgetary Resources
	
	
	
	
	
	
	
	
	

	    Outlays  
	
	
	
	
	
	
	
	
	

	Acquisition :
	
	
	
	
	
	
	
	
	

	   Budgetary Resources
	
	
	
	
	
	
	
	
	

	   Outlays
	
	
	
	
	
	
	
	
	

	Total, sum of stages: 
	
	
	
	
	
	
	
	
	

	   Budgetary Resources
	
	
	
	
	
	
	
	
	

	   Outlays
	
	
	
	
	
	
	
	
	


	Maintenance:
	
	
	
	
	
	
	
	
	

	    Budgetary Resources
	
	
	
	
	
	
	
	
	

	     Outlays
	
	
	
	
	
	
	
	
	

	Total, All Stages:
	
	
	
	
	
	
	
	
	

	    Budgetary Resources
	
	
	
	
	
	
	
	
	

	    Outlays


	
	
	
	
	
	
	
	
	

	FTE Costs:
	
	
	
	
	
	
	
	
	


I. A.
Project Description

1. Provide a brief description of this project and its status through your capital planning and investment control (CPIC) or capital programming "control" review for the current cycle.

2. What assumptions are made about this project and why?

3.
Provide any other supporting information derived from research, interviews, and other documentation.

4.
Provide at least two major milestone accomplishments of this project over the last year.

5.
Provide at least two planned milestones for this project for this budget year (2005).
I.B. 
Justification (All Assets)

1. How does this investment support your agency's mission and strategic goals and objectives? (Resource Protection, Resource Use, Recreation, Serving Communities, Management)
2. How does it support the strategic goals from the President's Management Agenda? (Human Capital, Competitive Sourcing, Financial Performance, E-Government, Budget and Performance Integration)

3. Are there any alternative sources in the public or private sectors that could perform this function? 

4. If so, explain why your agency did not select one of these alternatives. (A strong justification is required if a viable alternative is discarded.)
5.
Who are the customers for this project? (Who are they?  What are their wants and needs relative to this project?  How strong is user support for this project?  What is their involvement in this project? What is their continued involvement throughout this project’s life cycle?)
6.
Who are the stakeholders of this project?  (Stakeholders are individuals who can influence the outcome of this project.  Document any coordination with State, Local, and/or Tribal governments.)
7.
If this is a multi-agency initiative, identify the agencies and organizations affected by this initiative.  (Identify whether you are the lead or managing partner and document all partners and impacted agencies and organizations.)
7a.
Discuss the partnering strategies you are implementing with the agencies participating in this project.
8. How will this investment reduce costs or improve efficiencies?

9. List all other assets that interface with this asset_____.  Have these assets been reengineered as part of this project?  Yes____,  No____.
I.C. 
Performance Goals and Measures (All Assets)

	FiscalYear
	DOI Strategic Goal(s)
Supported
	

Existing Baseline
	
Planned
Performance
Improvement
Goal
	
Actual
Performance
Improvement
Results
	Planned
Performance
Metric
	Actual
Performance
Metric Results

	2003
	
	
	
	
	
	

	2003
	
	
	
	
	
	

	2004
	
	
	
	
	
	

	2004
	
	
	
	
	
	

	2005
	
	
	
	
	
	

	2005
	
	
	
	
	
	


I.D.  Program Management [All Assets]

	1.  Is there a program manager assigned to the project? If so, what is his/her name?                                               
	Yes
	
	No
	

	1a. Identify the members, roles, qualifications, and contact information of the in-house and contracted project management team of this project.

	

	2.  Is there a contracting officer assigned to the project?  If so, what is his/her name?

	
Yes
	
	
No
	

	3.  Is there an Integrated Project Team?  


	
Yes
	
	
No
	

	3.A.  If so, list the skill set represented.
	s

	4.  Is there a sponsor/owner for this project?  If so, identify the sponsor/process owner of this project.
	Yes
	
	No
	


I.E. Alternatives Analysis [All Assets]

1. Describe the alternative solutions you considered for accomplishing the agency strategic goals that this project was expected to address. Describe the results of the feasibility/performance/benefits analysis.  Provide comparisons of the returns (financial and other) for each alternative.  (OMB assumes the agency has performed risk-adjusted life cycle costs in their analysis of all three alternatives to choose the best solution.  See CIO Council website, under “Best Practices” at http://www.cio.gov/documents/ValueMeasuring_Highlights_Oct_2002.pdf)
	Alternative
	Description

	Alternative 1 – 
	

	Alternative 2 –  
	

	Alternative 3 –
	


2.
Summarize the results of your life-cycle cost analysis performed for each investment and the underlying assumptions. (Cost elements (at a minimum) should be described in terms of personnel compensation and benefits, contractual services and supplies, acquisition of assets (hardware/software).  The total costs in dollars for each cost element of the preferred alternative must match the Summary of Spending table.)
	Cost Elements
	Alternative 1
	Alternative 2
	Alternative 3

	Element 1
	
	
	

	Element 2
	
	
	

	Element 3
	
	
	

	Element 4
	
	
	

	Element 5
	
	
	

	Total
	
	
	


3.
Which alternative was chosen and why?   Define the Return on Investment (ROI).  (Defend why the selective alternative is the better of the alternatives, i.e. greater cost/benefit ratio, quicker payback, or less reliance on custom software.)
3. A.
Are there any quantitative benefits that will be achieved through this investment (e.g., systems savings, cost avoidance, stakeholder benefits, etc)?  (Examples of quantitative benefits:  combines three systems/applications into one or reduces the support needed from three to one system administrator.)
3. B.
For alternative selected, provide financial summary, including Net Present Value by Year and Payback Period Calculations:  (A MS Excel spreadsheet (prepared by IMEC) is available at the website http://www.doi.gov/ocio/cp/)
	

	
YEAR = 
	
FY
	
FY
	
FY
	
FY
	
FY
	
FY
	
FY
	
FY
	
FY

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


4.
What is the date of your cost benefit analysis? (Need exact date e.g. MM/DD/YYYY)
I. F.
 Risk Inventory and Assessment (All Assets)

In this section, describe the results of your risk assessment for this project and discuss your plans to eliminate, mitigate, or manage identified risks.  Risk assessments should be performed at the initial concept stage and then monitored and controlled throughout the life-cycle of the project, and should include risk information from all stakeholders.  Risk assessments for all projects must include schedule, costs (both initial and life cycle), technical  

obsolescence, feasibility, reliability of systems, dependencies and interoperability between this project and others, surety (asset protection) considerations, risk of creating a monopoly for future procurements, capability of agency to manage the project, and overall risk of project failure.  (Be sure to include all the highlighted risks in addition to the ones listed below for IT projects.)
In addition, for IT projects risk must be discussed in the following categories 1) Organizational and Change Management, 2) Business, 3) Data/Info, 4) Technology, 5) Strategic, 6) Security, 7) Privacy, and 8) Project Resources. (Agencies may include others for IT, and may define the core set for other assets).  For security risks, identify under the description column the level of risk as high, medium, or basic.  What aspect of security determines the level of risk, i.e., the need for confidentiality of information, availability of information or the system, reliability of the information or system?

	Date Identified
	Area of Risk
	Description
	Probability of Occurrence
	Strategy for Mitigation
	Current Status as of the date of this exhibit

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


1.
 What is the date of your risk management plan? (Need exact date e.g. MM/DD/YYYY)

I.G. 
Acquisition Strategy  (coordinate this with your Bureau Procurement Executive)
1. Will you use a single contract or several contracts to accomplish this project?  

1.A.
If multiple contracts are planned, explain how they are related to each other, and how each supports the project performance goals.

2. What type(s) of contract(s) will you use (e.g. cost reimbursement, fixed-price, etc.)?  

2.A.
For cost reimbursement contracts, define risk not sufficiently covered by the risk mitigation plan to require this type of contract.
3.
Will you use financial incentives to motivate contractor performance (e.g. incentive fee, award fee, etc.)? (Describe what financial incentives you plan to use to motivate contractor performance.  Describe how contract performance will be evaluated.)
4.
Will you use competition to select suppliers?

5.
Will you use commercially available or COTS products, or custom-designed products?  (If automation is involved in the reengineering of business processes, explain how the investment makes maximum use of COTS technology.)
6.
What is the date of your acquisition plan?  (Need exact date e.g. MM/DD/YYYY)

7.
How will you ensure Section 508 compliance?  (Ensure that all accessibility design and testing activities and their associated costs are included within project schedule and included as part of the total estimated cost of the project.)
I.H.  Project and Funding Plan

The information required by this section will be provided by your earned value management system (EVMS) that follows ANSI/EIA Standard 748-A (see section 300.4 definition of Earned Value Management System), and the software program you (and/or your contractor(s)) use to operate your EVM system.  Program status information in this section must include both the contractor’s part of the project’s overall costs and milestone requirements as well as the Government’s costs and milestone requirements to complete the project segment or module being reported.    Information on earned value management systems is available at http://www.acq.osd.mil/pw.
I.H.1.  
Description of performance-based management system (PBMS):

Name the software program that meets ANSI/EIA Standard 748 that you are using, or will use, to analyze contractor provided EVMS information. Describe the process you used to verify that the contractor’s project management system follows the ANSI/EIA Standard 748-A.  

If the project is operational (steady state), define the operational analysis system that will be used. If this is a mixed life-cycle project with both operational and development/modernization/ enhancement (DME) system improvement aspects, EVMS must be used on the system improvement aspects of the contract and operational analysis on the operations aspects. Using information consistent with the work breakdown structure (WBS), provide the information requested in all parts of this section.  (As work is completed, the EV calculations (based on what work is completed, when it is completed, and what the work actually costs) track the project performance.)
I.H.2.  
Original baseline (OMB-approved at project outset):

What are the cost and schedule goals for this phase or segment/module of the project (e.g., what are the major project milestones or events; when will each occur; and what is the estimated cost to accomplish each one)? For non-major IT projects only use this section to provide at least two major milestone accomplishments of this project over the last year and at least two planned major milestones for this project for this budget year. (To allow match of questions on the Exhibit 300-1) Also identify the funding agency for each milestone or event if this is a multi-agency project.  If this is a multi-agency project or one of the President's E-Gov initiatives, use the detailed project plan with milestones on the critical path, to identify agency funding for each module or milestone.   (This baseline must be included in all subsequent reports, even when there are OMB‑approved baseline changes shown in I.H.3).
	Cost and Schedule Goals:  Original Baseline for a Phase/Segment/Module of Project

	

Description of Milestone
	Schedule
	

Planned Cost 
	

Funding Agency

	
	Start Date
	End Date
	Duration (in days)
	
	

	
	
	
	
	
	

	1.
	
	
	
	
	

	2.
	
	
	
	
	

	3.
	
	
	
	
	

	
	
	
	
	
	

	Completion date:
	Total cost estimate at completion:


I.H.3.  
Proposed baseline/current baseline (applicable only if OMB-approved the changes):

Identify in this section a proposed change to the original or current baseline or an OMB-approved baseline change.  What are the new cost and schedule goals for the project (e.g., what are the major project milestones or events; when will each occur; and what is the estimated cost to accomplish each one)?  Also identify the funding agency for each milestone or event if this is a multi-agency project.  If this is a new project in the FY 2005 budget year, or there are no changes to the original baseline, this section will be blank.)
	Cost and Schedule Goals:  Proposed_____ or Current (OMB-Approved)_____ Baseline for a 

Phase/Segment/Module of Project

	

Description of Milestone
	Schedule
	

Planned Cost 
	

Funding Agency

	
	Start Date
	End Date
	Duration (in days)
	
	

	
	
	
	
	
	

	1.
	
	
	
	
	

	2.
	
	
	
	
	

	3.
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Completion date:
	Total cost estimate at completion:


I.H.4 
Actual performance and variance from OMB-approved baseline (original or current):

A.
This section is always filled in to show current status of the project.  Show for each major project the milestones or events you planned (scheduled) to accomplish and the cost and what work was actually done and the cost. If this is a new project in the FY 2005 budget year, this section will be blank for your initial submission. OMB may ask for the latest information during the budget review process.  It compares the OMB approved baseline and actual results for this phase, segment, or module of the project.
	Comparison of OMB-Approved Baseline and Actual Outcome for Phase/Segment/Module of a Project

	
	OMB-Approved Baseline 
	Actual Outcome

	Description of Milestone
	Schedule
	Planned Cost
	Funding Agency
	Schedule
	Percent Complete
	Actual Cost

	
	Start Date
	End Date
	Duration 
(in days)
	
	
	Start Date
	 End Date
	
	

	  1.
	
	
	
	
	
	
	
	
	

	  2.
	
	
	
	
	
	
	
	
	

	  3.
	
	
	
	
	
	
	
	
	

	  Completion date: OMB-approved baseline: 
	  Estimated completion date:

	  Total cost:   OMB-approved baseline:
	  Estimate at completion:


B. Provide the following project summary information from your EVMS software:  As of :  (date)

B.1.
Show the budgeted (planned) cost of work scheduled (BCWS):     $  _____________

B.2.
Show budgeted (planned) cost of work performed (BCWP):           $  _____________
B.3.  
Show the actual cost of work performed (ACWP):                          $  _____________  
B.4.
Provide a cost curve graph plotting BCWS, BCWP and ACWP on a monthly basis from inception of this phase or segment/module through the latest report.  In addition, plot the ACWP curve to the estimated cost at completion (EAC) value, and provide the following EVMS variance analysis.
	PROJECT SUMMARY (CUMULATIVE)

	
	Value

	
	

	Cost Variance = (BCWP-ACWP) = 
	

	Cost Variance % = (CV/BCWP) x 100% = 
	

	Cost Performance Index (CPI) = (BCWP/ACWP) = 
	

	Schedule Variance = (BCWP-BCWS) =
	

	Schedule Variance % = (SV/BCWS) x 100% = 
	

	Schedule Performance Index (SPI) = (BCWP/BCWS) = 
	

	Two independent Estimates at Completion (EAC) = ACWPcum = (Performance Factor (PF) X (BAC minus BCWPcum), where PF1 = 1/CPI, and PF2 = 1/CPI x SPI) 
	

	Variance at Completion (VAC) = (BAC B EAC) for both EACs above = 
	

	Variance at Completion % = (VAC/BAC) x 100% for both EACs above = 
	

	Estimated Cost to Complete (ETC) = 
	

	Expected Completion Date = 
	


Definitions for Earned Value Management System:

ACWP 
– 
Actual Cost for Work Performed – What you paid.

BAC 
– 
Budget At Completion – The baseline (planned) budget for the project.

BCWP 
– 
Budgeted Cost for Work Performed – The earned value.

BCWS 
– 
Budgeted Cost for Work Scheduled – The planned costs. 

CPI 
– 
Cost Performance Index – The ratio of the budgeted to actual cost of work performed.

CV 
– 
Cost Variance – The difference between planned and actual cost of work performed.

EAC 
– 
Estimate At Completion – The latest estimated cost at completion.

ETC 
– 
Estimate to Completion – Funds needed to complete the project.

PF 
– 
Performance Factor – The cost to earn a dollar of value, or ACWP/BCWP, or 1/CPI.

SPI 
– 
Schedule Performance Index – The percent of the project that has been completed.

SV 
– 
Schedule Variance – The variance between the actual and planned schedules.

VAC 
– 
Variance at Completion – The variance between the baseline and actual budget at completion.
C. 
If cost and/or schedule variance are a negative 10 percent or more at the time of this report or EAC is projected to be 10 percent or more, explain the reason(s) for the variance(s):
D.
Discuss the contractor, government, and at least the two EAC index formulas in I.H.4.B, current estimates at completion.  Explain the differences and the IPTs selected EAC for budgeting purposes.
E.
Provide performance variance.  Explain whether, based on work accomplished to date, you still expect to achieve your performance goals.  If not, explain the reasons for the variance.
F.
Discuss the corrective actions that will be taken to correct the variances, the risk associated with the actions, and how close the planned actions will bring the project to the original baseline.  Define proposed baseline changes, if necessary. 


G. Has the Agency Head concurred in the need to continue the program at the new baseline?  

Yes____    No____

Part II:  Additional Business Case Criteria for Information Technology


II. A. 
Enterprise Architecture  (This section will be completely redone since the UPI will contain links to the FEA business area and line of business.)
II.A.1 
Business

A. Explain how this project conforms to your departmental (entire agency) enterprise architecture.

B. Identify the Lines of Business and Sub-Functions within the Federal Enterprise Architecture Business Reference Model that will be supported by this initiative.  

C. Briefly describe how this initiative supports the identified Lines of Business and Sub-Functions of the Federal Business Architecture.

D. Was this project approved through the EA Review committee at your agency?

E. What are the major process simplification/reengineering/design projects that are required as part of this initiative?

F. What are the major organization restructuring, training, and change management projects that are required?

II.A.2  Data

A.
What types of data will be used in this project?   Add examples of types of data (health, etc.)
B.
Does the data needed for this project already exist at the Federal, State, or Local level?  If so, what are your plans to gain access to that data?

C.
Are there legal reasons why this data cannot be transferred?  If so, what are they and did you address them in the barriers and risk sections above?  

D. If this activity involves the acquisition, handling or storage of information that will be disseminated to the public or used to support information that will be disseminated to the public, explain how it will comply with your agency’s Information Quality guidelines. Add Records Management tracking question.  The details of this question have not yet been established.

E. If this initiative processes spatial data, identify planned investments for spatial data and demonstrate how the agency ensures compliance with the Federal Geographic Data Committee standards required by OMB Circular A–16.

II.A.3 
Application and Technology  (update with FEA data (SRM and TRM Information)
A.
Discuss this initiative/project in relationship to the application and technology layers of the EA.

Include a discussion of hardware, applications, infrastructure, and include e-business technologies, web technologies, component based architectures, etc.
B.
Are all of the hardware, applications, and infrastructure requirements for this project included in the EA Technical Reference Model?  If not, please explain.    

II. B. 
Security and Privacy (There will be some Privacy Impact Assessment Questions pursuant to Section 508 of the E-Gov Act.)

NOTE: 
Each category below must be addressed at the project (system/application) level, not at a program or agency level.  Referring to security plans or other documents is not an acceptable response. 

II.B.1.
How is security provided and funded for this project (e.g., by program office or by the CIO through the general support system/network)?

A.
What is the total dollar amount allocated to security for this project in FY 2005?  (This amount as compared to total project funding should match the percentage for security you indicated on the Exhibit 53.  Any part of security for this project that is funded through a different project (Exhibit 300) should not be included as part of this project’s IT security dollars.)  

II.B.2
Does the project (system/application) meet the following security requirements of the Government Information Security Reform Act, OMB policy, and NIST guidance?

A. Does the project (system/application) have an up-to-date security plan that meets the requirements of OMB policy and NIST guidance?  What is the date of the plan? 

B. Has the project undergone an approved certification and accreditation process?  Specify the C&A methodology used  (e.g., NIST guidance) and the date of the last review.  

C.
Have the management, operational, and technical security controls been tested for effectiveness?  When were most recent tests performed?

D.
Have all system users been appropriately trained in the past year, including rules of behavior and consequences for violating the rules?

E. How has incident handling capability been incorporated into the system, including intrusion detection monitoring and audit log reviews?  Are incidents reported to GSA’s FedCIRC?  

F.
Is the system operated by contractors either on-site or at a contractor facility?  If yes, does any such contract include specific security requirements required by law and policy?  How are contractor security procedures monitored, verified, and validated by the agency?"

II.B.3
How does the agency ensure the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access?

II.B.4
How does the agency ensure that the handling of personal information is consistent with relevant government-wide and agency policies.

II.B.5
If a Privacy Impact Assessment was conducted, please provide a copy to OMB.
II. C. Government Paperwork Elimination Act (GPEA) (Relate this project to your bureau/office GPEA inventory most recently completed.)
II.C.1
If this project supports electronic transactions or record-keeping that is covered by GPEA, briefly describe the transaction or record-keeping functions and how this investment relates to your agency's GPEA plan.

II.C.2
What is the date of your GPEA plan?

II.C.3
Identify any OMB Paperwork Reduction Act (PRA) control numbers from information collections that are tied to this investment.

Section 300–12
OMB Circular No. A–11 (2003)

OMB Circular No. A–11 (2003) 
Section 300–11

