EXCERPT OF 2005 BUDGET GUIDANCE

CAPITAL PLANNING AND INVESTMENT CONTROL

The Department’s capital investment portfolio continues to grow each year.  Annually, the Department invests over $2 billion in construction projects and information technology (IT). Over the past year, we have improved the management of our capital projects with implementation of a Department-wide Capital Planning and Investment Control Process (CPIC). Continued improvement is needed particularly in the following areas:

· Implementation of a CPIC process within each bureau and office to ensure that project proposals and ongoing projects are effectively managed  and that cost, schedule, and performance goals are met;
· Assuring consistency and accuracy in the Exhibit 300 business cases and Exhibit 53;

· Using the Exhibit 53 as a long-range plan (3-5 years) to guide IT investments just as the five-year plan guides construction investments;

· Correctly defining and classifying IT projects to ensure compliance with OMB requirements and an appropriate level of oversight;

· Assuring a high level of quality using rigorous internal scoring  at the bureau and Department level; and

· Meeting timeframes for submission of the Exhibit 53 and 300s.

By now each bureau and office should have implemented a capital planning and investment control (CPIC) process on guidance issued , including:

· The Capital Investment and Control Guide Version 1.0, issued on December 19, 2002;

· The January 15, 2003 memorandum from the Chief Information Officer on implementation of the Information Technology Capital Planning and Investment Control Guide; and

· The February 21, 2003 memorandum from the Director, Office of Managing Risk and Public Safety on implementation of the Capital Planning and Investment control Guide for Construction Projects.

(Copies of these materials are available upon request from the Budget Office at 208-5308.)

Interior’s senior management, with recommendations from the Management Initiatives Team, will approve/disapprove proposed investments in construction and IT projects.  This will be the basis for 2005 budget decisions.   The new A-11 will be issued during April – the guidance provided in this document incorporates the changes that we anticipate will be included.   Of note, the A-11 creates a new Exhibit, 300-1 Project Profile, a format that is to be used to report IT investments that are not major.

Also of note, the A-11 will require that bureaus and offices incorporate detailed information about their portfolio into their budget justification.  We will work with you on a format to be used to report major investments in budget materials to be submitted to OMB on September 8, 2003.   

Attachment H to this memorandum provides technical guidance for preparation of the Exhibit 53.  Attachment I to this memorandum provides technical guidance for preparation of business cases, Exhibit 300s and the new Exhibit 300-1, Project Profile. Data reported in IT Exhibits 300 and 300-1 must be consistent with the date in Exhibit 53. 

Exhibits 300 or 300-1 must be submitted for all new and ongoing major capital projects for which you request funding in the 2005 budget.  Exhibits 300-1 must be submitted for all non-major projects for which you request funding in the 2005 budget.  Funding will be approved ONLY for projects that have business cases and are reviewed and approved in the CPIC process. 

Questions about this guidance may be directed to the following individuals: 

· Pam Haze or Dianne Shaughnessy, Office of Budget, (202) 208-5308

· Ron Shepherd, Office of the Chief Information Officer, 202-208-7072
· Kurt Gernerd, Office of Managing Risk and Public Safety,  202-208-5399
· Bob Jarcho, Office of Acquisition and Property Management, (202) 208-3329

E-GOVERNMENT

E-Government.  The Management Initiatives Team is leading an effort to develop an Interior E-Government strategy, consistent with the Administration’s E-Government strategy, the DOI Strategic Plan and the DOI Enterprise Architecture, designed to help all bureaus and offices significantly enhance service delivery for citizens, businesses and other governments, and the efficiency of business processes.  Key to this strategy will be a customer-centric collaborative business transformation within the Department, consolidation of infrastructure and IT systems, and looking externally for partnership opportunities with other agencies.  Critical to this effort will be re-engineering and standardization of DOI processes to conform to government-wide efforts, and migration of current systems and data to E-projects.

Bureaus and offices participating in projects managed by DOI should plan to continue participation and funding support.  Direct funding support and other requirements should be identified through Exhibit 300s (lead agency).  Participating bureaus should also plan to continue funding support for E-government projects managed by other agencies though Exhibits 300-1.

Geospatial One Stop.  On going programs and proposed initiatives that involve acquisition or collection of geospatial data should be consistent with the standards developed by the Geospatial One-Stop e-government initiative.  By the beginning of 2005, Geospatial One-Stop standards will be in effect for all framework data layers, and perhaps others.  For other data layers not yet covered by Geospatial One-Stop standards, the acquisition and collection of data should instead meet appropriate standards adopted or endorsed by the Federal Geographic Data Committee.  

Use of a clearinghouse ensures that the data does not already exist; explores opportunities for collaborative acquisition of data with partners in Federal, state, and local government agencies; documents the planned data acquisition; and finally, describes the data after it has been acquired or collected. Existing data is to be documented through the FGDC Content Standard for Digital Geospatial Metadata and posted to the Geospatial One Stop portal.  Ongoing data activities are to be documented through metadata and the resulting metadata should be posted to the Geospatial One Stop portal.  All planned data acquisitions must be documented through the Geospatial One Stop “market place” at www.geo-one-stop.gov.

Proposed initiatives for the development or enhancement of systems that utilize Geographic Information Systems or other spatial technologies should be documented in an Exhibit 300 and address compliance with specifications and other interoperability guidelines adopted or endorsed by the FGDC.

For FY 2005, the threshold for reporting geospatial investments in data acquisition will be $100,000.  Data acquisition can be defined as Geospatial investments, excluding hardware and software, in data development or production, data procurement, data management and archival, and data partnerships.  Please fill out Attachment E-2, to capture data acquisition costs that are $100,000 or greater.  At a later date, you may be asked to provide the detail for these figures, including for example: data collection, acquisition, and management. 

 TC “General IT Investment Justification”\l3 General IT Investment Guidance.  Bureaus and Offices must ensure that their IT investments – both new and steady state - satisfy the requirements of the “Raines  Rules” memorandum from the Office of Management and Budget’s Director, dated October 25, 1996 (Attachment E-3).  

In programmatic justifications for IT investments and in Exhibit 300s, bureaus should explain how their IT investments support the following:

· The President’s Management Agenda that calls for Federal government to be citizen-centered, results-oriented, and market-based, and empower citizens to use the internet and other IT tools to obtain the desired information;

· Secretary Norton’s management vision targeting effective use of resources, accountability for results, and using technology to work smarter and provide single points of access to Interior services;

· High priority programmatic areas where IT is instrumental in improving service delivery, including for example: 1) Trust Management; 2) Facilities Maintenance Management; and 3) Performance Management (Activity Based Costing); and

· Specific performance goals and targets outlined in the four focal areas of the IT Strategic Plan under: 1) Interior Information Architecture; 2) IT Security; 3) E-Government; and 4) IT Capital Planning and Investment.

Bureaus and offices are to continue improvements in IT investment management by moving toward GAO’s ITIM Level 3 (Developing a Complete Investment Portfolio) during FY 2005 to fully reach Level 3 by FY 2006.  To reach the desired level of ITIM maturity, bureaus and offices should define the specific activities/tasks that need to be implemented in the following nine key process areas: 1) IT investment management; 2) enterprise architecture; 3) software acquisition; 4) software development; 5) information security; 6) IT human capital; 7) data management: 8) records management; and 9) IT operations.  In many cases this may involve bureau/office participation in the development of Departmental policies and standards.  Once the activities/tasks have been defined for each of the process areas, all the identified tasks need to be executed before reaching Level 3. 

 TC “IT Capital Planning and Investment”\l3 Clinger‑Cohen, the Government Performance and Results Act, and the Federal Acquisition Streamlining Act all require agencies to use formal capital planning and IT investment programs to maximize the use of funds spent on IT in support of strategic business and IT missions/goals.   IT capital planning decisions are closely aligned with the Enterprise and Security Architectures.  Bureau and offices must ensure that all IT investments are directly linked to specific Bureau and Departmental business goals by institutionalizing Bureau level investment management in accordance with GAO ITIM guidance.  

OMB requires our business cases to fully address IT security and business architecture areas, support strategic goals related to program/project management, identify and monitor performance measures/goals and return on investment (ROI), and continue identifying opportunities for EGOV and/or crosscutting initiatives including consolidated acquisitions.  As in years past, bureaus and offices should continue to plan and budget for infrastructure replacement of their computer and communications infrastructure hardware components each year.  

Interior Enterprise Architecture.  Bureaus must budget for support of development of the Interior Enterprise Architecture and well as development and continuing maintenance of their bureau enterprise architectures and associated governance processes to reflect the unique architectural components required to meet bureau business needs.  The primary focus will be (in this order) on 1) providing a framework to comply with the Federal Enterprise Architecture Reference Models, 2) completion of the Interior Enterprise Architecture to provide a cross-Department view, and 3) developing bureau enterprise architectures for unique business processes, which should include the following components:

· Business Architecture to capture bureau business functions and processes that do not cross bureau organizational lines and therefore are not addressed by the Interior Enterprise Architecture.

· Data/Information Architecture to capture bureau data that are not shared by other bureaus and therefore not addressed by the Interior Enterprise Architecture.

· Applications/Solutions Architecture to capture bureau-level applications that are not shared with other bureaus and therefore not addressed by the Interior Enterprise Architecture.  This includes unique bureau administrative and business applications.

· Technology Architecture and the associated Technical Reference Model and standards profile to capture technologies employed for bureau unique processes.

Bureau enterprise architectures must interoperate with the Interior Enterprise Architecture.  This will be accomplished through the continued collaboration of the bureaus and the department on development of the Interior Enterprise Architecture.  Bureaus should budget sufficient funds to enable full participation in the Interior Enterprise Architecture (e.g., Interior Architecture Working Group activities, Domain Architecture Team sessions) as well as for development of their own unique bureau architecture components.  Questions on this should be directed to Faye Lee (202) 208-5436.

 TC “IT Security”\l3 IT Security.  DOI has implemented an agency-wide Information Technology security program focused on ensuring that our systems are protected and which fully meets the requirements of public laws, Executive Branch directions, Federal standards, and Interior’s policies.   Guidance put forth in OMB circular A-130 will be used to determine quantitatively how many systems of a particular category meet the minimum requirements for ensuring adequate security.  According to the Government Information Security Reform Act (GISRA), Interior will continue to be assessed and graded as one unit in determining and reporting the adequacy of its computer security program. Congress, OMB, and Interior’s Office of Inspector General have reinforced this determination.  Consequently, we must focus on meeting a uniform level of compliance across all of Interior. 

Bureaus must allocate adequate funding for full support of IT Security activities. Bureau and office budgets should include adequate resources to address the following: 

· Personnel Training.  One of the IT security goals outlined in the IT Strategic Plan is for DOI to develop and acquire qualified security personnel.  Bureaus/offices must budget for certified IT Security Professional Training for all staff with significant IT Security responsibilities.  Staff with significant security responsibilities are:  bureau IT Security managers and their alternates; regional IT Security  managers; installation security officers; and system administrators and managers who are responsible for the maintenance of systems that support Trust Management, Financial, and National Critical Infrastructure Information Systems.  The Departmental IT Security Program recommends that IT Security staff obtain the Certified Information System Security Professional Certification (CISSP), which costs approximately $5,000 per IT Security professional.  Bureaus should consider providing this training in a centralized manner, where seminars accommodating 30 individuals can be arranged for $30,000 to $45,000.  

· Certification & Accreditation. Bureaus will conduct C&A activities on their IT systems based on a risk-based approach concentrating on the most important (high risk) systems first. These category of systems are made up of Major Applications and General Support Systems that support National Security Information Systems, National Critical Infrastructure Information Systems, Indian Trust Management Systems, and Financial Management Systems.  All high risk systems are required to obtain full accreditation by December, 2005, with all other remaining systems obtaining accreditation by December 2006.  The 2004 budget request includes $13 million to conduct C&A activities on the Department’s highest priority systems.  As this only addresses a portion of the total requirements for C&A bureaus are required to allocate adequate resources to the following for each system using the following cost guidelines:

	Task
	Estimated Per Unit Cost
	Time Frame

	General Support System 
	$400,000
	12 Months

	Major Application
	$280,000
	12 Months


For systems that have obtained accreditation within the past three years and need to renew their accreditation, bureaus are required to allocate resources based on the following guidelines:

	Task
	Estimated Per Unit Cost
	Time Frame

	General Support System 
	$200,000
	12 Months

	Major Application
	$140,000
	12 Months


Privacy.  The E-Government Act of 2002, the Privacy Act, and Office of Management and Budget Circular A-11, sections 31.8, 53.1 and 300.9, require Privacy Impact Assessments (PIA) to ensure privacy principles are included in design and development of new and modified information systems, and technology that maintain personal information on individuals.  Office of Management and Budget Circular A-130, as well as 383 DM chapter 3, require privacy program reviews.  GAO and the IG have been reviewing compliance with OMB guidelines for web privacy policies.  All bureaus and offices should be prepared to demonstrate how they are implementing these guidelines.

FY 2005 bureau and office budget requests must include resources to complete Privacy Impact Assessments for all new or modified information systems or technology that maintain personal information on individuals (to be included with Exhibit 300s), for all new collections subject to the Privacy Act, and for completing the biennial Privacy Impact Assessment report.  FY 2005 bureau and office budget requests should also include training for Privacy Act Officers and Coordinators, system managers, system developers, contractors who manage Privacy Act systems of records, and general guidance for any employee who handles information protected by the Privacy Act.  Please also identify any additional resources if needed for program reviews and compliance with OMB web policy guidelines.   For questions contact Departmental Privacy Officer, Marilyn Legnini (202) 219- 0868.

FOIA.  Based on the FY 2002 annual FOIA report, DOI now faces a FOIA backlog of about 900 requests, some of which may be more than a year old.   E‑FOIA requires agencies to: make certain records that are created on or after November 1, 1996, available by internet; maintain an index of frequently requested FOIA records and make it available to the public electronically; provide records in the format specified by the requester where practicable; conduct electronic searches; and indicate where information has been deleted.  Bureaus and offices should plan to ensure compliance with E-FOIA.

In FY 2003, DOI implemented EFTS, a new electronic web-based FOIA tracking system.  All bureaus and offices with internet access should be using EFTS to track and manage their FOIA requests, and be prepared for a DOI audit for security and data integrity.  Additional modules and enhancements for EFTS are planned for FY 2005, including appeals, litigation, document management, and other requirements not met with the initial release.  Bureaus and offices should plan to participate in developing user requirements and pilot testing for these modules.  Bureaus and Offices should identify resources needed to reduce backlogs in processing FOIA requests, and to provide training needed to effectively implement the program.  SOL should identify funding requirements to deal with their substantial FOIA appeals backlog.  Bureaus and offices should plan to contribute to operation and maintenance of the EFTS and future upgrades.  For questions contact Department FOIA Officer, Alex Mallus (202)  208- 5342.

GPEA. Because of increased oversight by OMB, Bureaus need to complete any remaining GPEA conversions, with appropriate Privacy Risk Assessments, by the end of FY 2005 for all current eligible transactions and ensure that all information collections address GPEA requirements.  For FY 2005, identify funding required to complete all remaining GPEA conversions by the end of FY 2005, or fully describe impediments to completion.  If you have questions, contact Ellen Findley (202) 208-3321 or Sherry Barnett (202) 208-6053.
