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Background
· OMB is the Federal oversight agency for implementing the OMB A-130, Appendix III Security requirements in the Federal Government.
· IT security is all about managing risk and establishing controls that are commensurate with the value of the asset.  The best approach on the Exhibit 300 is to take into account a lifecycle approach to risk management.
· 5% to 10% of total life cycle cost for any IT system should be linked to IT security.
· Hard dollar figures (not percentages) must be presented for the system’s lifecycle.
· The dollar level funded for the project as compared to the total project funding should match the percentage for security indicated on the Exhibit 53.
· Establish milestones, performance measures and demonstrate return on investment for IT security in the business case.
· Identified IT security costs will be identified and tracked through the CPIC as the linkage to OMB A-11.
· Answers to the questions in Section II.B must be addressed at the project (system/application) level, not at a program or agency level.  Referring to security plans or other documents is not an acceptable response.
· Project scoring:  All business cases are scored against a core set of IT security criteria and the results are provided to the bureau or office via the budget pass-back process.  While one size scoring does not fit all categories, this scoring is meant to ensure that bureau and office planning and management of assets is consistent with OMB policy and guidance.  The business case is scored based upon the IT security criteria listed below.  DOI OCIO Memo dated March 6, 2003 states that all Exhibit 300s must have a score equal to or greater than 4 on the Security and Privacy (SE) section (Part II, Section II.B).  IT security case scoring is based on the following criteria:
	Security and Privacy (SE) (Part II, Section II.B)
 

	5
	Security and privacy issues for the project and all questions are answered, detail is provided about the individual project throughout the life-cycle to include budgeting for SE.

	4
	Security and privacy information for the project is provided but there are weaknesses in the information that need to be corrected.

	3
	Security and privacy information for the project is provided but fails to answer the minimum requirements.  

	2
	Security and privacy information points to an overall Agency Security Process with little to no detail at this project level.

	1
	There is no security or privacy information provided for the project.


Security Section Tips
The following are tips in completing the 17 sections in the Exhibit 300s that address IT security protection.  Under each section are questions and areas that should be addressed in the answer or description.  The IT Security portion of the bureau submissions must be reviewed by the Bureau’s IT Security Manager (BITSM).
1) Sec. 1.d.  Was the project reviewed as part of the FY 2002 Government Information Security Reform Act (GISRA) review Process?
· Answer for the specific IT system.  Reviews are interpreted as formal Risk Assessments; Initial Assessments; as well as NIST Special Publication 800-26 Self Evaluations.  Your system security manager, system administrator and/or operator, as well as your Bureau IT Security Manager should be involved in this section.
2) Sec. 1.d.1.  If yes, were any weaknesses found?
· Answer for the specific IT system. This section should be answered from relevant portions of the Risk Assessment, Initial Assessment or SP 800-26 report.  Language in the executive summary may provide the sufficient detail required to answer this question.  Your system security manager, system administrator and/or operator, as well as your Bureau IT Security Manager should be involved in this section.
3) Sec. 1.d.2.  Have the weaknesses been incorporated into the agency’s corrective action plans?
· Was it included in the bureau or office quarterly Plan of Actions and Milestones (POA&M) submission to DOI OCIO required by GISRA.  
4) Sec. 1.e.  Has this project been identified as a national critical operation or asset by a Project Matrix review or other agency determination?
· An effort designed by the National Critical Infrastructure Assurance Office, which has been moved from the Commerce Department to the new Homeland Security Department, to “assist federal civilian agencies in prioritizing their critical infrastructure assurance efforts by identifying the agencies’ functions and services that are “nationally critical” because they are essential to national security, the operations of the national economy, or the health and safety of the American people.”

5) Sec. 1.e.1.  If no, is this an agency mission critical or essential service system, operation, or asset (such as those documented in the agency’s COOP Plan) other than those identified above as national critical infrastructures?
· Answer for the specific IT system.  If program managers/system owners are unsure they should coordinate with their CIO department, law enforcement officials, if applicable; emergency response coordinators, strategic planning office, budget office and Bureau IT Security Managers.
Section II.B.  Security and Privacy

6) Sec. II.B.1.  How is security provided and funded for this project (e.g., by program office or by the CIO through the general support system/network)?

· Are the costs of security controls understood and explicitly incorporated in the lifecycle planning of the overall system including the additional costs of employing standards and guidance more stringent than those issued by NIST?
· Are the costs of security across the lifecycle of the system or program well documented in the budget request?
· For security provided outside the program office, how does the agency ensure security and it’s funding are adequate and sustained over the life cycle of the project?
· How is IT security integrated into the overall bureau or office IT security plan?
· How does the IT security architecture of this project integrate with the overall IT security architecture of the bureau, office, and/or department?
· Have the Bureau IT Security Managers reviewed the IT security portion of the budget request?  If so, did they approve and sign-off on it.
· Does management provide an appropriate level of resource support considering the current budget situation to properly maintain the system?
7) Sec. II.B.1.A What is the total dollar amount allocated to security for this project in FY 2004?
· Does the business case document the resources required for adequately securing the system through its lifecycle?
· Does the system have documented funding requirements needed to support the implementation and maintenance of the System Security Plan (SSP)?

· Is the necessary security infrastructure explicitly defined and well documented in the documented funding requirements?

8) Sec. II.B.2.  Does the project (system/application) meet the following security requirements of the Government Information Security Reform Act, OMB, and NIST guidance?
· Has someone been designated as responsible for ensuring adequate security controls are designed/developed/implemented, maintained specifically for this system?

· Are IT security roles and responsibilities included in position descriptions and performance standards?  If no, is there an explanation.

· How does the organization ensure that risks are understood and continually assessed?

· How does the bureau or office ensure that the security controls are commensurate with the risk and magnitude of harm?

· Has the project (including system or application) been assigned a level of risk (e.g., high, medium, low)?  If no level of risk has been determined, how have program and agency officials determined the necessary security controls?

· What aspect of security determines the level of risk, (i.e., the need for confidentiality of information, integrity of information, accountability for the information, non-repudiation of the information, availability of information or the system, and/or reliability of the information or the system)?

· Are security requirements included in acquisition or development documents?  Who reviews and approves security specifications?  Are the security specifications periodically reviewed and updated?  Do the security specifications permit updating security requirements as new threats/vulnerabilities are identified and as new technologies are implemented?  Where design reviews and system tests run prior to placing the system in production?

· Is there an up-to-date security evaluation/risk assessment?  If the system is in development is an evaluation scheduled and funded?  If no, is there an explanation.

· Do the security requirements for the system adequately address the security needs and requirements identified during the data sensitivity and criticality assessment?  Are these security requirements documented in the SSP?

9) Sec. II. B. 2. A. Does the project (system/application) have an up-to-date security plan that meets the requirements of OMB policy and NIST guidance?  What is the date of the plan?
· If the system is being developed, is completion of a security plan scheduled and funded?  If no, is there an explanation.
· If no plan or no up-to-date plan, when will the plan be completed or updated?

· Has an up-to-date contingency plan been developed, documented, and tested?  If the system is being developed, is preparation and testing of a contingency plan scheduled and funded?  If no, is there an explanation.

10) Sec. II. B. 2. B. Has the project undergone an approved certification and accreditation process?  Specify the C&A methodology used (e.g., NIST guidance) and the date of the last review.
· Has an Interim Approval to Operate (IATO) been issued?

· Has an up-to-date C&A statement been signed for this system?
· What is the date of the last C&A?
· If the system is being developed, is accreditation and certification scheduled and funded?  If no, is there an explanation.
11) Sec. II. B. 2. C. Have the management, operational, and technical security controls been tested for effectiveness?  When were the most recent tests performed?
· Has a NIST 800-26 Self Assessment been completed?  

· Are deficiencies reflected in the agency’s report under the GISRA POA&M?

· Are configuration management and change control policies and procedures in place?

· Have additional security controls been identified for systems that promote or permit public access, other externally accessible systems, and those that are interconnected with systems over which program officials have little or no control?  If so, describe.

12) Sec. II. B. 2. D. Have all system users been appropriately trained in the past year, including rules of behavior and consequences for violating the rules?
· Describe the specific IT security policy, process, and procedure for the specific IT system and how users are made aware of them.  Address annual refresher training and specialized training, if applicable, for different levels of users.
13) Sec. II. B. 2. E. How has the incident-handling capability been incorporated into the system, including intrusion detection monitoring and audit log reviews?  Are incidents reported to GSA’s FedCIRC?
· Describe the specific IT security policy, process, and procedure for the specific IT system and link this to the bureau Computer Security Incident Response Capability (CSIRC). System owners should work closely with their Bureau IT Security Managers to understand how their Computer Security Incident Response Team (CSIRT) is set up and activated to deal with possible incidents.
14) Sec. II. B. 2. F Is the system operated by contractors either on-site or at contractor facility?  If yes, does any such contract include specific security requirements required by law and policy?  How are contractor security procedures monitored, verified, and validated by the agency?
· Describe the specific IT security policy, process, and procedure for the specific IT system and the procurement language established within the contract that addresses security considerations at a contractor’s facility, such as certifications and accreditations that contractor has in place; audit/review schedules that have been developed for the government purposes; background investigations and clearance process in use.
15) Sec. II. B. 3.  How does DOI ensure the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access?
· Describe technical  and non-technical security measures that have been incorporated into the architecture of the system, such as firewalls, intrusion detection systems, encryption, and the physical and personnel security.  Major applications obtain the good part of their security from the general support system (GSS) on which they operate.  Program managers/system owners should request a security statement to this extent from the GSS operator.  Also, see Tips on Completing Privacy Sections in 300s.
16) Sec. II. B. 4.  How does DOI ensure that the handling of personal information is consistent with relevant government-wide and agency policies?  If a Privacy Impact Assessment was conducted, please provide a copy to OMB.
· See Tips on Completing Privacy Sections in 300s.

17) Sec. II. B. 5.  If a Privacy Impact Assessment was conducted, please provide a copy to OMB.

· See Tips on Completing Privacy Sections in 300s.
Departmental IT Security Framework

· Computer Fraud and Abuse Act of 1986, P.L. 99-474, 18 U.S.C 1030.

· Computer Security Act of 1987, P.L. 100-235, 40 U.S.C 759.

· Federal Information Security Management Act of 2002, P.L. 107-296.
· Federal Manager's Financial Integrity Act of 1982, P.L. 97‑255, 31 U.S.C. 1352.

· Information Technology Management Reform Act of 1996 (Clangor-Cohen Act), Division E of P.L. 104-106, 40 U.S.C. 1401.
· Paperwork Reduction Act of 1978, as amended, PL 104-13, 109 Stat 163, 44 U.S.C. Ch 35.

· Privacy Act of 1974, P.L. 93-579, 5 U.S.C. 552a (1974)
· OMB Circular No. A-11, “Preparing, Submitting, and Executing the Budget, June 22, 2002.
· OMB Circular No. A-130 Revised, “Management of Federal Information Resources,” February 8, 1996.

· DOI Departmental Manual 375, Chapter 19 Information Technology Security Program, April 15, 2002.
· DOI Departmental Manual 441, Personnel Suitability and Security Requirements, Chapter 1-6.
· DOI Departmental Manual 444, Physical Security and Building Security, Chapter 1.

· DOI Information Technology Security Plan (ITSP), Version 2.0, April 15, 2002 (New).
· DOI Information Technology Security Reference Handbook, September 2001.
· DOI Risk Assessment Guideline and Example, April 23, 2002.

· DOI Contingency Planning Guideline, April 22, 2002.

· DOI System Security Plan (GSS) Guide and Template, May 31, 2002.

· DOI System Security Plan (MA) Guide and Template, May 31, 2002.
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