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Executive Summary

The Department of the Interior (Interior) is a decentralized, bureau-centric organization consisting of
eight bureaus, a national business center, and several individual offices. Interior maintains a full-time
staff of about 70,000 located at over 2,000 sites across the United States and its territories. A large
number of sites are located in remote areas. As a result, information technology (IT) solutions have
traditionally evolved in a separate and contained manner.

Many programs have requirements to share information with partners outside Interior, and have
sometimes adopted partners' technological requirements. While a number of cross-bureau/partner and
Interior-wide initiatives have taken place in recent years, the bulk of the current IT environment remains
heterogeneous and fragmented. It consists chiefly of self-contained systems designed to meet the specific
needs of individual bureaus operating independent, self-sufficient programs. The infrastructure reflects
this diversity.

There is a growing demand for Interior to conduct its business differently. This new business model
includes a need for: (1) coordinated service delivery across bureaus, (2) citizen-centric one stop shopping,
(3) more planned and coordinated partnerships with external organizations, and (4) streamlined
administrative business processes. Interior has a significant challenge to redesign its business approaches
and processes. Moreover, its greatest challenge in the IT world is to implement an IT environment that
supports this new business model by building the IT infrastructure needed to connect bureaus to each
other and their customers, and to provide appropriate access to information from any place, at any time.

Interior is not alone in seeking to change the way it uses technology. Most agencies within the Federal
government are trying to adapt to a changing environment while delivering on their mission. The Interior
Enterprise Architecture (IEA) is a process that can be used to facilitate these necessary changes within the
Department.

While there are a number of major pieces to the IEA (e.g., Business Reference Model, Data Reference
Model), this document outlines the Technology Reference Model (TRM) that reflects the technical
architecture.

To ensure success, Interior's technical architecture needs to:

e Be based on the strategic business direction of Interior as an enterprise;

e Be based on a planning process that supports strategic business planning as well as ongoing
tactical decisions made when implementing systems;

e Involve bureau business managers as well as IT staff throughout the process;

e Provide strategic direction for making technology decisions without requiring wholesale and
major changes to the current IT environment;

o Allow bureaus to share many IT infrastructure components without sacrificing responsiveness to
the changing business needs of individual bureaus;

e Make the IT environment adaptable to quickly adjust to changes in the business environment;

e Have a governance process that supports the ongoing evolution of the architecture as well as its
enforcement;
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e Evolve in synch with changing business strategies; and

¢ Be implemented in a short amount of time to avoid analysis paralysis.

Questions regarding the Interior Enterprise Architecture should be directed to the Interior Chief Architect.
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Introduction and Background

A primary focus of Enterprise Architecture (EA) is enabling an organization’s regular re-
alignment of the business strategies and the IT resources employed to support these strategies.
Among the tools used by EA are architecture models. The Department of the Interior is
incorporating the models provided by the Office of Management and Budget (OMB) within its
Interior Enterprise Architecture (IEA.)

The OMB Federal Enterprise Architecture (FEA) was created to facilitate efforts to transform the
Federal Government into one that is citizen-centered, results oriented, and market-based. It is a
business-based framework for Government-wide improvement. As illustrated below, the OMB
FEA was constructed through five interrelated “reference models” designed to facilitate cross-
agency analysis and the identification of duplicative investments, gaps, and opportunities for
collaboration within and across Federal Agencies.

¢ Performance Reference Model (PRM)

«Inputs, Outputs, and Outcomes
sUniquely Tailored Performance Indicators

——jp Business Reference Model (BRM)

 Lines of Business
= Agencies, Customers, Partners

P Service Component Reference Model (SRM)

«Service Domains, Service Types
«Business & Service Components

$ Technical Reference Model (TRM)
«Service Component Interfaces, Interoperability
+ Technologies, Recommendations

P Data Reference Model (DRM)
« Business-focused Data Standardization
« Cross-Agency Information Exchanges

ém:pa;!q:uv paseg-;uauodmo§>

<ang.|a -SS3UISNg pue U0

The five reference models in the OMB FEA include:

e The Business Reference Model (BRM) that describes the business lines, functions and
sub-functions of the Federal Government independent of the agencies which perform
them;

e The Performance Reference Model (PRM) that identifies the common set of general
performance outcomes, metrics and indicators that Agencies will use to define, measure,
and achieve program goals and objectives;

e The Data and Information Reference Model (DRM) that describes the data and
information that support program and business line operations (The model will aid in
describing the types of interactions and information exchanges that occur between the
Federal Government and its customers, constituencies, and business partners.);
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The Service Component Reference Model (SRM) that is a business-driven, functional
framework that classifies service components with respect to how they support business
and/or performance objectives; and

The Technical Reference Model (TRM) that provides a foundation to describe the
standards, specifications, and technologies to support the delivery, exchange, and
construction of business or service components and e-Gov solutions.

A more complete description of the OMB models can be found at the following address:
(http://www.feapmo.gov/fea.asp).

While this document mostly covers the Interior TRM, the extensive integration between the SRM and the
TRM requires a brief overview of the SRM. The SRM serves to identify and classify horizontal and
vertical service components that support an agency and its IT investments and assets.

Specifically, the SRM was created to:

Provide a framework that identifies service components and their relationships to the
technology architecture of agencies across the Federal Government;

Classity, categorize and recommend components for the reuse of business services and
capabilities across the Federal Government;

Define existing service components that may be leveraged outside agency boundaries;

Align and leverage existing federal guidance and application/architecture
recommendations;

Support the 24 Presidential Priority E-Gov initiatives; and

Evolve based on new services and components as they are discovered across industry and
federal markets.

The Federal Enterprise Architecture Service Component Reference Model Version 1.0 is
organized as a functional hierarchy, with Service Domains at the highest level followed by
Service Types and Components.

Sarvice Type

Component
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There are 7 Service Domains that provide a top-level categorization of the service capabilities
and categories from a business perspective. These seven Service Domains are comprised of 28
Service Types that further categorize and define the capabilities of a Service Domain. The
Service Types define the second level of detail that describe a business-oriented service. The
next, and final, layer of the SRM is the Component level. These 164 Components represent the
lower-level, logical “building blocks” of a business or application service component. The

|— Brand Mgmt

|— cail centermgmt

[— cap
f— Graphing, Charting
[— imagery

f— wapping / Geospatial

graphic below depicts the depth and breath of the FEA SRM.

During this initial implementation of the FEA models, 77 of the 164 SRM components were
populated with technical guidance and information captured from appropriate technical experts
(e.g., SRM component = Network Management.) (An overview of all the populated components



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

by SRM service area can be found in Appendix C.) Many of the remaining SRM components
(e.g., Recruiting, benefits management, etc.) are better populated with guidance from business
personnel and will be “fleshed out” during future updates to the architecture. The current
populated SRM service components are supported by elements of the technical infrastructure
reflected within the Technology Reference Model.

The TRM serves to outline the technology elements that collectively support the adoption and
implementation of component-based architectures. The model provides the foundation to
advance the re-use of technology and component services across the Federal Government
through standardization. Aligning agency capital investments to the TRM leverages a common,
standardized vocabulary, allowing inter-Agency and intra-Agency discovery, collaboration, and
interoperability. Agencies, and the Federal Government, will benefit from economies of scale by
identifying and re-using the best solutions and technologies to support their business functions,
mission, and target architecture.

Specifically, the FEA TRM was created to:

e Create a government-wide reference model that unifies agency TRMs and existing e-Gov
guidance;

e Focus technology standards, specifications, and recommendations on those that embrace
the Internet and related approaches;

e Create a foundation that focuses heavily on the delivery and construction of service
components and their interfaces; and

e Identify the layers of a Component-Based Architecture, the supporting technologies, and
recommendations for each.

There are four (4) Service Areas within the TRM. They are:

e Service Access and Delivery - refers to the collection standard and specifications to
support external access, exchange, and delivery of Service Components or capabilities.
This area also includes the Legislative and Regulator requirements governing the access
and usage of the specific Service Component;

e Service Platform & Infrastructure - refers to the collection of delivery and support
platforms, infrastructure capabilities and hardware requirements to support the
construction, maintenance, and availability of a Service Component or capabilities;

e Component Framework - refers to the underlying foundation, technologies, standards,
and specifications by which Service Components are built, exchanged, and deployed
across Component-Based, Distributed, or Service-Orientated Architectures; and

e Service Interface and Integration - refers to the collection of technologies, methodologies,
standards, and specifications that govern how agencies will interface (both internally and
externally) with a Service Component, as well as defines the methods by which
components will interface and integrate with back office / legacy assets.
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The graphic below provides a visual overview of Interior’s TRM.

TRM

Service Access and
Delivery

I— Access Channels

| Collaboration
Communications

— Wireless / PDA
— Web Browser

| Other Electronic
Channels

I— Delivery Channels
[— Extranet
— Internet
— Intranet
[— Peer to Peer

| Virtual Private
Network

I— Service Requirements
| Authentication /
Single Sign-on
I— Hosting

| Legislative /
Compliance

“— Service Transport

I— Service Transport

| Supporting Network
Services

“— Network Management

Service Platform
and Infrastructure

I— Support Platforms

I— Platform Dependent
I— Platform Independent
— Wireless / Mobile

— Delivery Servers

— Application Servers
I— Media Servers

I— Portal Servers
I— Web Servers

I— File Servers

I— Messaging Servers

I— Print Servers

'— Thin Client Servers

I— Software Engineering

I Int. Dev. Environment
I— Modeling

I— Software Change Mgmt

— Test Management

' Database / Storage

[ Datahase
Storage

I— Hardware / Infrastructure

| Embedded Technology
Devices

— LAN
| Network Devices /
Standards

I— Peripherals

I— Servers / Computers
I— Video Conferencing
I— Audio Conferencing
— WAN

— Software / Infrastructure
I— Desktop Publishing
I— Analytical / Modeling
— Web Serv ices

I— Office Automation
I— Other Applications
— Utilities

I— Deployment Management

'— Change Management

Component
Framework

— Security

I: Certificates/Digital Sigs
Support Security Services

I— Presentation / Interface
Content Rendering

Dynamic / Server Side
Display

Static Display
Wireless / Mobile/ Voice

I— Business Logic
': Platform Dependent
Platform Independent

I— Interchange Data
Data Interchange

— Database Management
t Database Connectivity
Report / Analysis

Service Interface/
Integration

I— Integration

I: Enterprise App Integration
Middleware

I— Interoperability
I Data Format / Classification
I Data Transformation

" Data Types / Validation

— Interface

| Service Description /
Interface

" Service Discovery
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Using the Interior Enterprise Architecture Technical Reference Model
The eight technical architecture domains are:

Information Security

Infrastructure

Data Management

Geospatial Technologies

Application Development and Acquisition

Platform

Distributed Systems Management

Records Management

NN R WD =

The focus of the Interior Enterprise Architecture is on providing guidance for IT issues and initiatives that
are Interior-wide or multi-bureau in scope. Each of the eight domain teams of technical experts from
Interior was instrumental in creating their chapter of the TRM.

If used correctly, the TRM will act as a catalyst for those looking to capitalize on its contents and better
understand the full meaning of its guidance. This understanding will permit IT personnel to better engage
non-IT organizations in discussions around tradeoffs and priorities within the proper governance structure
(e.g., Management Initiatives Team (MIT), Information Technology Management Council)). The TRM
(like the architecture itself) is not intended to be the “last word” (e.g., some automated checklist for
product selection) but it is intended to be one of the “first words” to assure that Interior’s mission
priorities and its IT priorities remain closely aligned.

Additionally, it is doubtful that a single TRM domain chapter can be used to address a substantive issue.
More realistically, several architecture domains may need to be reviewed when addressing an important
IT decision. For example, if Interior was considering the creation of a new Interior-wide reporting system
that could be used by the general public, then the TRM chapters like Information Security, Application
Development and Records Management might all need to be reviewed.

The IEA Exception Process for seeking exceptions to these requirements is outlined in the Maintaining
the IEA section of this Introduction.
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Domain Document (TRM) Contents
Introduction and background — Briefly describes the Domain and its areas of influence.

Architecture Principles — Based on the IEA Conceptual Architecture Principles, these domain
principles define the rules for guiding IT decisions in this domain. For most domains, these are
the design guidelines for implementing systems using these technology components. The
domain principles also include justifications, or rationales for the principle, as well as the
implications of that principle. These principles are key to making decisions about technology
and product standards.

Technology Components— Each component of the domain is described. These descriptions
will help readers begin to understand the technology areas.

Standards, Protocols, and Products— Each domain team, where appropriate, evaluated current
technical standards, protocols, and products based upon their ability to meet the domain
principles. This evaluation resulted in classifying the life cycle stage for these standards,
protocols and products.

The classifications used were:

Life Cycle Definition/

Classifications Meaning

Preferred Product/standard of choice; support available; recommended.
Contained Develop solutions using these standards or products only if there are no

suitable alternatives categorized as preferred; if a preferred product is
available that will meet the requirements, plans should be developed to
move from contained to preferred as soon as practical.

Obsolete Being phased out; (e.g., vendor support ending); plans should be
developed to rapidly phase out and replace (often to avoid substantial
risks).

Research Product/standard to be used in conjunction with technology research

efforts only (e.g., testing, pilots).

Rejected Product/standard has been evaluated and found not to meet technical
architecture needs.

Select Best Practices — Some domain teams provided additional guidance with select best
practices. These recommendations are practical advice based upon either their own experiences
or research from other public sector architecture efforts.
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Maintaining the IEA

The Interior Enterprise Architecture is never completed. It is an ongoing process. During the development
of the IEA, the participants recognized that there are gaps in the current technical environment that need
to be filled to meet the strategic needs of Interior. For the IEA to be a meaningful tool for decision-
making, the domain teams will need to continue to address these gaps.

Another component of maintaining the IEA is the enforcement of the architecture standards. The OCIO
reviews compliance to the IEA via its responsibility for IT planning and IT procurement oversight. The
key to administering this compliance role is good communications and planning. At times, there will be a
need for exceptions to the architecture. The process for requesting an exception to the IEA principles and
standards is outlined in the IEA Exception Process section at the end of this introduction.

To meet this need for maintaining the IEA, four groups are involved. The following is a description of the
different groups and their roles.

10
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Management Initiatives Team

The Management Initiatives Team (MIT) exists to ensure the alignment of IT with the business
requirements of Interior and its bureaus. Additional responsibilities of the group include:
e Responsibility for prioritizing Interior-wide IT efforts in relation to business requirements;
e Responsibility for maintaining alignment between IT and business;

e [Establishment of supporting policies to the CIO for Interior-wide infrastructure services to
support the architecture;

e Functioning as final appeals authority for architecture exceptions; and

e Responsibility for maintaining appropriate linkages to corresponding processes (e.g., strategic
planning, capital planning).

11
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Information Technology Management Council

The Information Technology Management Council (ITMC) is responsible for the promotion, approval
and enforcement of the technical standards. The Information Technology Management Council (ITMC) is
made up of bureau senior IT management and is co-chaired by the Department’s Chief Information
Officer (CIO) and a bureau CIO, on a rotating basis. Its membership is made up of senior bureau IT
personnel. The ITMC approves domain team deliverables (e.g., design principles, product standards, best
practices). Responsibilities also include:

e Functioning as technical liaisons for the Management Initiatives Team;

e Responsibility for assuring Interior-wide IT initiatives comply with technical architecture;

e Reviewing and approving technical products and standards aligned with the architecture;

e Responsibility for initial technical reviews of Interior-wide IT initiatives; and

e Responsibility for appropriate approval/ denial of exceptions to the architecture.

Architecture Review Board

The Architecture Review Board (ARB) is a standing board that serves the Interior Chief
Information Officer (CIO) and Information Technology Management Council (ITMC) on issues
related to technical compliance with the IEA. The ARB identifies and/or facilitates components
for update to the IEA through liaison with standing Domain Architecture Teams (DATS).
Responsibilities and activities include:

e Enhance and evolve the I[EA
e Recommend establishment and disbandment of Domain Architecture Teams

e Review and recommend approval of technical products and standards proposed by the DATs for
inclusion in the IEA

e Recommend resolutions to architecture and technological issues

e Develop and recommend priorities for approved IT initiatives

e Review requests for and recommend IEA and Technical Reference Model (TRM) waivers
e Technical liaison between the ITMC, the Interior Chief Architect, and the DATSs

e Provide recommendations and reports to the ITMC

12
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Interior Architecture Working Group

The Interior Architecture Working Group (IAWG) is chaired by the Interior Chief Architect and
is comprised of bureau/office chief architects or other designees. The IAWG is:

e Bureau/office liaison between the Domain Architecture Teams (DATs), Interior Chief
Architect, and the ITMC;

e Resource for supporting and communicating architecture benefits and requirements, and
promoting alignment of Interior-level and bureau/office-level architectures;

e Responsible for coordinating within the bureau/office, along with the bureau/office CIO,
on architecture issues;

e Responsible for coordinating DAT activities within the bureau/office, and ensuring DAT
representatives present a unified bureau/office position on technical architecture issues;
and

The above described architecture governance is a natural outgrowth of the architecture process
and will continue to be fine-tuned as the IEA matures.

13
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Domain Architecture Teams

The technical domain teams provide the knowledge and expertise required to develop the technical
architectures and standards for the enterprise architecture process. Each team is composed of technical
experts from throughout Interior. These teams are responsible for the development and maintenance of a
Domain Architecture chapter of the TRM, including the domain specific deliverables (e.g., design
principles, technical standards, products). The teams are expected to keep abreast of new technology and
make recommendations on solutions to close gaps in the current environment. Additional responsibilities
include:

e Responsibility for assuring domain architecture aligns with Interior-wide Conceptual
Architecture;

¢ Function as a resource for ITMC for technical analysis during Interior-wide initiative reviews
(e.g., ITMC “arms & legs”); and

e Function as a resource for the ITMC on significant updates/ changes occurring within the
Domain.

14
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The IEA Exception Process
An exception to the standards and guidance defined in the Interior Enterprise Architecture can be
requested for several reasons.

1. An initial architecture review is performed and non-compliance to the IEA is identified. The IT
project lead can file a request for an exception to the architecture for the project. The exceptions
will be addressed at regularly scheduled ITMC meetings.

2. Once a project has been approved and the project is in an implementation phase, a bureau may
find a need to deviate from the standards in the IEA for business reasons. This type of exception
request would also cover procurement situations where a bureau is in the process of evaluating
proposals to a request for proposal (RFP), statement of work (SOW), etc. A bureau can also
request an expedited review if the situation warrants it and the ITMC will convene a meeting to
review the request. Otherwise review will be scheduled for the next ITMC meeting.

A written request to the ITMC should document the justifications for the exceptions and the impact of
granting versus not granting this request.

If an exception is not granted for the IT project, an appeal can be filed to the MIT. This appeal should be
in writing and should state clearly the business reasons for granting the exception.

Questions regarding the Interior Enterprise Architecture should be directed to the Interior Chief Architect.

15
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1. Information Security Architecture

1.1. Introduction and Background

The Department of the Interior is developing closer electronic partnerships with businesses, other
government agencies, employees, and citizens in general. These various partnerships require varying
levels of security. Regardless of the partnership, the purpose of security remains the same for all: to
protect Interior’s information assets and provide an environment in which Interior’s business can be
safely transacted.

In the past, training and resources for security within Interior have tended to be meager. With the use of
shared personnel, part time resources and the like, maintaining an adequate level of security has often
been difficult. Additionally, the authority to insure compliance to security policies has not resided within
the security area itself except in times of declared emergencies. A good security practice is to address
compliance issues well in advance of any real emergency.

The focus of the Interior Enterprise Architecture is on providing guidance for information technology (IT)
issues and initiatives that are Interior-wide or multi-bureau in scope. The following Security architecture
facilitates appropriate and innovative access to information while ensuring its confidentiality, integrity,
availability, accountability and non-repudiation (CIAACNR). It supports business processes as well as
compliance with all government regulations and standards related to information security. It also
supports the generally accepted principles and practices of IT security.

If used correctly, the Interior Enterprise Architecture will act as a catalyst for those looking to capitalize
on its contents and better understand the full meaning of its guidance. This understanding will permit IT
personnel to better engage the non-1T organization in discussions around tradeoffs and priorities within
the proper governance structure (e.g., Management Initiatives Team (MIT), Information Technology
Management Council (ITMC)). The Interior Enterprise Architecture is not intended to be the “last word”
(e.g., some automated checklist for product selection). It is intended to be one of the “first words” to
assure that Interior’s mission priorities and its IT priorities remain closely aligned.

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical
guidance provided by the subject area experts within a domain spans both the Service Component
Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Security domain, the
SRM elements are as follows:

Service Domain(s):  The Support Services Domain defines the set of cross-functional capabilities that
can be leveraged independent of Service Domain objective and / or mission.

The Business Management Services Domain defines the set of capabilities that
support the management of business functions and organizational activities that
maintain continuity across the business and value chain participants. The
Business Management Services domain represents those capabilities and services
that are necessary for projects, programs and planning within a business
operation to successfully be managed.

Service Type(s): Security Management — defines the set of capabilities that support the protection
of an organization's hardware/software and related assets.
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Component(s):

Management of Process - defines the set of capabilities that regulate the activities
surrounding the business cycle of an organization.

Access Control — defines the set of capabilities that support the management of
permissions for logging onto a computer or network.

Identification and Authentication — defines the set of capabilities that support
obtaining information about those parties attempting to log on to a system or
application for security purposes and the validation of those users.

Verification — defines the set of capabilities that support the confirmation of
authority to enter a computer system, application or network.

Role / Privilege Management - defines the set of capabilities that support the
granting of abilities to users or groups of users of a computer, application or
network.

Intrusion Detection — defines the set of capabilities that support the detection of
illegal entrance into a computer system.

Audit Trail Capture and Analysis — defines the set of capabilities that support the
identification and monitoring of activities within an application or system.

Encryption — defines the set of capabilities that support the encoding of data for
security purposes.

Digital Signature — defines the set of capabilities that guarantee the unaltered
state of a file.

Risk Management — defines the set of capabilities that support the identification
and probabilities or chances of hazards as they relate to a task, decision or long-
term goal.

These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g.,
servers, networks). Within this infrastructure are individual TRM components for which this domain team
is providing guidance. The graphic below outlines those TRM elements for this domain that support the
service needs of the SRM.
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TRM

Service Access Service Platform Component
& Delivery & Infrastructure Framework
— Virtual Private Network | Test Management Certificates/
(VPN) | Network Devices / Digital Signatures
— Legislative/Compliance Standards Supporting
— Authentication / Single | Utilities Security Services
Sign-on

Although only 9 SRM Service Components and 8 TRM Standards are explicitly indicated above, it is
understood that security is and integral part of all aspects within the SRM and subsequently the TRM.

Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a
substantive issue. More realistically, a few architecture domains may need to be reviewed when
addressing an important IT decision. For example, if Interior was considering the creation of a new
Interior-wide Web application that could be used both by the general public and Interior personnel, then
the TRM chapters like Data Management Technologies, Information Security, Distributed Systems
Management and Application Development might all need to be reviewed.

1.2. Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that
will support the security needs of Interior-wide IT initiatives.

Principle 1: Information is an Interior Asset

Information is valued as an Interior asset and must be protected.

Rationale:
e Unprotected assets lose their value.

Implications:
1. Policies supporting security, privacy, confidentiality, information sharing,
information integrity must be developed and implemented.
2. Need to promote secure interoperable information management that facilitates
information availability for decision-making.
Metadata will need to include a security classification or identification
Data access will be limited to those who “need to know”.
5. Procedures for regular estimation of the value of the information assets need to
be defined and practiced.

B
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Principle 2:

Principle 3:

Data and Information Stewardship

Protection of the data and information must be managed and maintained as a
stewardship responsibility to support the mission of the department.

Rationale:
e Data needs stewards who are responsible for its valuation, preservation,
integrity, security, access and utilization across Interior and with the public.

e Data stewards will promote common business rules, which will facilitate
information sharing and improve data integrity.

Implications:

1. Recognition that business area personnel need to be responsible for
stewardship of the data and the commitment of the resources necessary to
provide an adequate level of protection.

2. There must be support for adhering to federal laws, executive direction,
guidelines and the generally accepted principles and practices of IT security.

3. Stewardship includes responsibility for managing data’s consistency,
timeliness, accuracy completeness, and the necessary security training and
awareness.

4. The scope of stewardship must be very sensitive to the sources and uses of the
information, ensuring that confidentiality and privacy are protected (e.g.,
manage & accept risk and accreditation).

Metadata will need to include a security classification or identification.

6. Criteria used for classifying information/data needs to be flexible to
accommodate changes in the threat environment (e.g., Homeland security).

7. A clear process to assign and document stewardship responsibility on a
application/system basis needs to be established and published.

W

Integration/ Interoperability

Security systems must be designed, acquired, developed, or enhanced so that data and
processes can be effectively shared, for appropriate purposes, across Interior and with
our partners.

Rationale:
e Increased efficiency will better serve our customers (e.g., the public,
employees).

e Duplicate systems cause higher support costs.
e Increases access to information.

Implications:
1. Every systems analyst needs to consider enterprise wide security impacts when
designing enhancing, acquiring or extending the scope or use of applications.
2. Will need common security standards & consistent processes across Interior.
Increased integration/ interoperability will increase risk & security complexity.
4. When integrating systems, the highest security level of the source systems

98]
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Principle 4.

Principle 5:

5.

should be used.
System security design will migrate to more widely used standards.

Reuse before you buy and buy before you build

In considering system security requirements (e.g., new functionality), we should look
to reuse existing components before we buy. If no components exist, purchased
solutions (e.g., COTS or GOTS) should be explored before we build.

Rationale:

Complies with Office of Management and Budget (OMB) Circular A-130
“Management of Federal Information Resources”, the Privacy Act of 1974,
and the Federal Information Security Act (FISMA) of 2003.

The more you’re “like” everyone else (e.g., same standard, same systems), the
easier it is to share with others.

Implications:

1. Need to identify and maintain “reusable” components.

2. Good system security specifications will be needed early in the planning cycle
to evaluate alternatives.

3. Business processes may need to be "changed" but not compromised to ensure
compliance with Interior and Federal security standards, to accommodate reuse
or purchased solutions.

4. In-depth knowledge of security functions may be outside of the organization,
potentially increasing issues of risk and cost.

5. System security design will migrate to more widely used standards.

Ensure Security, Confidentiality and Privacy

IT systems should be designed and implemented in accordance with security and
privacy legislation and policies to assure information confidentiality, integrity and
availability.

Rationale:

Helps safeguard confidential and proprietary information.

Enhances public trust.

Complies with the Federal Information Security Management Act (FISMA).
Enhances the proper stewardship over information.

Enhances the confidentiality, integrity and availability of the information.
Complies with the Computer Security Act, the Privacy Act of 1974, and OMB

Circular A-130 “Management of Federal Information Resources” and the
generally accepted principles and practices of IT security.
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Principle 6:

Implications:

1. Need to identify, publish and keep the applicable policies, procedures and
attendant interpretations thereof.

2. Need for education on issues of privacy, security, and confidentiality to
become routine part of normal business processes.

3. Need to make the security, confidentiality and privacy requirements clear to
designers, developers, users, system owners and operations personnel.

4. Security has to be integral part of systems life cycle management (e.g., “baked
in, not painted on”).

5. System security certification and accreditation must be done prior to placing
the system into operation and re-certified/ re-accredited periodically.

6. Security must be included in the IT planning and budgeting processes.

7. Accountability, enforcement, and compliance mechanisms need to be created/
expanded (e.g., after-the-fact audits cannot replace good security based
mechanisms).

8. Criteria used for classifying information/data needs to be flexible to

accommodate changes in the threat environment (e.g., Homeland security).

Continuity of Operations Planning

Appropriate disaster recovery and business continuity planning, design, testing and
maintenance must take place. System Contingency plans are an integral part of these
planning activities.

Rationale:

Required by federal laws and regulations

Customers and partners have heightened awareness of the need for systems
availability.

Any significant visible loss of system availability and stability could
negatively impact our mission and legal responsibilities.

Application systems and data are valuable organization assets that must be
protected.

Implications:

1. Operation and systems plans will need to be categorized according to business
recovery needs (e.g., short term essential and long term essential).

2. Alternate information processing capabilities need to be in place.

3. Systems should be designed with appropriate level of fault tolerance and
recovery in mind.

4. Plans for work site recovery will need to be in place (e.g., office space).

5. Life cycle and other costs may increase.

6. Disaster Recovery Plans (DRPs) and Business Recovery Plans (BRPs) will
require periodic testing and revision.

7. Plans for records recovery and alternate data capture mechanisms/processes
need to be in place.

8. Business impact analysis needs to be conducted in the first phase of life cycle

process (e.g., an assessment of business continuation and recovery
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Principle 7:

Principle 8:

requirements will be mandatory when acquiring, developing, enhancing or
outsourcing systems).

Enterprise Network as a secure “Virtual” Network

We must implement an Interior-wide “interoperable network™ performing as if it were
a virtual network.

Rationale:
e External pressures for developing a secure and interoperable network

e Knowledge workers have an increasing need for secure transmission and
access.

Implications:

1. Need to identify the perimeter of the network.

Requires effective and coordinated perimeter security.

Requires elimination of all “back-door” access to networks

Requires secure, remote access gateways, both in and out

Intra-bureau networks will have to develop “trust mechanisms.”

Need to continue developing our VPN capabilities to allow secure remote

access

Requires higher speed and higher bandwidth networks.

Need to implement a robust, interoperable directory services capability.

Will need the interconnection of distributed Local Area Networks (LANS).

0. Need to create secure connections between legacy systems, client/server and

Internet applications.

11. Need to define guidelines around “who pays”, “who uses”, “who gets”, and
“who coordinates” these interoperable networks.

12. Policies and protocols on sharing and exchanging information with third
parties need to be addressed (e.g., restricted sub-nets will need to be
supported).

13. Need to accommodate remote locations with secure communication options.

SANNAIE o e
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Information Access

Security and privacy must not be compromised in order to accommodate easy and
timely access to information.

Rationale:
e Required by federal laws and regulations

e The Government Paperwork Elimination Act (GPEA) requires agencies to
incorporate privacy protections when developing electronic processes.

Implications:

1. Publicly accessible services must be logically isolated from the internal networks to ensure security.

2. By isolating information, public access to information will be easier and more
timely.

3. Effective security may increase the complexity of internal access
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4. Data access will be limited to those who “need to know”.

Principle 9: Total Cost of Ownership

Security must be explicitly factored into a Total Cost of Ownership (TCO) model for
all IT systems.

Rationale:
e Leads to better-informed decisions through an improved understanding of
trade offs that include security

e By including security in the planning process, management commitment will
be strengthened.

e Enables improved planning and budget decision-making.

Implications:
1. Need to develop a total cost of ownership model that includes security and
educate system sponsors and decision-makers about how to use it.
2. Need to identify methods to collect security cost portion of TCO.

Principle 10: Product Standards

Extra value will be given to security products and/or components adhering to federal
standards and non-proprietary open architecture.

Rationale:
e Required to support adequate levels of security.

Implications:
1. Need effective management process to identify and assess federal security

standards, guidelines, laws and regulations.

2. Participation in the development of open standards is desirable; otherwise,
someone else will do it for you (e.g., litigation.)
3. Training and education are required to promote the use of “open standards.

2

Principle 11: Personnel security

All employees, vendors, business partners, consultants and contractors who require
access to business information must be appropriately screened, trained and monitored.

Rationale:
e Required by federal laws and regulations

e Supports the generally accepted principles and practices of IT security.

e Ensures a baseline of security awareness.
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Helps lower the overall risk, since you are only as secure as your weakest link.

Implications:

1.

2.
3.
4

oW

10.
11.

Need to ensure consistency across and among bureaus.

Position descriptions and performance standards will need to be revised.
Contracts for non-feds will need to include security responsibilities.

Need periodic training and a mechanism (e.g., records management system) to
track that it has been done.

Need to have an enforcement mechanism.

Contracts/ negotiations with unions will need to be modified (e.g., change in
working conditions).

Need to acquire/develop forensic capabilities (e.g., chain of custody, evidence
collection).

Need to have a damage assessment capability (e.g., “how big was information
hole created by backhoe?”).

Appropriate use/acceptable use needs to be clearly defined and regularly
communicated.

Accountability and personal liability must be clearly communicated.

Need to develop guidelines for actions to take when someone violates security
policy.

Principle 12: Computer Security Incident Response Capability (CSIRC)

Interior will coordinate an incident response capability that will be shared across all
bureaus.

Rationale:

Required by federal laws and regulations.

Supports the generally accepted principles and practices of IT security.
Establishes the linkages between policy enforcement and system monitoring.
Reduces risk, improves recovery time and/or minimizes damage.

Builds knowledge base, which allows security to be proactive through
information sharing of alerts and vulnerability notifications.

Implications:

1.
2.

PN R W

Need to develop consistent, documented CSIRC procedures across Interior.
Need to develop a “trusted” information sharing system for CSIRC among
bureaus, to which only certain trusted people will have access.

Need to develop knowledge base repository.

Need to develop criteria for incident response procedures.

Need for staffing with knowledgeable people.

Need 24 x 7 capability for security (e.g., alert notifications).

Need to acquire supporting tools and training.

Need IT security communication system tied into incident response capability.
Need criteria to determine when incidents come under “fraud, waste and
abuse” that requires further action (e.g., law enforcement).
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10. Need to develop law enforcement linkages

Principle 13: Individual Security Responsibility

All Interior employees, contractors, partners, etc. share responsibility for Interior’s IT
Security.

Rationale:
e Required by federal laws and regulations.

e Supports the generally accepted principles and practices of IT security.
e Responsibility for security must be shared because IT cannot do it alone.

Implications:

1. Non-security professionals need to be made aware of security policies, procedures and their responsibilities.

2. Accountability and personal liability must be clearly communicated.

3. Systems owners must take a proactive role in securing their systems. They
need to work with managers to ensure that employees working on those
systems get appropriate training and adequate time to perform.

4. All management levels must ensure that adequate resources are provided for
security and its appropriate priority.

1.3. Technology Components
The Security components in this domain include:
e Virtual Private Network (VPN) - A Private Data Network that makes use of the public
telecommunication infrastructure, maintaining privacy through the use of a tunneling protocol

and security procedures.

e [Legislative / Compliance - Defines the pre-requisites that an application, system or service must
have mandated by congress or governing bodies.

e Authentication / Single Sign-on (SSO) — Refers a method that provides users with the ability to
log-in one time, getting authenticated access to all their applications and resources.

e Test Management — The consolidation of all testing activities and results. Test Management
activities include test planning, designing (test cases), execution, reporting, code coverage, and

heuristic and harness development.

e Network Devices / Standards - A group of stations (computers, telephones, or other devices)
connected by communications facilities for exchanging information.

e Utilities — Refers to software tools that address various miscellaneous processes for technology
applications and users.

e Certificates / Digital Signature - Software used by a certification authority (CA) to issue digital
certificates and secure access to information.
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e Supporting Security Services - These consist of the different protocols and components to be used
in addition to certificates and digital signatures.

The classifications for any products or standards within this domain are:

Life Cycle

Classifications

Preferred

Contained

Obsolete

Research

Rejected

Definition/
Meaning

Product/standard of choice; support available; recommended.

Develop solutions using these standards or products only if there are no suitable
alternatives categorized as preferred; if a preferred product is available that will
meet the requirements, plans should be developed to move from contained to
preferred as soon as practical.

Being phased out; (e.g., vendor support ending); plans should be developed to
rapidly phase out and replace (often to avoid substantial risks).

Product/standard to be used in conjunction with technology research efforts only
(e.g., testing, pilots).

Product/standard has been evaluated and found not to meet technical architecture
needs.

1.3.1. Virtual Private Network (VPN)

Virtual Private Network (VPN) is a Private Data Network that makes use of the public telecommunication
infrastructure, maintaining privacy through the use of a tunneling protocol and security procedures.

e Use of CISCO IPSEC protocol is classified as Preferred

e Use of PPTP and L2TP protocols is classified as Contained

1.3.2. Legislative / Compliance

Legislative / Compliance defines the pre-requisites that an application, system or service must have
mandated by congress or governing bodies.

e Use of FISMA Requirements is classified as Preferred

e Use of NIST Guidance is classified as Preferred

e Use of NIST Common Criteria is classified as Preferred

1.3.3. Authentication/Single Sign-on
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Authentication / Single Sign-on (SSO) refers a method that provides users with the ability to log-in one
time, getting authenticated access to all their applications and resources.

Authentication Standards:
e Use of Strong Passwords is classified as Preferred
e Use of Smartcards is classified as Preferred
e Use of 2 Factor Authentication is classified as Preferred
e Use of Kerberos for Authentication is classified as Preferred
e Use of Private / Public Key is classified as Preferred
Single Sign-on Standards:
e Use of LDAP is classified as Preferred
e Use of ACS Radius is classified as Contained
e Use of TACACS+ is classified as Contained

e Use of Kerberos for single sign-on is classified as Contained

Authentication and Single Sign-on Products:
e Use of Microsoft Active Directory is classified as Preferred
e Use of Novell Directory Services is classified as Contained

e Use of Yellow Pages is classified as Contained

1.3.4. Test Management

Test Management is the consolidation of all testing activities and results. Test Management activities
include test planning, designing (test cases), execution, reporting, code coverage, and heuristic and
harness development.

e Use of Security Test and Evaluation (ST&E) is classified as Preferred

1.3.5. Network Devices / Standards

Network Devices / Standards refer to a group of stations (computers, telephones, or other devices)
connected by communications facilities for exchanging information.

e Use of Firewalls is classified as Preferred
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e Use of Intrusion Detection is classified as Preferred

1.3.6. Utilities

Utilities refer to software tools that address various miscellaneous processes for technology applications
and users. Utilities are broken down into several categories. Due to the nature and increasing frequency
of Information Technology threats, Security Professionals must have the ability to stay one step ahead of
potential hackers and attackers of Interior systems. Consideration when considering utilities is that,
whenever possible, they should be standards based and the latest versions must be attained.

Intrusion Detection Standards:
e Use of Anti-Spam is classified as Preferred
e Use of Content Filtering is classified as Preferred
Technical Vulnerability Assessment Standards:
e Use of Scanning is classified as Preferred
e Use of Vulnerability Scanning is classified as Preferred
Anti-Virus Products:
e Use of Norton Anti-Virus is classified as Preferred
e Use of Mcafee Anti-Virus is classified as Contained
Configuration Management Products:
e Use of Microsoft Systems Management Server (SMS) is classified as Preferred
e Use of Symantic Enterprise Security Manager is classified as Preferred
e Use of Tivoli Tivoli Suite is classified as Contained
e Use of Network Associates ePolicy Orchestrator is classified as Contained
e Use of LANDesk Software LAN Desk is classified as Contained
e Use of Cisco, Cisco Works is classified as Contained
e Use of Intuit Track-it is classified as Contained
e Use of BMC Software Company Remedy is classified as Contained

Intrusion Detection Products:
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e Use of Freeware Snort is classified as Preferred
e Use of Freeware Shadow is classified as Preferred

e Use of Internet Security Systems RealSecure is classified as Preferred
Packet Sniffer Products:

e Use of UC Berkeley Windump for NT is classified as Preferred

e Use of Freeware Tcpdump for UNIX is classified as Preferred

e Use of Ethereal, Ethereal for NT/UNIX is classified as Preferred
Security & Assessment Products:

e Use of Slavlik HFNetChk is classified as Preferred

e Use of Harris Corporation STAT Scanner is classified as Preferred

e Use of Foundstone, Foundstone Security Suite is classified as Preferred

e Use of Latace is classified as Preferred

e Use of Bindview Corporation Bindview is classified as Preferred

e Use of SystemTools.com Hyena is classified as Contained
Technical Vulnerability Assessment Products:

e Use of Security Software Technogies LOPHTcrack is classified as Preferred

e Use of John the Ripper is classified as Preferred
Utilities — Miscellaneous Products:

e Use of Norton Ghost is classified as Preferred

e Use of Freeware SysInternals is classified as Preferred

e Use of PowerQuest Driveimage pro is classified as Preferred

e Use of PowerQuest Partition Magic is classified as Preferred

e Use of PGP Corporation PGP (Version > 7.0) is classified as Preferred

e Use of CERT Internet Security Scanner is classified as Preferred

e Use of Spam Assassin is classified as Preferred
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Use of Security Auditor's Research Assistant (SARA) is classified as Preferred
Use of Microsoft Baseline Security Analyzer is classified as Preferred

Use of Freeware Nmap is classified as Preferred

Use of Freeware Nessus is classified as Preferred

Use of Wihisker.pl is classified as Preferred

Use of Fport is classified as Preferred

Use of Tripwire Company, Tripwire is classified as Preferred

1.3.7. Certificates/Digital Signatures

Certificates / Digital Signatures refer to software used by a certification authority (CA) to issue digital
certificates and secure access to information.

Use of FIPS 186-2 is classified as Preferred
Use of X509 is classified as Preferred
Use of ANSI X930, 199x part 1 is classified as Preferred

Use of ISO/IEC JTC1/SC27/WQ2 is classified as Preferred

1.3.8. Supporting Security Services

Supporting Security Services - These consist of the different protocols and components to be used in
addition to certificates and digital signatures.

Use of S/Mime is classified as Preferred

Use of SAML is classified as Preferred

Use of TLS is classified as Preferred

Use of WS-Security is classified as Preferred
Use of 3DES is classified as Preferred

Use of AES is classified as Preferred

Use of FIPS 140-2 encryption is classified as Preferred
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1.4. Select Best Practices

The Domain Principles, because they are derived from Interior’s business direction and strategies, provide
the primary direction and guidance around technology decisions within this domain. Additional benefit
may sometimes be obtained by reviewing Select Best Practices. These reflect the valuable insights from
either domain team members’ experiences or other public sector organizations.

SRM Focused

Select
Best Practice 1:

Select
Best Practice 2:

Select
Best Practice 3:

Select
Best Practice 4:

Select
Best Practice 5:

Select
Best Practice 6:
Select

Best Practice 7:

Select
Best Practice 8:

Select
Best Practice 9:

Select

Best Practice 10:

Program - Interior shall have an integrated IT security program under the
direction of the Departmental Office of CIO. All levels of management are
responsible for ensuring the success of the program. The Office of the CIO
(OCIO) and Departmental IT Security Manager (DITSM) collaborates with the
Bureau CIOs and Bureau IT Security Managers (BITSM) to guide the
implementation of IT security throughout the Department.

Policy - The IT security policy for Interior provides the foundational
requirements on how IT security will be implemented throughout Interior.

Security Awareness, Training and Education — Education, training and
awareness are a major part of Interior’s IT security program. Security awareness,
training, and education will cover all levels of IT security training and all levels
of personnel including executives, system owners, IT staff, end-users and
contractors.

Risk Management - Risk management is an integral and ongoing element of
Interior’s IT security program for assessing risk, and taking steps to reduce and
maintain risk at an acceptable level.

IT Contingency Planning - Contingency planning directly supports an
organization's goal of continued operations. This practice augments Continuity of
Operations Planning specifically for IT assets of Interior.

Certification and Accreditation — All systems will be certified and accredited
in accordance with Interior IT Security Program Policy.

Information Assurance — Information resources shall be protected to preserve
the confidentiality, availability and integrity consistent with the information’s
sensitivity and importance.

Computer Security Incident Response - All computer security incidents shall
be reported to the appropriate authorities and handled in accordance with

established procedures.

Lifecycle Management - IT security shall be an integral part of IT system
lifecycle management (LCM).

Personnel Security — Follow established Interior procedures (DM441) for
determining suitability and grading positions for access to sensitive information
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Select

Best Practice 11:

Select

Best Practice 12:

Select

Best Practice 13:

Select

Best Practice 14:

Select

Best Practice 15:

Select

Best Practice 16:

Select

Best Practice 17:

Select

Best Practice 18:

or systems. These procedures apply to both Federal employees and others using
government IT resources and/or information (e.g., contractors).

Identification and Authentication — Interior will utilize identification and
strong authentication as the basis for establishing access and accountability
associated with the use of IT resources.

Physical and Environmental Security - Physical and environmental security
controls shall be implemented to protect the facilities housing IT resources and
the IT system resources themselves.

Audit Trails - Audit trails shall be employed to maintain a record of user,
application and/or system activity. Detail shall be sufficient to reconstruct
events, detect intrusion and misuse, and assist in problem identification.

Software Configuration Management — Test and apply all security fixes and
maintain a comprehensive record of all configuration changes.

Hardware Maintenance — Follow practices to guarantee the ongoing
availability of systems and IT resources.

Review of Security Controls - Perform assessments and evaluations at regular
intervals to determine if the security controls of a system are still operating
within an acceptable level of risk.

Production, Input/Output Controls - Procedures for storing, handling and

destroying media shall be part of the support and operations of IT systems.

Logical Access Controls — Access controls shall be implemented to enforce
access and privileges to information for authorized users based on the principles
of least privilege and need-to-know or use.
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1.5. Contributors

The quality of the Interior-wide guidance provided within this TRM chapter is a reflection of the efforts
of the Security Domain team. The members of the team are:

Organization

Bureau of Reclamation

Bureau of Land Management
Minerals Management Service
National Business Center
National Park Service

Office of the Secretary

Office of Hearings and Appeals
Office of Special Trust

Office of Surface Mining

US Fish and Wildlife Service

US Geological Survey

Name

Lee Matuszczak
David Cavallier
Thanh Do
Jeanne Tallent
Jim Guglielmino
Alan Wiser
Robert Elledge
Jay Lente

Louis Blasiotti
Tom Snoich

Lester North
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2. Infrastructure Architecture

2.1. Introduction and Background

Within this TRM, Infrastructure incorporates Network, Directory and Collaborative Services. Together,
they comprise the “invisible glue” that supports the Department’s framework for interacting with others;
whether organizations (e.g., states, other agencies), people (e.g., employees, partners), or systems. With
the proper “glue”, these services enable the Department to successfully carry out its various missions
efficiently and effectively. Without proper “glue”, the framework becomes fragile and many of these
necessary interactions may fail to occur (e.g., network down). The infrastructure needs to be strategically
planned, strongly backed, and expertly managed.

For the Network Services, this means:
e Utilizing standard communication protocols;
e Sustaining and supporting high capacity and high performance communication;
e Being scaleable, reliable, and extensible;
e Providing a variety of advanced telecommunications functions;
e Smoothly integrating with other private and public communication networks.
For the Directory Services, this means:
e Incorporating robust identity management;
e Enforcing strict access control;
e Managing proper resource identification and location.

For the Collaborative Services, this means:
e Delivering seamless workflow;
e Using transparent communications (e.g., email, messaging);
e Supporting flexible human interaction styles from the structured to the improvisational.

The focus of the Interior Enterprise Architecture is on providing guidance for information technology (IT)
issues and initiatives that are Interior-wide or multi-bureau in scope. If used correctly, the Interior
Enterprise Architecture will act as a catalyst for those looking to capitalize on its contents and better
understand the full meaning of its guidance. This understanding will permit IT personnel to better engage
the non-IT organization in discussions around tradeoffs and priorities within the proper governance
structure (e.g., Management Initiatives Team (MIT), Information Technology Management Council)).
The Interior Enterprise Architecture is not intended to be the “last word” (e.g., some automated checklist
for product selection). It is intended to be one of the “first words” to assure that Interior’s mission
priorities and its IT priorities remain closely aligned.

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical
guidance provided by the subject area experts within a domain spans both the Service Component
Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Infrastructure domain,
the SRM elements are as follows:

Service Domain(s):  The Business Management Services Domain defines the set of capabilities that
support the management of business functions and organizational activities that
maintain continuity across the business and value chain participants. The
Business Management Services domain represents those capabilities and services
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Service Type(s):

Component(s):

that are necessary for projects, programs and planning within a business
operation to successfully be managed.

The Support Services Domain defines the set of cross-functional capabilities that
can be leveraged independent of Service Domain objective and / or mission.

Organizational Management — defines the set of capabilities that support both
collaboration and communication within an organization.

Collaboration — defines the set of capabilities that allow for the concurrent,
simultaneous communication and sharing of content, schedules, messages and
ideas within an organization

Communication - defines the set of capabilities that support the transmission of
data, messages and information in multiple formats and protocols.

Workgroup / Groupware - defines the set of capabilities that support multiple
users working on related tasks.

Network Management - defines the set of capabilities involved in monitoring and
maintaining a communications network in order to diagnose problems, gather
statistics and provide general usage.

Email - defines the set of capabilities that support the transmission of memos and
messages over a network.

Shared Calendaring — defines the set of capabilities that allow an entire team as
well as individuals to view, add and modify each other’s schedules, meetings and
activities.

Task Management — defines the set of capabilities that support a specific
undertaking or function assigned to an employee.

Threaded Discussions — defines the set of capabilities that support the running
log of remarks and opinions about a given topic or subject.

Audio Conferencing — defines the set of capabilities that support audio
communications sessions among people who are geographically dispersed.

Real Time / Chat — defines the set of capabilities that support the conferencing
capability between two or more users on a local area network or the Internet.

Video Conferencing — defines the set of capabilities that support video
communications sessions among people who are geographically dispersed.

Computer / Telephony Integration- defines the set of capabilities that support the

connectivity between server hardware, software and telecommunications
equipment into a single logical system.
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These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g.,
servers, networks). Within this infrastructure are individual TRM components for which this domain team
is providing guidance. The graphic below outlines those TRM elements for this domain that support the
service needs of the SRM

TRM

Service Access Service Platform
& Delivery & Infrastructure
L Wireless/Mobile
B Collabora.tlor.l L Media Servers
Communications
L Network Devices
— Virtual Private /Standards
Network (VPN) | WAN
— Supporting

i — Video Conferencing
Network Services . .
— Office Automation

— Network

Management — Other Applications

— Utilities

— Change Management

— Deployment Management

Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a
substantive issue. More realistically, a few architecture domains may need to be reviewed when
addressing an important IT decision. For example, if Interior was considering the creation of a new
Interior-wide Call Center capability, then the TRM chapters like Platforms, Information Security, and
Distributed Systems Management might all need to be reviewed along with this chapter on Infrastructure.

2.2. Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that
will support the Infrastructure technology needs of Interior-wide IT initiatives.

Principle 1: The Network is an Interior asset

The Network is a valued asset of Interior and must be managed.
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Principle 2:

Principle 3:

Rationale:
e Information must be shared to maximize effective decision-making and the
network is the transport for sharing.

Implications:

1. Valuation of the network asset needs to be addressed (e.g., replacement costs,
maintenance costs, equitable charge back).

2. As with any asset it requires regular depreciation/ replacement costs and
understanding by the management and user communities.

3. Network impact must be included early in applications planning process (e.g.,
Interior Department Electronic Acquisition System (IDEAS), MAXIMO).

4. Network capacity planning tools will be needed and used across Interior.

5. Need for periodic review with users to assure network is aligned with business
directions.

6. Need for improved cross-bureau network coordination (e.g., Interior Network
Council).

7. Need to develop a model to understand impacts of network “outages” to
customer service levels.

8. Continuity of Operations Planning (COOP) needs to include impacts on
Interior’s network resources.

Integration/ Interoperability

Systems must be designed, acquired, developed, or enhanced such that data and
processes can be effectively shared, for appropriate purposes, across Interior and with
our partners.

Rationale:
e Increased efficiency will better serve our customers (e.g., the public,
employees, etc.).

e Inter-departmental exchange of information requires network interoperability.

Implications:
8. Use of common protocols will be necessary
9. Need for Interior-wide working group to provide guidelines on interoperability
10. Need for recognition that interoperability and security may be impossible
between vendor products that adhere to “standards for interoperability” (e.g., if
using VPN’s directly from firewalls, the current major firewall vendors don’t
interoperate although both ostensibly support interoperability.)

Ensure Security, Confidentiality and Privacy

Network systems must be designed and implemented in accordance with security and
privacy legislation & policies to assure information confidentiality, integrity and
availability.

Rationale:
e Helps safeguard confidential and proprietary information.
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Principle 4:

Enhances public trust.

Enhances the proper stewardship over information.

Enhances the integrity of the information.

Complies with the Computer Security Act, the Privacy Act of 1974, and Office

of Management and Budget (OMB) Circular A-130 “Management of Federal
Information Resources.”

Implications:
6. Network security needs to be integrated with security programs.

7.

8.

9.

Network security is a major part of the network management service and needs
to be “resourced’ appropriately.

Network security has major impact on network operations and increases the
complexity of troubleshooting (e.g., tracing, Internet Control Message Protocol
(ICMP)).

Network security must be “baked in and not painted on.”

10. Need for recognition that interoperability and security may be impossible

between vendor products that adhere to “standards for interoperability” (e.g., if
using virtual private networks (VPN) directly from firewalls, the current major
firewall vendors don’t interoperate although both ostensibly support
interoperability).

Continuity of Operations Planning

An assessment of business continuation and recovery requirements is mandatory when
acquiring, developing, enhancing or outsourcing systems. Based on that assessment,
appropriate disaster recovery and business continuity planning, design, testing and
maintenance will take place.

Rationale:

Customers and partners have heightened awareness of the need for systems
availability.

Any significant visible loss of system availability and stability could
negatively impact our mission and legal responsibilities.

Application systems and data are valuable organization assets that must be
protected.

Implications:

6. Operation and systems plans will need to be categorized according to business
recovery needs (e.g., short term essential and long term essential).

7. Systems should be designed with appropriate level of fault tolerance and
recovery in mind.

8. Plans for work site recovery will need to be in place.

9. Life cycle and other costs will increase.

10. Continuity of Operations Planning (COOP)/ Continuity of Business Operations

(COBO) will require periodic testing and revision.
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Principle 5: Basic Services

A basic set of information services will be provided to all employees.

Rationale:
e Consistent IT capability provides the basis for larger business initiatives and
greater access to information.

e Potentially reduces total cost (TCO) of ownership.

e Provides basis for improved communication.
Implications:

9. Basic network connectivity for voice, internet, etc. needs definition (e.g., least
common denominator).

10. Network bandwidth will increase significantly as set of “basics” increases.

11. Support requirements for basic services will increase (e.g., “I can’t get to the
internet, why?”- help desk).

12. For places where basic services cannot be provided, alternate processes/
methods need to be created (e.g., wildlife refuge 300 baud connection).

13. Need clarification of who will pay and how for increasing basic services (e.g.,
new voicemail).

14. May increase initial costs for deploying personnel.

15. More training will need to be provided to the entire organization for any
addition to or modification of the basic services.

16. May require 24x7 operation and associated personnel availability and costs.

Principle 6: Interior-wide interoperable network

We must continue to implement an Interior-wide “interoperable network™; performing
as if it were a virtual, Interior-wide Network.

Rationale:

e Networks are the essential enabling technology for client/server, Internet, and
collaborative computing (e.g., emails, file transfers, secure teleconferencing,
workflow). An interoperable network enables the organization to more easily
reach out to customers and suppliers.

e E-government users (e.g., public, employees, partners, suppliers) have
increasing need for access to information across Interior; this access must
appear seamless.

e Lack of robust network architecture will impact the success of distributed
applications.

Implications:
9. Coordination across Bureau boundaries for network control will be significant
(e.g., DOINet routers were not under bureau control).
10. Resources to support a “virtual” network will be in addition to current Bureaus
network support.
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11.
12.

13.

14.

15.
16.
17.
18.

19.
20.

21.

22.

Network will need to be scalable (e.g., unlike DOINet).

Need to determine appropriate service levels for participants and have
capability for variable service levels.

Coordination mechanisms for network security will need to be created (e.g.,
policies, procedures, processes).

Operational sharing of information will increase the complexity of network
management (e.g., router down in another bureau’s sub-network which is not
seen at point of customer contact).

Need to increase the coordination among the operations groups (Network
Operations Centers (NOC)) (e.g., published and available contact points).
Requires higher speed and higher bandwidth networks.

Will need the interconnection of distributed LANs.

Need to create connections between legacy systems, client/server and Internet
applications.

Need to implement a robust, interoperable directory services capability.
Need to define guidelines around “who pays”, “who uses”, “who gets”, and
“who coordinates” these interoperable networks.

Policies and protocols on sharing and exchanging information with third
parties need to be addressed (e.g., restricted sub-nets will need to be
supported).

Need to accommodate remote locations with limited communications options.

Principle 7: Information Access

Easy and timely access to data and information is the rule rather than the exception
without security and privacy being compromised.

Rationale:

Productivity, decision-making, and customer service all benefit from easy,
direct, and timely availability of information.

In accordance with the Paperwork Reduction Act (PRA, PL 104-13),
employees and the public should have efficient, effective, and economical
access to Government information.

Information should be attainable in the appropriate place, time, format and
context.

The Rehabilitation Act of 1998 requires executive agencies to develop, acquire
and use information technology that is accessible to individuals with
disabilities.

Under Electronic Freedom of Information Act (E-FOIA) bureaus and offices
are required to make records that are frequently requested under the FOIA
available for public inspection. Further, records created on or after November
1, 1996 must be available via the Internet or other electronic means.

The Government Paperwork Elimination Act (GPEA) requires agencies to
incorporate privacy protections when developing electronic processes.
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Principle 8:

¢ Beyond the legal requirements, easy and timely access to data and information
makes sound business sense.

Implications:

14. Need to determine appropriate “service levels” for public and partners (e.g.,
Rec.gov).

15. Differentiated service will still be needed (e.g., not every user will require the
highest level of network access).

16. Customers/users will need to provide much more information within a
“security profile” for initiating network access (e.g., current network profile,
trusted network relationships).

17. Need a mechanism/ process to resolve conflicts around “appropriate” network
security information for the profile.

18. Appropriate levels of redundant (not wasted) network services will need to be
determined.

19. Network impact must be included early in applications planning process (e.g.,
IDEAS, MAXIMO).

20. Easy and timely access (e.g., single sign-on) will increase reliance on WAN
reliability.

Total Cost of Ownership

Interior will adopt a total cost of ownership model for IT systems that includes life-
cycle considerations such as the costs of development, implementation/transition,
support, disaster recovery, and retirement as well as the impacts of flexibility,
scalability, ease of use and reduction of integration complexity.

Rationale:
e Enhances the ability to understand a networks costs and to make better and
more informed decisions.

e Enables improved planning and budget decision-making.

Implications:

5. Need to develop a total cost of ownership model and educate system sponsors
and decision-makers about how to use it.

6. Need inventory of current network resources and appropriate metrics of
measurement.

7. Must be able to identify (i.e., estimate) soft costs (e.g., NOC, service levels,
personnel requirements).

8. Network system owners must be identified, who are responsible for accurately
uncovering the costs and reach of their networks.

9. Cost of “large scale” changes needs to be considered (e.g., AT&T to
WorldCom).

10. Need to coordinate system replacements, enhancements and retirements.

11. Need to provide tools for collection of the actual total cost of ownership.

12. Need modified (new) system development process to explicitly identify the
network impacts to the total costs early in the design stage.
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Principle 9: Mainstream Technologies
IT solutions will use industry-proven and “state-of-the-art” mainstream technologies.

Rationale:

Avoids dependence on weak vendors.
Ensures robust product support.
Enables greater use of commercial-off-the-shelf solutions.

Complies with OMB Circular A-130 “Management of Federal Information
Resources”, which requires the application of up-to-date information
technology to take advantage of opportunities to promote fundamental changes
in agency structures, work processes, and ways of interacting with the public
that improve the effectiveness and efficiency of Federal agencies.

Implications:

1.

2.

3.

Vendor implementations of mainstream network standards many not be
compatible (e.g., IP Secure (IPSEC)).

Analysis of network solutions will need to be more thorough (e.g., is capability
mainstream or vendor?).

When considering support for mainstream technologies, there will be need to
appropriately differentiate bundled versus unbundled solutions (e.g.,
Microsoft’s Smart Tags).

Need to use simplified or pre-existing contracts (e.g., National Aeronautics and
Space Administration Scientific and Engineering Workstation Procurement 111
(NASA SEWPIII), 8(a)) to expedite the procurement process when using
network mainstream solutions (e.g., rapid changes in underlying technologies).
Need to establish the criteria to identify the weak vendors and poor technology
solutions in compliance with Federal government contracting policy and
procedures.

Requires the technology portfolio to migrate away from existing weak
products or products that are reaching obsolescence.

We may be slow to adopt new technologies.

The exploration of new network technology will be managed and investigation
results shared.

Principle 10: Radio Operations

Radio operations will adhere to National Telecommunications and Information
Administration (NTIA) regulations (e.g., Electronics Industry
Association/Telecommunications Industry Association 102 (EIA/TIA 102)).

Rationale:

Need for interoperability among bureaus and external partners

Mandated by narrow banding directives from Federal Communications
Commission (FCC), NTIA and Interior.
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Implications:

1. Existing analog systems will need to be replaced.

2. Need for wide spread support and maintenance (e.g., vendor).

3. Need streamlined frequency management capabilities (e.g., memorandum of
agreement (MOA)) within department and with external partners (e.g., states).
Need over the air re-keying (OTAR) capabilities to be implemented.

Need over the air programming (OTAP) capabilities to be implemented.
Need coordination of operational standards across federal agencies.
Additional training will be needed for users (e.g., reprogramming radios).
Need for research effort to explore future capabilities using this technology
(e.g., linking Land Mobile Radios (LMR) over data networks).

9. Need participation on Project 25 standards and user groups.

10. Need for closer coordination between radio and data network organizations.

PN R

Principle 11: Wireless Operations

The adoption of wireless devices (e.g., personal digital assistants (PDA’s), cell phones,
802.11 devices) must be managed.

Rationale:
e Uncontrolled implementations can harm/ compromise the network
infrastructure.

e Implementing even “inexpensive” devices will increase network support costs.

Implications:

12. For “remote sync” capabilities, a server-based architecture will be needed
(e.g., remote sync with server NOT desktop because of potential network
security vulnerability).

13. Need for limited number of remote sync capabilities (e.g., not all possibilities).

14. Need for unified messaging infrastructure (e.g., messages can be delivered to a
variety of devices).

15. Costs for network support will increase (e.g., personal computer (PC) & PDA
versus PC alone).

16. Wireless attachments to any network need proper network security (e.g.,
VPN).

17. With this area still evolving, the “best of breed” products and standards are not
yet identifiable.

Principle 12: Network Planning

For cost effective network planning, the voice and data planning groups must work
together.

Rationale:
e Network costs will be lower.

e Voice and data networks are becoming interchangeable (e.g., convergence).

Implications:
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11. Analysis & decision processes for local service may need to include input from
data network organization.

12. Data network planners need input from local voice planners.

13. Education of local network personnel (voice and/or data) on tradeoff
potentials.

14. May need to provide incentives for coordinating between local voice and data
network personnel.

15. Need modified (new) system development process to explicitly identify the
network impacts to the total costs early in the design stage.

16. Need for rudimentary models of network costing and network architecture for
planning during system development process (e.g., for boundary estimations).

2.3. Technology Components

The Infrastructure technology components in this domain include:

Collaboration Communications — Define the forms of electronic exchange of messages,
documents, or other information. Electronic communication provides efficiency through
expedited time-of-delivery.

Virtual Private Network (VPN) - A Private Data Network that makes use of the public
telecommunication infrastructure, maintaining privacy through the use of a tunneling protocol
and security procedures.

Supporting Network Services - These consist of the protocols that define the format and structure
of data and information that is either accessed from a directory or exchanged through
communications.

Network Management - defines the set of capabilities involved in monitoring and maintaining a
communications network in order to diagnose problems, gather statistics and provide general
usage.

Wireless / Mobile - Radio transmission via the airwaves. Various communications techniques are
used to provide wireless transmission including infrared line of sight, cellular, microwave,
satellite, packet radio and spread spectrum.

Media Servers — Provide optimized management of media-based files such as audio and video
streams and digital images.

Network Devices / Standards - A group of stations (computers, telephones, or other devices)
connected by communications facilities for exchanging information. Connection can be
permanent, via cable, or temporary, through telephone or other communications links. The
transmission medium can be physical (i.e. fiber optic cable) or wireless (i.e. satellite).

WAN (Wide Area Network) - A data network typically extending a LAN outside a building or
beyond a campus. Typically created by using bridges or routers to connect geographically
separated LANs. WANSs include commercial or educational dial-up networks such as
CompuServe, InterNet and BITNET.

Video Conferencing - Communication across long distances with video and audio contact that
may also include graphics and data exchange. Digital video transmission systems typically
consist of camera, codec (coder-decoder), network access equipment, network, and audio system.

Audio Conferencing — defines the set of capabilities that support audio communications sessions
among people who are geographically dispersed.
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e Office Automation — refers to the traditional suite of widely used applications provided at the
desktop (e.g., word processing, spreadsheet).

e Other Applications — Refers to software applications that do not fit in any of the other
aforementioned software categories.

o Utilities — Refers to software tools that address various miscellaneous processes for technology
applications and users.

¢ Change Management — Refers to the management of application code and content changes across
the installed base of servers, desktops, etc. (e.g., evolution, composition).

e Deployment Management — This component refers to various tools and capabilities that permit
management of remote devices (e.g., desktops, servers).

The classifications for any products or standards within this domain are:

Life Cycle

Classifications

Preferred

Contained

Obsolete

Research

Rejected

Definition/
Meaning

Product/standard of choice; support available; recommended.

Develop solutions using these standards or products only if there are no suitable
alternatives categorized as preferred; if a preferred product is available that will
meet the requirements, plans should be developed to move from contained to
preferred as soon as practical.

Being phased out; (e.g., vendor support ending); plans should be developed to
rapidly phase out and replace (often to avoid substantial risks).

Product/standard to be used in conjunction with technology research efforts only
(e.g., testing, pilots).

Product/standard has been evaluated and found not to meet technical architecture
needs.

2.3.1. Collaboration Communications

Collaboration Communications defines the forms of electronic exchange of messages, documents, or
other information. Electronic communication provides efficiency through expedited time-of-delivery.
Subcomponents of this section are Email, online meeting services, instant messaging and distance

learning.

Electronic Mail, Fax, Shared Calendaring, Task Management, & Threaded Discussions:

The In-Process department-wide E-Mail study will establish preferences within E-Mail, Fax, Shared
Calendaring, Task Management, & Threaded Discussions.

Online meeting services:

o  Use of the Microsoft NetMeeting (+ Sharepoint) is classified as Preferred.
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e Use of the Lotus Sametime is classified as Preferred.

o Use of SiteScape is classified as Contained.

e Use of the Documentum E-Rooms is classified as Contained.
Instant Messaging:

e Use of the Lotus Sametime is classified as Preferred.

o  Use of the Novell GroupWise is classified as Contained.

e Use of Jabber is classified as Contained.

e Use of the Microsoft M/S Chat is classified as Research.
Distance Learning:

e Use of Learning Space is classified as Preferred.

e Use of Net-G is classified as Preferred.

e Use of Skill Soft is classified as Preferred.

2.3.2. Virtual Private Network (VPN):

A Virtual Private Network (VPN) is a Private Data Network that makes use of the public
telecommunication infrastructure, maintaining privacy through the use of a tunneling protocol and
security procedures. Subcomponents of this section are the client component of a VPN, the concentrator
and the network-to-network component.
Client component:

o Use of the Cisco Systems Cisco Hardware Client (3002) is classified as Preferred.

e Use of the Avaya Client is classified as Preferred.

e Use of the Microsoft Client is classified as Research.
Concentrator:

e Use of the Avaya Concentrator is classified as Preferred.

o  Use of the Cisco Systems Cisco Concentrator is classified as Preferred

Network-to-Network Component:
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o Use of the Avaya VPN is classified as Preferred.
o Use of the Cisco Systems VPN is classified as Preferred.

e Use of the SnapGear Router is classified as Preferred.

2.3.3. Supporting Network Services

Supporting Network Services consist of the protocols that define the format and structure of data and
information that is either accessed from a directory or exchanged through communications.
Subcomponents of this section are Directory services, routed WAN protocols, routed LAN protocols,
routing protocols, and Domain Name Services.
Directory Services:

e Use of the Microsoft Active Directory is classified as Preferred.

e Use of the Novell Novell E-Directory is classified as Contained.

e Use of the IBM Domino Directory is classified as Contained.
Routed WAN protocols:

o  Use of the (many vendors’) TCP/IP Suite (version 4) is classified as Preferred.

e Use of the IBM SNA Suite is classified as Contained.

o Use of the HP(Compag/DEC) DecNET Suite is classified as Contained.

o Use of the Novell Internetwork Packet exchange (IPX) Suite is classified as Obsolete.

o Use of the Apple AppleTalk Suite is classified as Obsolete.

e Use of the X.25 Suite is classified as Obsolete.

e Use of the (many vendors’) TCP/IP Suite (version 6) is classified as Research.

e Use of the Multicast Suite is classified as Research.
Routed LAN protocols:

o  Use of the (many vendors’) TCP/IP Suite (version 4) is classified as Preferred.

e Use of the Multicast Suite is classified as Preferred.

e Use of the IBM SNA Suite is classified as Contained.

o  Use of the Microsoft (NetBeui) Suite is classified as Contained.
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o Use of the Novell Internetwork Packet exchange (IPX) Suite is classified as Contained.
e Use of the Apple AppleTalk Suite is classified as Contained.
o  Use of the (many vendors’) TCP/IP Suite (version 6) is classified as Research.
Routing protocols:
e Use of the Border Gateway Protocol (BGP4) is classified as Preferred.
o  Use of the Open Shortest Path First Protocol (OSPF) is classified as Preferred.
e Use of the Multi-protocol Label Switching Protocol (MPLS) is classified as Preferred.
e Use of the Hot Standby Router Protocol (HSRP) is classified as Preferred.
o Use of the Enhanced Interior Gateway Routing Protocol (EIGRP) is classified as Contained.
o Use of the Routing Information Protocol (RIP) is classified as Contained.
e Use of the Interior Gateway Routing Protocol (IGRP) is classified as Obsolete.
Domain Name Services (DNS):
e Use of BIND 9 or equivalent is classified as Preferred.

e Use of BIND4 and BIND 8 and Equivalents is classified as Contained.

2.3.4. Network Management

Network Management defines the set of capabilities involved in monitoring and maintaining a
communications network in order to diagnose problems, gather statistics and provide general usage.
Subcomponents of this section are FCAPS, individual components of FCAPS and Web filtering.
Full (FCAPS) Fault Mgmt,

Configuration, Accounting,
Performance and Security:

e Use of the HP OpenView is classified as Contained.
o Use of the Cisco Systems Cisco Works is classified as Contained.
o Use of the Tivoli NetView is classified as Contained.
The domain team is not recommending a Preferred product for a fully capable FCAPS enterprise network

management. The reason for this omission is because there are many products capable of performing
certain aspects of network management available in the marketplace. Each product has its own market
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niche. Specific network management objectives and other factors (e.g., amount of human resources
available to perform this function, hardware/software costs, and skill base of the network management
staff) are used to determine which products are preferable. For this reason, there is no overall solution
classified as Preferred.

Components of FCAPS:

Use of the HP OpenView is classified as Preferred.

Use of the Cisco Systems Cisco Works is classified as Preferred.

Use of the Tivoli NetView is classified as Preferred.

Use of Cricket is classified as Preferred.

Use of Looking Glass is classified as Preferred.

Use of Multi Router Traffic Grapher (MRTG)is classified as Preferred.
Use of What's Up Gold (release 7) is classified as Contained.

Use of Solar Winds is classified as Contained.

Use of Intermapper is classified as Contained.

Web Filtering:

Use of Surf Control is classified as Preferred.
Use of Web Washer is classified as Preferred.
Use of ISA (Internet Security) is classified as Preferred.
Use of Elron Internet Manager is classified as Preferred.

Use of Telemate.net is classified as Preferred.

2.3.5. Wireless/ Mobile

Wireless / Mobile refers to the various communications techniques that are used to provide wireless
transmission including infrared line of sight, cellular, microwave, satellite, packet radio and spread
spectrum. Subcomponents of this section are Radio and Wireless Fidelity (WiF1).

Radio:

Use of Digital Land Mobile Narrow band is classified as Preferred.

Use of Analog Land Mobile Narrow band is classified as Contained.

49



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

o Use of Digital and Analog Land Mobile Non-Narrow band is classified as Obsolete.
WiFi (Wireless Fidelity):

o Use of 802.11G Wireless Fidelity (WiFi) is classified as Preferred.

e Use of 802.11A Wireless Fidelity (WiFi) is classified as Contained.

o Use of 802.11B Wireless Fidelity (WiFi) is classified as Contained.

2.3.6. Media Servers

Media Servers — Provide optimized management of media-based files such as audio and video streams
and digital images.

e Use of the Real Networks Real Media Server is classified as Preferred.

e Use of the Microsoft Windows Media Server is classified as Preferred.

2.3.7. Network Devices/ Standards

Network Devices / Standards refers to the varied bedrock components upon which an organizations
communications networks depend. Subcomponents of this section are general purpose routers, special
purpose routers, managed switches, firewalls, and wiring.
General Purpose Routers:

e Use of the Cisco Systems Cisco Router (1xxx Series) is classified as Preferred.

e Use of the Cisco Systems Cisco Router (2xxx Series) is classified as Preferred.

o  Use of the Cisco Systems Cisco Router (3xxx Series) is classified as Preferred.

o Use of the Cisco Systems Cisco Router (4xxx Series) is classified as Preferred.

e Use of the Cisco Systems Cisco Router (5xxx Series) is classified as Preferred.

o Use of the Cisco Systems Cisco Router (7xxx Series) is classified as Preferred.

o Use of the Extreme Networks Black Diamond Router (version 6808) is classified as Preferred.
Special Purpose Routers:

o Use of SnapGear Router is classified as Preferred.

e Use of the Hughes Electronics Hughes Router is classified as Preferred.
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Managed Switches:

Use of the Cisco Systems Cisco Switch (19xx Series) is classified as Preferred.

Use of the Cisco Systems Cisco Switch (29xx Series) is classified as Preferred.

Use of the Cisco Systems Cisco Switch (3xxx Series) is classified as Preferred.

Use of the Cisco Systems Cisco Switch (4xxx Series) is classified as Preferred.

Use of the Cisco Systems Cisco Switch (5xxx Series) is classified as Preferred.

Use of the Cisco Systems Cisco Switch (6xxx Series) is classified as Preferred.

Use of the Extreme Networks Extreme Switch (Summit 48i) is classified as Preferred.
Use of the Extreme Networks Extreme Switch (Summit 24) is classified as Preferred.
Use of the Entarasys Switch (E Series) is classified as Preferred.

Use of the 3Com Switch (1100 Series) is classified as Preferred.

Use of the 3Com Switch (3600 Series) is classified as Preferred.

Use of the 3Com Switch (39007 Series) is classified as Preferred.

Use of the Avaya Switch is classified as ?7?.

Use of the Cabletron Switch is classified as Obsolete.

Firewalls:

Use of the Cisco Systems Cisco PIX is classified as Preferred.

Use of the Cisco Systems Cisco I0S is classified as Preferred.

Use of Checkpoint is classified as Preferred.

Use of the TopLayer (Attack Mitigator, AppSafe) (version 3500) is classified as Contained.
Use of SonicWall Pro is classified as Research.

Use of CyberGard is classified as Research.

Wiring:

Use of the Wiring-Fiber Optic for any mode is classified as Preferred.
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o  Use of the Wiring-Coaxial for a WAN is classified as Preferred.
o Use of the Wiring-Coaxial for a LAN is classified as Obsolete.

e Use of the Wiring-Unshielded Twisted Pair (UTP) (CAT7, CAT6, CATSE) is classified as
Preferred.

o  Use of the Wiring-Unshielded Twisted Pair (UTP) (CATS5) is classified as Contained.

o Use of the Wiring-Unshielded Twisted Pair (UTP) (CAT4, CAT3) is classified as Obsolete.

2.3.8. WAN (Wide Area Network)

A WAN (Wide Area Network) is a data network typically extending a LAN outside a building or beyond
a campus. While typically created by using bridges or routers to connect geographically separated LANSs,
WANSs include commercial or educational dial-up networks such as CompuServe, InterNet and BITNET.
Subcomponents of this section are backbone and non-backbone services.
Backbone Services:

o Use of ATM is classified as Preferred.

e Use of Gig-Ethernet (GigE) is classified as Preferred.

e Use of DTS is classified as Preferred.

o Use of Frame Relay is classified as Preferred.

e Use of Packet over SONET/SDH (POS) is classified as Preferred.

e Use of ISDN is classified as Preferred.

o Use of Fast Ethernet (FE) is classified as Preferred.

e Use of Dial-on-Demand is classified as Preferred.

o Use of X.25 is classified as Obsolete.
Non-Backbone Services:

e Use of Digital subscriber line (DSL) is classified as Preferred.

e Use of Cable is classified as Preferred.

e Use of Satellite is classified as Preferred.

e Use of ISDN PTP is classified as Preferred.
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e Use of ISDN ISP is classified as Contained.
e Use of ISDN is classified as Preferred.
e Use of X.25 is classified as Obsolete.

e Use of Wireless is classified as Research.

2.3.9. Video Conferencing

Video Conferencing refers to communication across long distances with video and audio contact that may
also include graphics and data exchange. Digital video transmission systems typically consist of camera,
codec (coder-decoder), network access equipment, network, and audio system. This service, which has
traditionally been provided within a specialized room, is beginning to emerge as one more possible
capability directly on the desktop.
Specialized room:

e Use of PictureTel is classified as Contained.

e Use of Polycom is classified as Contained.

Desktop:

e Use of any vendor’s solution is classified as Research.

2.3.10. Audio Conferencing

Audio Conferencing defines the set of capabilities that support audio communications sessions among
people who are geographically dispersed.

Use of any vendor’s solution for Online Audio Conferencing is classified as Research.

2.3.11. Office Automation

Office Automation refers to the traditional suite of widely used applications provided at the desktop (e.g.,
word processing, spreadsheet).

o  Use of the Microsoft Office Suite (XP) is classified as Preferred.
o  Use of the Microsoft Office Suite (2000) is classified as Contained.
e Use of the Microsoft Office Suite (97) is classified as Contained.

o  Use of the Microsoft Office Suite (version <97) is classified as Obsolete.
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e Use of the Corel Suite is classified as Obsolete.

e Use of the Lotus Smartsuite is classified as Obsolete.

2.3.12. Other Applications

Other Applications refers to software applications that do not fit in any of the other aforementioned
software categories. Subcomponents of this section are software for media players, project management,
PDF file creation, desktop remote control, and drawing services.
Media Players:
o  Use of the Microsoft Windows Media Player is classified as Preferred.
o Use of the Real Networks RealOne Media Player is classified as Preferred.
Project Management:
o  Use of the Microsoft M/S Project (version >2000) is classified as Preferred.
e Use of SureTrak is classified as Preferred.
e Use of the Microsoft M/S Project (version <2000) is classified as Obsolete.
PDF Creation:
e Use of the Adobe Acrobat (version >5) is classified as Preferred.
o Use of the Adobe Acrobat (version <5) is classified as Obsolete.
Desktop Remote Control:
e Use of Timbuktu is classified as Preferred.
o Use of PC-Anywhere is classified as Preferred.
e Use of Remote Desktop is classified as Preferred.
o Use ofthe AT&T VNC is classified as Contained.
e Use of ReachOut is classified as Obsolete.
Drawing:

e Use of Visio is classified as Preferred.

54



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

2.3.13. Utilities

Utilities refer to software tools that address various miscellaneous processes for technology applications
and users. Subcomponents of this section are software for readers, compression and synchronization
services.
Readers:

o Use of Adobe Acrobat Reader (version <5) is classified as Obsolete.
Compression:

o Use of WinZip is classified as Preferred.

o Use of PKZip is classified as Preferred.

e Use of TurboZip is classified as Preferred.

o Use of Zipit is classified as Preferred.

o Use of Stuffit Expander is classified as Preferred.
Synchronization:

o Use of Intellisync is classified as Preferred.

e Use of Pylon is classified as Preferred.

o Use of Hot Sync is classified as Preferred.

2.3.14. Change Management

Change Management refers to the management of application code and content changes across the
installed base of servers, desktops, etc. (e.g., evolution, composition). Subcomponents of this section are
desktop devices and network devices.
Desktop Devices:

e Use of the Microsoft SMS is classified as Preferred.

e Use of the IBM Tivoli is classified as Contained.

e Use of the Novell Zenworks is classified as Contained.

e Use of Track-it is classified as Contained.

Network Devices:
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e Use of the Cisco Systems CiscoWorks (e.g.,VMS, ACS, etc.) is classified as Preferred.
o  Use of the Microsoft Microsoft Radius/ ADS is classified as Preferred.
e Use of Entarasys is classified as Contained.

o Use of Avaya is classified as Research.

2.3.15. Deployment Management

Deployment Management refers to various tools and capabilities that permit management of remote
devices (e.g., desktops, servers). Subcomponents of this section, like the Change Management
component, are desktop devices and network devices.
Desktop Devices:

e Use of the Microsoft SMS is classified as Preferred.

e Use of the IBM Tivoli is classified as Contained.

e Use of the Novell Zenworks is classified as Contained.
Network Devices:

o Use of the Cisco Systems CiscoWorks (e.g.,VMS, ACS, etc.) is classified as Preferred.

o Use of Entarasys is classified as Contained.

e Use of Avaya is classified as Research.

2.4. Select Best Practices

The Domain Principles, because they are derived from Interior’s business direction and strategies, provide
the primary direction and guidance around technology decisions within this domain. Additional benefit
may sometimes be obtained by reviewing Select Best Practices. These reflect the valuable insights from
either domain team members’ experiences or other public sector organizations.

TRM Focused

Select

Best Practice 1: DHCP - Bureau's should move toward DHCP in conjunction with Dynamic
DNS for desktop computers. Care should be taken to restrict DHCP access from
common areas such as conference rooms.

Select

Best Practice 2: Network Time —Interior should establish a Tier 1 Network Time Strategy for all

Bureau programs that require Tier 1 Time stamping ((IDS Systems).
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Select
Best Practice 3:

Select
Best Practice 4:

Select
Best Practice 5:

Select
Best Practice 6:

Select
Best Practice 7:
Select

Best Practice 8:

Select
Best Practice 9:

Select

Best Practice 10:

Select

Best Practice 11:

Select

Best Practice 12:

Select

Best Practice 13:

Video conferencing Specialized Room — Move away from separate networks
for videoconferencing and onto departmental backbone networks.

Video conferencing Desktop — Any implementations within this area should be
treated/ classified as Research.

Audio conferencing Telcomm Based — A balanced approach relying on both
Interior owned bridges and outsourced services should be used.

Audio conferencing Online — Any implementations within this area should be
treated/ classified as Research.

Network Engineering Architecture— Each network site, under the framework
of the bureau network architecture, should have an effective network architecture
that addresses the frequently changing network needs and technologies.

Use TCP/IP for WAN- Configure WAN protocols using TCP/IP.

Design network-neutral applications- Isolate the application code from the
network specific code so business rules and data access code can be redeployed
on a different platform, if necessary. For scalability and portability, applications
must be developed without regard to the type of network (i.e. WAN or LAN)
they are to be deployed upon.

Review network impacts early— Potential IT applications should be reviewed
for network impact prior to development (e.g., bandwidth needs, latency
impacts).

Certify applications before deployment- Deploy no application on the WAN
until it has been certified. Application testing must be performed to document
minimum bandwidth requirements. This will assist program owners building
networking requirements into their life cycle models as well as ensure that the
WAN can be properly scaled to meet performance expectations.

Perform performance measurement and load testing on distributed
applications before deployment- Use load-testing tools that simulate many
users accessing the application. Load testing will identify network bottlenecks
(and application bottlenecks) before the application is deployed in the production
environment.

Include network expertise when planning projects- Data travels at vastly
different speeds between the LAN and WAN environments. Network engineers
can, among other things, analyze the traffic that a program sends across the
network to determine if data is being sent efficiently, as well as help to predict
the network utilization and performance of an application over the WAN.
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2.5. Contributors

The quality of the Interior-wide guidance provided within this TRM chapter is a reflection of the efforts
of the Infrastructure Domain team. The members of the team are:

Organization Name
Bureau of Indian Affairs Mike McGreer
Bureau of Land Management Ken Wilbert
Bureau of Reclamation Jeff Hoffman
Minerals Management Service Bryce Hunter
National Business Center Amy Shaw
Martha Davis
National Park Service John Snyder

Candace Fox

Office of Surface Mining Matin Nouri
Office of Special Trust Robert Aguayo
US Fish and Wildlife Service Mark Irvin

Warren Jernigan

US Geological Survey Paul R Celluzzi
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3. Data Management Architecture

3.1. Introduction and Background

Data is the representation of facts, concepts or instructions in a formalized manner suitable for
communication, interpretation or processing. When data is combined appropriately, information is
derived. Much like the natural resources it manages, Interior’s data and information are valuable assets
that must managed. The full value of data and information resources is realized when Interior is able to
appropriately share that data and information internally, as well as with external partners.

The focus of the Interior Enterprise Architecture is on providing guidance for information technology (IT)
issues and initiatives that are Interior-wide or multi-bureau in scope. The Data Management architecture
defines the mechanisms and standards for collecting, documenting, accessing, managing, maintaining the
integrity of and securing Interior’s electronic data assets.

If used correctly, the Interior Enterprise Architecture will act as a catalyst for those looking to capitalize
on its contents and better understand the full meaning of its guidance. This understanding will permit IT
personnel to better engage the non-1T organization in discussions around tradeoffs and priorities within
the proper governance structure (e.g., Management Initiatives Team (MIT), Information Technology
Management Council (ITMC)). The Interior Enterprise Architecture is not intended to be the “last word”
(e.g., some automated checklist for product selection). It is intended to be one of the “first words” to
assure that Interior’s mission priorities and its IT priorities remain closely aligned.

There are many instances within Interior of data sharing and reuse. Conversely, there are also many
examples of where data is not reused and shared enterprise-wide but collected and duplicated in
innumerable databases throughout Interior or even within a single Bureau (e.g., names, addresses, and
social security numbers may be stored and maintained in every application system that needs that
particular data). It is difficult to determine which database stores the most current or correct information.
Storing and maintaining multiple copies of the same data throughout the enterprise is time consuming and
expensive.

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical
guidance provided by the subject area experts within a domain spans both the Service Component
Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Data Management
domain, the SRM elements are as follows:

Service Domain(s):  The Back Office Services Domain defines the set of capabilities that support the
management of enterprise planning and transactional-based functions.

Service Type(s): Data Management - defines the set of capabilities that support the usage,
processing and general administration of unstructured information.

Development and Integration - defines the set of capabilities that support the

communication between hardware/software applications and the activities
associated with deployment of software applications.

Component(s): Data Classification — defines the set of capabilities that allow the classification of
data.

59



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

Meta Data Management — defines the set of capabilities that support the
maintenance and administration of data that describes data.

Data Cleansing — defines the set of capabilities that support the removal of
incorrect or unnecessary characters and data from a data source.

Data Exchange — defines the set of capabilities that support the interchange of
information between multiple systems or applications.

Data Recovery — defines the set of capabilities that support the restoration and
stabilization of data sets to a consistent, desired state.

Extraction and Transformation — defines the set of capabilities that support the
manipulation and change of data.

Loading and Archiving — defines the set of capabilities that support the
population of a data source with external data.

Data Mart — defines the set of capabilities that support a subset of a data
warehouse for a single department or function within an organization.

Data Warehouse — defines the set of capabilities that support the archiving and
storage of large volumes of data.

Data Integration - defines the set of capabilities that support the organization of
data from separate data sources into a single source using middleware or
application integration as well as the modification of system data models to
capture new information within a single system.

These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g.,
servers, networks). Within this infrastructure are individual TRM components for which this domain team
is providing guidance. The graphic below outlines those TRM elements for this domain that support the
service needs of the SRM.

TRM
]
I 1 1

Service Platform Component Service Interface

& Infrastructure Framework & Integration
Database Static Display Data Format / Class
Modeling Data Exchange Data Types / Validation
Utilities Database Connectivity Data Transformation
Other Applications Reporting & Analysis Service Discovery
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Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a
substantive issue. More realistically, a few architecture domains may need to be reviewed when
addressing an important IT decision. For example, if Interior was considering the creation of a new
Interior-wide Web application that could be used both by the general public and Interior personnel, then
the TRM chapters like Data Management Technologies, Information Security, Distributed Systems
Management and Application Development might all need to be reviewed.

3.2. Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that
will support the data management needs of Interior-wide IT initiatives.

Principle 1:  Data Sharing

Data and information must be managed to facilitate data sharing across Interior, with
our partners and the public.

Rationale:
e Reduces duplication of effort.

e Achieves economies of scale, especially through cooperative data collection
efforts.

e Leads to increased data quality.

e Conforms with the Government Paperwork Elimination Act, Clinger-Cohen
Act, Paperwork Reduction Act, Electronic Freedom of Information Act
Amendments of 1996 and section 508 of the Rehabilitation Act.

e Enhances reusability of data and information.

Implications:

1. Data and information resources will need to be defined in bureau and
department information architectures.

2. Need to agree upon data exchange mechanisms and protocols.

3. Data that is common among many business applications will be sourced and
updated from a single authoritative source.

4. Need to establish common core data standards, including data definitions.

5. Need to agree upon and establish a common data standards process.

6. Need a consistent data management process.

7. Need well-documented and defined metadata.

8. Sharing and access needs to be timely.

9. Additional effort may be required in the presentation of data to meet
accessibility requirements.

10. Data should be made available in a variety of formats suitable for the user.

11. The value of information is increased when not held in isolated pockets.

12. Need to balance the desire to share data with sensitivity, privacy and
confidentiality restrictions.

13. Need to take electronic records management requirements into consideration.
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Principle 2:  Data Collection and Reuse

In considering data requirements, we should look to reuse existing data before we buy.
If no data exists within Interior, consider acquisition of data from external sources
before collecting/creating new data.

Rationale:

Saves money.

Leads to increased data quality and integrity.
Saves time.

Supports the promotion of standards.

Supports the Federal Activities Inventory Reform Act, Paperwork Reduction
Act and Clinger-Cohen Act.

Implications:

1. Need a clearinghouse of metadata for existing data.

2. Ifyou are going to acquire data, consider facilitating its use by all of Interior.

3. Potential data sources’ data quality must be validated before acquisition or
collection of data.

4. We are at the “supplier’s” mercy for future cost, quality, availability, service
and metadata.

5. Good data requirements are needed to evaluate potential data sources.

6. Need a standard process for acquiring data, when formal agreements are
required.

7. Data that is common among many business applications will be sourced and
updated from a single authoritative source.

8. When acquiring data from private vendors, licensing restrictions should be

considered.

Principle 3:  Data Security

Data needs to be secured according to its sensitivity.

Rationale:

Complies with the Computer Security Act, the Privacy Act, the Government
Information Security Reform Act, Office of Management and Budget (OMB)
Circular A-130 Appendix 3, Electronic Freedom of Information Act
Amendments of 1996, Computer Matching and Privacy Protection Act and
Section 515 of the Treasury and Consolidated Agency Appropriation Act.
Enhances public trust.

Helps safeguard confidential and proprietary information.

Enhances the proper stewardship over information.
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e Enhances the integrity of the information.
e Helps to ensure legal and proper use of information.

Implications:
1. Need to establish data sensitivity and privacy classifications and a review
process.
2. Need to conduct periodic (re)assessments of data classifications.
May require additional resources (e.g., personnel, hardware and software).
4. Will lead to the use of authentication technologies; for example, digital
signatures or passwords.
May need to edit sensitive data that is released to the public.
Employees and contractors will require training regarding use of sensitive data.
7. Data stewards will require training on this “new” stewardship responsibility.
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Principle 4:  Data Contingency Planning
Contingency planning processes need to be in place to ensure data availability.

Rationale:
e Supports Interior Continuity of Operations (COO) plans.

e Ensures continued operations.
e Protects Interior data.

e Complies with Federal Preparedness Circular 65, FEDERAL EXECUTIVE
BRANCH CONTINUITY OF OPERATIONS (COOP).

e Allows Interior to continue its mission and meet legal requirements.

Implications:
1. Need to establish data recovery priorities.
2. Resources must be provided for data recovery testing.
3. Alternative off-site data archives need to be in place and synchronized.
4. Need periodic reassessment of bureau/Interior COO plans to ensure data
availability is addressed.

Principle 5.  Data Lifecycle

Information is valued as an Interior asset; therefore, Interior data needs to be managed
throughout its lifecycle.

Rationale:
e Data has its own lifecycle related to the lifecycle of the mission, not the

information system.

e Facilitates data reuse and locating data at each stage of its lifecycle (including
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historical).
e Managed data improves the ability to accelerate sound decision-making.

e Meets the legal requirements of Paperwork Reduction Act, Government
Paperwork Elimination Act, Federal Records Act, Clinger-Cohen Act, the
OMB Information Initiative on the National Spatial Data Infrastructure and
OMB Circular A-130 regarding data quality (i.e., utility, objectivity and
integrity).

e Increases the usefulness and value of data.

e Promotes the wise use of Interior data assets.

Implications:

1. Interior needs to dedicate resources to data management in addition to relying

on the DBA function.

2. Need ongoing management support and oversight throughout the data
lifecycle: data stewards, data managers and data administrators.
Management of data needs to be tied to workflow of the business process.

4. Data management (including its on going storage and archiving) is a mission

cost that transcends an individual project.

Data quality is everyone’s responsibility.

6. Integrate data resource planning with business and information technology
planning.

7. Need a consistent data management process.

W
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Principle 6:  Data Stewardship

Data and information must be managed and maintained as a stewardship responsibility
to support the mission of the department.

Rationale:
e Data is a resource critical to the mission of Interior. Like natural and cultural
resources, data needs stewards who are responsible for its valuation,
preservation, security, access, quality, and utilization.

e Data stewardship promotes common business rules, facilitates information
sharing and improves data integrity.

e Data stewardship promotes the establishment of authoritative sources.

e Complies with requirements of Section 515 of the Treasury and Consolidated
Agency Appropriation Act.

Implications:

1. Need to develop a data stewardship program that will transcend many
organizational boundaries. Need to define data stewardship responsibilities that
span the entire data lifecycle.

2. Need to identify and train subject matter experts as data stewards.

64



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

4.

Need to include various levels of stewardship while leveraging and adhering to
Federal data programs and standards (e.g., Federal Geographic Data
Committee (FGDC), National Institute of Standards and Technology).

Data stewards need to ensure that metadata is captured and managed.

Principle 7:  Data Standards

Interior will strive to create, acquire, and share data that adheres to data standards
defined internally, with consideration to existing national standards.

Rationale:

Facilitates exchange of data.

Facilitates the migration of data.

Using existing national standards reduces burden on Interior and complies with
OMB Circular A-119, Federal Participation in the Development and Use of

Voluntary Consensus Standards and in Conformity Assessment Activities.

Makes data collection more consistent and increases data quality,
compatibility, integrity.

Implications:

1.

2.
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Need to develop a data standards program that will transcend many
organizational boundaries.

Adopting standards may require changes to existing data or planning for
migration to the new standard.

Need to raise awareness of applicable standards.

Interior needs to increase participation in standards organizations to make it
more likely to get industry adoption of standards that serve Interior’s needs.
Need the ability to review the data standards and determine appropriateness.
Need to establish common data standards, including data definitions.
Long-term commitment of resources will be needed to establish and maintain
data standards.

Data stewards will identify and manage data standards model to be effective.

Principle 8:  Mainstream Technologies

Data management will use industry-proven and mainstream technologies.

Rationale:

Increases the probability that solutions remain viable through the system
lifecycle.

Promotes robust product support.
Enables greater use of commercial-off-the-shelf solutions.

Enables faster deployment of systems.
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e Complies with OMB Circular A-130 “Management of Information
Resources”, which requires the application of up-to-date information
technology.

Implications:
1. Need a coordinated mechanism for sharing information on industry-proven,
mainstream technologies.
2. Requires the maintenance of data management technology information in the
Technical Reference Model/Standards Profile.
3. Need criteria and an on-going process to assess vendors and products.

3.3. Technology Components

The Data Management components in this domain include:

e Database — Refers to a collection of information organized in such a way that a computer
program can quickly select desired pieces of data.

e Modeling — The process of representing entities, data, business logic, and capabilities for
aiding in software engineering.

e Utilities — Refers to software tools that address various miscellaneous processes for
technology applications and users.

e Other Applications — Refers to software applications that do not fit in any of the other
aforementioned software categories.

e Static Display - Static Display consists of the software protocols that are used to create a
pre-defined, unchanging graphical interface between the user and the software.

e Data Exchange — Data Exchange is concerned with the sending of data over a
communications network and the definition of data communicated from one application
to another.

e Database Connectivity - Defines the protocol or method in which an application connects
to a data store or data base.

e Reporting and Analysis - Consist of the tools, languages and protocols used to extract
data from a data store and process it into useful information.

e Data Format / Classification — Defines the structure of a file.

e Data Types / Validation — Refers to specifications used in identifying and affirming
common structures and processing rules.

e Data Transformation - Data Transformation consists of the protocols and languages that
change the presentation of data within a graphical user interface or application.

e Service Discovery - Defines the method in which applications, systems or web services
are registered and discovered.

The classifications for any products or standards within this domain are:
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Life Cycle

Classifications

Preferred

Contained

Obsolete

Research

Rejected

Definition/
Meaning

Product/standard of choice; support available; recommended.

Develop solutions using these standards or products only if there are no suitable
alternatives categorized as preferred; if a preferred product is available that will
meet the requirements, plans should be developed to move from contained to
preferred as soon as practical.

Being phased out; (e.g., vendor support ending); plans should be developed to
rapidly phase out and replace (often to avoid substantial risks.)

Product/standard to be used in conjunction with technology research efforts only
(e.g., testing, pilots).

Product/standard has been evaluated and found not to meet technical architecture
needs.

3.3.1. Database

Refers to a collection of information organized in such a way that a computer program can quickly select
desired pieces of data. Databases organize data and information into physical structures, which are then
accessed and updated through the services of a database management system. Databases may be
relational, hierarchical, flat files or any other formal collection of data.

Standards:

e Use of British Inter-governmental Group on Geographic Information is classified as Research.

e Use of Library of Congress Metadata Encoding & Transmission Standard (METS) is classified as

Research.

e Use of Common OMG Common Warehouse Metamodel (CMM) Standard is classified as

Research.

e Use of OMG Common Warehouse Metadata Interchange (CMMI) Standard is classified as

Research.

Products:

e Use of Oracle (Version > 8.0 ) is classified as Preferred.

e Use of Microsoft Access (Version > 97) is classified as Preferred.

e Use of Microsoft SQL Server (Version > 7.0) is classified as Preferred.

e Use of Ingres II is classified as Contained.
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e Use of Sybase 1Q is classified as Contained.

e Use of Lotus Domino is classified as Contained.

e Use of Personal Oracle Lite is classified as Contained.
e Use of R-Base is classified as Contained.

e Use of My SQL is classified as Contained.

e Use of ESRI Info 8 is classified as Contained.

e Use of IBM DB2 is classified as Contained.

e Use of IBM UDB is classified as Contained.

e Use of Microsoft Foxpro is classified as Contained.
e Use of IBM Informix is classified as Contained.

e Use of Progress DLC9I1C is classified as Contained.
e Use of PostgreSQL is classified as Contained.

e Use of ADABAS is classified as Contained.

e Use of Model 204 is classified as Contained.

e Use of SAS System 2000 is classified as Contained.
e Use of Raining Data PIK is classified as Contained.
e Use of FileMaker Pro is classified as Contained.

e Use of Corel Parodox is classified as Contained.

e Use of dBASE is classified as Contained.

e Use of ESRI Arcstorm is classified as Obsolete.

e Use of Lotus Approach is classified as Obsolete.

e Use of Aspen is classified as Obsolete.

e Use of IBM VSAM is classified as Obsolete.
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e Use of HP Image/SQL is classified as Obsolete.

3.3.2. Modeling

The process of representing entities, data, business logic, and capabilities for aiding in software
engineering is referred to as Modeling.

Standards:

e Use of Object Management Group (OMG) UML (Version > 1.5) is classified as Research.

Products:
e Use of Oracle Designer (Version > 2000) is classified as Preferred.
e Use of Popkin System Architect (Version > 9.0) is classified as Preferred.
e Use of CA ERWIN (Version > 4.0) is classified as Preferred.
e Use of Microsoft Visio is classified as Contained.
e Use of CA RPTwin is classified as Contained.
e Use of Powerbuilder Power Designer is classified as Contained.
e Use of Platinum Model Mart is classified as Contained.
e Use of BMC Mainview Predict is classified as Contained.
e Use of BMC Mainview Applications Analysis is classified as Contained.
e Use of Booze-Allen EAMS is classified as Contained.
e Use of Intelliview Visible Analyst is classified as Contained.
e Use of Teamwork is classified as Obsolete.

e Use of IBM Rational Rose is classified as Research.

3.3.3. Utilities

Generally, Utilities are software tools that address various miscellaneous processes for technology
applications and users. More specifically, the utilities identified in this document provide the means to
manage data.

e Use of Veritas Net Backup (Version >3.4) is classified as Preferred.
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e Use of Time Navigator is classified as Contained.

e Use of Legatto Backup Exec is classified as Contained.

e Use of ESRI Arcserve is classified as Contained.

e Use of Budtools is classified as Contained.

e Use of Quest TOAD is classified as Contained.

e Use of Shavelik HF Net Check is classified as Contained.
e Use of Bindview Net Inventory is classified as Contained.
e Use of HP Adager is classified as Obsolete.

e Use of HP VE Soft is classified as Obsolete.

e Use of Altova XML Spy is classified as Research.

e Use of Syncsort is classified as Research.

e Use of Redhat Cygwin is classified as Research.

3.3.4. Other Applications

Other Applications refers to software products that do not fit in any of the other aforementioned software
categories but also are used in conjunction with data management processes. Applications in this
category perform a wide range of data management functions and should not be compared to each other
for classification.

e Use of Intergraph Spatial Metadata Management System (Version > 3.2) is classified as
Preferred.

e Use of Oracle Warehouse Builder Metadata Manager is classified as Preferred.
e Use of Microsoft Visual Intercept is classified as Preferred.

e Use of Insightful S-Plus is classified as Contained.

e Use of TKG?2 is classified as Contained.

e Use of Litteral DBBrowse is classified as Contained.

e Use of Earthware is classified as Research.
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Use of CA Advantage Repository is classified as Research.

Use of Blue Angel Enterprise is classified as Research.

Use of Compusalt Meta Manager is classified as Research.

Use of FGDC Toolsuite is classified as Research.

Use of Innovative Interfaces is classified as Research.

Use of Native DBMS Meta Data Management Tools is classified as Research.
Use of Versata is classified as Research.

Use of Microsoft Repository / Rationale is classified as Research.

3.3.5. Static Display

Static Display consists of the software protocols that are used to create a pre-defined, unchanging
graphical interface between the user and the software.

Use of HTML is classified as Preferred.
Use of XHTML is classified as Preferred.
Use of pdf'is classified as Preferred.

Use of doc is classified as Preferred.

Use of ASCII Text is classified as Preferred.

Use of Unicode Text is classified as Preferred.

3.3.6. Data Exchange

Data Exchange is the format by which not-graphical data is exchanged over a communications
network and the definition of data communicated from one application to another.

Use of W3C SOAP is classified as Preferred.

Use of ANSI X12 EDI is classified as Preferred.

Use of OMG XMI is classified as Research.

Use of OASIS ebXML is classified as Research.
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3.3.7. Database Connectivity

Database Connectivity defines the protocol or method in which an application connects to a data
store or data base.

Standards:
e Use of IDBC (Version > 2.0) is classified as Preferred.
e Use of ODBC is classified as Preferred.
e Use of Net 8 is classified as Preferred.
e Use of SDE Connects is classified as Contained.
e Use of OLE-DB is classified as Contained.
e Use of DAO is classified as Contained.

e Use of ADO and ADO.Net is classified as Research.

Products:
e Use of SAG Entire Connection is classified as Contained.
e Use of CA Ingres Net is classified as Contained.
e Use of Oracle Gateway is classified as Contained.
e Use of Minisoft Terminal Services is classified as Obsolete.

e Use of SQL Net is classified as Obsolete.

3.3.8. Reporting and Analysis

Reporting and Analysis consist of the tools, languages and protocols used to extract data from a data store
and process it into useful information.

Standards:
e Use of JOLAP is classified as Preferred.

e Use of OLAP is classified as Preferred.

Products:
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e Use of Seagate Crystal Reports is classified as Preferred.

e Use of Net IQ Webtrends is classified as Preferred.

e Use of Oracle Reports, SQL Plus is classified as Preferred.
e Use of Brio Suite is classified as Preferred.

e Use of Cognos Suite is classified as Preferred.

e Use of Actuate is classified as Preferred.

e Use of Access (Version > 97) is classified as Preferred.

e Use of Sybase Interactive Query is classified as Contained.
e Use of SAG Super Natural is classified as Contained.

e Use of Mobius Infopac is classified as Contained.

e Use of PC Focus is classified as Obsolete.

e Use of Visual Mining Netcharts Server is classified as Research.

e Use of Netkey Basic Creator for Touch Screens is classified as Research.
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3.3.9. Data Format / Classification

Data Format/Classification defines the structure of a file. There are well over 500 data formats and
classifications in existence. For the purpose of this document, only preferred formats and classifications
are listed.

Standards:
e Use of Geography Markup Language (GML) is classified as Preferred.
e Use of ASCII Text is classified as Preferred.
e Use of Unicode is classified as Preferred.
e Use of HTML is classified as Preferred.
e Use of XHTML is classified as Preferred.
e Use of PDF is classified as Preferred.
e Use of XML is classified as Preferred.
e Use of Oracle Import/Export is classified as Preferred.
e Use of Microsoft SQL Import/Export is classified as Preferred.
e Use of HDF image format is classified as Preferred.
e Use of GeoTiff image format is classified as Preferred.
e Use of PGM image format is classified as Preferred.
e Use of HVHR image format is classified as Preferred.
e Use of JPG image format is classified as Preferred.
e Use of GIF image format is classified as Preferred.
e Use of TIFF image format is classified as Preferred.
e Use of PNG image format is classified as Preferred.
e Use of SVG image format is classified as Preferred.

e Use of BMP image format is classified as Preferred.
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e Use of Comma Separated Values (CSV) text format is classified as Preferred.

Products:
e Use of ESRI ARCexport file (Version > 7.0) is classified as Preferred.
e Use of ESRI ARC XML is classified as Preferred.

e Use of ESRI Shape (Version > 8.0) is classified as Preferred.

3.3.10. Data Types / Validation

Data Types / Validation refers to specifications used in identifying and affirming common
structures and processing rules.

Standards:
e Use of W3C Data Type Definition (DTD) is classified as Preferred.
e Use of W3C XML Schema is classified as Preferred.
e Use of Simple API for XML (SAX) is classified as Preferred.

e Use of Document Object Model (DOM) is classified as Preferred.

Products:

e Use of ESRI Metadata Parser and Validator is classified as Preferred.

3.3.11. Data Transformation

Data Transformation consists of the protocols and languages that change the presentation of data
within a graphical user interface or application.

Standards:
e Use of W3C XPATH is classified as Preferred.

e Use of W3C XSLT (Version > 2.0) is classified as Research.

Products:
e Use of ESRI ARCGIS is classified as Preferred.

e Use of ESRI ARCIMS is classified as Preferred.
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3.3.12.

Service Discovery

Service Discovery defines the method in which applications, systems or web services are
registered and discovered.

e Use of OASIS Universal Data Description Interface (UDDI) is classified as Preferred.

3.4.

Select Best Practices

The Domain Principles, because they are derived from Interior's business direction and strategies, provide
the primary direction and guidance around technology decisions within this domain. Additional benefit
may sometimes be obtained by reviewing Select Best Practices. These reflect the valuable insights from
either domain team members’ experiences or other public sector organizations.

SRM Focused

Select

Best Practice 1:

Select

Best Practice 2:

Select

Best Practice 3:

Select

Best Practice 4:

Select

Best Practice 5:

Select

Best Practice 6:

Select

Best Practice 7:

Select

Best Practice 8:

Select

Best Practice 9:

Classify Data Sensitivity- Establish and use a consistent process to classify the
sensitivity of all data and information as a basis for ensuring the security, privacy
and confidentiality of Interior's data and information assets.

Data Stewardship Roles- Establish an Interior data stewardship program with
clearly defined roles and responsibilities.

Data Standards Process- Establish and follow a consistent standard & process
for defining, maintaining and archiving Interior data.

Data Exchange Protocols- Establish a process for determining data exchange
protocols and identify the protocols to be used across Interior.

Metadata Definitions- Establish and follow a consistent process for determining
and maintaining metadata definitions. Seek guidance from FGDC and Bureau
Data Stewards.

Adopt Standards - Adopt existing national / international standards based on
OMB Circular A-16, A-119, and A-130.

Corporate Metadata - Describe all databases in the Corporate Metadata
Repository.

Reuse to Facilitate Sharing - Reuse data models and data sets to facilitate
sharing of Data across the Department and with business partners.

Data Lifecycle - Develop and use a data lifecycle process to promote the release
of Interior data to the public in a timely fashion.
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Select

Best Practice 10:

Select

Best Practice 11:

Select

Best Practice 12:

Select

Best Practice 13:

Select

Best Practice 14:

Select

Best Practice 15:

Select

Best Practice 16:

Select

Best Practice 17:

Select

Best Practice 18:

Metadata Integration - Integrate metadata into all data management processes
not only as a documentation tool but also as a dynamic reference for all
applications that access or update data.

Data Cleansing - Develop and use consistent data cleansing rules. Data
Dictionaries and Data Models should assist in describing how the data should be
cleansed. Knowledge of data dependencies, constraints, data types etc. is
important.

Minimize Duplication - Minimize data duplication by identifying and using
authoritative data sources. Consult Data Management Steering Committee for

guidance on availability and identification of authoritative data sources.

Backup & Recovery - Develop and document back-up and recovery procedures
to support the published Continuity of Operations Plans (COOP).

Data Version Control - Develop Enterprise standards for time stamp (version)
control of data to enable near-real-time data recovery.

Authoritative Sources - Use authoritative data sources when developing data
marts and data warehouses.

Business Rules - Design new Enterprise applications employing rules based
engines instead of embedding business rules into the application.

Data Quality - Data Stewards are responsible for monitoring the quality of the
data in their repository.

Business Rules for Data - Data Stewards are responsible for determining the
business rules for the data in their repository.
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3.5. Contributors

The quality of the Interior-wide guidance provided within this TRM chapter is a reflection of the efforts
of the Data Management Architecture team. The members of the team are:

Organization Name

Bureau of Reclamation Gary Hardman
Minerals Management Service Joe Chetodal
Minerals Management Service Gwendolyn Young
National Business Center Richard Sullivan
National Park Service Lance Gridley
Office of Surface Mining Donna Hale

US Fish and Wildlife Service Barb White

US Geological Survey Raymond Obuch
Bureau of Land Mgmt. Melanie Rhinehart
Bureau of Land Mgmt. Stephen Adams
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4. Geospatial Technologies Architecture

4.1. Introduction and Background

Of all the Departments within the Federal government, the Department of the Interior is arguably the one
most closely tied to the land. Most of the resources that the department is chartered with managing and
protecting are geographic in nature (e.g., National Parks, Mineral Resources). Within the Information
Technology portfolio of services, Geospatial technologies, also, are the most focused upon the land.

The heart of Geospatial technologies is concerned with geographically referenced data and identifying
and analyzing spatially defined relationships that are associated with that data. Specifically, the data has
either an explicit geographic reference, such as latitude and longitude coordinates, or an implicit reference
such as an address, postal code, forest stand identifier, or road name. From the creation of maps to the
analysis of potential flooding from a hurricane, geospatial information is used for many and various
purposes; both within Interior as well as by our many outside partners (e.g., other Federal agencies, State
and Tribal Governments and the public at large).

But Geospatial technologies are much more than making maps. It allows users to access, examine, and
analyze geographically referenced information and identify spatially-defined relationships. Traditional
information technology or manual methods of mapping and data analysis are severely limited when
compared to Geospatial technologies. Simply put, Geospatial technologies extend our reach and our
ability to use complex information about the land and its resources to simplify those complexities via
Geospatial models and the visual representation of the natural systems that the data represents. Geospatial
technology software has the ability not only to store graphic representations of map features but also to
access diverse types of data and records that have a geographic component.

The focus of the Interior Enterprise Architecture is on providing guidance for IT issues and initiatives that
are Interior-wide or multi-bureau in scope. The Geospatial technologies architecture defines the standards,
technologies and guidelines that relate to the use and sharing of data that can be referenced
geographically. It includes any mapping activities such as geographic information systems (GIS), global
positioning systems (GPS), aerial photography, survey data, remote sensing & imaging (e.g., satellite
data), planetary GIS, spatial modeling, visualization, Geospatial mapping products of Computer Aided
Drafting/Design (CAD), and “any data tied to a location”.

If used correctly, the Interior Enterprise Architecture will act as a catalyst for those looking to capitalize
on its contents and better understand the full meaning of its guidance. This understanding will permit IT
personnel to better engage the non-IT organization in discussions around tradeoffs and priorities within
the proper governance structure (e.g., Management Initiatives Team (MIT), Information Technology
Management Council (ITMC)). The Interior Enterprise Architecture is not intended to be the “last word”
(e.g., some automated checklist for product selection). It is intended to be one of the “first words™ to
assure that Interior’s mission priorities and its IT priorities remain closely aligned.

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical
guidance provided by the subject area experts within a domain spans both the Service Component
Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Geospatial domain,
the SRM elements are as follows:
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Service Domain(s):  The Business Analytical Services Domain that defines the set of capabilities
supporting the extraction, aggregation, and presentation of information to
facilitate decision analysis and business evaluation.

Service Type(s): Visualization - defines the set of capabilities that support the conversion of data
into graphical or picture form.

Analysis and Statistics - defines the set of capabilities that support the
examination of business issues, problems and their solutions.

Reporting - defines the set of capabilities that support the organization of data
into useful information.

Component(s): Mapping / Geospatial / Elevation / GPS - defines the set of capabilities that
support the use of elevation, latitude, and longitude coordinates.

CAD - defines the set of capabilities that support the design of products with
computers.

Imagery - defines the set of capabilities that support the creation of film or
electronic images from pictures or paper forms.

Radiological — defines the set of capabilities that support the use of radiation and
x-ray technologies for analysis and scientific examination.

Ad Hoc — defines the set of capabilities that support the use of dynamic reports
on an as needed basis.

Standardized / Canned —defines the set of capabilities that support the use of
preconceived or pre-written reports.

These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g.,
servers, networks). Within this infrastructure are individual TRM components for which this domain team
is providing guidance. The graphic below outlines those TRM elements for this domain that support the
service needs of the SRM.

TRM
|
| | 1

Service Platform Component Service Interface

& Infrastructure Framework & Integration
— Database — Reporting & Analysis L Middleware
— Integrated Development

Environment
_ Utilities
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Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a
substantive issue. More realistically, a few architecture domains may need to be reviewed when
addressing an important IT decision. For example, if Interior was considering the creation of a new
Interior-wide Geospatial technology mapping capability that could be used both by the general public and
Interior personnel, then the TRM chapters like Geospatial Technologies, Information Security, Data
Management and Application Development might all need to be reviewed.

4.2. Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that
will support the Geospatial technology needs of Interior-wide IT initiatives.

Principle 1: Spatial components

Most data within Interior has a Geospatial component; our databases must reflect that
fact.

Rationale:
e Interior is a geographically based organization.

e Better communications and decision-making can be made through the
visualization of complex information.

e Geospatial information adds significant value to data.

e Geospatial technology is the information and analytical tool for geographic
enterprises.

Implications:

1. Adding Geospatial components to legacy data may be expensive.

2. Need common business model for relational database (e.g., keys, data content,
definitions).

3. Need training for developers (both Geospatial and non- Geospatial
knowledgeable) on using geospatial information.

4. Applications must not remove geospatial references during processing.

5. Need for Geospatial reference review during system development process.

Principle 2: Information is an Interior asset

Information is valued as an Interior asset to accelerate decision-making, improve
management, and increase accountability.

Rationale:
e The value of information is not realized if it is held in isolated pockets.

e Information must be shared to maximize effective decision-making across
lines of business and with partners.

e Information is necessary for decision making to support accelerated business
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process cycles.
Increased access leads to improved integrity and relevance of data.

Supports Office of Management and Budget (OMB) Circulars: A16
“Coordination of Surveying, Mapping and Related Spatial Data Activities”; A-
119 “Federal Participation in the Development and Use of Voluntary
Standards”; and A-130 “Management of Federal Information Resources”.

Supports Executive Order 12906 “Coordinating Geographic Data Acquisition
and Access: The National Spatial Data Infrastructure”.

Implications:

1.

Supporting policies regarding security, privacy, confidentiality, information
sharing, information integrity, utility and data relevance must be developed
and implemented (e.g., as outlined in FGDC Privacy Act - Newsletter Summer
1998; see:
http://www.fgdc.gov/publications/documents/geninfo/fgdcnl798.html ).

Need to promote interoperable information management, such as data
warehouses and data access methods that facilitate information availability for
decision-making.

Data warehouses, metadata and data accesses may need to be developed to
facilitate information availability for decision-making.

Information needs to be structured for easy access and management, timely
availability, and use.

Metadata (information about the data, such as source, units of measurement,
and collection methods) will need to be developed and made available.

Need regular training on appropriate use of information and its quality (e.g.,
refuge vs legal vs legislative boundaries).

Need to maintain currency of the data and the legacy data itself.

Need to assure the accuracy and accessibility of the data over time (e.g.,
mapping historical changes and maintaining it like wetlands).

Need a method for estimating the value of the information assets themselves
(e.g., specific Geospatial database is valued at $50M because it would cost that
much to recreate it).

Principle 3: Data and Information Stewardship

Data and information must be managed and maintained as a stewardship responsibility
to support the mission of Interior.

Rationale:

Data is a resource important to the accomplishment of Interior’s work. In its
broadest sense, it is information including items like electronic and paper
documents (e.g., maps), emails, film, etc. Like natural resources, data needs
stewards who are responsible for its valuation, preservation, security, access
and utilization across Interior and with the public.

Data stewards will promote common business rules, which would facilitate
sharing information, communication, and improved data integrity.
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Principle 4:

Supports Office of Management and Budget (OMB) Circulars: A16
“Coordination of Surveying, Mapping and Related Spatial Data Activities”; A-
119 “Federal Participation in the Development and Use of Voluntary
Standards”; and A-130 “Management of Federal Information Resources”.

Supports Executive Order 12906 “Coordinating Geographic Data Acquisition
and Access: The National Spatial Data Infrastructure”.

Implications:

1.

Recognition that business area personnel need to be responsible for
stewardship of the data and the commitment of the resources necessary to
make stewardship happen.

Stewardship includes responsibility for clarification of the data’s meaning,
content, and reuse.

Stewardship includes responsibility for managing data’s consistency,
timeliness, accuracy and completeness.

The scope of stewardship must be very sensitive to the sources and uses of the
information, ensuring security, confidentiality and privacy are protected.
Need to develop a data stewardship program that will transcend many
organizational boundaries (e.g., no current rewards for cross-bureau
cooperation) and include various levels of stewardship while leveraging and
adhering to Federal data programs and standards (e.g., Federal Geographic
Data Committee (FGDC), National Institute of Standards and Technology
(NIST)).

Recognition of the need to manage metadata; that is data “about” the data.
Responsibility of steward for training and education in a persistent and
consistent manner (e.g., software, data, and methodology changes regularly).

Integration/ Interoperability

Systems must be designed, acquired, developed, or enhanced such that data and
processes can be effectively shared, for appropriate purposes, across Interior and with
our partners.

Rationale:

Increased efficiency will better serve our customers (e.g., the public,
employees).

Duplication of effort will cause higher support costs.
Ensures more accurate information.
Shared data and processes lead to better decision-making and accountability.

OMB Circular A16 “Coordination of Surveying, Mapping and Related Spatial
Data Activities”.

Implications:

1.

Will need common data standards and consistent data management processes
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Principle 5:

across Interior.

Every systems analyst needs to consider enterprise wide impacts when
designing enhancing, acquiring or extending the scope or use of applications.
We will need new tools that enable data sharing and the training for their
proper use.

Will need a method for identifying data and processes that need integration,
when integration should take place, the degree of integration versus
interoperability, who should have access to the data, and cost justification for
integration.

Over-integration can lead to difficult data management and inefficient
processes.

Reuse before you buy and buy before you build

In considering system requirements (e.g., new functionality), we should look to reuse
existing components before we buy. If no components exist, purchased solutions (e.g.,
commercial-off-the-shelf (COTS) or government-off-the-shelf (GOTS)) should be
explored before we build.

Rationale:

Complies with, the Privacy Act of 1974 and the Government Information
Systems Reform Act (GISRA).

Supports Office of Management and Budget (OMB) Circulars: A16
“Coordination of Surveying, Mapping and Related Spatial Data Activities”; A-
119 “Federal Participation in the Development and Use of Voluntary
Standards”; and A-130 “Management of Federal Information Resources”.

The more you’re “like” everyone else (e.g., same standard, same systems), the
easier it is to share with others.

System development is not a primary mission of Interior.

Supports Executive Order 12906 “Coordinating Geographic Data Acquisition
and Access: The National Spatial Data Infrastructure”.

Implications:

1.
2.

3.

Need to define, identify and maintain “reusable” components.

Good system specifications will be needed early in the planning cycle to
evaluate alternatives.

Business processes may need to be "changed" but not compromised to ensure
compliance with Interior and Federal standards, to accommodate reuse or
purchased solutions.

In-depth knowledge of system functions may be outside of the organization,
potentially increasing issues of risk and cost. Therefore, it will require the
metadata information like the process, references (e.g., algorithms), and
documentation (e.g., 50% of programming code is remarks) as well as
acquiring the digitally delivered unencrypted original source code from the
software vendor.

Requirement for greater sensitivity to the possibility of losing mission
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responsibility when using outside resources.

System design will migrate to “open” standards.

7. When acquiring data from private vendors, licensing restrictions should be
considered.

o

Principle 6: Enterprise Network as “Virtual” LAN

We must implement an Interior-wide “interoperable network”; performing as if it were
a virtual, Interior-wide Local Area Network (LAN).

Rationale:
e Networks are the essential enabling technology for client/server, Internet, and
collaborative computing (e.g., emails, file transfers (e.g., file transfer protocol
(FTP)), secure teleconferencing, workflow, geospatial data).

e Knowledge workers have increasing need for access to information across
Interior; this access must appear seamless.

e Lack of a robust network architecture will impact the success of distributed
applications.

e Expands the vision of organizations by reaching out to customers and
suppliers.

Implications:

1. Requires higher speed and higher bandwidth networks.

2. Will need the interconnection of distributed LANS.

3. Need to create connections between legacy systems, client/server and Internet
applications.

4. Need to implement a robust, interoperable directory services capability.

5. Need to define guidelines around “who pays”, “who uses”, “who gets”, and
“who coordinates” these interoperable networks.

6. Policies and protocols on sharing and exchanging information with third
parties need to be addressed (e.g., restricted sub-nets will need to be
supported).

7. Need to accommodate remote locations with limited communications options.

Principle 7: Information Access

Easy and timely access to data and information is the rule rather than the exception
without security, confidentiality, and privacy being compromised.

Rationale:
e Productivity, decision-making, and customer service all benefit from easy,
direct, and timely availability of information.

e In accordance with the Paperwork Reduction Act (PRA, PL 104-13),

employees and the public should have efficient, effective, and economical
access to Government information.
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Information should be attainable in the appropriate place, time, format and
context.

The Rehabilitation Act of 1998 requires executive agencies to develop, acquire
and use information technology that is accessible to individuals with
disabilities.

Under Electronic Freedom of Information Act (E-FOIA) bureaus and offices
are required to make records that are frequently requested under the FOIA
available for public inspection. Further, records created on or after November
1, 1996 must be available via the Internet or other electronic means.

The Government Paperwork Elimination Act (GPEA) requires agencies to
incorporate privacy protections when developing electronic processes.

Beyond the legal requirements, easy and timely access to data and information
makes sound business sense.

Implications:

1.

2.

W

o

Need to identify, publish and keep the applicable policies and attendant
interpretations current.

For unclassified information, the right to know should be presumed unless
policy or law specify otherwise; however, for information like “pre-decisional
information”, access would still be controlled.

The business necessity of sharing information must be established.
Technology must be deployed to distribute and allow access to information.
Classification and sensitivity of information must be clearly stated and the
rules well defined (e.g., locational precision protected where an
archeologically significant site or a nuclear power plant is located).
Sensitive information must not be accidentally released (e.g., copyright).

A variety of public and private access methods for public information in
accordance with E-FOIA will need to be provided.

Every attempt will be made to make information available in formats
accessible to those with sensory disabilities in accordance with Section 508
without incurring an undue burden.

Principle 8: Reengineer First

Business processes will be analyzed, simplified or otherwise redesigned in preparation
for and during information systems enhancements, development, and implementation.

Rationale:

Work processes will be streamlined, efficient, and cost-effective.

Work processes, activities, and associated business rules will be well
understood and documented.

Enables E-Government initiatives.

Potentially reduces the total cost of ownership.
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Principle 9:

Provides better customer service.

Required by Clinger-Cohen and OMB Circular A-130 “Management of
Federal Information Resources” before an IT investment can be made, and
promotes compliance with the Government Performance and Results Act
(GPRA).

Implications:

1. Cultural change may be required to implement reengineered business
processes that include geospatial technologies.

2. Need system sponsors to include the impact of geospatial data on their goals.

3. Need for system owners and developers to understand that visualization can be
used as a starting point for initial systems analysis and understanding complex
processes.

4. Need agreed upon business process re-engineering scope and results to enable
continual improvement through analyzing, simplifying and redesigning work
processes.

5. New technology will need to be researched and applied in conjunction with
business process review (e.g., don’t use “new” just because it’s new).

6. Additional time and resources will have to be invested in business analysis
early in the systems life cycle.

7. Requires all organizational levels, especially senior leadership to sponsor and
support reengineering efforts.

8. Need training for developers (both Geospatial and Non-Geospatial

knowledgeable) on using geospatial information.

Total Cost of Ownership

Interior will adopt a total cost of ownership model (TCO) for IT systems that includes
costs like data acquisition and maintenance (e.g., biggest costs of Geospatial elements).

Rationale:

Leads to better-informed decisions through an improved understanding of
trade offs.

Enables improved planning and budget decision-making.

Implications:

1. For Geospatial solutions, the data sets have their own life cycle in addition to
the software itself (i.e., data is major cost driver with requirements like
compliance that add to expense).

2. Geospatial data never really “goes away” so maintenance is high (e.g., 9 track
tape of satellite data needs to migrate to new media).

3. Need for coordinated management to mitigate data maintenance cost (e.g.,
National Spatial Data Infrastructure (NSDI) framework data sets)

4. Need to develop a total cost of ownership model that explicitly includes

87



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

9]

geospatial data management and educate system sponsors and decision-makers
about how to use it.

Leads to coordinated system replacements, enhancements and retirements.
Need to apply TCO to portfolio management and records management (e.g.,
geospatial data sets and hardcopy are part of the data).

Need to provide tools for collection of the actual total cost of ownership.

Principle 10: Mainstream Technologies
IT solutions will use industry-proven and “state-of-the-art” mainstream technologies.

Rationale:

Avoids dependence on weak vendors.
Ensures robust product support.
Enables greater use of commercial-off-the-shelf solutions.

Complies with OMB Circular A-130 “Management of Federal Information
Resources”, which requires the application of up-to-date information
technology to take advantage of opportunities to promote fundamental changes
in agency structures, work processes, and ways of interacting with the public
that improve the effectiveness and efficiency of Federal agencies.

Implications:

1.
2.

W

Need to establish criteria for vendor selection and performance measurement.
Need to establish the criteria to identify the weak vendors and poor technology
solutions in compliance with Federal government contracting policy and
procedures.

Requires the technology portfolio to migrate away from existing weak
products or products that are reaching obsolescence.

We may be slow to adopt new technologies.

The exploration of new technology will be managed and investigation results
shared.

Changing from mainstream vendor’s products within Geospatial technologies
will incur significant conversion costs (e.g., maintenance of existing geospatial
legacy data) and loss of support for our partners (e.g., other agencies,
customers).

Conversions may result in explicit loss of data (e.g., Michigan project with 2-
5% of the data content was lost due to a format change).

Principle 11: Industry Standards

Extra value will be given to products adhering to industry standards and open
architecture.

Rationale:

Required to support data and process interoperability.
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e Reduces risks.
e Reduces dependence on single vendor.
e Enables greater use of commercial-off-the-shelf solutions.

o Allows flexibility and adaptability in product enhancement, extensibility, and
replacement.

Implications:
1. Need for Interior-wide core standards for exchanging geospatial data among
bureaus.
2. Need effective management process to identify and assess industry standards
and share standards information across Interior.
Participation in the development of open standards is mandatory.
Training and education are required to promote the use of “open standards.”
5. Public open standards will need to be used for distribution of geospatial data to
“outside” participants (e.g., public) to avoid proprietary formats.

bl

4.3. Technology Components

The Geospatial technology components in this domain include:

Integrated Development Environment-This consists of the hardware, software and supporting
services that facilitate the development of software applications and systems.

Database- Refers to a collection of information organized in such a way that a computer program
can quickly select desired pieces of data.

Utilities- Refers to software tools that address various miscellaneous processes for technology
applications and users.

Reporting and Analysis- Consists of the tools, languages and protocols used to extract data from a
data store and process it into useful information.

Middleware- This increases the flexibility, interoperability, and portability of existing
infrastructure by linking or “gluing” two otherwise separate applications.

The classifications for any products or standards within this domain are:

Life Cycle Definition/

Classifications Meaning

Preferred Product/standard of choice; support available; recommended.

Contained Develop solutions using these standards or products only if there are no suitable

alternatives categorized as preferred; if a preferred product is available that will
meet the requirements, plans should be developed to move from contained to
preferred as soon as practical.
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Obsolete Being phased out; (e.g., vendor support ending); plans should be developed to
rapidly phase out and replace (often to avoid substantial risks).

Research Product/standard to be used in conjunction with technology research efforts only
(e.g., testing, pilots).

Rejected Product/standard has been evaluated and found not to meet technical architecture

needs.

4.3.1. Integrated Development Environment

An Integrated Development Environment allows for the creation and support of geographical-based
technology solutions that support business information needs. The Geospatial Components provide the
functions and tools needed to store, analyze, and display information about places. Imaging & Remote
Sensing Tools make imaging information for analysis more useful because they allow interpretation and
analysis of simple pixel information.
Geospatial Components:

e Use of the ESRI ArcView (version >8X) is classified as Preferred.

e Use of the ESRI Arclnfo (version >8X) is classified as Preferred.

e Use of the ESRI IMS is classified as Preferred.

e Use of the ESRI ArcPad is classified as Preferred.

e Use of the ESRI ArcPad App Builder is classified as Preferred.

o Use of the ESRI Survey Analyst is classified as Preferred.

o Use of the ESRI Network Analyst is classified as Preferred.

e Use of the ESRI Tracking Analyst is classified as Preferred.

o Use of the ESRI Spatial Analyst is classified as Preferred.

o Use of the ESRI 3D Analyst is classified as Preferred.

e Use of the ESRI ArcPress is classified as Preferred.

e Use of the ESRI Publisher is classified as Preferred.

o Use of the ESRI Geostatistical Analyst is classified as Preferred.

e Use of the ESRI Street Map is classified as Preferred.

e Use of the ESRI SDE Connects is classified as Preferred.
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o Use of the ESRI ArcView (version 3x to 8x) is classified as Contained.
e Use of the ESRI Arclnfo (version <8X) is classified as Contained.
e Use of the ESRI COGO is classified as Contained.
e Use of the ESRI GRID is classified as Contained.
e Use of the ESRI TIN is classified as Contained.
e Use of Maplnfo is classified as Contained.
e Use of GeoMedia is classified as Contained.
o Use of GeoGraphix is classified as Contained.
e Use of IDRISI is classified as Contained.
o Use of the ESRI ArcView (version <3x) is classified as Obsolete.
e Use of the ESRI PC Arclnfo is classified as Obsolete.
Imaging & Remote Sensing Tools:
o Use of ERDAS Imagine Suite is classified as Preferred.
e Use of Research Systems PCI is classified as Preferred.
e Use of Research Systems ENVI is classified as Preferred.
e Use of LizardTech’s Mr. Sid is classified as Preferred.
e Use of LizardTech’s déja vu is classified as Preferred.
e Use of Dynamic Graphics’ EarthVision is classified as Preferred.
o Use of Integraphs Integraph Photogrammetry is classified as Contained.
e Use of Earthware is classified as Contained.

e Use of Earth Resource Mapping ER Mapper is classified as Contained.

4.3.2. Database

To provide the benefits of geospatial information, the backbone technology component is the traditional
IT relational database management system (RDBMS). A RDBMS is an extremely complex set of
software programs that controls the organization, storage and retrieval of data (fields, records and files) in
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a database. It also controls the security and integrity of that database. The RDBMS accepts requests for
data from various application programs and instructs the operating system to transfer the appropriate data.
The ability of these databases to easily and quickly find, update and report geospatial information is
critical to the successful use of Geospatial technologies.

e Use of Microsoft Access 2000 is classified as Preferred.

e Use of Microsoft SQL Server is classified as Preferred.

e Use of Oracle 9i (versions >7x) is classified as Preferred.

e Use of Informix Dynamic Server is classified as Contained.

e Use of IBM DB?2 is classified as Contained.

4.3.3. Utilities

Utilities are software tools that address various miscellaneous processes to assist technology applications
and users. For the Geospatial domain, the primary utility is a free reader for viewing geographical output
without the need for a licensed software product (like Acrobat from Adobe).

e Use of the ESRI ArcReader is classified as Preferred.

4.3.4. Reporting & Analysis

The value of the information contained within Geospatial databases is maximized with the use of quality
reporting and analysis tools.

e Use of Crystal Decisions Crystal Reports is classified as Preferred.
e Use of the ESRI Map Suite is classified as Preferred.

e Use of Microsoft’s Access is classified as Preferred.

4.3.5. Middleware

Middleware is a broad term for software that functions as a “translation layer” between two or more
applications and/or between applications and shared services independent of the network and platform
technologies. For Geospatial technologies with their use of encoded themed layers and both explicit and
implicit geographic references, an important middleware component is a spatial database engine.

o Use of the ESRI Spatial Database Engine (SDE) is classified as Preferred.
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4.4. Select Best Practices

The Domain Principles, because they are derived from Interior’s business direction and strategies, provide
the primary direction and guidance around technology decisions within this domain. Additional benefit
may sometimes be obtained by reviewing Select Best Practices. These reflect the valuable insights from
either domain team members’ experiences or other public sector organizations.

SRM Focused

Select
Best Practice 1:

Select

Best Practice 2:

Select
Best Practice 3:

Select
Best Practice 4:

Select
Best Practice 5:

Select
Best Practice 6:

Select
Best Practice 7:

Select
Best Practice 8:

Select
Best Practice 9:

Select

Best Practice 10:

Select

Stewardship — Establish an Interior data stewardship program with clearly
defined roles and responsibilities.

Classification — Establish and use a consistent process to classify the sensitivity
of all data and information as a basis for ensuring the security, privacy and
confidentiality of Interior's data and information assets.

Data Quality — The Data Steward is responsible for determining the business
rules for the data in their repository. Additionally, the steward is responsible for
monitoring the quality of the data in the repository.

Data Cleansing — Develop and use consistent data cleansing rules. Data
Dictionaries and Data Models should assist in describing how the data should be
cleansed. Knowledge of data dependencies, constraints, data types etc. is
important.

Geospatial references — Databases should incorporate geospatial references
whenever applicable: Geospatial references should be retained when present,
and added to legacy data when major updates occur.

Data Archiving — Establish and follow a consistent standard & process for
defining, maintaining and archiving Interior data.

Data Exchange — Establish a process for determining data exchange protocols
and identify the protocols to be used across Interior.

Reusability- Reuse data models and data sets to facilitate sharing of Data across

the Department and with business partners.

Authoritative Sources- Minimize data duplication by identifying and using
authoritative data sources. Data Management Steering Committee guidance
required.

Backup and Recovery- Develop and document back-up and recovery
procedures to support the published Continuity of Operations Plans (COOP).
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Best Practice 11:

Select
Best Practice 12:

TRM Focused

Select
Best Practice 13:

Select
Best Practice 14:

Select
Best Practice 15:

Select
Best Practice 16:

Select

Best Practice 17:

Select
Best Practice 18:

Select

Best Practice 19:

Select

Best Practice 20:

Select

Best Practice 21:

Select

Best Practice 22:

Select

Best Practice 23:

Select

Metadata Definitions- Establish and follow a consistent process for determining
and maintaining metadata definitions. Look for guidance from Federal

Geographic Data Committee (FGDC) and Bureau Data Stewards. Adopt existing
national / international standards based on OMB Circular A16, A119, and A130.

Metadata Process- Integrate metadata into all data management processes not
only as a documentation tool but also as a dynamic reference for all applications
that access or update data.

Data Compatibility- Compatibility with ESRI SDE is required for Geospatial
applications.

Browser Compatibility- Minimum version 6.x of Internet Explorer is required
for Geospatial applications.

Desktop Configuration- For Geospatial Applications, minimum configuration
for ArcPad needs to be met.

Collaboration- Any collaborative solutions (e.g., email, NetMeeting) need to
recognize the large data files and bandwidth needs of Geospatial applications.

Planning- Before deploying Geospatial solutions, sizing for the audience (e.g.,
gateways, servers, ports) should be completed.

Intranet- Intranet should be designed for department-wide usage and not just for
a bureau. While access to resources on the Intranet should be as easy as access to
the Internet (if not easier).

Compliance 508- Geospatial applications are not Section 508 compliant and
therefore should be remembered when proposing solutions to customers.

Hosting- Use of 3rd parties to Host Geospatial data/ applications should be
available as optional delivery vehicle. Use of standard contract with acceptable
language covering security, etc. should be in place for any Hosting providers
(e.g., 3rd party).

Network Planning- Changes to existing networks should include dialogue with
Geospatial developers to avoid severe service level impacts. Network planning

should explicitly include Geospatial data transport needs.

Secure FTP- Secure FTP should be provided for Geospatial file transfers
between agencies and external partners.

Multiprocessors- For high-end GIS users, multiprocessors are traditionally
needed to deliver Geospatial solutions.
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Best Practice 24:

Select
Best Practice 25:

Select
Best Practice 26:

Select
Best Practice 27:

Select
Best Practice 28:

Select
Best Practice 29:
Select
Best Practice 30:

Servlets- The appropriate servlet for Geospatial applications are often unique
(e.g., IMS servlet engine & J2EE) and detailed installation instructions are often
critical.

Portals- Leveraging the existing Geospatial One-Stop (GOS) can avoid the need
for additional portals.

Thin Clients- Investigating whether all required functions of ArcGIS are
supported with a "thin client" arrangement should be determined. Licensing
should be investigated because restrictions may exist (e.g., running out of the
number of valid licenses when a "call" is made to different servers).

Modeling- Design object oriented spatial databases using UML.

Network Bandwidth- Use of higher quality and quantity of network bandwidth
will reduce the amount of storage by removing the need for additional
duplication/ replication.

Plotters- Use plotters that are supported by ESRI Level 1 support drivers.
Network Speeds- Use of 100 MB switch to the workstation is ideal. Gigabit

switches between data servers and application servers is also ideal. GB should be
used for all full time geospatial end users.
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Select

Best Practice 31: Administrative Rights- Many GIS users/ developers need to be provided with
additional rights to access and use the GIS software.

Best Practice 32: Metadata- All Geospatial data must have FGDC compliant metadata.

4.5, Contributors

The quality of the Interior-wide guidance provided within this TRM chapter is a reflection of the efforts
of the Geospatial technologies Domain team. The members of the team are:

Organization Name
Bureau of Indian Affairs Richard F. Moore
Bureau of Land Management Jim Turner

Jim Scrivner

Bureau of Reclamation Lorri Peltz-Lewis
Minerals Management Service Michele Daigle
National Park Service David Duran
Office of Surface Mining Alan Wilhelm
US Fish and Wildlife Service Deb Green

US Geological Survey Bob Pierce
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5. Application Development and Acquisition Architecture

5.1. Introduction and Background

The focus of the Interior Enterprise Architecture is on providing guidance for information technology (IT)
issues and initiatives that are Interior-wide or multi-bureau in scope. The Applications Development and
Acquisition architecture defines system development and acquisition of (commercial-off-the-
shelf/government-oftf-the-shelf (COTS/GOTS)) lifecycle techniques for the enterprise.

Like most large public and private enterprises, the Department of Interior relies heavily on computer
applications to support its business operations. Because Interior’s business processes change dynamically
in response to both legislation and new demands from citizens, it is important that Interior’s computer
applications also be able to change rapidly.

This existing inventory of “legacy” applications reflects the tools available at the time the applications
were developed or deployed and how projects were funded and managed. In addition, many applications
were designed or procured to perform a specific operation for a specific agency on a specific hardware
platform. These legacy applications were deployed without consideration to Interior as an Enterprise and
frequently were operated independently by the Bureaus. The ability to communicate with other
applications or systems across Interior or to adapt to changes in the business processes was not typically a
consideration.

Recently, Enterprise Application Integration tools and technology has begun to evolve to help address
these problems. A number of options now exist to meet business needs and deliver information to people
when and where they need it.

If used correctly, the Interior Enterprise Architecture will act as a catalyst for those looking to capitalize
on its contents and better understand the full meaning of its guidance. This understanding will permit IT
personnel to better engage the non-1T organization in discussions around tradeoffs and priorities within
the proper governance structure (e.g., Management Initiatives Team (MIT), Information Technology
Management Council (ITMC)). The Interior Enterprise Architecture is not intended to be the “last word”
(e.g., some automated checklist for product selection). It is intended to be one of the “first words” to
assure that Interior’s mission priorities and its IT priorities remain closely aligned.

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical
guidance provided by the subject area experts within a domain spans both the Service Component
Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Application
Development and Acquisition domain, the SRM elements are as follows:

Service Domain(s):  The Back Office Services Domain defines the set of capabilities that support the
management of enterprise planning and transactional-based functions.

Service Type(s): Data Management - defines the set of capabilities that support the usage,
processing and general administration of unstructured information.

Development and Integration - defines the set of capabilities that support the

communication between hardware/software applications and the activities
associated with deployment of software applications.
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Component(s):

Data Exchange — defines the set of capabilities that support the interchange of
information between multiple systems or applications.

Data Integration - defines the set of capabilities that support the organization of
data from separate data sources into a single source using middleware or
application integration as well as the modification of system data models to
capture new information within a single system.

Legacy Integration — defines the set of capabilities that support the
communication between newer generation hardware/software applications and
the previous, major generation of hardware/software applications.

Instrumentation and Testing — defines the set of capabilities that support the
validation of application or system capabilities and requirements.

Software Development —defines the set of capabilities that support the creation of
both graphical and process application or system software.

These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g.,
servers, networks). Within this infrastructure are individual TRM components for which this domain team
is providing guidance. The graphic below outlines those TRM elements for this domain that support the
service needs of the SRM.

Service Access

& Delivery
I— Web Browser

TRM
1
I T T 1
Service Platform Component Service Interface
& Infrastructure Framework & Integration
L Wireless / Mobile — Static Display Middleware
L Platform Dependent - Dynamic / Server Side Enterprise
- Platform Indep. (J2EE) Display Appllca?lon
A Integration
- Web Servers — Content Rendering
|- Application Servers Wirel / Mobile / Service
— Yvireless obile Description /
L Portal Servers Voice Interface
- Integrated Dev. Env. — Reporting & Analysis

— Software Config . Mgmt.
|- Test Management

— Modeling

- Office Automation

— Desktop Publishing

— Change Management

— Web Services

— Other Applications

— Utilities

Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a
substantive issue. More realistically, a few architecture domains may need to be reviewed when
addressing an important IT decision. For example, if Interior was considering the creation of a new
Interior-wide Web application that could be used both by the general public and Interior personnel, then
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the TRM chapters like Data Management Technologies, Information Security, Distributed Systems
Management and Application Development might all need to be reviewed.

5.2. Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that
will support the application development needs of Interior-wide IT initiatives.

Principle 1: Information is an Interior asset

Information is valued as an Interior asset to accelerate decision-making, improve
management, and increase accountability to our stakeholders (e.g., citizens).

Rationale:

Information is the foundation of a citizen-centric government.
The value of information is not realized if it is held in isolated pockets.

Information must be shared to maximize effective decision-making across
lines of business and with partners.

Information is necessary for decision making to support accelerated business
process cycles.

Increased access leads to improved integrity and relevance of data.

Implications:

1.

Supporting policies regarding security, privacy, confidentiality, information
sharing, information integrity, utility and data relevance must be developed
and implemented.

Need to promote interoperable information management, such as data
warehouses and data access methods that facilitate information availability.
Data warehouses, metadata and data access methods may need to be developed
to facilitate information availability.

Information needs to be structured for easy access and management, timely
availability, and use.

Metadata (information about the data, such as source, units of measurement,
and collection methods) will need to be developed and made available.

To transport and share information, common operational rules are necessary.
Need to recognize that the “visual identity” or “branding” of the Interior-wide
web experience itself is an information asset.

Principle 2: Design for Meaningful Data
Applications must be designed to create, store, access and present data meaningfully.

Rationale:

Reduces cost through code reuse and greater scalability of applications.
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Enhances data value by promoting reuse, thereby avoiding bad data.
Leads to greater data consistency.
Increased access leads to improved integrity and relevance of data

Reduces unnecessary data redundancy.

Implications:

1.

»

Nk Ww

Optimize application performance for the environment in which the
application will run.

Require a common, reusable data access method that promotes
interoperability.

Provide proper application program interfaces (APIs) to the data.

Analyze business functions from an enterprise perspective.

Standardize data definitions and business rules.

Create and maintain an active data dictionary.

Design and develop applications in compliance with federal legislation and
policies to assure appropriate information availability, sharing, integrity, and
utility.

Document applications at all levels of the system lifecycle and store in a
repository and include version control.

Principle 3: Application Integration/Interoperability

Systems must be designed, acquired, developed, or enhanced such that data and
processes can be effectively shared, for appropriate purposes, across Interior and with
our partners.

Rationale:

Better serves our customers (e.g., the public, employees, etc.) through
increased efficiency.

Reduces costs by eliminating duplicate systems or processes.
Ensures more consistent information by reducing multiple sources of data.

Supports better decision-making and accountability through shared data and
processes.

Implications:

1.

W

Design systems that allow future repartitioning to avoid difficult data
management, inefficient processes and to mirror changing business processes.
Plan for modularity in application functionality and design.

Design for platform independence.

Consider enterprise wide impacts when designing enhancing, acquiring
COTS/GOTS or extending the scope or use of applications.

Research and acquire new tools that enable data sharing and provide training
for their proper use.
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6. Utilize a methodology to determine the appropriate balance between data and
process integration and interoperability.

7. Implement common data standards and consistent data management processes
across Interior.

Principle 4: Requirements Definition

Requirements must be thoroughly defined to determine whether it is best to reuse, buy
COTS/GOTS or build an application system.

Rationale:

e Choosing the right approach, based on clearly defined requirements, can save
time and cost over the lifecycle of the application system.

Implications:

1. Balance the costs of providing interoperability and customization as part of the
total cost of ownership in selecting application solutions.

2. Do not select technical solutions before fully understanding functional and
technical requirements.

3. Take the entire application architecture into consideration during the selection
process.

4. Identify and maintain “reusable” components.

5. Good system specifications will be needed early in the planning cycle to
evaluate alternatives.

6. Consider technology trends and technology market direction.

7. Select application tools that satisfy requirements; do not select tools solely
based on current skills.

8. Involve all stakeholders in the definition of systems requirements.

Principle 5: Ensure Security, Integrity, Confidentiality and Privacy

IT systems should be designed and implemented in accordance with security, integrity,
confidentiality and privacy legislation and policies to assure appropriate information
availability.

Rationale:
e Helps safeguard confidential and proprietary information.

e Enhances public trust.
e Enhances the proper stewardship over information.
e Enhances the integrity of the information.

e Complies with the Computer Security Act, the Privacy Act of 1974, and OMB
Circular A-130 “Management of Federal Information Resources.”

Implications:
1. Train designers, developers, analysts and operational personnel so they
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understand security, confidentiality and privacy requirements.

Identify, publish and keep the applicable policies and attendant interpretations
current.

Interior may need to develop classification schemes for information security.

Principle 6: Information Access

Applications must be developed to provide easy and timely access to data and
information without security and privacy being compromised.

Rationale:

Productivity, decision-making, and customer service are benefits from easy,
direct, and timely availability of information.

Provide employees and the public with efficient, effective, and economical
access to Government information in accordance with the Paperwork
Reduction Act (PRA, PL 104-13).

Enable information to be attainable in the appropriate place, time, format and
context.

Develop, acquire and use information technology that is accessible to
individuals with disabilities in accordance with the Rehabilitation Act of 1998.

Make records that are frequently requested under the FOIA available for public
inspection. Further, records created on or after November 1, 1996 must be
available via the Internet or other electronic means.

Incorporate privacy protections required by the Government Paperwork
Elimination Act when developing electronic processes.

Beyond the legal requirements, easy and timely access to data and information
makes sound business sense.

Implications:

1.

2.

W

&

Present data in compliance with applicable data access statutes, regulations,
business, legal mandates, and public policy.

Presumes the right to know for unclassified information unless policy or law
specify otherwise; however, for information like “pre-decisional information”,
access would still be controlled.

Establish the business necessity of sharing information.

Deploy technology to distribute and allow access to information.

Clearly state the classification of information and define the classification rules
well.

Do not permit sensitive information to be accidentally released.

Provide a variety of public and private access methods for public information
in accordance with E-FOIA.

Make information available in formats accessible to those with sensory
disabilities in accordance with Section 508.
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9. Clearly state the designation of data sensitivity.

Principle 7: Industry Standards and Open Architecture
Application development should adhere to industry standards and open architecture.

Rationale:

e Systems are more likely to be interoperable.
e Lessens the chance that applications become technically obsolete.
e Lengthens the life of applications and reduces overall cost.

e Allows flexibility and adaptability in product enhancement, extensibility, and
replacement.

e Reduces dependency on a single vendor; i.e., vendor lock-in.
Implications:
1. Develop an effective management process to identify and assess industry
standards and share information across Interior.
2. Promote participation in the development of open standards.
3. Establish and maintain a mechanism to coordinate Interior participation in

standards bodies.
4. Provide training and education to promote the use of open standards.

Principle 8: System Life Cycle

Use industry standard Systems Life Cycle processes to accommodate multiple
methodologies and technologies.

Rationale:
e Reduces costs by creating a common set of repeatable processes.

e Leads to a common set of documentation that facilitates reuse, maintenance
and reengineering.

e Spells out best practices.
e Provides a flexible framework for application development.
e Reduces maintenance and reprogramming costs over the long term.

e Increases the likelihood that stakeholders will deem an application a success.
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Implications:

1. Understand the relationship between SDLC process and outputs and the full
system lifecycle.

2. May extend the initial phases of software development lifecycle, although the
overall SDLC may be shorter.

3. Provide SDLC Methodology training and education.

4. Choose the appropriate methodology for the scope of the system.

5. SDLC includes traceability of requirements from business requirements to

technical specifications to test cases.

Principle 9: Data and Information Stewardship

Data and information must be managed and maintained as a stewardship responsibility
to support the mission of Interior.

Rationale:

Since information is an asset, it needs to be actively managed which is the goal
of a stewardship program.

Data is a resource important to the accomplishment of Interior’s work. In its
broadest sense, it is information including items like electronic and paper
records, emails, film, etc. Like natural resources, information needs stewards
who are responsible for its valuation, preservation, security, access and
utilization across Interior and with the public.

Stewardship program will support common business rules, which would
facilitate information sharing and improve data integrity.

Without stewardship, data can lose its value.

Without stewardship, information may cause confusion and result in harm to
the department (e.g., litigation.)

Implications:

1. Recognition that business area personnel need to be responsible for
stewardship of the data (with the support of IT) and the commitment of the
resources necessary to make stewardship happen.

2. Need to recognize that stewardship includes things like:

e Understanding of customer needs for the information;

e Understanding the entire “life cycle” of the data (e.g., currency,
obsolescence;)

e Responsibility for clarification of the data’s meaning, content, and reuse;

e  Responsibility and accountability for managing data’s consistency,
timeliness, accuracy and completeness;

e  Sensitivity to the sources and uses of the information, ensuring security,
confidentiality and privacy are protected.

3. Need to develop a data stewardship program that will transcend many

organizational boundaries (e.g., no current rewards for cross-bureau
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Principle 10:

cooperation) and include various levels of stewardship while leveraging and
adhering to Federal data programs and standards (e.g., FGDC, NIST).

Need for clarity around the role of the public as co-holders of responsibility
around stewardship of their information.

Need to recognize that the “visual identity” or “branding” of the Interior-wide
Web experience itself is an information asset.

Recognition of the need to manage “meta” data; that is data “about” the data.
Recognition that some information/data held by Interior but supplied by 3rd
parties may need to be maintained/archived even if the originating
organization disappears (e.g., oil lease information).

Reengineer First

Business processes will be analyzed, simplified or otherwise redesigned in preparation
for and during systems enhancements, development, and implementation.

Rationale:

Work processes should be streamlined, efficient, and cost-effective.

Work processes, activities, and associated business rules will be well
understood and documented.

Enables E-Government initiatives.

Potentially reduces the total cost of ownership.

Provides better customer service.

Required by Clinger-Cohen Act and OMB Circular A-130 “Management of
Federal Information Resources” before an IT investment can be made, and
promotes compliance with the Government Performance and Results Act

(GPRA).

Internet has become a common utility and the public expects government to
provide information and access using this utility.

Implications:

1.

2.

Need thorough understanding and documentation of current existing business
processes.

New technical capabilities will need to be considered in conjunction with
normal review of business processes.

Need agreed upon business process re-engineering scope and results to enable
continual improvement through analyzing, simplifying and redesigning work
processes.

Business processes must be optimized to align with business drivers.
Additional time and resources will have to be invested in business analysis
early in the systems life cycle.

Organizational change may be required to implement reengineered business
processes.

Requires all organizational levels, especially senior leadership to sponsor and
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support reengineering efforts.

8. May result in additional new process modifications and systems development
being initiated not long after the completion of a reengineered process that
includes the Web.

9. May result in new ways of relating/ linking our information.

Principle 11: Industry Proven/ State-of-the-Art Technologies
IT solutions will use industry-proven and “state-of-the-art” technologies.

Rationale:
e Avoids dependence on weak vendors.

e Ensures robust product support.
e Enables greater use of commercial-off-the-shelf solutions.

e Complies with OMB Circular A-130 “Management of Federal Information
Resources”, which requires the application of up-to-date information
technology to take advantage of opportunities to promote fundamental changes
in agency structures, work processes, and ways of interacting with the public
that improve the effectiveness and efficiency of Federal agencies.

Implications:

1. “Industry proven” may include solutions that are not from recognized vendors
and/or encompass “freeware” (e.g., Apache servers).

2. Need to establish the criteria to identify the strongest technology solutions.

3. Need resources to adequately manage the life cycle of all application
acquisition and development technologies including the incorporation of new
technologies.

4. “State-of-the-art” implies a much higher added level of service to customers.

5. Requires the technology portfolio to migrate away from existing weak
products or products that are reaching obsolescence.

6. With the use of proven technologies, we may be slower to adopt the latest
technologies.

7. The exploration of new technology should be encouraged and the findings
shared across the department.

Principle 12: Total Cost of Ownership

Interior will adopt a total cost of ownership (TCO) model.
Rationale:
e Leads to better-informed decisions through an improved understanding of
trade offs.

e Enables improved planning and budget decision-making.
Implications:

1. Need to develop a total cost of ownership model that explicitly includes all
software development and acquisition aspects.
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2. Need for the TCO model to include all affected stakeholders (to address their
buy-in) and that addresses the model’s boundaries (e.g., Bureau, Department).

5.3. Technology Components

The Application Development and Acquisition components in this domain include:

e Web Browser — Defines the program that serves as your front end to information or
applications on the Internet, Intranet or Extranet.

e Wireless / Mobile - Radio transmission via the airwaves. Various communications
techniques are used to provide wireless transmission including infrared line of sight,
cellular, microwave, satellite, packet radio and spread spectrum.

¢ Platform Dependent - Defines the programming languages that are able to execute and
run on a specific platform or operating system.

¢ Platform Independent (J2EE) - Defines the programming languages that are able to
execute and run on any platform or operating system.

e Web Servers — A computer that provides World Wide Web services on the Internet,
Intranet or Extranet.

e Application Servers — Application servers are computer devices that execute the specific
business logic of an application.

e Portal Servers — Portals represent focus points for interaction, providing integration and
single-source corporate information.

e Integrated Development Environment (IDE) — This consists of the hardware, software and
supporting services that facilitate the development of software applications and systems.

e Software Configuration Management — Applicable to all aspects of software development from
design to delivery specifically focused on the control of all work products and artifacts generated
during the development process.

e Test Management — The consolidation of all testing activities and results. Test Management
activities include test planning, designing (test cases), execution, reporting, code coverage, and
heuristic and harness development.

e Modeling — The process of representing entities, data, business logic, and capabilities for aiding
in software engineering.

e Office Automation — refers to the traditional suite of widely used applications provided at the
desktop (e.g., word processing, spreadsheet.)
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e Desktop Publishing — refers to those applications that permit a document designer to manipulate
text and graphics on screen (e.g., different typefaces, embedded illustrations, etc.) before
committing the design to paper and generating a high-quality printed document (e.g., magazines,
newsletters, brochures.)

e (Change Management — Refers to the management of application code and content changes across
the software development lifecycles.

e  Web Service - Web services (sometimes called application services) are services (usually
including some combination of programming and data, but possibly including human resources as
well) that are made available from a business's web server for Web users or other Web-connected
programs.

e Other Applications — Refers to software applications that do not fit in any of the other
aforementioned software categories.

e Utilities — Refers to software tools that address various miscellaneous processes for
technology applications and users.

e Static Display - Static Display consists of the software protocols that are used to create a
pre-defined, unchanging graphical interface between the user and the software.

e Dynamic / Server-Side Display - This consists of the software that is used to create
graphical user interfaces with the ability to change while the program is running.

e Content Rendering - This defines the software and protocols used for transforming data
for presentation in a graphical user interface.

e Wireless / Mobile / Voice - Consists of the software and protocols used for wireless and
voice-enabled presentation devices.

e Reporting and Analysis - Consist of the tools, languages and protocols used to extract
data from a data store and process it into useful information.

e Middleware — Middleware increases the flexibility, interoperability, and portability of
existing infrastructure by linking or “gluing” two otherwise separate applications.

e Enterprise Application Integration — Refers to the processes and tools specializing in
updating and consolidating applications and data within an enterprise.

e Service Description / Interface - Defines the method for publishing the way in which web
services or applications can be used.

The classifications for any products or standards within this domain are:

Life Cycle Definition/
Classifications Meaning
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Preferred

Contained

Obsolete

Research

Rejected

Product/standard of choice; support available; recommended.

Develop solutions using these standards or products only if there are no suitable
alternatives categorized as preferred; if a preferred product is available that will
meet the requirements, plans should be developed to move from contained to
preferred as soon as practical.

Being phased out; (e.g., vendor support ending); plans should be developed to
rapidly phase out and replace (often to avoid substantial risks).

Product/standard to be used in conjunction with technology research efforts only
(e.g., testing, pilots).

Product/standard has been evaluated and found not to meet technical architecture
needs.

5.3.1. Web Browser

Web Browser — Defines the program that serves as your front end to information or applications
on the Internet, Intranet or Extranet.

e Use of Microsoft Internet Explorer (Version > 5.5) is classified as Preferred

e Use of Safari (MAC OS-X) is classified as Contained

e Use of Lotus NOTES Web is classified as Contained

e Use of Netscape (communicator &/or navigator) is classified as Contained

e Use of Opera is classified as Contained

e Use of Mozilla is classified as Contained

5.3.2. Wireless / Mobile

Wireless / Mobile describes radio transmission via the airwaves. Various communications
techniques are used to provide wireless transmission including infrared line of sight, cellular,
microwave, satellite, packet radio and spread spectrum.

e Use of Microsoft .NET is classified as Research

e Use of Sun J2EE (Version > 1.4) is classified as Research

e Use of Sun J2ME is classified as Research

e Use of Air Panel 802.11G is classified as Research
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5.3.3. Platform Dependent

Defines the programming languages that are able to execute and run on a specific platform or
operating system.

e Use of C# is classified as Preferred

e Use of ASP.Net is classified as Preferred

e Use of VB for Apps is classified as Preferred
e Use of PL1 is classified as Contained

e Use of VB is classified as Contained

e Use of Lotus Script is classified as Contained
e Use of Model 204 is classified as Contained
e Use of Progress is classified as Contained

e Use of ASP is classified as Contained

e Use of VB Script is classified as Contained

e Use of J Script is classified as Contained

e Use of Ingres is classified as Contained

5.3.4. Platform Independent (J2EE)

Platform Independent (J2EE) defines the programming languages that are able to execute and
run on any platform or operating system.

e Use of IBM Websphere is classified as Preferred
e Use of Coldfusion ML is classified as Preferred
e Use of JAVA is classified as Preferred

e Use of Java Script is classified as Preferred

e Use of HTML is classified as Preferred

e Use of Perl is classified as Preferred
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e Use of ECMA Script is classified as Preferred

e Use of Open Source PHP (Version > 1.4) is classified as Preferred
e Use of COBOL is classified as Contained

e Use of SQL 92+ is classified as Preferred

e Use of VB.Net is classified as Preferred

e Use of FORTRAN is classified as Contained

e Use of Cis classified as Contained

e Use of C++ is classified as Contained

e Use of Power Builder is classified as Contained

e Use of Python is classified as Contained

e Use of SlickEdit, Inc Visual SlickEdit is classified as Contained

5.3.5. Web Servers

Web Servers describe a computer that provides World Wide Web services on the Internet,
Intranet or Extranet.

e Use of Apache (Version > 1.3) is classified as Preferred

e Use of Microsoft IIS (Version > 4.0) is classified as Preferred

e Use of Lotus Domino is classified as Preferred

e Use of Deerfield/Orielly is classified as Contained

e Use of IBM SunOne (formerly iPlanet) is classified as Contained
e Use of Microsoft Proxy Server is classified as Contained

e Use of Netscape Enterprise Server is classified as Contained

5.3.6. Application Servers

Application Servers are computers, in a three-tier environment, that perform the business logic,
although some part may still be handled by the user's machine.
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e Use of Macromedia Cold Fusion Server (Version > 4.51) is classified as Preferred
e Use of Brio Ondemand Server is classified as Preferred

e Use of IBM Websphere (Version > 3.5) is classified as Preferred
e Use of Oracle (Version > 8.1) is classified as Preferred

e Use of TOMCAT (Version > 1.1) is classified as Preferred

e Use of CITRIX (Version > 2) is classified as Preferred

e Use of ESRI Tools is classified as Preferred

e Use of JBOSS (Version > 1.4) is classified as Preferred

e Use of Prolifics Tuxedo-Lite is classified as Contained

e Use of Lotus Domino is classified as Contained

e Use of Prolifics JAM is classified as Contained

e Use of BEA Weblogic is classified as Contained

e Use of Sybase EA Server is classified as Contained

e Use of SigmaPlot is classified as Contained

5.3.7. Portal Servers

Portal Servers represent focus points for interaction, providing integration and single-source
corporate information.

e Use of Brio Server is classified as Preferred

e Use of ESRI Tools is classified as Preferred

e Use of Portal software (many vendors for research) is classified as Contained
e Use of Oracle (Version > 8.1) is classified as Research

e Use of OGC Spatial Portal is classified as Research

5.3.8. Integrated Development Environments
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An Integrated Development Environment (IDE) consists of the hardware, software and supporting
services that facilitate the development of software applications and systems.

e Use of Microsoft Visual Studio and .NET is classified as Preferred

e Use of Macromedia Studio/ Cold Fusion MX (Version > 6.01) is classified as Preferred
e Use of IBM Websphere Studio App Developer is classified as Preferred
e Use of Prolifics Panther is classified as Contained

e Use of Prolifics is classified as Contained

e Use of Prolifics JAM is classified as Contained

e Use of Microsoft Visual Studio is classified as Contained

e Use of Oracle Development Suite is classified as Contained

e Use of Lotus Domino is classified as Contained

e Use of Visual Slick Edit is classified as Contained

e Use of Sybase Power Builder is classified as Contained

e Use of Intelli] is classified as Contained

e Use of Borland J Builder is classified as Contained

5.3.9. Software Configuration Management

Software Configuration Management includes all aspects of software development from design to
delivery specifically focused on the control of all work products and artifacts generated during the
development process.

Standards:

e Use of Regression Testing is classified as Preferred

Products:

e Use of Microsoft Visual Source Safe (software change management) is classified as Preferred
e Useof CVS is classified as Preferred

e Use of Merant PVCS (software change management) is classified as Contained
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Use of Oracle is classified as Contained

Use of Rational ClearCase is classified as Contained

Use of Bindview is classified as Contained

Use of IBM Change Management is classified as Contained
Use of Freeware SCCS is classified as Contained

Use of Peopletools is classified as Contained

Use of Serena is classified as Research

5.3.10. Test Management

Test Management is the consolidation of all testing activities and results. Test Management activities
include test planning, designing (test cases), execution, reporting, code coverage, and heuristic and
harness development.

Use of J Unit is classified as Preferred
Use of Mercury Tesing Suite (Win Runner, Load runner, etc.) is classified as Preferred
Use of PreVueX is classified as Contained

Use of Rational Testing Suite is classified as Research

5.3.11. Modeling

Modeling is the process of representing entities, data, business logic, and capabilities for aiding in
software engineering.

Standards:

Use of MVC is classified as Preferred

Use of UML is classified as Preferred

Products:

Use of Popkin System Architect is classified as Preferred
Use of Evoke AXIO is classified as Preferred

Use of Rational Rose is classified as Contained
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Use of Computer Associates ERWIN is classified as Contained
Use of Oracle Designer is classified as Contained

Use of Sybase PB Power Designer is classified as Contained
Use of Visable Analyst is classified as Contained

Use of Microsoft Visio is classified as Contained

Use of Casewise is classified as Contained

Use of Model Mart is classified as Contained

Use of HumanConcepts OrgPlus is classified as Contained

5.3.12. Office Automation

Office Automation refers to the traditional suite of widely used applications provided at the desktop (e.g.,
word processing, spreadsheet.)

Use of Microsoft Office (Version > 2000) is classified as Preferred

Use of Open Source OpenOffice (Version > 1.2) is classified as Preferred
Use of Corel Word Perfect Office is classified as Contained

Use of Novell Groupwise is classified as Contained

Use of Lotus Suite is classified as Reject

5.3.13. Desktop Publishing Software

Desktop Publishing — refers to those applications that permit a document designer to manipulate text and
graphics on screen (e.g., different typefaces, embedded illustrations, etc.) before committing the design to
paper and generating a high-quality printed document (e.g., magazines, newsletters, brochures.)

Use of Microsoft MS Office Suite (Version > 2000) is classified as Preferred
Use of Adobe Framemaker is classified as Preferred
Use of Adobe Acrobat Suite (Version > 5) is classified as Preferred

Use of Microsoft Publisher is classified as Contained
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e Use of Quark Express for Windows is classified as Contained

e Use of Macromedia / Dreamweaver (Version > MX) is classified as Research

5.3.14. Change Management

Change Management refers to the management of application code and content changes across the
software development lifecycles.

e Use of Merant PVCS (software change management) (Version > 7.1) is classified as Preferred
e Useof CVS is classified as Preferred

e Use of Remedy (work request tracking) is classified as Contained

e Use of Documentum Erooms is classified as Contained

e Use of Serena Changeman is classified as Research

5.3.15. Web Services

Web services (sometimes called application services) are services (usually including some combination of
programming and data, but possibly including human resources as well) that are made available from a
business's web server for Web users or other Web-connected programs.

Standards:
e Use of SOAP is classified as Preferred

e Use of XML is classified as Preferred

Products:
e Use of Microsoft .Net-based is classified as Preferred

e Use of SUN J2EE-based (Version > 1.4) is classified as Preferred

5.3.16. Other Applications

Other Applications refers to software applications that do not fit in any of the other
aforementioned software categories.

e Use of Microsoft Project (Version > 2000) is classified as Preferred

e Use of Microsoft Visio (Version > 2002) is classified as Preferred
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e Use of eHelp RoboHelp is classified as Preferred

e Use of Skillsoft Courseware (Version > 4.3) is classified as Preferred
e Use of Primavera All is classified as Contained

e Use of Aperature is classified as Contained

e Use of Little Planet Course Development is classified as Contained

e Use of NETQ Course Player is classified as Contained

e Use of Microsoft Commercial Site Server is classified as Contained

e Use of Delphi is classified as Contained

e Use of Microsoft MS Sharepoint Server is classified as Research

5.3.17. Utilities

Utilities refer to software tools that address various miscellaneous processes for technology
applications and users.

Utilities - Graphical Tools:
e Use of Adobe Suite is classified as Preferred
e Use of Autodesk AutoCAD (Version > 2000i) is classified as Preferred
e Use of JASC Paintshop Pro is classified as Contained
e Use of Corel Corel Draw is classified as Contained
e Use of Macromedia Graphical Design Tool is classified as Contained
e Use of Evolution Computing FastCAD is classified as Contained
e Use of Camtasia Studio is classified as Contained
e Use of VIAGRAFIX Design CAD LT is classified as Contained
e Use of SYSTATIO is classified as Contained
e Use of Earthinfo is classified as Contained

e Use of SmartDraw is classified as Contained
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Use of Boss International Hec Ras is classified as Contained
Use of Boss International SMS/RMS is classified as Contained
Use of Hydrosphere is classified as Contained

Use of Geo-Slope SlopeW is classified as Contained

Use of West Consultants RipRap is classified as Contained
Use of Dhi MIKEI11 1-D is classified as Contained

Use of Dhi MIKE21 2-D is classified as Contained

Use of Mr. Sid Geospatial Encoder is classified as Contained
Use of CE-QUAL-W?2 is classified as Contained

Use of Splus-Windows is classified as Contained

Use of Insightful S-Plus - Unix is classified as Contained

Use of Open Source GIMP is classified as Contained

Utilities - Terminal Emulators: (All Terminal Emulators are classified as contained. All bureaus
currently have Terminal Emulators deployed in their environment and it would not be technically or
economically feasible to migrate to a preferred tool.)

Use of Rumba is classified as Contained

Use of Renaissance is classified as Contained

Use of Viewnow is classified as Contained

Use of Tinyterm is classified as Contained

Use of Hummingbird is classified as Contained
Use of MochaSoft is classified as Contained

Use of WQR is classified as Contained

Use of Web Term is classified as Contained

Use of Esker SmartTerm is classified as Contained

Use of Reflection X is classified as Contained
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e Use of Optivity is classified as Contained

Utilities — Miscellaneous:
e Use of Samba.org Samba (Version > 2.3) is classified as Preferred
e Use of Hyena is classified as Contained
e Use of Symantec PC Anywhere is classified as Contained
e Use of Expertcity Go To My PC is classified as Contained
e Use of Integrated FAX is classified as Contained
e Use of HF Netcheck is classified as Contained
e Use of Purify is classified as Contained

e Use of Merotz CostXpert (Version >3.0) is classified as Research

5.3.18. Static Display

Static Display consists of the software protocols that are used to create a pre-defined, unchanging
graphical interface between the user and the software.

e Use of HTML (Version > 4.) is classified as Preferred

e Use of PDF (Version > 5.0) is classified as Preferred

5.3.19. Dynamic / Server-Side Display

Dynamic / Server-Side Display consists of the software that is used to create graphical user
interfaces with the ability to change while the program is running.

e Use of Microsoft NET (Incl. ASP, Visual BASIC, C#, C++, etc.) is classified as Preferred
e Use of Versata Logic Studio (Version > 5.1) is classified as Preferred

e Use of Prolifics Panther is classified as Contained

e Use of Prolifics is classified as Contained

e Use of Prolifics JAM is classified as Contained

e Use of Silverstream is classified as Contained

119



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

e Use of Oracle Toolkit is classified as Contained
e Use of SUN Chilisoft is classified as Contained

e Use of Appeon (Version > 2.5 for Powerbuilder) is classified as Research

5.3.20. Content Rendering

Content Rendering defines the software and protocols used for transforming data for presentation
in a graphical user interface.

e Use of XHTML is classified as Preferred

e Use of DHTML is classified as Preferred

e Useof CSS is classified as Preferred

e Useof XSLT is classified as Preferred

e Use of SVG (Scalable Vector Graphics) is classified as Preferred
e Use of JSP is classified as Preferred

e Use of ASP is classified as Contained

e Use of PHP (HTML generation) is classified as Preferred

5.3.21. Wireless / Mobile / Voice

Wireless / Mobile / Voice consists of the software and protocols used for wireless and voice-
enabled presentation devices.

e Use of WML is classified as Research
e Use of J2ME is classified as Research

e Use of .NET is classified as Research

5.3.22. Reporting and Analysis

Reporting and Analysis consist of the tools, languages and protocols used to extract data from a
data store and process it into useful information.

Standards:
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e Use of XML is classified as Preferred

Products:
e Use of Crystal Decisions Seagate Crystal Reports (Version > 8.5) is classified as Preferred
e Use of COGNOS Impromptu Web Reports (Version > 7.0) is classified as Preferred
e Use of Net IQ WebTrends (Version > 7.0) is classified as Preferred
e Use of COGNOS Impromptu (Client Server) is classified as Contained
e Use of Actuate is classified as Contained
e Use of Oracle Report Writer is classified as Contained
e Use of Sybase InfoMaker is classified as Contained
e Use of Datawatch Monarch is classified as Contained
e Use of SAS is classified as Contained
e Use of Lotus is classified as Contained
e Use of SPSS is classified as Research

e Use of Microsoft Reporting Server is classified as Research

5.3.23. Middleware

Middleware increases the flexibility, interoperability, and portability of existing infrastructure by
linking or “gluing” two otherwise separate applications.

Standards:

e Use of OGC is classified as Preferred

Products:
e Use of GOTS ESRI Connector is classified as Preferred
e Use of GOTS ESRI SDE is classified as Preferred
e Use of IBM Websphere is classified as Preferred

e Use of Informatica is classified as Preferred
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Use of GRID Toolkit is classified as Contained
Use of IBM MQSeries is classified as Research
Use of XML-RPC is classified as Research

Use of Microsoft MSMQ is classified as Research

Use of COM+ is classified as Research

Middleware - Screen Scrapers:

Use of Flashpoint is classified as Preferred

Use of Pitney Bose is classified as Contained

5.3.24. Enterprise Application Integration

Enterprise Application Integration refers to the processes and tools specializing in updating and
consolidating applications and data within an enterprise.

Use of Lotus Domino (workflow) is classified as Preferred

Use of Mercury Suite is classified as Preferred

Use of Remedy (workflow) is classified as Contained

Use of EI Streams Viewstar (Workflow) is classified as Contained

Use of IBM Integrator is classified as Research

5.3.25. Service Description / Interface

Service Description / Interface defines the method for publishing the way in which web services
or applications can be used.

Use of DIIOP is classified as Research
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5.4. Contributors

The quality of the Interior-wide guidance provided within this TRM chapter is a reflection of the efforts
of the Application Development Domain team. The members of the team are:

Organization Name

National Park Service Lance Gridley
US Geological Survey Ken Moss

Fish and Wildlife Service Mike Brewer
Bureau of Reclamation Angela Bolyard
Office of the Secretary Brian Gallagher
Minerals Management Service Jim Browning
National Business Center Sharon Williams
Office of Surface Mining Joy Johnson
Bureau of Land Management Bruce Allen
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6. Platform Architecture

6.1. Introduction and Background

The focus of the Interior Enterprise Architecture is on providing guidance for information technology (IT)
issues and initiatives that are Interior-wide or multi-bureau in scope. The Platform architecture addresses
the technology components of the IT infrastructure including end-user equipment, server equipment,
operating systems, peripherals, wireless devices and interfaces.

If used correctly, the Interior Enterprise Architecture will act as a catalyst for those looking to capitalize
on its contents and better understand the full meaning of its guidance. This understanding will permit IT
personnel to better engage the non-1T organization in discussions around tradeoffs and priorities within
the proper governance structure (e.g., Management Initiatives Team (MIT), Information Technology
Management Council)). The Interior Enterprise Architecture is not intended to be the “last word” (e.g.,
some automated checklist for product selection). It is intended to be one of the “first words™ to assure
that Interior’s mission priorities and its IT priorities remain closely aligned.

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical
guidance provided by the subject area experts within a domain spans both the Service Component
Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Platform domain, the
SRM elements are as follows:

Service Domain(s):  The Back Office Services Domain defines the set of capabilities that support the
management of enterprise planning and transactional-based functions.

Service Type(s): Assets / Materials Management — defines the set of capabilities that support the
acquisition, oversight and tracking of an organization's assets.

Component(s): Computers / Automation Management — defines the set of capabilities that
support the identification, upgrade, allocation and replacement of physical
devices, including servers and desktops, used to facilitate production and
process-driven activities.
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These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g.,
servers, networks). Within this infrastructure are individual TRM components for which this domain team
is providing guidance. The graphic below outlines those TRM elements for this domain that support the
service needs of the SRM.

TRM

| |
Service Access Service Platform
& Delivery & Infrastructure

L — Platform Dependent
Wireless/PDA | Web Servers

— Media Servers

— Application Servers

— Portal Servers

— Print Servers

— Messaging Servers

— Thin Client Servers

— File Servers

— Storage

— Servers/Computers

— Peripherals

— Deployment Management

Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a
substantive issue. More realistically, a few architecture domains may need to be reviewed when
addressing an important IT decision. For example, if Interior was considering the creation of a new
Interior-wide Call Center capability, then the TRM chapters like Infrastructure, Information Security, and
Distributed Systems Management might all need to be reviewed along with this chapter on Platforms.

6.2. Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that
will support the Platform technology needs of Interior-wide IT initiatives.

Principle 1: Reliable, Available Technologies

Provide reliable, readily available current platform technology that supports process
interoperability and the protection, availability and communication of data and
information throughout the system life cycle.

Rationale:
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Principle 2:

IT platform products are typically commodity items.

More reliable data.

Promotes a more common, interoperable platform infrastructure.
Ensures information is readily available and effectively shareable.

Ensures a basic level of reliability of the IT infrastructure.

Implications

14.

15.

16.

17.

18.
19.

20.
21.

22.
23.

The definition of reliability will vary from technology to technology based upon
the criticality of the function being performed, the needs of the customer, and
security and data integrity requirements.

Supporting policies regarding security, privacy, confidentiality, information
sharing, information integrity, utility and data relevance must be developed and
implemented.

Supports the continuity of operations and disaster recovery; planning and testing
will be performed routinely.

Applications dictate platform requirements; therefore, do not over engineer
platform solutions.

Leads to products that adhere to industry standards and open architecture
Promotes the opportunity for greater interoperability with Interior business
partners.

Deploy platforms that promote the ability to integrate data systems across
Interior.

Need to perform change, problem and configuration management.

Proper planning must take place for platform retirement.

Platform technologies must be accessible to those with disabilities in
accordance with Section 508 and other relevant guidance.

Equipment Replacement

Use a total cost of ownership model throughout the IT platform lifecycle to ensure that
the most cost effective approaches are explored and assessed.

Rationale:

Reusing platform components saves time and money.
Extends the Return on Investment of a platform.

IT platform products are typically commodity items.

Implications
1. Need to agree upon a Total Cost of Ownership model.
2. Need to identify and retain “reusable” components; avoid making reuse analysis
more consuming than the potential benefit.
3. Leads to reuse of components throughout Interior.
4. A policy and a methodology need to be established that enables reuse of

platform components throughout Interior.
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5. Applications dictate platform requirements; therefore, do not over engineer
platform solutions.

6. Off-the-shelf products will be compared to in-house development costs.

7. Priority will be given to products adhering to industry standards and open
architecture.

8. The cost of development, implementation/transition, training, support, disaster-
recovery, and retirement, as well as the impacts of flexibility, scalability, ease of
use and reduction of integration complexity will be considered.

9. Need for license management expertise across the department and managed
continuously (e.g., Contracting Officer, COTR).

10. Need for hardware inventory control system for tracking equipment.

11. Need for procedures for dealing with full hardware lifecycle components (e.g.,
budgeting, forecasting, disposal).

6.3. Technology Components

The Platform technology components in this domain include:

Wireless / PDA — Wireless refers to transmissions via the airwaves while the Personal Digital
Assistant (PDA) is a handheld computer that serves as an organizer for personal information and
communication.

Platform Dependent Operating Systems - The operating system (OS) is a workstation’s lowest-
level software that is always functioning even when no application program is running.

Web Servers — Web servers are the computers that provide World Wide Web services on the
Internet.

Media Servers — Media serves are computer devices that provide optimized management of
media-based files such as audio and video streams and digital images.

Application Servers — Application servers are computer devices that execute the specific business
logic of an application.

Portal Servers — Portal servers are computer devices that provide information services in such a
way that the level of integration and customization of this information is controlled by the end
users (e.g., customers, employees).

Print Servers- Print servers are devices that route print requests and status information between
computers and printers connected by a network.

Messaging Servers- These servers are devices that are responsible for delivering messages on a
network (e.g., email).

Thin Client Only Servers- These servers provide necessary software services (e.g., applications,
disk storage) to workstations on a network.

File Servers- File servers are computers that provide files and directories to workstations
connected through a network.

Storage — Storage devices are designed to provide shared storage access across a network.

Servers / Computers — This component refers to the underlying hardware architectures that are the
foundation for any computer device (e.g., desktop).
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e Peripherals — This component refers to various devices that can be connected to computers to
provide additional capabilities and service (e.g., printer).

e Deployment Management — This component refers to various tools and capabilities that permit
management of remote devices (e.g., desktops, servers).

The classifications for any products or standards within this domain are:

Life Cycle Definition/

Classifications Meaning

Preferred Product/standard of choice; support available; recommended.

Contained Develop solutions using these standards or products only if there are no suitable

alternatives categorized as preferred; if a preferred product is available that will
meet the requirements, plans should be developed to move from contained to
preferred as soon as practical.

Obsolete Being phased out; (e.g., vendor support ending); plans should be developed to
rapidly phase out and replace (often to avoid substantial risks).

Research Product/standard to be used in conjunction with technology research efforts only
(e.g., testing, pilots).

Rejected Product/standard has been evaluated and found not to meet technical architecture
needs.

6.3.1. Wireless PDA

Wireless / PDA - Wireless defines the technologies that use transmission via the airwaves while the
Personal Digital Assistant (PDA) is a handheld computer that serves as an organizer for personal
information and communication. It generally includes at least a name and address database, to-do list and
note taker.
General Users:

o Use of the RIM, Ltd. Blackberry Operating System (OS) is classified as Preferred.
Field Personnel:

e Use of the Microsoft Windows Mobile OS is classified as Preferred.

e Use of the Palm OS is classified as Contained.

Field Personnel (Heavy GIS need):

e Use of the Microsoft Windows Mobile OS is classified as Preferred.
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6.3.2. Platform Dependent Operating Systems:

The operating system (OS) is a workstation’s lowest-level software that is always functioning even when
no application program is running. The services an operating system provides and its general design
philosophy exert an extremely strong influence on programming style and on the technical cultures that
grow up around the machines upon which it runs.
Operating System/Desktop:

e Use of the Microsoft Windows OS (version XP SP 1) is classified as Preferred.

o  Use of the Microsoft Windows OS (version < 2000 SP2) is classified as Contained.

o Use of the Apple Computer OS (OSX) is classified as Contained.

e Use of the Unix OS (All versions) is classified as Contained.

o  Use of the Microsoft Windows OS (version < 2000 SP3) is classified as Obsolete.

o  Use of the Apple Computer OS (version < OSX (e.g., 7x, 8%, 9x)) is classified as Obsolete.

6.3.3. Web Servers

Web Servers are usually dedicated computer devices that provide World Wide Web services on the
Internet. They can include the hardware, operating system, Web server software, TCP/IP protocols and a
Web site’s content (e.g., Web pages).
Operating System- Intel Design:
e Use of the Microsoft Windows OS (2000 Server, Adv. Server > SP2) is classified as Preferred.
o Use of the Novell NetWare OS (version 5.1) is classified as Contained.
o  Use of the Microsoft Windows OS (version Server 2003) is classified as Research.
e Use of the Microsoft Windows OS (version < 2000 SP3) is classified as Obsolete.
Operating System- Unix Design:
e Use of the (many vendors’) Unix OS (All) is classified as Preferred.
e Use of the (many vendors’) Linux OS (All) is classified as Preferred.
Server Software-Windows Design:

e  Use of the Microsoft IIS (version > 5) is classified as Preferred.

o Use of the Apache Software Foundation Apache (version 2) is classified as Contained.
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Server Software-Unix/ Linux/ NetWare Design:
o Use of the Apache Software Foundation Apache (version 2) is classified as Preferred.

o Use of the Apache Software Foundation Apache (version 2) is classified as Contained.

6.3.4. Media Servers

Media Servers are usually dedicated computer devices that provide optimized management of media-
based files such as audio and video streams and digital images.

Operating System- Intel Design:
e Use of the Microsoft Windows OS (2000 Server, Adv. Server > SP2) is classified as Preferred.
o  Use of the Microsoft Windows OS (version Server 2003) is classified as Research.
o Use of the Microsoft Windows OS (version < 2000 SP3) is classified as Obsolete.
Operating System- Unix Design:
e Use of the (many vendors’) Unix OS (All) is classified as Preferred.

o Use of the (many vendors’) Linux OS (All) is classified as Preferred.

6.3.5. Application Servers

Application Servers are dedicated computer devices that execute the specific business logic that
incorporates the functional capabilities of an application. Usually, this device is connected via a network
to one or more individual workstations.
Operating System- Intel Design:
o  Use of the Microsoft Windows OS (2000 Server, Adv. Server > SP2) is classified as Preferred.
o Use of the Novell NetWare OS (version 5.1) is classified as Contained.
o Use of the Microsoft Windows OS (version Server 2003) is classified as Research.
e  Use of the Microsoft Windows OS (version <2000 SP3) is classified as Obsolete.
Operating System- Unix Design:

e Use of the (many vendors’) Unix OS (All) is classified as Preferred.

e Use of the (many vendors’) Linux OS (All) is classified as Preferred.
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6.3.6. Portal Servers

Portal servers are computer devices that provide information services in such a way that the level of
integration and customization of this information is controlled by the end users (e.g., customers,
employees). The design and management of this type of service is significantly more complex than a
simple Web server.
Operating System- Intel Design:
o  Use of the Microsoft Windows OS (2000 Server, Adv. Server > SP2) is classified as Preferred.
o  Use of the Microsoft Windows OS (version Server 2003) is classified as Research.
e Use of the Microsoft Windows OS (version < 2000 SP3) is classified as Obsolete.
Operating System- Unix Design:
e Use of the (many vendors’) Unix OS (All) is classified as Preferred.

e Use of the (many vendors’) Linux OS (All) is classified as Preferred.

6.3.7. Print Servers

Print Servers are dedicated computer devices that are set up on a network to route print requests and status
information between computers and printers connected by a network. A typical print server routes print
requests for multiple computers and printers on a network.
Operating System- Intel Design:

o  Use of the Microsoft Windows OS (2000 Server, Adv. Server > SP2) is classified as Preferred.

e Use of the Novell NetWare OS (version 5.1) is classified as Contained.

o  Use of the Microsoft Windows OS (version Server 2003) is classified as Research.

o  Use of the Microsoft Windows OS (version <2000 SP3) is classified as Obsolete.
Operating System- Unix Design:

o  Use of the (many vendors’) Unix OS (All) is classified as Preferred.

o Use of the (many vendors’) Linux OS (All) is classified as Preferred.

6.3.8. Messaging Servers
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Messaging Servers are usually dedicated computer devices that are responsible for delivering various
messages within a network (e.g., email, instant messaging).

Operating System- Intel Design:
e Use of the Microsoft Windows OS (2000 Server, Adv. Server > SP2) is classified as Preferred.
e Use of the Novell NetWare OS (version 5.1) is classified as Contained.
o  Use of the Microsoft Windows OS (version Server 2003) is classified as Research.
e Use of the Microsoft Windows OS (version < 2000 SP3) is classified as Obsolete.
Operating System- Unix Design:
o Use of the (many vendors’) Unix OS (All) is classified as Preferred.

e Use of the (many vendors’) Linux OS (All) is classified as Preferred.

6.3.9. Thin Client Only Servers

Thin Client Only Servers are computer devices that provide necessary software services (e.g.,
applications, disk storage) to workstations that are configured with a minimal set of capabilities (e.g.,
network connectivity); these workstations are sometimes referred to as “dumb terminals.”
Operating System- Intel Design:

o  Use of the Microsoft Windows OS (2000 Server, Adv. Server > SP2) is classified as Preferred.

o Use of the Microsoft Windows OS (version Server 2003) is classified as Research.

e Use of the Microsoft Windows OS (version <2000 SP3) is classified as Obsolete.
Operating System- Unix Design:

e Use of the (many vendors’) Unix OS (All) is classified as Preferred.

e Use of the (many vendors’) Linux OS (All) is classified as Preferred.
Server Software-Windows Design:

e Use of the Citrix Systems Citrix (MetaFrame XP) is classified as Preferred.

Server Software-Unix/ Linux/ NetWare Design:

e Use of the Citrix Systems Citrix (MetaFrame Presentation Server 1.2) is classified as Preferred.
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6.3.10. File Servers

File Servers are computer devices that provide files and directories to workstations connected through a
network. These devices are often used for file protection (backups) for the storage available on an
individual workstation.
Operating System- Intel Design:
o  Use of the Microsoft Windows OS (2000 Server, Adv. Server > SP2) is classified as Preferred.
e Use of the Novell NetWare OS (version 5.1) is classified as Contained.
o  Use of the Microsoft Windows OS (version Server 2003) is classified as Research.
o Use of the Microsoft Windows OS (version <2000 SP3) is classified as Obsolete.
Operating System- Unix Design:
o Use of the (many vendors’) Unix OS (All) is classified as Preferred.

e Use of the (many vendors’) Linux OS (All) is classified as Preferred.

6.3.11. Storage

Storage devices are components of technology designed to provide shared storage access across a
network. These devices provide extended storage capabilities to the network with reduced costs compared
to traditional file servers. These devices can incorporate various types of disk and tape media as well as
the mechanisms that read and write to the media (e.g., laser).
Backup- Nearline:

e Use of DVD is classified as Preferred.

e Use of Magneto Optical is classified as Contained.

e Use of CD is classified as Contained.

o Use of Tape is classified as Contained.

Backup- Offline:

e Use of the Quantum Corp. SDLT (Super Digital Linear Tape) (SDLT 320, SDLT 220) is
classified as Preferred.

e Use of the IBM Corp. 3590E's is classified as Preferred.

o Use of the (many vendors) DAT is classified as Contained.
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o Use of the SONY AIT (version > 3 or SAIT) is classified as Contained.

e Use of solutions from all other vendors is classified as Contained.

e Use of the SONY AIT (version < 3 ) is classified as Obsolete.
Backup- Archive Offline:

e Use of the Certance, IBM, & HP’s LTO and Ultrium tape formats is classified as Preferred.
NAS & SAN:

e Use of the (many vendors) Network Attached Storage is classified as Preferred.

e Use of the (many vendors) Storage Area Networks is classified as Preferred.
Tape Libraries:

e Use of Network/ Multiple Server Tape Libraries is classified as Preferred.

o Use of Individual Server Tape Libraries is classified as Contained.

6.3.12. Servers/ Computers

Servers / Computers refers to the underlying hardware architectures that are the foundation for any
computer device (e.g., desktop).

Desktop:
o Use of the Intel X86 Architecture is classified as Preferred.
e Use of the RISC Architecture is classified as Contained.
Laptop:
e Use of the Intel X86 Architecture is classified as Preferred.
e Use of the RISC Architecture is classified as Contained.
Servers:
e Use of the Intel X86 Architecture is classified as Preferred.
o Use of the RISC Architecture is classified as Preferred.
Mainframe:

e Use of the IBM OS/390 Architecture is classified as Preferred.
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6.3.13. Peripherals

Peripherals are various devices that can be connected to computers to provide additional capabilities and
service. These connections can be internal or external. Printers are probably the most common example of
a peripheral.
Printers:

e Use of Network Printers is classified as Preferred.

e Use of Personal Printers is classified as Contained.
Power Supplies:

e Use of APC UPS (Uninterrupted Power Supplies) for the Desktop is classified as Preferred.

e Use of APC UPS (Uninterrupted Power Supplies) for Servers is classified as Contained.

o Use of APC UPS (Uninterrupted Power Supplies) for Data Centers is classified as Contained.

6.3.14. Deployment Management

Deployment Management consists of various tools and capabilities that permit management of remote
devices (e.g., desktops, servers) across an organization.

Desktop Image Control:

o Use of the Symantec Ghost (version > 2000) is classified as Preferred.

Use of the Symantec Ghost Enterprise Edition (version > 7) is classified as Preferred.

Use of the PowerQuest Corp. Drive Image (version 7) is classified as Contained.

Use of the Phoenix Technologies, Ltd. ImageCast (version MFG v4.6.1) is classified as
Contained.

Use of the PS'SOFT Inc. Qualiparc (QP: Asset Management Suite version 8.0) is classified as
Contained.

Server Image Management- Unix:

e Use of the IBM NIM is classified as Preferred.

e Use of the IBM SYSBACK is classified as Preferred.
besktop Installation Service:

o Use of the Microsoft RIS (Remote Installation Services) is classified as Preferred.
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o Use of the Microsoft Sysprep is classified as Preferred.

e Use of the Microsoft Ripprep is classified as Preferred.

o  Use of the Novell ZenWorks (version >3) is classified as Contained.

6.4.

Select Best Practices

The Domain Principles, because they are derived from Interior’s business direction and strategies, provide
the primary direction and guidance around technology decisions within this domain. Additional benefit
may sometimes be obtained by reviewing Select Best Practices. These reflect the valuable insights from
either domain team members’ experiences or other public sector organizations.

TRM Focused

Select

Best Practice 1:

Select

Best Practice 2:

Select

Best Practice 3:

Select

Best Practice 4:

Select

Best Practice 5:

Select

Best Practice 6:

Select

Best Practice 7:

Select

Encryption — All transmissions should be encrypted.

Security — For security, communications should pass through servers and not via
client-to-client.

Service Packs — Implementation of vendor service packs should be completed
within 6 months of issuance.

Single Host, Single Service — Avoid installing multiple key services on a single
host. Each individual key service should have its own host. Key services should
be isolated on separate hosts so as not to affect each other if one should crash or
need intervention. When multiple key services reside on one host server, a single
server fault or the failure of one service can interrupt all services on that host.
For external servers, single function servers enhance manageability, service and
security.

High Performance — For solutions needing high reliability, high availability,
high transaction rates and high security, use Unix/ RISC architecture.

Server Consolidation — Consolidate like applications wherever possible on a
single server.

Uniformly Configured Servers — For reliability and ease of support, place each
major application on a uniformly configured server. This may require that each
major application be implemented on its own server. Use the same reference
configuration on these servers. When planning for consistency, it is important to
use the same versions of network software and network interface cards.
Performance tuning for specific servers makes overall maintenance more
difficult. In the long run, it is more cost-effective to implement more powerful
hardware than it is to spend time on individualized tuning and maintenance.
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Best Practice 8:

Select
Best Practice 9:

Select

Best Practice 10:

Select

Best Practice 11:

Select

Best Practice 12:

Select

Best Practice 13:

Select

Best Practice 14:

Select

Best Practice 15:

Select

Best Practice 16:

Network Attached Storage- For offices with multiple file servers, use NAS as
opposed to "islands" of direct access storage (DAS).

Network Backups- For sites with multiple servers & network capacity, network
backups using libraries are used instead of server backups.

Storage Access Networks- For Data centers needing high reliability,
availability, and high transaction rates, use SAN's instead of "islands" of DAS.

Tape Libraries- For Data centers needing high reliability, availability, and high
transaction rates, use tape libraries.

Remote Administration- Design for Remote Administration- Systems that
include Wake On LAN (Local Area Network) capability, remote administration
over a network, and remote diagnostics will allow proactive monitoring and
problem solving without requiring an onsite visit for hardware or software
troubleshooters. Such systems also allow remote distribution of software and
updates.

Risk Assessment- A risk assessment checklist should be available & used by
system administrators.

Standard Imaging- Workstations with a standard image installed on them start
with a known compatible set of software components. Servers that start with a
standard server image are easier to manage and configure since baseline Bureau
requirements are already built into the image and don’t have to be reset each time
a new server is put in place.

Experienced Personnel- Experienced personnel with broad IT background are
in short supply.

Capacity Planning- Use capacity planning to extend the life cycle of platforms
& devices.
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6.5. Contributors

The quality of the Interior-wide guidance provided within this TRM chapter is a reflection of the efforts
of the Platform Domain team. The members of the team are:

Organization Name
Bureau of Land Management Bruce Allen

Michael Garrett
Wayne Sheperd

Bureau of Reclamation Byron Kellogg
Minerals Management Service James Feagans
National Business Center Roberta Heintz
National Park Service John Snyder
Office of Surface Mining Edward Zubel
JoEll Hartman
Office of Special Trust Brian Gallagher
US Fish and Wildlife Service Rhoda Upshur-Dunn
Bjorn Aberg
US Geological Survey Garry E Neverdon
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7. Distributed Systems Management Architecture

7.1. Introduction and Background

The focus of the Interior Enterprise Architecture is on providing guidance for information technology (IT)
issues and initiatives that are Interior-wide or multi-bureau in scope. The Distributed Systems
Management (DSM) architecture defines how the hardware and software components of the environment
will be controlled. Perhaps more than any other domain, the success of distributed systems management
depends upon comprehensive governance policies, procedures and processes being in place and enforced.

If used correctly, the Interior Enterprise Architecture will act as a catalyst for those looking to capitalize
on its contents and better understand the full meaning of its guidance. This understanding will permit IT
personnel to better engage the non-IT organization in discussions around tradeoffs and priorities within
the proper governance structure (e.g., Management Improvement Team (MIT), Information Technology
Management Committee)). The Interior Enterprise Architecture is not intended to be the “last word” (e.g.,
some automated checklist for product selection). It is intended to be one of the “first words” to assure that
Interior’s mission priorities and its IT priorities remain closely aligned.

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical
guidance provided by the subject area experts within a domain spans both the Service Component
Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Distributed Systems
Management domain, the SRM elements are as follows:

Service Domain(s):  The Back Office Services Domain defines the set of capabilities that support the
management of enterprise planning and transactional-based functions.

The Customer Services Domain defines the set of capabilities that are directly
related to an internal or external customer, the business’ interaction with the
customer, and the customer driven activities or functions. The Customer Services
domain represents those capabilities and services that are at the front end of a
business, and interface at varying levels with the customer.

The Support Services Domain defines the set of cross-functional capabilities that
can be leveraged independent of Service Domain objective and / or mission.

The Business Management Services Domain defines the set of capabilities that
support the management of business functions and organizational activities that
maintain continuity across the business and value chain participants. The
Business Management Services domain represents those capabilities and services
that are necessary for projects, programs and planning within a business
operation to successfully be managed.

Service Type(s): Assets / Materials Management — defines the set of capabilities that support the
acquisition, oversight and tracking of an organization's assets.

Customer Relationship Management - defines the set of capabilities that are used

to plan, schedule and control the activities between the customer and the
enterprise both before and after a product or service is offered.
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Component(s):

Communication - defines the set of capabilities that support the transmission of
data, messages and information in multiple formats and protocols.

Customer Initiated Assistance - defines the set of capabilities that allow
customers to proactively seek assistance and service from an organization.

Systems Management — defines the set of capabilities that support the
administration and upkeep of an organization’s technology assets, including the
hardware, software, infrastructure, licenses and components that comprise those
assets.

Organizational Management — defines the set of capabilities that support both
collaboration and communication within an organization.

Security Management — defines the set of capabilities that support the protection
of an organization's hardware/software and related assets.

Asset Cataloging / Identification — defines the set of capabilities that support the
listing and specification of available assets.

Asset Transfer, Allocation, and Maintenance — defines the set of capabilities that
support the movement, assignment, and replacement of assets.

Computers / Automation Management — defines the set of capabilities that
support the identification, upgrade, allocation and replacement of physical
devices, including servers and desktops, used to facilitate production and
process-driven activities.

Facilities Management — defines the set of capabilities that support the
construction, management and maintenance of facilities for an organization.

Property / Asset Management — defines the set of capabilities that support the
identification, planning and allocation of an organization's physical capital and
resources.

Call Center Management - defines the set of capabilities that handle telephone
sales and/or service to the end customer.

Contact Management — defines the set of capabilities that keep track of people
and the related activities of an organization.

Customer Analytics - defines the set of capabilities that allow for the analysis of
an organization's customers as well as the scoring of third party information as it

relates to an organization’s customers.

Customer / Account Management — defines the set of capabilities that support the
retention and delivery of a service or product to an organization's clients.

Customer Feedback — defines the set of capabilities that are used to collect,
analyze and handle comments and feedback from an organization's customers.
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Event / News Management — defines the set of capabilities that monitor servers,
workstations and network devices for routine and non-routine events.

Assistance Request - defines the set of capabilities that support the solicitation of
support from a customer.

Online Help — defines the set of capabilities that provide an electronic interface
to customer assistance.

Self-Service — defines the set of capabilities that allow an organization's
customers to sign up for a particular service at their own initiative.

Change Management — defines the set of capabilities that control the process for
updates or modifications to the existing documents, software or business
processes of an organization.

Configuration Management — defines the set of capabilities that control the
hardware and software environments, as well as documents of an organization.

License Management — defines the set of capabilities that support the purchase,
upgrade and tracking of legal usage contracts for system software and
applications.

Remote Systems Control — defines the set of capabilities that support the
monitoring, administration and usage of applications and enterprise systems from
locations outside of the immediate system environment.

Software Distribution — defines the set of capabilities that support the
propagation, installation and upgrade of written computer programs, applications
and components.

System Resource Monitoring — defines the set of capabilities that support the
balance and allocation of memory, usage, disk space and performance on
computers and their applications.

Network Management - defines the set of capabilities involved in monitoring and
maintaining a communications network in order to diagnose problems, gather
statistics and provide general usage.

Role / Privilege Management - defines the set of capabilities that support the
granting of abilities to users or groups of users of a computer, application or
network.

User Management — defines the set of capabilities that support the administration
of computer, application and network accounts within an organization.

These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g.,
servers, networks). Within this infrastructure are individual TRM components for which this domain team
is providing guidance. The graphic below outlines those TRM elements for this domain that support the
service needs of the SRM.
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Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a
substantive issue. More realistically, a few architecture domains may need to be reviewed when
addressing an important IT decision. For example, if Interior was considering the creation of a new
Interior-wide Web application that could be used both by the general public and Interior personnel, then
the TRM chapters like Data Management Technologies, Information Security, Distributed Systems
Management and Application Development might all need to be reviewed.

7.2. Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that
will support the distributed systems management needs of Interior-wide IT initiatives.

Principle 1:  Provide Reliable Metrics

Select appropriate tools to provide reliable metrics information and reports for
proactive distributed systems management.

Rationale:

e Creates reliable metrics and reports to measure success, provide feedback and
enable future planning.

Implications

24. Need to develop and follow an appropriate use policy for using measurement
tools.

25. Need to understand and follow the laws and regulations governing monitoring.

26. Need to develop metrics definitions and select tools that support those
definitions.

27. Need to ensure that the “overhead” of management tools is not too intrusive so
that it outweighs the value they provide.

28. Need to overcome resistance to having machines touched by monitoring tools;
need management buy-in.

29. Need appropriate training for tools to understand and utilize full capabilities.
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Principle 2:

Principle 3:

Maintain Network Interoperability

Use networks management, systems management and performance monitoring tools to
maintain the interoperability of the network.

Rationale:
e Enhances sharing of data and information.

e Enable near-real-time fault identification.
Implications
1. Will drive Interior to standardized network architectures.

2. Requires changes to the network environment (money and resources).
3. Enables optimization of IT resources.

Support Business Continuity

Use distributed systems management tools to support business continuity planning and
operations.

Rationale:
e Contributes to capturing total cost of ownership information and utilization.

e Enables assessment and development of continuity of operations and disaster
recovery plans; thereby, enabling better ability to recover from a disaster.

e Allows the Interior to better recognize failure by establishing baselines and
monitoring the IT infrastructure.

e Reduces the downtime resulting from failures.

e Supports compliance with Office of Management and Budget (OMB) A-130,
“Management of Federal Information Resources.”

e Enhances public trust.

e Enables future planning.

Implications
8. Need identified owners responsible for establishing and maintaining the
baseline.

9. Need to develop an understanding of cost/risk relationship; costs will increase
to mitigate the risk of disaster.

10. Need an agreed upon process/approach to conducting and maintaining the
baseline.

11. Requires a cultural change for IT staff to report changes in the IT environment.

12. Better baseline information enables better planning and decision-making.
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Principle 4: Information Access
Ensure that information is stored so that it is accessible for short and long term needs.

Rationale:

Enables data reuse.
Enable data and disaster recovery.

Ensures access to current information in a format that is useful internally and
externally.

Provides capacity and growth planning metrics.

Implications

1. Software must be distributed that enables stewards to provide their data to
users.

2. Need replication technology as appropriate for the information.

3. Need to follow departmental records management policies and procedures.

4. Need to ensure that storage products are industry standard and included as part
of the data or information when retired; need to identify storage media and
hardware that has a significant expected longevity.

5. Need to maintain a controlled information storage environment.

6. Will require proper capacity planning, performance monitoring, network, and

LAN/systems tools.

Principle 5: Reuse Technology Components

Use distributed systems management tools to determine the availability and
appropriateness of reusable technology components.

Rationale:

Allows redistribution of resources.
Enables proactive planning.

Helps inform reuse, buy, or build decisions.

Implications
1. Need to establish and maintain a baseline.
2. Enables the appropriate allocation of budget dollars.
3. Need to dedicate resources to actively monitor systems performance and
assets.
4. Need a formal mechanism to proactively promote technology reuse

opportunities.

Principle 6: Support Security, Privacy and Confidentiality

Select distributed systems management tools that are aligned with security, privacy and
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confidentiality legislation and policies.

Rationale:
e Reduces the likelihood of divulging employee and customer privacy
information or sensitive systems information.

e Enhances Interior’s security posture.
e Reduces Interior’s legal risk.
e Enhances public trust.

Implications

10. Need to be aware of unintended consequences (i.e., using certain tools
increases the risk of exposing sensitive information).

11. DSM tools and IT staff need to have a high level of authority to function;
therefore, the IT staff needs higher security awareness and accountability.

12. Need to know which security, privacy and confidentiality legislation and
policies are in place.

13. IT staff needs appropriate training on DSM tools; users and managers need to
be informed about the purpose, appropriate use, functionality, capabilities and
limitations of DSM.

14. DSM tool usage needs to be limited to the appropriate operational levels.

7.3. Technology Components

The Distributed Systems Management components in this domain include:

e Authentication / Single Sign-on (SSO) — Refers a method that provides users with the ability to
log-in one time, getting authenticated access to all their applications and resources.

e Supporting Network Services - These consist of the protocols that define the format and structure
of data and information that is either accessed from a directory or exchanged through
communications.

e Deployment Management — Refers to the capability of software delivery to remote networked
desktops, servers, and mobile devices across an enterprise.

e Other Applications — Refers to software applications that do not fit in any of the other
aforementioned software categories. Due to the nature of distributed systems management
application is this category will be differentiated by the TRM Sub-component.

The classifications for any products or standards within this domain are:

Life Cycle Definition/

Classifications Meaning

Preferred Product/standard of choice; support available; recommended.

Contained Develop solutions using these standards or products only if there are no suitable

alternatives categorized as preferred; if a preferred product is available that will
meet the requirements, plans should be developed to move from contained to
preferred as soon as practical.

145



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

Obsolete Being phased out; (e.g., vendor support ending); plans should be developed to
rapidly phase out and replace (often to avoid substantial risks).

Research Product/standard to be used in conjunction with technology research efforts only
(e.g., testing, pilots).

Rejected Product/standard has been evaluated and found not to meet technical architecture
needs.

7.3.1. Authentication / Single Sign-on (SSO)

Authentication / Single Sign-on (SSO) refers a method that provides users with the ability to log-
in one time, getting authenticated access to all their applications and resources.

e Use of Novell eDirectory (Version 8.7+) is classified as Preferred

7.3.2. Supporting Network Services

Supporting Network Services consist of the protocols that define the format and structure of data
and information that is either accessed from a directory or exchanged through communications.

Standards:
e Use of LDAP is classified as Preferred

e Use of Simple Network Management Protocol (SNMP) (Version 1 or 3) is classified as
Preferred

e Use of Management Information Base (MIB) (Version II) is classified as Preferred
Products:
e Use of Novell eDirectory (Version 8.7+) is classified as Preferred

o Use of Microsoft Active Directory is classified as Preferred

7.3.3. Deployment Management

Deployment Management refers to the capability of software delivery to remote networked
desktops, servers, and mobile devices across an enterprise. Deployment automation tools provide
centralized and accelerated delivery of applications to users via push technologies, eliminating
the need for manual installation and configuration.

o Use of Microsoft Systems Management Server (SMS) is classified as Preferred
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e Use of Novell Zenworks is classified as Preferred

7.3.4. Other Applications

Other Applications refers to software products that do not fit in any of the other aforementioned software
categories but also are used in conjunction with data management processes. Applications in this
category perform a wide range of distributed systems management functions and are represented by TRM
Service Sub-standard.

Network Element Manager:
e Use of Cisco Campus Manager is classified as Preferred
e Use of Cisco VPN Management Solutions is classified as Preferred
e Use of Cisco Works is classified as Contained
e Use of Fore Systems Foreview is classified as Contained
e Use of Nortel Networks Optivity is classified as Contained
e Use of Prism TechSpectrum View is classified as Contained
e Use of Express Software Manager is classified as Contained
e Use of Internet Performance Manager is classified as Contained
e Use of NetManager is classified as Contained
e Use of Legato NetWorker is classified as Contained

e Use of NetViz is classified as Research

LAN and System Element Manager: (See Network Element Manager above for the preferred tool.)

e Use of Network Associates ZAC is classified as Contained
e Use of Tivoli Tivoli Suite is classified as Contained

e Use of Intel LanDesk is classified as Contained

e Use of LANview is classified as Contained

e Use of Microsoft LAN Workplace is classified as Contained

Software Distribution:
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Use of Microsoft Systems Management Server (SMS) is classified as Preferred
Use of Novell Zenworks is classified as Preferred

Use of Network Associates ZAC is classified as Contained

Use of Tivoli Tivoli Suite is classified as Contained

Use of Intel LanDesk is classified as Contained

Asset Management:

Use of Cisco Cisco Works 2000 is classified as Preferred

Use of Microsoft Systems Management Server (SMS) is classified as Preferred
Use of Sun StorEdge Volume Manager Server Administration is classified as Preferred
Use of Novell Zenworks is classified as Preferred

Use of Computer Associates Unicenter is classified as Contained

Use of Tivoli Tivoli Suite is classified as Contained

Use of Network Associates ZAC is classified as Contained

Use of WRQ Express Meter (16-bit) is classified as Contained

Use of WRQ Express Software Manager Client (16-bit) is classified as Contained
Use of Zero Administration Kit for Windows NT is classified as Contained

Use of NetCensus is classified as Obsolete

Use of Powerquest BootMagic is classified as Research

Help Desk:

Use of Front Range HEAT is classified as Preferred

Use of Magic Magic Total Service is classified as Preferred

Use of Remedy Action Request System is classified as Contained
Use of Blue Ocean Track IT is classified as Contained

Use of Clarify Clarify Suite is classified as Contained

148



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

Use of Siebel Siebel Suite is classified as Contained

Use of Vantive Helpdesk is classified as Contained

Performance Management:

Use of Cisco Cisco Works 2000 is classified as Preferred

Use of Microsoft Microsoft Operations Manager is classified as Preferred
Use of Novell Zenworks is classified as Preferred

Use of Concord eHealth is classified as Contained

Use of ISS Real Secure is classified as Contained

Use of Lucent E-Pro is classified as Contained

Use of Tivoli Tivoli Suite is classified as Contained

Use of Multi-Router Traffic Graphics (MRTG) is classified as Contained
Use of Snort ACID is classified as Contained

Use of Network Forensics is classified as Research

Capacity Planning:

Use of Cisco Cisco Works 2000 is classified as Preferred
Use of Concord eHealth is classified as Contained

Use of Lucent E-Pro is classified as Contained

Use of Net Realty Wise LAN is classified as Contained

Use of Packeteer PacketShaper is classified as Contained

Change Control:

Use of Novell Zenworks is classified as Preferred

Use of Tivoli Tivoli Suite is classified as Contained

Backup & Recovery:

Use of Sun StorEdge Enterprise NetBackup/HSM Media Manager is classified as Preferred
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e Use of SUN Wnetbp Sun StorEdge Enterprise NetBackup is classified as Preferred
e Use of Veritas VERITAS Suite is classified as Preferred

e Use of Sun StorEdge Enterprise NetBackup is classified as Preferred

e Use of Microsoft BackOffice Tools is classified as Preferred

e Use of Microsoft Backup is classified as Contained

e Use of NovaBack+ for Windows 95/NT QIC is classified as Contained

e Use of Backup Agent for MS Exchange Server is classified as Contained

e Use of Legato Storage Manager Client is classified as Contained

e Use of Computer Associates ArcServe / Backup software is classified as Contained

Event Fault Manager:
e Use of Cabletron Spectrum is classified as Contained
e Use of Computer Associates Unicenter is classified as Contained
e Use of Hewlett Packard Openview is classified as Contained
e Use of Tivoli Netview is classified as Contained
e Use of Veritas Nerve Center is classified as Contained

e Use of SUN Net Manager is classified as Contained

Miscellaneous:
e Use of Netview is classified as Contained
e Use of webHancer Customer Companion is classified as Contained
e Use of Wise InstallMaster is classified as Contained
e Use of Xteq X-Setup is classified as rejected

7.4. Select Best Practices

The Domain Principles, because they are derived from Interior's business direction and strategies, provide
the primary direction and guidance around technology decisions within this domain. Additional benefit
may sometimes be obtained by reviewing Select Best Practices. These reflect the valuable insights from
either domain team members’ experiences or other public sector organizations.
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SRM Focus

Select

Best Practice 1:

Select

Best Practice 2:

Select

Best Practice 3:

Select

Best Practice 4:

Select

Best Practice 5:

Select

Best Practice 6:

Select

Resolution databases- Resolution databases that contain solutions to recurring
problems should be built to improve quality and contain costs. The effort to
resolve recurring problems is significantly reduced. Education of new personnel
is improved because a knowledge base is developed and available to more
quickly resolve new problems with similarities to those previously encountered.

Tiered support-: Multiple tiers or levels of client support should be employed to
leverage support resources and provide effective client support. Front-line
support staff can handle most problems, while more difficult problems will need
quick escalation to additional levels of expertise. A tiered system with defined
response times uses limited talent most effectively.

Single point of contact- All technical support or help desk implementations
should have a single point of contact. The users are those being served and
should not have to expend additional effort to report problems and faults.
Simplifying the reporting process helps ensure rapid action.

Designing to support an enterprise model- A single consolidated Tier-1 help
desk supports an enterprise model. A consolidated help desk does not have to be
physically located in one place. However, it should have one constituency, one
phone number, one set of procedures, one set of defined services, and one set of
integrated network systems management (NSM) platforms and applications. It
should take advantage of advanced technology tools to help improve
responsiveness and results in user support.

Define Metrics- Reliable metrics and reports should be defined and used to assist
managers, help desk staff, and the client community to assess the effectiveness of
the help desk in meeting organizational goals. Both consolidated high level and
low-level detailed measures are critical to successful service desk operations.
Metrics should be used to identify trends and to support a proactive management
approach that anticipates and avoids problems. Methods and procedures to solve
problems should be developed, published, followed and measured. Service level
agreements (SLA’s) should be developed stating responsibilities of both the help
desk and its clients. SLA criteria are one method to evaluate help desk
performance

Automated Report Card/Dashboard- To track performance and/or tuning
results, interface all areas toward a central repository and owner, with appropriate
authority granted to the owner. Outline a common report card for monitoring
performance results, and provide online via Web-services. Determine the
method of tracking a “dashboard” for current values and issues within the
system. This can coincide with the report card but should be managed and
implemented differently due to the timeliness of data from these mechanisms.
Publish SLAs for both expected and actual results, and educate the staff on their
meanings.
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Best Practice 7:

Select
Best Practice 8:

Select
Best Practice 9:

Select

Best Practice 10:

Select

Best Practice 11:

Design to Share Information- Geographically dispersed help desk units must
inter-operate and share information. All requests for service should reside in a
database that is shared by technology and application-based help desk units
serving specific constituencies throughout the organization. This process shares
information and makes it possible for one help desk to electronically pass a
service request to another help desk without forcing the user to make another
contact attempt. The use of technological advances, such as distributed
processing, dynamic control of users desktop, improved telephony, and client
support software, make it possible for geographically dispersed help desk groups
to function as a cohesive support unit.

Configure for Remote Management and Support- Equipment deployed in
virtual data centers must be configured to facilitate remote management and
support. Identical configurations of rack-mounted servers are placed in secure
locations (closets). For reliability and ease of support, each major application
should be placed on a uniformly configured server. This may require that each
major application be implemented on its own server. Use the same reference
configuration on these servers. Important items to consider when planning for
consistency, include using the same versions of network software, using the same
network hardware cards, etc. Systems management tools, consistently applied,
allow management of multiple instances of the identical network configurations
at remote sites as if they were on the data center floor.

Manage the Life Cycle of Software/Applications- Leveraging common life
cycle management techniques will help reduce costs in software and
replacement, along with the effort required to implement new applications and
services. Develop single standard installation process for workstations and
servers, providing a common platform and standards to use for application
installs and upgrades. Develop standard process for certifying products and
upgrades, and use this in testing and certifying new applications, hardware
components, etc. This will allow for verification of these products as new
operating systems are implemented. Develop a joint business/IT process for
exceptions-escalation that is business needs driven and integrated into the
acquisition process.

Structure for Audit and Policy Management- Systems and tools selected for
distributed systems should be deployed with tools for auditing and managing
storage processes. This would include the following areas: auditing and
reporting on space usage, aging of data/files, and ownership of data; trend
reporting for space usage to plan ahead for future needs.

Develop and Maintain Simple Designs- An attempt at tuning may generate
worse results when engineers try to make changes that are unproven. The focus
of IT should be to minimize changes from the industry defaults/standards unless
such change is warranted and proven as appropriate. Changes in defaults are
often of little value and may result in future work to keep the standard in place.
Maintain default values unless tested and proven, or instructed from appropriate
resources within the product vendor. Document changes from defaults and
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reasoning for changes in a Change Log Manual. Review changes semi-annually
and determine if additional issues should be reviewed or updated.

Select

Best Practice 12: Communicate the Maintenance Schedule- All systems require periodic
maintenance, enhancements and changes. Distributed systems require consistent
maintenance also, which involves scheduled downtime. It should be
communicated to the user community and followed appropriately to ensure the
maximum availability for users and mobile staff. Outline the expectations and
schedule for maintenance and communicate to the users. Provide a change
management process for testing and implementing maintenance that does not
impact the users negatively and reduces risk of a poorly implemented change.
Ensure all phases of the maintenance schedule are communicated including
completion to ensure closer to ensure users can plan work accordingly.

7.5. Contributors

The quality of the Interior-wide guidance provided within this TRM chapter is a reflection of the efforts
of the Distributed Systems Management Architecture team. The members of the team are:

Organization Name

Office of the Special Trustee Frank Olguin
Office of Surface Mining Ron Bryan
Minerals Management Service Greg Mormile
National Park Service John Snyder
Bureau of Reclamation Kevin Kelly
National Business Center Estle Lewis
National Business Center Steve Woodka
Fish and Wildlife Service Rhoda Upshur-Dunn
Bureau of Land Management David Pearson
Bureau of Land Management Bruce Allen
US Geological Survey Bill Reilly
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8. Records Management Architecture

8.1. Introduction and Background

Records Management focuses primarily on records created, received, and used by the Department of the
Interior in the conduct of official business. It is the Department's policy to properly identify record
keeping requirements and to effectively and efficiently manage needed records throughout their life cycle
(i.e., creation, use and maintenance, and disposition).

Records are documentary materials that are created or received that (1) provide evidence of an agency’s
organization, functions, policies, decisions, procedures, and operations, or (2) contain information of
value. Records may be on paper, film, tape, disk, or other physical form. They may be generated
manually, electronically, or by other means. Documents, in contrast, can be any information set down in
any physical form or characteristic. A document may or may not meet the definition of a record.

Failure to adhere to proper records management policies and procedures can result in the Department 1)
losing valuable historical information and 2) being exposed to costly litigation and fines. A good place to
begin to learn of the many aspects governing records management would be
http://www.doi.gov/ocio/records.

Among the many responsibilities of a proper records management program is cooperating with other
areas of the organization in developing policies and guidance on the application of technology to records
management. The focus of the Interior Enterprise Architecture is on providing guidance for IT issues and
initiatives that are Interior-wide or multi-bureau in scope.

If used correctly, the Interior Enterprise Architecture will act as a catalyst for those looking to capitalize
on its contents and better understand the full meaning of its guidance. This understanding will permit IT
personnel to better engage the non-1T organization in discussions around tradeoffs and priorities within
the proper governance structure (e.g., Management Initiatives Team (MIT), Information Technology
Management Council (ITMC)). The Interior Enterprise Architecture is not intended to be the “last word”
(e.g., some automated checklist for product selection). It is intended to be one of the “first words” to
assure that Interior’s mission priorities and its IT priorities remain closely aligned.

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical
guidance provided by the subject area experts within a domain spans both the Service Component
Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Records management
domain, the SRM elements are as follows:

Service Domain(s):  The Digital Asset Services Domain defines the set of capabilities that support the
generation, management, and distribution of intellectual capital and electronic
media across the business and extended enterprise.

Service Type(s): Document Management — defines the set of capabilities that control the capture
and maintenance of an organization's documents and files.

Records Management - defines the set of capabilities to support the storage,

protection, archiving, classification and retirement of documents and information
identified as records.
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Component(s):

Classification — defines the set of capabilities that support the categorization of
documents.

Document Imaging and OCR - defines the set of capabilities that support the
scanning of documents.

Document Revisions - defines the set of capabilities that support the versioning
and editing of content and documents.

Document Review and Approval - defines the set of capabilities that support the
editing and commendation of documents before releasing them.

Indexing - defines the set of capabilities that support the rapid retrieval of
documents through a structured numbering construct.

Library / Storage - defines the set of capabilities that support document and data
warehousing and archiving.

Document (Record) Classification - defines the set of capabilities that support the
categorization of documents, both electronic and physical.

Document Retirement (Record Retention & Disposition) - defines the set of
capabilities that support the termination or cancellation of those documents used
by an organization and its stakeholders.

Record Linking / Association (Record Indexing) - defines the set of capabilities
that support the correlation between logical data and information sets.

These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g.,
servers, networks). Within this infrastructure are individual TRM components for which this domain team
is providing guidance. The graphic below outlines those TRM elements for this domain that support the
service needs of the SRM.

TRM
I

Service Platform
& Infrastructure

— Other Applications

Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a
substantive issue. More realistically, a few architecture domains may need to be reviewed when
addressing an important IT decision. For example, if Interior was considering the creation of a new
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Interior-wide Electronic Document Management System capability, then the TRM chapters like
Information Security, Infrastructure and Applications Development might all need to be reviewed along
with this chapter on Records management.

8.2. Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that
will support the Records management technology needs of Interior-wide IT initiatives.

Principle 1: Business Re-engineering

Business process reengineering projects will explicitly incorporate records
management requirements.

Rationale:
e Ensures that records are managed and protected appropriately.

e  Work processes, activities, and associated business rules will be well
understood and documented.

Principle 2: Information is an Interior asset

Information is valued as an Interior asset to accelerate decision-making, improve
management, and increase accountability.

Rationale:
e The value of information is not realized if it is held in isolated pockets.

e Information must be shared to maximize effective decision-making across
lines of business and with partners.

e Information is necessary for decision making to support accelerated business
process cycles.

e Increased access leads to improved integrity and relevance of data.

Principle 3: Data and Information Stewardship

Data and information must be managed and maintained as a stewardship responsibility
to support the mission of the department.

Rationale:

e Data is a resource important to the accomplishment of Interior’s work. In its
broadest sense, it is information including items like electronic and paper
records, emails, film, etc. Like natural resources, data needs stewards who are
responsible for its valuation, preservation, security, access and utilization
across Interior and with the public.

e Data stewards will promote common business rules, which would facilitate
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Principle 4:

Principle 5:

Principle 6:

Principle 7:

information sharing and improve data integrity.

Integration/ Interoperability

Systems must be designed, acquired, developed, or enhanced such that data and
processes can be effectively managed.

Rationale:
e Ensures more accurate information.

e Managed data and processes lead to better decision-making and accountability.

Reuse before you buy and buy before you build

In considering system requirements (e.g., new functionality), we should look to reuse
existing components before we buy. If no components exist, purchased solutions (e.g.,
COTS or GOTS) should be explored before we build.

Rationale:
e Complies with OMB Circular A-130, the Privacy Act of 1974, the Government
Information Systems Reform Act, and National Archives and Records
Administration (NARA) guidelines.

e The more you’re “like” everyone else (e.g., same standard, same systems), the
easier it is to share with others.

e System development is not a primary mission of Interior.

Security, Privacy and Confidentiality

IT systems should be designed and implemented in accordance with security,
confidentiality and privacy legislation and policies to assure appropriate information
availability.

Rationale:

Helps safeguard confidential and proprietary information.

Enhances public trust.

Enhances the proper stewardship over information.

Enhances the integrity of the information.

Complies with the Computer Security Act, the Privacy Act of 1974, and OMB
Circular A-130.

Continuity of Operations Planning (COOP)

An assessment of business continuation and recovery requirements is mandatory when
acquiring, developing, enhancing or outsourcing systems. Based on that assessment,
appropriate disaster recovery and business continuity planning, design, testing and
maintenance will take place.
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Principle 8:

Principle 9:

Rationale:

Customers and partners have heightened awareness of the need for systems
availability.

Any significant visible loss of system availability and stability could
negatively impact our mission and legal responsibilities.

Application systems and data are valuable organization assets that must be
protected.

Information Access

Easy and timely access to data and information is the rule rather than the exception
without security, privacy and confidentiality being compromised.

Rationale:

Productivity, decision-making, and customer service all benefit from easy,
direct, and timely availability of information.

In accordance with the Paperwork Reduction Act (PRA, PL 104-13),
employees and the public should have efficient, effective, and economical
access to Government information.

Information should be attainable in the appropriate place, time, format and
context.

The Rehabilitation Act of 1998 requires executive agencies to develop, acquire
and use information technology that is accessible to individuals with
disabilities.

Under E-FOIA bureaus and offices are required to make records that are
frequently requested under the FOIA available for public inspection. Further,
records created on or after November 1, 1996 must be available via the
Internet or other electronic means.

The Government Paperwork Elimination Act requires agencies to incorporate
privacy protections when developing electronic processes.

Beyond the legal requirements, easy and timely access to data and information
makes sound business sense.

Compliance

Records/document management solutions will comply with the Department of Defense
(DOD) 5015.2-STD. (Design Criteria Standard for Electronic Records Management
Software Applications- November 1997).

Rationale:

Avoids dependence on weak vendors.
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e Enables greater use of commercial-off-the-shelf solutions.

e Complies with National Archives and Records Administration (NARA).

Principle 10: Enterprise Management

Electronic records management systems (ERMS) and electronic document
management systems (EDMS) will be managed on an enterprise-wide basis.

Rationale:
e Independent solutions are costly and redundant

e Interoperability is enhanced.

Principle 11: Unified Records Strategy

Electronic records management systems (ERMS) and electronic document
management systems (EDMS) will follow a unified department-wide strategy.

Rationale:
e Independent solutions are costly and redundant

e Interoperability is enhanced.

Principle 12: Electronic Records Capture
All vital records will be captured electronically and managed with the agency’s COOP.

Rationale:
e Ensures ready access to vital records

8.3. Technology Components
The Records management domain has one technology component. It is Other Applications. This
component refers to software applications that do not fit in any of the other software categories contained

within the Federal Enterprise Architecture models.

The classifications for any products or standards within this domain are:

Life Cycle Definition/

Classifications Meaning

Preferred Product/standard of choice; support available; recommended.

Contained Develop solutions using these standards or products only if there are no suitable

alternatives categorized as preferred; if a preferred product is available that will
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meet the requirements, plans should be developed to move from contained to
preferred as soon as practical.

Obsolete Being phased out; (e.g., vendor support ending); plans should be developed to
rapidly phase out and replace (often to avoid substantial risks).

Research Product/standard to be used in conjunction with technology research efforts only
(e.g., testing, pilots).

Rejected Product/standard has been evaluated and found not to meet technical architecture
needs.

8.3.1. Other Applications

This component refers to software applications that do not fit in any of the other software categories
contained within the Federal Enterprise Architecture models. Subcomponents of this section are
Document management workflow, Document management E-Records, and Document management
tracking.

Document management workflow:

e Use of the ICA Correspondence Tracking System (CTS) (version > 1.10A) is classified as
Contained.

e Use of the Documentum Enterprise Document management (version >=5.2) is classified as
Contained.

o Use of the EIStream ViewStar (version >= 5.1) is classified as Contained.

e Use of the Vredenberg Highview is classified as Contained.
Document management E-Records:

e Use of FileNet Panagon (version > =5.2) is classified as Contained.

e Use of the Vredenberg Highview is classified as Contained.

o  Use of the Documentum Foremost (version >=2.6.5) is classified as Contained.
Document management tracking:

e Use of Optimal Solutions and Technologies (OST) Electronic FOIA Tracking System (EFTS)
(version >=1.0) is classified as Preferred.

8.4. Select Best Practices

The Domain Principles, because they are derived from Interior’s business direction and strategies, provide
the primary direction and guidance around technology decisions within this domain. Additional benefit
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may sometimes be obtained by reviewing Select Best Practices. These reflect the valuable insights from
either domain team members’ experiences or other public sector organizations.

SRM Focused

Select
Best Practice 1:

Select
Best Practice 2:

Select
Best Practice 3:

Select
Best Practice 4:

Select
Best Practice 5:

Select
Best Practice 6:

Select
Best Practice 7:

Select
Best Practice 8:

Select
Best Practice 9:

Select

Best Practice 10:

Select

Best Practice 11:

Select

Best Practice 12:

Select

Best Practice 13:

Classification — For electronic records classification, an initial quality assurance
process is crucial. Comment on classifications (both document and record): the
need for recognition of a classification process anomaly. Specifically, that the
definition of a Federal record (as found in 44 U.S.C. 3301) tells us that many of
the documents we have (in whatever format) are already "records", whether or
not we have as yet classified them as such. Also, see Administrative Procedure
Act (APA): 5 U.S.C. 551-702.

Scanning — Select the lowest scanning resolution that makes the documents
readable. Use standard file image data types.

Document Versioning — Version control by date, author, subject and
classification should be the minimum information maintained.

Digital Signatures — To use automated workflow, digital signatures and or
assigned keys are required.

Indexing — Barcodes, OCR indexing wherever possible. Attempt to use the
minimum set of indexes that you can get everyone to agree on (e.g. don't over
index).

NARA — Use media that is approved by NARA (CD-ROM, Optical WORM)

provide for near online storage capabilities for large image sets. Include your
imaging systems in your COOP and DRP plans see 36 CFR 1228.270..

Integration — Any electronic document management system is integrated with
the records management system.

Records Scheduling- Assure that agency record schedule is up-to-date, is used
to classify and is regularly updated.

File Plans Index- Each bureau should have a complete and up-to-date index of
organizational file plans and a records retention/disposition schedule.

Quiality Assurance- For electronic records classification, an initial quality
assurance process is crucial.

Records Inventory- For the development of a file plan, an initial records
inventory baseline is required.

Clearance Process- Each bureau must include a records management component
in their formal exit clearance process (includes paper and electronic records).

Migration Strategy- For electronic records management systems, a migration
strategy for media and formats is developed.
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TRM Focused

Select

Best Practice 14:

Select

Best Practice 15:

Select

Best Practice 16:

Application Server- The ability to make the application server used for Records
management a "Closed" (e.g., limited access) environment.

Storage R&D- Trade studies of storage media are conducted regularly to stay
abreast of changes in the storage environment that is the core of electronic

records management.

Inkjet Printers- Inkjet printed documents are never used as official records (e.g.,
use laserjets).
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8.5. Contributors

The quality of the Interior-wide guidance provided within this TRM chapter is a reflection of the efforts
of the Records management technologies Domain team. The members of the team are:

Organization Name
Bureau of Land Management Ted Weir
Bureau of Reclamation Yvonne Rodriguez
James Judd
Minerals Management Service Jim Browning
National Business Center Pam Quallich
National Park Service Michael Grimes
Office of Special Trust Sharon Michel
Office of Surface Mining Michael Wright
US Fish and Wildlife Service Johnny Hunt
US Geological Survey John Faundeen
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Appendix A — Glossary of Architecture and Technology Terms

#

3GL (third-generation language) — is a high-level programming language such as FORTRAN, COBOL,
BASIC, Pascal or C, which compiles to machine language.

4GL (fourth-generation language) — is a high-level language suitable for end-user or programmer data
access and capable of reasonably complex data manipulation. It includes two categories of software
development tools: application generators for production applications, and information generators for
decision-support applications. 4GLs are relatively nonprocedural and easier to use than 3GLs (e.g.,
COBOL, FORTRAN and C), but are less powerful and more wasteful of computer resources. Generally,
three types of 4GL are recognized:
e A procedural language integrated with a database management system. Examples include
Ideal (Computer Associates) and Natural (Software AG)
e An information generator. Examples include FOCUS (Information Builders), Nomad 2 (Must
Software) and Ramis (Computer Associates)
e A code generator or nonprocedural tool. Examples include SQLForms (Oracle) and Telon
(Computer Associates). These tools are also called lower-CASE tools.

3270 — IBM’s interactive communications terminal standard used to communicate with an IBM
mainframe or compatible system.

A

ActiveX — A set of technologies from Microsoft provides tools for linking desktop applications to the
World Wide Web. Enabled using a variety of programming tools including Java, Visual Basic, and C++.

Adaptive/Assistive Technologies (AAT) — provide access to systems and applications for users with
communication, physical access, or learning disabilities.

American National Standards Institute (ANSI) — a private, non-profit organization
(501(c)3) that administers and coordinates the U.S. voluntary standardization and

conformity assessment system.

Application — A set of coded instructions that direct a computer to perform desired functions. The term is
sometimes used in place of “application program,” “software”, or “program,” which are used to process

data for the user. Applications can be custom-written or purchased.

Application Architecture — The Application Architecture is the focal point of an organization’s systems
inventory. It defines how applications are designed, how they cooperate, and where they reside. Good
application architectures will enable a high level of distributed system integration, reuse of components,
rapid deployment of applications and high responsiveness to changing business requirements.
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Application layer — The software that “runs” on top of the system services layer.

An Application Programming Interface (API) is software, either custom or COTS, that uses a specific
implementation to exchange data with another system. Business rules provide the specific interaction
mechanism. Each reusable component requires a properly documented API. An API is the specific
method prescribed by a computer operating system or by another application program by which a
programmer writing an application program can make requests of the operating system or another
application. A set of calling conventions that defines how a service is invoked through software. An
interface that enables programs written by users or third parties to communicate with certain vendor-
supplied software. (1) a documented set of instructions by which a program can invoke the functions of a
system, such as a DBMS or a transaction processing monitor, (2) used to integrate two different
application programs, at least to the extent of allowing them to share data.

Application Software — A program that performs a task or process specific to a particular end-user’s
needs, or solves a particular problem. Enterprise applications are typically large-scale business systems
that organizations use to manage their operations.

Architecture — A structured set of protocols that implements a system’s functions. A network
architecture defines the functions, formats, interfaces, and protocols required for end users to exchange
information.

Architecture Exception — The process whereby the appropriate governance body reviews line-of-
business or IT project request for an exception to the architecture and formally arbitrates disputes arising
from the Architecture Review process.

Architecture Management Processes — The collection of processes employed to ensure that the
appropriate activities occur so that an organization’s architecture is developed and refreshed on a regular
basis, and that IT projects and initiatives comply with the preferred direction set forth in the architecture
documentation. The basic processes that compose Architecture Management are: Architecture
Development and Renewal, Architecture Domain Team Chartering, Architecture Communications,
Architecture Research, Architecture Review and Architecture Exception.

Architecture Principle(s) — General philosophical statements that apply to the design and
implementation of systems and applications within the various IT architectures covered in the IEA
Technical Reference Model. Usually expressed as descriptive statements about the desirable
characteristics of a particular architectural element. For example, “Effective interfaces and applications
appear and behave in ways that are consistent with users’ expectations”.

Architecture Review — The formal process of evaluating the extent to which a system proposed for
development and deployed in the organization’s technology environment conforms to the technology
architecture and that the total cost of ownership for a given proposed system is adequately determined and
known to all stakeholders.

Asynchronous — In computer programming, asynchronous (from Greek meaning "not at the same time"
and pronounced "ay-SIN-kro-nus") pertains to processes that proceed independently of each other until
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one process needs to "interrupt” the other process with a request. Using the client-server model, the server
handles many asynchronous requests from its many clients. The client is often able to proceed with other
work or must wait on the service requested from the server.

Authentication — The process of determining whether someone or something is, in fact, who or what it is
declared to be. In private and public computer networks (including the Internet), authentication is
commonly done through the use of logon passwords.

Authorization — The process of giving someone permission to do or have access to something. In multi-
user computer systems, a system administrator defines for the system which users are allowed access to
the system and what privileges of use (such as access to which file directories, hours of access, amount of
allocated storage space, and so forth).

B

Bandwidth — Data/voice/video carrying capacity of a transmission medium, usually measured in hertz
(Hz).

With Binary Compatibility, there is no need to recompile an application for different platforms. For
example, if an application is going to be deployed on servers located in State Offices, all servers running
that application should be binary compatible — this must be ensured even if the platforms are from the
same manufacturer. The platforms must run the same version of the operating system and must not
require any recompilation of business applications so that deployment throughout the various offices
means a simple copy of a program from one office to another. Total binary compatibility will support
automated software distribution across servers, which will reduce support costs and provide stable
computing platforms that can be reliably shared and moved across the Bureau. Technologies like the Java
Virtual Machine and Java servlets fit this definition of binary compatibility, but may not fit every
situation due to compromised performance.

BIND — is a cross-platform, open source nameserver that follows the standards defined in the RFCs
related to DNS.

Bus — (1) A high-speed physical transmission path or channel. Typically an electrical connection with one
or more conductors, wherein all attached devices receive all transmissions at the same time. (2) Local
network topology, such as that used in Ethernet and the token bus, where all network nodes listen to all
transmissions, selecting certain ones based on address identification. It involves some type of contention-
control mechanism for accessing the bus transmission medium.

Business Architecture — This architecture identifies business systems and their interactions in order to:
e Drive the strategic decisions in the technology architecture.
o Identify business services independent of application-specific invocations of those services.
e Understand how and what data are strategic to the enterprise.
e Provide the basis for the strategic applications of information technology.
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Business Driver — A collective term that is used to describe the various influencing factors that cause
(directly or indirectly) changes in an enterprise’s business processes, including external forces (changes in
competition/market, globalization, economy, customers, regulation, politics, and technology) and
responses to these forces (including business strategies, goals, objectives, requirements, and strategies).

Business Function — A logical grouping of functionality used to support execution of Business Processes.

Business Information Requirements — The information needs of an enterprise that result from business
drivers, and/or their corresponding business strategies. Can be identified at a high level by asking: What
information is needed? Where does the information come from? Who needs it? When do they need it?

Business Intelligence Tools — Employed by end users for decision-making and analytical processes.
These tools allow the users to dynamically query the data and information stored in data warehouses.
They provide query, reporting, graphing, trend analysis, calculating, and summarizing capabilities.
Business intelligence tools provide the ability to analyze and access data contained in the data warehouse.
Typically, several tools are selected within an organization, based on the function needed.

Business Logic — The rules that control how to complete a task or step in a work process. For example,
application logic that governs processing a payment or address change. These applications are often
transactional in nature — resulting in database/file updates.

Business Process — A collection of business activities (tasks) that transform input(s) into output(s) of
value to the Enterprise.

Business Rules — Requirements and specifications for the line-of-business decision-making process.
Most business rules are declarative. Business rules serve to constrain, define, and assert how business will
be transacted. Business rules also define actions to be taken in a specific circumstance.

Business Strategy — The planned approach to achieving an enterprise’s business drivers.

C

Calendaring and Scheduling (C & S) — A technology that, by combining with an organization's overall
groupware system(s), provides a methodology for the coordination and communication of individual and
group activities and plans. Time-management functions that schedule events (such as meetings, lectures,
and conferences) and access (and manage) calendric information about people, facilities, and equipment.

Calendar Store — A database storing C & S information and schedules. The database may reside on a
single server, or may be distributed across multiple servers over the network.

Capability Maturity Model (CMM) — The Software Engineering Institute’s (SEI’s) Capability Maturity
Model (and the SCE process based on it) offers an initial basis for defining software development
processes for regulatory purposes.
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C & S Client — The front-end user interface of the C & S application that runs on the user’s desktop. It
allows users to view and manipulate their calendar and schedule information, and to coordinate and
schedule meetings from their desktop computer.

C & S Server — The hardware and software that provides calendaring and scheduling services to C & S
clients. It manages calendar and schedule information, and the exchange of C & S information between C
& S users. The Calendar store is managed by the C & S server.

Change Management — Process of planning, controlling, and managing enterprise changes.

Classification — A method for grouping similar or like things. In the IEA, industry standards and
technology products are grouped into lifecycle classifications that reflect their suitability for use at
Interior.

Client — A system or a program that requests the activity of one or more other systems or programs,
called servers, to accomplish specific tasks. In a client/server environment, the workstation is usually the
client. The client serves as a user interface, as well as a processor for many time-consuming tasks,
allowing the server to devote itself to central storage and other tasks.

Client/Server — (1) In TCP/IP, the model of interaction in distributed data processing in which a program
at one site sends a request to a program at another site and awaits a response. The requesting program is
called a client and the answering program is called a server. (2) In Information Resource Management, a
computing model where functionality is divided between software clients and software servers. Clients
depend on the services provided by servers such as another application, component, or database to
complete the intended function. (3) A technical architecture that links workstations into networks,
enabling increased productivity by means of sharing information. Individual users, or “clients,” are
“served” over a network by a central machine that acts as a common repository of information and
programs.

Commercial off-the-shelf (COTS) application — Also known as COTS software.
Common Gateway Interface (CGI) — A data-passing specification used when a Web server must send
or receive data from an application such as a database. A CGI script passes the request from the Web

server to a database, gets the output, and returns it to the Web client.

Common Internet File system — The common Internet file system uses the server message block
protocol (SMB) for sharing diskspace from one system among other systems.

Compatibility — The ability of two devices to communicate with each other understandably, or the ability
of software to run on a particular hardware platform.

The Common Internet File System (CIFS) uses the server message block protocol (SMB) for sharing
disk space from one system among other systems.

Common Management Information Protocol (CMIP) — The Open Systems Interconnection (OSI)
protocol for the exchange of network management information.
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A Component — is a piece of software or hardware that is designed to fulfill a single purpose and to
interoperate with other components.

Component Object Model (COM) — A framework developed by Microsoft that supports interoperability
and reusability of distributed objects by allowing developers to build systems by assembling reusable
components from different vendors.

Conceptual Architecture — A principles-based, enterprise-level layer of a technical architecture to
ensure clear decisions to sub-optimize individual components in order to optimize total effectiveness of
the overall enterprise architecture to enable business strategies.

Content Management — Tools used for managing the versioning, workflow, and deployment of web
content.

Control Layer — The layer(s) in an application that control various aspects of the application
functionality. It is a way to externalize the ordering or flow of functionality independent of the actual
business logic. This ensures that the business logic can be easily adapted, reordered, or reorganized in
order to meet changing business needs by changing the control not the actual business logic.

Cookie — A chunk of information that is passed from one application to another, with the expectation that
the receiver will store the chunk and send it back later. The most common usage for cookies is to save
state in client/server applications, track user information, and provide a user customizable experience.

Corporate Metadata Repository (CMR) — 1) A repository that contains metadata, which is information
about data (for example, shared data definitions, data aliases, and where OLTP and OLAP data can be
found). A data repository is an important aspect of a successful data warehouse effort because it contains
all the information about the data and processes used to populate and access a data warehouse. 2) The
corporate metadata repository provides a single enterprisewide source for data definitions. This tool
becomes more important in the XML/EDI world because data structure, definition and context are
important for data integration. The CMR is the local place to maintain data type definition files.

CORBA (Common Object Request Broker Architecture) — An Object Management Group (OMG)

interoperability standard for object-oriented applications communicating within heterogeneous
environments.
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D

Data Access Middleware — The communications layer between data access programs and tools and
databases. Data access middleware is designed to enable communication between a data access
programming tier and a database, as opposed to application communication middleware, which enables
communication between the programming tiers of an N-tier application system.

Data Administration — Technologies/strategies for facilitating the design of maintaining and
administering the data in a DBMS.

Database — A collection of structured data that is application-independent.

Database Access Tools — Used to query and retrieve data from existing databases and write reports.
These tools can be provided either through a purchased package or integrated with EIS and DSS
applications by application developers. Some examples of these tools are Microsoft Access, Microsoft
Excel, Lotus 1-2-3, and custom-written programs using ODBC and SQL. Data is organized and managed
through a database management system (DBMS). The database organization can be relational or
nonrelational.

Data Management Architecture — The Data Management Architecture defines the mechanics for
managing, securing, and maintaining the integrity of an enterprise’s significant logical entities. These
entities must be recorded and accounted for in a business information environment. The architecture
provides standards for accessing data, and, if appropriate, business objects.

Database Management System (DBMS) — Manages data storage, structure, access, and security. Fields
can be indexed to improve the performance of queries against the data, a system comparable to that of a
dictionary that has tabs for the letters of the alphabet so that it is easier to look up a word, or to a reference
book, which has an index to quickly find information needed. The following are types of DBMSs.

e Relational Database Management System (RDBMS) — Software designed to manage the
collection of data. Data is organized into related tables so that relationships between data can
be established. Relational databases can contain normalized data. Normalized data is
organized so that unique data is stored only one time, instead of multiple times for each table
(e.g., a non-normalized database). A relationship is established between the unique data and
its related information.

e Object Database Management System (ODBMS) — Objects provide a rich model for
capturing business complexity. Objects can represent complete business entities and the
relationships between them. They are easily extensible as business processes change and fit
well in a networked application architecture. ODBMSs integrate database functionality with
object programming languages. The ODBMS extends an object-oriented programming
language with persistent data, concurrency control, data recovery, and associative queries.

e Multidimensional Database Management System (MDDBMS) — Specifically designed
for efficient storage and retrieval of large volumes of data. Data is stored similar to the way
it is in a spreadsheet, so it is easier for end users to understand and manipulate.
Multidimensional databases store data that is closely related and stored, viewed, and
analyzed from multiple perspectives (i.e., dimensions). Multidimensional databases are
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sometimes referred to as post-relational databases or a more advanced form of object-ori-
ented database.

Data Bus — Software equivalent of a hardware bus. Applications attach to a data bus with a known

address. Applications can send and receive data on the data bus by using the addresses of the other

applications attached. MQSeries from IBM is an example of data bus technology. Regardless of the
underlying network protocol, data bus products are packet or message oriented.

Data Cleansing — Technologies used to enhance the integrity and validity of the data in a DBMS.

Data Dictionary — A collection of descriptions of the data objects or items in a data model for the benefit
of programmers and others who might need to refer to them.

Data Integrity — Accuracy, validity, and consistency of data, maintained according to a set of rules for
modifying a database

Data Mart — A subset of a data warehouse. Where data warchouses are designed to support many
requirements for multiple business needs, data marts are designed to support specific requirements for
specific Decision Support System (DSS) applications (i.e., particular business needs). Although a data
mart is a subset of a data warehouse, it is not necessarily smaller than a data warehouse. Specific DSS
needs may still require large amounts of data. Data marts are typically considered a solution for
distributed users who want exclusive control of the information required for their business need.

Data Migration Tool — Copies selected data from legacy and other OLTP systems. Data transformation
reformats extracted data according to metadata definitions and puts it into a data warehouse. Extraction
and transformation tools are required to integrate data from multiple sources and to ensure consistency of
information derived from data created in a complex, heterogeneous OLTP environment.

Data Mining — Used to analyze the data stored in data warehouses. It can provide valuable insights into
the business. Data mining scans large amounts of data stored in data warehouses to reveal patterns or
correlations.

Data Model — Specifies the data formats and the relationships of fields and tables in an application
system. It drives basic database design.

Data Replication Tools — For distributed or remote users, there is sometimes a need to distribute data
from a data warehouse to various data warehouses and data marts throughout the organization. When
warehouse data is needed for distributed OLAP processing, it can be distributed through a replication
service. Replication allows data to be located close to the business users, thus improving performance.
This is particularly useful for eliminating latency problems in distributed systems (e.g., WAN) and for
access speed with large geospatial databases.

Data Scrubbing Tools — Validate and cleanse data so that its format is consistent and it is accurate,
complying with metadata definitions. Data scrubbing is typically performed periodically to ensure that
data meets the metadata standards that have been set. It is also performed when data has been loaded into
a data mart or data warehouse. For data scrubbing to be successful, data scrubbing tools and defined roles,
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responsibilities, and procedures are needed. Data scrubbing is needed at multiple levels, including the
data entry level in OLTP applications and the data extraction and transformation levels. Data can become
“dirty” for many reasons. For example, consider a data entry application that has an open text field called
“Description.” If no limitations are placed on the entry of data in that field, end users can type anything in
that field, including misspelled words or multiple text descriptions for the same data element.

Data Steward — The person or group of people responsible for implementation of data from a technical
perspective including data design, processing of data into the physical platform and managing the data
availability, integrity and security according to business requirements.

A Data Store contains data. A data store will most likely take the form of a relational database
management system (RDBMS). Other data store implementations can be hierarchical, object, and object-
relational databases. Indexed sequential access method (ISAM) files is another implementation.

A Data Type Definition (DTD) file is used by an XML parser to parse XML data. A DTD allows an
application using the DTD to understand an XML data source. A DTD can be defined by a business for its
specific needs. This feature provides the business the capability to rapidly change as business needs
change.

Data Visualization — is the method of displaying data resulting from end user queries and data mining
from a data warehouse in a visual format (i.e., graphs, pie charts, and bar and line charts). Similar to data
mining, data visualization can be helpful in realizing trends or patterns in interrelated data.

A Data Warehouse stores information compiled from multiple sources and typically is available to
people across the organization for analytical processing. It can provide more timely answers to business
needs and questions. It is a database for query and analysis, as opposed to a database for processing
transactions. Separating the two functions improves flexibility and performance.

Decision Support Systems (DSS) — A computer program application that analyzes business data and
presents it so that users can make business decisions more easily. It is an “informational application” (as
distinct from an “operational application” that collects the data in the course of normal business
operation). A DSS may present information graphically and may include an expert system or artificial
intelligence (AI). It may be aimed at business executives or some other group of knowledge workers.

Development Tools — The raw materials by which programmers create custom-built enterprise software.

Directory Services, Message Handling Systems, and Standards — An e-mail system uses directory
services, Message Handling Services (MHSs), and standards and protocols to index and manage names,
e-mail messages, distribution lists, and devices (including printers and other peripherals, and servers)
accessible on networks it serves.

Digital Certificate — The digital equivalent of an ID card used in conjunction with a public key

encryption system. Digital certificates are issued by trusted third parties known as certification authorities
(CAs), such as VeriSign, Inc., after verifying that a public key belongs to a certain owner.

172



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

Distributed Component Object Model (DCOM) — Microsoft’s distributed version of Component
Object Model (COM), whose version communicates via their version of a remote procedure “call” (RPC).

Distributed Database — Database whose contents (tables, views, columns, files, etc.) reside on more than
one system in a network and can be transparently accessed or updated from any system in the network.

Distributed Computing Environment (DCE) — An Open Software Foundation (OSF) initiative to create
a vendor-neutral networking and distributed computing environment to support distributed applications,
by integrating the appropriate technology or combination of technologies into a single environment while
addressing interoperability, standards and security. DCE integrates remote procedure calls, presentation
services, a naming directory, security, threads (sequential flows of control similar to tasks), time services
(to synchronize clocks) and a distributed file system.

A Distributed Object is an object that can be accessed remotely. This means that a distributed object can
be used like a regular object, but from anywhere on the network. An object is typically considered to
encapsulate data and behavior. The location of the distributed object is not critical to the user of the
object. (See Glossary entry for “Object”.)

Distributed Control Systems (DCS) — evolved from centralized process control computers common in
the 1960s. The systems were developed for continuous-flow processes that required loop, analog, and
limited discrete control. A DCS is a real-time, fault-tolerant system for continuous and complex batch-
process applications. Over time, they have evolved from being proprietary hardware and software systems
to being UNIX- and Windows NT-based systems.

Distributed Systems Management (DSM) — focuses on the integration of a framework tool such as HP
OpenView or Tivoli, in support of the processes and organizational structure of the Bureau’s business and
IRM requirements.

Document Management System (DMS) — Allows users to store, search, and manipulate documents
electronically and maintain a library of text and images in a compact space. Most systems also provide a
means for passing documents across a network. A DMS manages the processes of authorship, review,
editing, production, approval, and delivery of (or access to) large sets of documents throughout an
organization.

Documentation — Data that describes code and data. Documentation can be thought of as metadata.
Domain — A related set of technologies.

Domain Architecture — A logical consistent set of principles with rationales and implications, as
well as identified industry standards and products that are classified into lifecycle categories.

Domain Layer — Also referred to as ""business domain' or ""business functionality™. This is the
layer in an application that contains the collection of services that enforce the business rules,
process information, and manage transactions. This layer must be separated from the presentation
and the data to truly be effective. This ensures your business rules are not dependent on
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presentation and data implementations and are easily transportable (or accessible) to any
application on any platform.

The Domain Name System (or “Service”) (DNS) is an important directory standard on the Internet and
on local TCP/IP networks. It is used to map the TCP/IP network address of a server (for example,
207.68.156.58) to a better-known form (i.e., www.microsoft.com). The DNS naming convention is used
for Internet and e-mail addresses that take the form “name@hostname.organization.”

Domain Team — A domain team is responsible for developing architecture principles, with associated
rationale and implication, identifying applicable standards and preferred products, and conducting other
work assigned by the Architecture Team, for a given collection of related technologies. There is a
domain team associated with each of the Technical Architecture Domains

Dynamic Data Exchange (DDE) — A limited method of sharing data between two applications or files.
When data is used in both files, with DDE it can be automatically updated in the other. Both applications
must be in use, and DDE does not work over a network. Object Linking and Embedding (OLE) is a more
sophisticated development.

E

Electronic Data Interchange (EDI) - is being used to provide an absolute structure to data. For
example, bids, order processing, and invoicing data structure are just a few standards defined by EDI. EDI
is an absolute standard maintained by the American National Standards Institute (ANSI) Accredited
Standards Committee (ASC) X12. There are efforts underway to integrate EDI into XML.

Electronic Forms — Workflow software used to create on-screen data entry forms and provide e-mail
routing and tracking of the resulting electronic documents.

Electronic Mail (or “e-mail”) — is the groupware type most critical to the business operations of the
Bureau. It enables the fast and efficient exchange of all types of data files across the enterprise. It is able
to function during either synchronous or asynchronous interactions. These advantages directly benefit the
decision-making process and translate into measurable cost and time savings. The basic characteristics of
an e-mail system include features that create, compose, address, send, and receive messages.

Emerging Technologies — New technologies and products that show sufficient promise for future use
and should be monitored by the [EA.

End-to-end Services — Offered by the lower three layers of the Open Systems Interconnection (OSI)
Reference Model.

End-to-end Storage Management — A component of an overall systems-management infrastructure that

improves application availability by reducing the number of storage-related outages and minimizing the
length of the outages when they occur.
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An E-mail Client (also referred to as a Mail User Agent, or MUA) is an application that enables users to
compose, send, receive, and organize e-mail. It's called a client because e-mail systems are based on a
client-server architecture.

An E-mail Server is an applications server that provides services such as files distribution, temporary
caching of new messages, and archiving of previously viewed messages. A message store is an important
subcomponent that resides on the e-mail server. It is a database that enables message-management tasks,
such as opening, reading, and deleting messages; and browsing and searching lists of messages. A
directory user agent (DUA) is another important subcomponent that allows retrieval of information
(such as distribution lists and e-mail addresses) from local and network directory services.

An E-mail Application Programming Interface (API) allows applications to access the various
components of an e-mail system by connecting a sender’s e-mail application to a receiver’s application.
Using an API, an MUA can manipulate new and stored e-mail messages, create and delete addresses,
access and manipulate message components, and authenticate users login in to the e-mail system.

Encryption — A technique of modifying a bit stream of information to make it appear to be a random
sequence of bits to someone who does not have access to the encryption scheme.

Enterprise — The highest level of an organization at which common business drivers, strategies and
information can be identified.

Enterprise Architecture — Establishes the Agency-wide roadmap to achieve an Agency’s mission
through optimal performance within an efficient IT environment. Enterprise architectures are
“blueprints” for systematically and completely defining an organization’s current (baseline) and desired
(target) environment.

An Enterprise Management System (EMS), such as Tivoli or CA Unicenter, is a management
application that provides a framework in which other tools and third party vendors applications can
integrate. The EMS provides a single point of management, and a cohesive view of the network
resources.

Enterprise Java Beans (EJB) — The EJB specification defines a way to build server-side, transactional
Java-based components. It was developed by Sun Microsystems in collaboration with IBM, Netscape, and
Oracle (SINO) and other vendors.

Enterprise Resource Planning (ERP) — Packages that enable the creation of a single corporate image
from disparate, decentralized divisions, enabling users to visualize underlying business processes, reshape
these processes, and renovate their businesses.

Ethernet — The standard for local communications networks developed jointly by Digital Equipment
Corp., Xerox, and Intel. Ethernet baseband coaxial cable transmits data at speeds up to 10 megabits per
second. Ethernet is used as the underlying transport vehicle by several upper-level protocols, including
TCP/IP.
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Executive Information Systems (EISs) — extract data from an enterprise system to provide managers a
view of quantitative performance measures on-line. A new generation of systems is meant to provide this
information in near-real time, before it’s too late to do anything to prevent dysfunctions.

Executive Reporting System (ERS) — A system to generate executive summary reports for Congress,
executive management, and oversight groups like the GAO. These reports provide a high-level summary
of I[EA information.

Extensible — Able to integrate new technology and functionality.

External Systems — Applications of third party business partners that support the organization’s business
requirements and/or interact with the organization’s technology portfolios.

Extract/Transform/Load (ETL) — Technologies used to extract data from source DBMS’s, transform
the data into an appropriate form, and load it into target Data Marts or Warehouses.

Extranet — Community-of-interest IP networks that provide secure connections between remote users and
a main site, or between multiple sites within the same company, including connectivity to business
partners, customers, and suppliers.

F

Fax — Communication of a printed page between remote locations. Fax machines scan a paper form and
transmit a coded image over the telephone system.

Fiber Optics — A data transmission medium that uses light conducted through glass or plastic fibers.
Fiber-optic cables have cores capable of conducting modulated light signals by total internal reflection.
Benefits include small diameters, high potential bandwidth, and lower cost than copper.

File Transfer Protocol (FTP) — A system for transferring files between computers over the Internet,
Intranet or Extranet.

File-Typing — (used in the Microsoft Windows environment) — File types activate appropriate elements
of the Microsoft tool suite, and the tools themselves extend a common set of base classes that help to
maintain a high degree of behavioral consistency regardless of which tool is in use. Tools based on
object-linking tied to the data's XML description can be synthesized on the spot.

Firewalls

e Packet filter firewalls historically implemented on routers, filter on user defined content,
such as IP addresses. They examine a packet at the network layer of the Open Systems
Interface (OSI) model and are application independent, which allows them to deliver good
performance and scalability. They are the least secure type of firewall because they cannot
understand the context of a given communication, making them easier for hackers to break.

e Application gateway firewalls improve on security by examining all application layers,
bringing context information into the decision process. However, they do this by breaking
the client/server model. Every client/server communication requires two connections — one
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from the client to the firewall and one from the firewall to the server. In addition, each proxy
requires a different application process, or daemon, making scalability and support for new
applications a problem.

e Stateful inspection firewalls overcome the limitations of application gateways and packet
filters by providing full application-layer awareness without breaking the client/server
model. With stateful inspection, the packet is intercepted at the network layer, but then the
firewall extracts state-related information required for the security decision from all
application layers and maintains this information in dynamic state tables for evaluating
subsequent connection attempts. This solution is dramatically improves on the performance
of an application gateway, while offering the same or better security.

G

Gateway — A computing system or software function that performs a protocol or API translation, and
serves as an intermediary between computing systems or communications networks.

Geospatial — Information that identifies the geographical location and characteristics of natural or man-
made features and boundaries of the Earth.

Geoprocessing — Computer applications which model, interpret and use Earth information.

Granularity — Degree of parallelism in an architecture, from job execution level (coarse) to logic device
level (fine). Ability to increase system capacity and performance through incremental processor
expansion.

Graphical User Interface (GUI) — facilitates application use by means of windows, icons, and menus

Groupware — or collaborative software, was defined as a new software category by the introduction of
Lotus Notes in 1989. Groupware applications support a wide variety of activities, such as e-mail,
scheduling, and document sharing. Some groupware products are suites of ready-made applications;
others are toolboxes for creating collaborative applications, with customizable templates included.
Groupware enables an organization to compile, organize, and share its knowledge base, that is, to perform
computer-supported cooperative work (CSCW). The goal of groupware is to enable collaboration by
letting team members focus on tasks at hand rather than on the process of gathering and integrating
information. Groupware maximizes human interaction while minimizing technology interference. It
increases efficiency by decreasing the time and effort expended distributing data files and other
documents among working groups and individuals. Groupware provides the infrastructure for groups and
individuals to work cooperatively and share information electronically, regardless of where they are
located.

Governance — A subset of the Architecture Management processes that are focused on ensuring that IT

projects either adhere to the preferred direction set forth in the architecture or are explicitly granted an
exception to the principles, standards and products dictated by the architecture.
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H

Haptic — Applying tactile sensation and control to interaction with computer applications.

Hardware — The physical entities of an enterprise architecture. A computer with one or more physical
network connections.

Hierarchical — An approach used in numerous technologies, including machine vision, process control,
networking, databases, and planning, whereby the scope of work is arranged in hierarchies that establish
priorities and appropriate routings. A database architecture in which data elements are arranged in the
form of an inverted tree structure in which no data element has more than one parent.

Hub & Spoke — A particular architectural pattern where applications and components exchange
information and request services via messages through a centralized hub or hubs which route and
distribute the messages.

Hubs — Hubs are shared devices that allocate the available bandwidth to all devices attached.

Hypertext Markup Language (HTML) — A world wide web authoring language used for creating and
linking Web pages.

Hypertext Tranport Protocol (HTTP) — The communication protocol used to connect to servers on the
World Wide Web. Its primary function is to establish a connection with a server and transmit HTML
pages to the client browser. Users of the web retrieve documents from servers or "web sites".

Information — Structured data.

Infrastructure — An underlying base or foundation supporting an organization or system. Technical
infrastructure supports the technical capabilities of business applications and data repositories, and does
not contain business specific logic or functionality.

Interface — (1) A shared boundary between two pieces of equipment. (2) The hardware and software
needed to enable one device to communicate with another.

An Interface Definition Language (IDL) is a generic term for a language that lets a program or object
written in one language communicate with another program written in a different language. In distributed-
object technology, it's important that new objects are able to be sent to any platform environment and
“know” how to run in that environment. An IDL within the object-oriented world is fundamentally the
same as in the RPC world; however, here it permits interfaces to objects to be defined independent of an
objects implementation. After defining an interface in IDL, the interface definition is used as input to an
IDL compiler that produces output that can be compiled and linked with an object implementation and its
clients, thus allowing for client-server communication across a distributed heterogeneous environment.
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Internet — The “Infobahn” of tens of thousands of public and private networks worldwide. The Internet’s
TCP/IP communications standards mean computers anywhere in the world — even those running
different operating systems and applications—can communicate with one another. Hypertext Markup
Language (HTML) lets the computers display the accessed information in graphical pages.

Intranet — Networks within a business using the same technology that is the foundation of the global
Internet. Many industry analysts expect such corporate networks to provide most of the revenue for
computer hardware and software vendors over the next few years as an increasing number of businesses
expand their internal networks to improve efficiency and build closer ties with customers and suppliers.

Interoperability — The ability of computers on a network to share application software.

Intrusion Detection — A process or product for detecting unauthorized entry or access to a computer or
network.

IP Security Protocol (IPSec) — A standardized means of implementing security for VPNs. IPSec is a set
of Internet Protocol (IP) extensions that provide security services at the network level of the OSI stack.
IPSec technology is based on modern cryptographic technologies, making possible very strong data
authentication and privacy guarantees. Furthermore, all of the encryption and authentication algorithms
and security protocols used in IPSec are well studied and have survived years of scrutiny. Consequently,
the Bureau can be confident that the IPSec facility indeed provides strong security. [PSec can be
implemented in routers or firewalls owned and operated by the IEA. This gives the network management
facility complete control over security aspects of the VPN.

J

Java — A programming language based on C, developed by Sun Microsystems that extends and
complements the basic capabilities of Hypertext Markup Language (HTML). Originally developed as a
language for consumer-oriented devices such as TV set top boxes, Java became a viable alternative to
other programming languages with the rapid growth of the Internet as it has the potential to work on an
unlimited number of computing devices and operating systems. Java permits the creation of applications
and application modules (“applets”) that run in the Java virtual machine (JVM) on the browser, either as
software on a PC or on the Sun picoJava chip, a piece of dedicated hardware. Browsers from both
Netscape and Microsoft have a JVM. Java’s platform independence and security are designed in, rather
than added on, so applications can run on a wide variety of desktop platforms as long as they can run a
Java-enabled browser. Principally a programming language, but it has been designed by Sun
Microsystems to function as a complete computer operating system. The purpose of the language is
twofold — to create a single standard that will run on a variety of competing computer systems, and to
solve vexing computer security problems introduced by the widespread reliance on computer networks,
which are vulnerable to malicious programs such as viruses.

Java Applets — A small piece of Java code that implements a specific function. Applets may run on a
server or be downloaded and run on the client’s machine.
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Java Database Connectivity (JDBC) — a standard set of Java classes providing vendor-independent
access to relational data.

Java Remote Method Invocation (RMI) — is Java's remote procedure call (RPC) mechanism. It
functions only within the Java Virtual Machine (JVM) environment; however, with the Java native
method interface (JNI), a developer can connect to existing and legacy systems. It facilitates interprocess
and intraprocess communication.

Java Servlets — A form of server-based Java that operates in conjunction with a Web server and offers an
alternative to using Common Gateway Interface (CGI) and server application programming interfaces
(SAPIs) to communicate with Web server processes. In addition, servlets are independent of a given type
of Web server, as the most prominent Web servers support servlets.

Java Transaction Service (JTS) — Controls transaction applications, performs database updates,
provides database connection pooling, and provides reliable manageability of client connections within
the Java environment.

K

Knowledgebase — Data, including assertions, rules, objects, constraints, or other items, used by an expert
system or knowledge-based system.

Knowledge-Based System — Software that uses artificial intelligence techniques and a base of
information about a specialized activity to control systems or operations.

L

Local Area Networks (LANS) — span a limited geographical area to connect computers and terminals,
usually at moderate-to-high data rates.

Legacy System — Existing systems using older and often outdated technology.

Legal Data — The portion of the enterprise that contains all of the primary data stores required to be
maintained by law. Legal data is not necessarily stored in electronic format.

Lightweight Directory Access Protocol (LDAP) — DAP runs over the OSI network protocol stack. That,
combined with its very rich data model and operation set makes it difficult to implement a full-blown
DAP client and have it “fit” on smaller computer systems. LDAP, however, is, like X.500, both an
information model and a protocol for querying and manipulating it. LDAP's overall data and namespace
model is essentially that of X.500. The major difference is that the LDAP protocol itself is designed to
run directly over the TCP/IP stack, and it lacks some of the more esoteric DAP protocol functions.
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Line of Business (LOB) — Individual business unit within a larger organization.

Logical Model — A model depicting a view of something that is independent of the way in which it is
implemented physically. A logical view expresses semantics, rules, relationships, and behaviors that are
often used as the basis for physical design.

Local Area Network (LAN) — A geographically limited communication network that connects users
within a defined area. A LAN is generally within a building or small group of buildings and is managed
and owned by a single enterprise. The shorter distances within a building or campus enable faster
communications at a lower cost than wide-area networks (WANSs). Although an increasing number of
LANSs use Internet standards and protocols, they are normally protected from the public Internet by
firewalls.

Long-Term Direction — Technologies and products that are planned for the time frame ranging from 18
months past the publication date of the TRM to five years beyond the TRM publication date.

M

Message-Oriented Middleware (MOM) - is a layer of code which allows for application
communication over a distributed heterogeneous environment. It may employ synchronous or
asynchronous communication, some combination as in beginning a session in synchronous mode and
falling back to asynchronous if need be. The MOM code is required on the client and the server and
ideally should employ message queues which frees both client and server to go about their business
without concern for the message being received. This flavor of middleware is best suited for event driven
applications involving an occurring event the client application hands off to the messaging middleware
the responsibility of notifying a server that some action needs to occur.

Message Transfer Agent (MTA) — An e-mail delivery application that receives messages from an MUA
or another MTA, stores them while it determines where and how they are to be delivered, and delivers the
messages to individual addressed mailboxes or other MTAs. Transferring an e-mail message from the
composition area to the e-mail server requires that an MTA communicates via the same protocol (or
language) as the server. The three most commonly used protocols are Post Office Protocol (POP) and
Internet Message Access Protocol (IMAP), which define methods for e-mail clients to retrieve messages
from a server on a TCP/IP network; and the Internet Simple Mail Transfer Protocol (SMTP), the Internet
e-mail standard used to deliver messages between servers connected to the Internet.

Messaging — the standard means for executing interprocess communication facilitated by middleware
technologies. (See the Middleware Architecture chapter of the TRM.)

Metadata — information about data, including the format of the data element, which application system
owns it, where it is located, and how it should be used. Metadata is the global information about what
data exists across the enterprise and the standards applying to that data. It is very important to the data
warehouse effort because it sets the standards and the rules used for data transformation and cleansing.
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Middleware — connectivity software that consists of a set of enabling services that allow multiple
processes running on one or more machines to interact across an environment. Middleware is essential to
migrating mainframe applications to client/server applications and to providing for communication across
heterogeneous platforms.

Mirroring — Writing duplicate data to more than one device (usually two hard disks), in order to protect
against loss of data in the event of device failure. This technique may be implemented in either hardware
(sharing a disk controller and cables) or in software. It is a common feature of RAID systems.

Module — A separate and distinct unit of hardware or software.

Monitoring Tools — Tools used for monitoring a system’s real-time availability and performing statistical
analysis on the results of the monitoring.

End users access a multidimensional database through a query language called Multidimensional
Structured Query Language (MDSQL). MDSQL is the multidimensional database query language, just
as SQL is the query language for a relational database. However, where SQL has an industry standard
called ANSI Standard SQL, there are no current industry standards for MDSQL.

Multimedia — Integration of text, voice, video, images, or some combination.

Multiplexer — Electronic equipment that allows two or more signals to pass over one communications
channel.

N

Near-Term Deployment — Technologies and products that are planned for the time frame ranging from
the TRM publication date to the TRM publication date plus 18 months (full deployment within 18
months).

Network Architecture — The Network Architecture provides the communication infrastructure for the
distributed computing environment. It consists of logical elements (structure, topology, bandwidth,
management), physical hardware components (wiring, LANs, hubs), carrier services (frame relay, leased
channels, ATM), and protocols (access routing, naming).

Network Connection — A network connection is a peer to peer, software, bidirectional connection
between two applications. The TCP/IP protocol is the most common network protocol in use today. Data
transmitted via TCP/IP is byte-aligned and is streamed. Applications receiving data via TCP/IP may
receive as little as one byte at a time. Applications that use streaming network protocols must parse the
data stream to understand it.

The Network File System (NFS) uses either TCP/IP or UDP protocols for sharing disk space from one
system among other systems.

Node — One component of a network where interconnections occur.
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N-tier architectures — Some systems take the partitioning of applications one step further and split one or
more of the tiers across the network. For example, a distributed database service enables an enterprises
database to run on multiple types of machines and still present a logical view of a single database to the
application logic that accesses the database. A distributed function service allows the middle tier that runs
the business logic to be partitioned and run on multiple machines. In such cases, the partition points are
not just at the presentation /logic or logic/data boundary. Partitioning can occur almost anywhere inside
the logic or data section. Physically, the application can run across four, five, or even more machines
(tiers); hence the term N-tier, where “N”” equals any number.

O

An Object is a self-contained bundle of software with an identity that is unique among the objects in a
system. Each object consists of variables that store data and methods, or procedures, capable of acting
on the object’s variables. The object encapsulates its variables, and it is only through sending message to
the object’s methods that another object can access the contents of the variables. Variables can be
numbers, character strings, or other data types. In addition to it’s variables, an object contains methods.
These are the procedures that enable other objects to access variables and perform operations on them.
The main mechanism for bring order to objects is the class. A class is a template for objects, which
contains the methods we want our object to have plus data-type definitions for its variables. Objects are
instances of classes.

Object Linking and Embedding (OLE) — A Microsoft protocol that enables creation of compound
documents with embedded links to applications, so that a user does not have to switch from one
application to another to make revisions. The following are features of OLE:
e Users can create compound documents using multiple applications
e Compound documents may contain text and spreadsheet objects, graphic and chart objects,
sound objects, and video and animated objects
e  Objects that support OLE automation may be scripted by OLE controllers, such as Visual
Basic, and used in end-user-developed applications.

Object-Oriented Database — A database used to store objects that form the basis of object-oriented
computing, in which data, as well as references to the procedures used to perform operations on that data,
are combined.

Object-Oriented Design (OOD) — A design method in which a system is modeled as a collection of
cooperating objects and individual objects are treated as instances of a class within a class hierarchy. Four
stages can be identified: identify the classes and objects, identify their semantics, identify their
relationships, and specify class and object interfaces and implementation. Object-oriented design is one of
the stages of object-oriented programming.

Object-Oriented Programming — Programming based on objects that communicate by passing

messages. An object is a package of information and descriptions of procedures used to manipulate that
information.
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Object-Oriented Software — Results from a kind of modular programming. Each object is a software
package containing a collection of related procedures and data that can be reused to shorten application
development time. Objects also make it easier to customize software systems to mirror actual business
processes without negatively impacting the ability to migrate to later software releases.

Object Request Broker (ORB) — Middleware that allows objects to communicate within a distributed
environment.

Online Analytical Processing (OLAP) — 1) Enables a user to easily and selectively extract and view data
from different points-of-view. To facilitate this kind of analysis, OLAP data can be stored in a
multidimensional database. A multidimensional database considers each data attribute as a separate
dimension. OLAP software can locate the intersection of dimensions and display them. Attributes such as
time periods can be broken down into subattributes. OLAP can be used for data mining or the discovery
of new relationships between data items. OLAP data is often stored in data warehouses and data marts
(i.e., a specialized subset of a data warehouse). An OLAP database does not need to be as large as a data
warehouse, since not all transactional data is needed for trend analysis. 2) Online analytical processing is
a process where many system users are retrieving data from a data store for analysis.

Online Transactional Processing (OLTP) — 1) A class of program that facilitates and manages
transaction-oriented applications, typically for data entry and retrieval transactions. Today's online
transaction processing increasingly requires support for transactions that span a network and may include
more than one government organization. For this reason, new OLTP software uses client-server
processing and brokering software that allows transactions to run on different computer platforms in a
network. 2) Online transaction processing is a process where many system users are creating, updating,
and deleting data in a data store via one or many applications. This process is commonly referred to as
CRUD, for create, update, and delete.

Open Database Connectivity (ODBC) Drivers — the middleware used to connect database access tools
to relational databases through the use of a generic API. ODBC drivers are vendor-provided and allow
databases to be connected and used by a generic interface. The ODBC drivers enable access to data and
provide insulation between a program and the specific RDBMS language used by each database.
Database access tools and programs do not have to be customized for each database, because an ODBC
configuration file maintains the database connections.

Open Systems — An approach to computing that stresses the interconnectability of systems based on
compliance to established standards.

OSI (Open Systems Interconnection) — International standardization program, facilitated by ISO and
CCITT to develop standards for data networking, which facilitates multivendor equipment

interoperability.

Operating System — A structured set of system programs that controls the activities of a computer
system and associated peripheral devices, as well as the execution of programs and flow of data.

Operations Management — Encompasses the back office component of systems management, focusing
on practices for delivering available systems with adequate responsiveness. Functions include software
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distribution, storage management (including systems backup and recovery, server performance
monitoring and tuning, software license management, user administration and account management, etc.)

Operational Data Store — A subject-oriented, integrated, single source and up-to-date collection of data
used to support the tactical decision-making and day-to-day information needs of the business. The data
primarily comes from a replicated copy of disparate Core Business Operational legacy data that is
updated in a timely manner (i.e. near real-time up to 24 hour latency). The data needs to be 100%
accurate and should meet the performance requirements (i.e. typically OLTP and operational reporting
processing) set by the business.

OSI Reference Model — Network architectural model developed by ISO and CCITT. The model consists
of seven layers, specifying network functions such as addressing, flow/error control, and encapsulation.

P-Q
Partitioning — Applications can be broken into three logical parts: presentation, logic, and data. These are
areas in which the program can be separated to facilitate execution of each logical piece on a different
machine. Each segment is known as a partition. For example, the thin-client Web model requires that
interface presentation be handled by the browser, application logic by the World Wide Web server and
other application servers, and data by a database server. Developers are responsible for determining where
the separation occurs. Early client/server applications used architectures dictated by the tools employed in
their construction. As a result, most of the early applications used a two-tier client/server architecture. The
tiers of client/server applications refer to the number of executable components into which the application
is partitioned, not to the number of platforms where the executables are deployed. Sometimes the tiers
into which the application is partitioned is called logical partitioning, and the number of physical
platforms on which it is deployed is called physical partitioning.

Personal Digital Assistant (PDA) — A handheld, wireless computer that serves as an organizer,
electronic book or note taker. It typically uses a stylus or pen-shaped device for data entry and navigation.

Physical Model — A model used to depict how data is physically implemented. It should include the
physical names, data types, dependencies and relationships to other data.

Plug-in — An application used within another application to extend its functionality.

Portal — An entry point that collects relevant information to support a theme or service.

Post-Relational Database — A new class of database that combines the speed and scalability of a
transactional multidimensional data model with the power and flexibility of object technology. Because of
their unique capabilities, post-relational databases are ideal for developing high-performance transaction
processing applications.

Presentation Layer — This is the front-end client that communicates with the user through an interface.

Good architectural designs ensure that the presentation of an application is separated from the business
logic. This ensures that an application can have many presentations depending on user needs (i.e. Web,
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internal client interface, voice response system, other systems). Changes in the presentation are easily
made without effecting the underlying business application.

Principles — Guiding statements of position that communicate fundamental elements, truths, rules, or
qualities that must be exhibited by an enterprise. Statements of preferred architectural direction or
practice that provide a context for architectural decision-making. They identify desired behaviors and
eliminate the need for evaluating endless alternatives through advance agreement on preferred direction.

Program — (1) A complete, structured sequence of program statements directing a computer to
implement an algorithm. (2) All software programming necessary to solve a problem.

Programming Language — An artificial language that enables people to instruct machines. Computer
commands that form procedures by which software programmers design and implement computer
software programs.

Protocol — A standard set of procedures that allows data to be transferred among systems.

Proxy Servers — Devices that process and filter all Internet Protocol (IP) packets that are directed to them
and decide which protocols and services can be served out of their caches. Proxy servers tend to offer the
greatest range of protocol and caching support since they cache Hypertext Transport Protocol (HTTP),
Secure Hypertext Transport Protocol (HTTPS), File Transfer Protocol (FTP) and, in some cases,
streaming content such as RealAudio and PointCast. Each workstation addresses the proxy server directly
by setting specific parameters in each browser on each workstation.

Public Key Infrastructure — The process of changing data into a form that can be read only by the
intended receiver. To decipher the message, the receiver of the encrypted data must have the proper
decryption key. In traditional encryption schemes, the sender and the receiver use the same key to encrypt
and decrypt data. Public-key encryption schemes use two keys: a public key, which anyone may use, and
a corresponding private key, which is possessed only by the person who created it. With this method,
anyone may send a message encrypted with the owner's public key, but only the owner has the private key
necessary to decrypt it

Push Technology — Software that automates the delivery of information to users. In contrast, the World
Wide Web is a “pull” environment that requires a user to seek information. In a “push” environment,
information is sent to a person proactively, through a Web browser, e-mail, or even voice mail or a pager.
In business, push technology can be used for the conveyance of time-sensitive information, like changes
in commodity pricing or the introduction of promotional programs to a sales force. Enterprises can
employ push technology to communicate externally with their clients or internally with their employees
over a network.

Query — A request for data that is initiated while a computer program is running.
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R

Rapid Application Development (RAD) — An application development (AD) approach that includes
small teams (typically two to six people, but never more than 10) using joint application development
(JAD) and iterative-prototyping techniques to construct interactive systems of low to medium complexity
within a time frame of 60 to 120 days.

Recommended Best Practices — Very specific recommended actions that will aid in the successful
implementation of architectural elements covered in the IT Technical Reference Model. Usually
expressed as simple declarative sentences. For example, “Use font sizes large enough to be read on
standard size monitors”.

Redundant Array of Independent Disks (RAID) — A method of mirroring or striping data on clusters of
low-end disk drives; data is copied onto multiple drives for faster throughput, error correction, fault
tolerance and improved mean time between failures. With the exception of RAID 0, all RAID levels
provide automated recovery of data in the event of a disk failure. The RAID levels and their key features
are as follows:

RAID-0 — provides disk striping without parity information; data is written by segment across
multiple disks sequentially until the end of the array is reached, and then writing starts at the
beginning again. Provides greater logical disk capacity with faster access time on reads
(multiple segments read simultaneously). However, RAID-0 provides no data redundancy — if
one drive fails, the entire disk array subsystem is unavailable.

RAID-1 — provides fault tolerance by using disk mirroring (also called shadowing). Each byte
of data on a disk is duplicated on another physical drive, providing 100-percent data
redundancy. RAID-1 provides immediate access to data when either the primary or secondary
drive fails, but it has the highest cost of all RAID types, since duplicate hardware is required.
RAID-2 — eliminates the 100-percent redundancy overhead of RAID-1 by using a powerful
error detection and correction code (Hamming), with bits of the data pattern written across
multiple disks.

RAID-3 — similar to RAID-2, but uses a single check disk per group that contains the bit
parity of the data disks; data is interleaved across all disks. Because disk reads are performed
across the entire array and all data is transferred to the controller in parallel, RAID-3 is well
suited for applications that require high data read/write transfer rates for large sequential files.
RAID-4 — instead of interleaving blocks of data across all drives, writes the first block on
drive 1, the second block on drive 2, and so on. This technique dramatically improves read
time, since many reads are single block (single drive), freeing other drives for additional read
requests.

RAID-5 — eliminates the dedicated parity drive by writing parity with the data across all
drives in the array. Consequently, the single-write restriction and some performance
degradation of RAID-1 through RAID-4 are eliminated. If a drive fails, the controller can
rebuild the data from the parity and data on the remaining drives.

RAID-6 — provides two-disk parity and one spare, so that two simultaneous disk failures per
array of disks can be tolerated. With the occurrence of a failure, a spare is brought online and
transparent reconstruction begins automatically in the background with negligible impact on
performance.
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e RAID-10 — a combination of RAID-0 and RAID-1 that provides the benefits of striping and
fault tolerance (disk mirroring).

Relational Database Management System (RDBMS) — A database management system (DBMS) that
incorporates the relational-data model, normally including a Structured Query Language application
programming interface. It is a DBMS in which the database is organized and accessed according to the
relationships between data items. In a relational database, relationships between data items are expressed
by means of tables. Interdependencies among these tables are expressed by data values rather than by
pointers. This allows a high degree of data independence.

Real Time — Response to events in a predictable and immediate way. A spreadsheet response in one
second or five seconds is acceptable, but closed-loop control systems need to know real-time response
rates in a more rigorous manner.

Real-Time System — Computers designed to receive, process, and respond to data within a time frame set
by outside events, e.g., for air traffic control. A system consists of a controlling system and a controlled
system. A controlling system interacts with its environment based on information from various sensors
and inputs. In many real-time systems, severe consequences result if the timing and logical correctness of
the system are not satisfied.

Relational Database — A DBMS in which the data is perceived by the user as a collection normalized
relations of assorted degrees.

Remote Access Technology — a method for providing traveling or homebound users within the IEA with
access to the data networks of the Bureau. Remote access is usually designed to support communications
from home to mainframes, LANs, e-mail, UNIX systems, and minicomputers.

Remote Procedure Call (RPC) — A mechanism that extends the notion of a local (i.e., contained in a
single address space) procedure call to a distributed computing environment, enabling an application to be
distributed among multiple systems in a way that is highly transparent to the application-level code.
Examples of RPCs are Sun Microsystems’ Open Network Computing, Sybase’s Open Client/Open Serve
and the Open Software Foundation’s Distributed Computing Environment (DCE) RPC.

Replication — Creating and maintaining a duplicate copy of a database or file system on a different
computer, typically a server. The term usually implies the intelligent copying of parts of the source
database that have changed since the last replication with the destination. Replication may be one-way or
two-way. Two-way replication is much more complicated because of the possibility that a replicated
object may have been updated differently in the two locations in which case some method is needed to
reconcile the different versions.

Replication Services — When databases are geographically distributed, they are kept up to date from a
central source database through replication. Replication services propagate data and transactions that

occur in a central source database to each participating remote database.

Reporting Tool — Technologies used for complex reporting using DBMS data.
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Repository — Passive data dictionary or encyclopedia that offers a single point of definition for all
application components.

Repudiation — Repudiation is the act of refusing to receive or acknowledging receipt of a security
authorization request. Non-Repudiation is the security concept that protects "against denial of sending (or
receiving) a data item by the sender (or recipient).

Requirements for Technical Architecture — The capabilities that the technical architecture must provide
in order to satisfy the business information requirements.

Router — Network device used to Interface between two networks. Routers work at the Network layer of
the Open Systems Interconnect (OSI) reference model.

Rules-Based System — A functional system in which knowledge is stored in the form of simple if/then or
condition/action rules.

S

Scalable — Able to meet demands for increased performance, processing power, network connectivity,
and data storage.

Search Engine — A program used for the cataloging and indexing of web content for the purpose of
locating desired information.

Security Architecture — The Security Architecture defines the components and functions necessary to
ensure that the organization’s systems, applications and data are secure from internal or external
tampering and unauthorized. It takes into consideration the functions of authentication, authorization,
encryption, access control, message integrity, non-repudiation and auditing.

Security Services — These services include operational methods necessary to enable authenticated user
access to systems and data, virus detection methods to minimize risk to system integrity, methods to
permit remote access for trusted users, methods to enable on-site access to untrusted users through IEA
public rooms, and methods for off-site access to public information available on IEA systems.

Services — In an N-tier service-oriented architecture, applications are partitioned into discrete units of
functionality called services.

Server — A processor that provides a specific service to the network. In a client/server architecture,
servers perform central storage and other vital tasks. Servers specialize in high-speed computation and

data storage and manipulation. They can range in size from PCs to mainframes.

Service Level Agreement (SLA) — Contract service definition, stipulating how service/product delivery
or consumption is to be performed and measured.

Session — A period of continuous interaction between and user agent and a server.
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Shared Data — data available for use both within the Bureau and between multiple governmental
organizations. When shared data is used, it is stored and maintained once. It can then be accessed by each
system that needs it. Application systems do not have to duplicate any efforts to collect, verify, store, and
maintain data used by multiple application systems, whether the application systems run in a single
location or in multiple locations across the Bureau.

Simple Mail Transfer Protocol (SMTP) — The standard for sending mail to and from the Internet.

Simple Network Management Protocol (SNMP) — A Transmission Control Protocol/Internet Protocol
(TCP/IP)-derived protocol governing network management and the monitoring of network devices.

Software — Code, data, and documentation maintained in a specific configuration. The entire set of
programs, procedures, and related documentation associated with a computer.

Source — A place from which data is taken. Data is taken from a source, whereas the place it is moved to
is called the destination or target.

Spatial Data Servers — have emerged in a three-tier database architecture that provides a comprehensive
GIS solution. They provide an open interface between the user and all of the geographic information in an
organization. With this type of spatial data server architecture, data can be delivered to any client, from
any server, anywhere on the network (within network performance constraints).

Steward — One who has been assigned the responsibility to provide day-to-day (operational/tactical)
support and manage the interests of a given data subject area, application area, technology, process,
business unit, organization, or asset, or who as a representative would be impacted by change to these
same interests.

Stove-Piping — Building systems that do not interoperate or collaborate with each other (e.g., unable to
share data or application modules).

The Structured Query Language (SQL) is used to query and retrieve data from relational databases.
Allows a client to access only the data required to satisfy a request for data, cut network traffic, or
improve performance. An accepted standard that most relational database products implement. The
industry standard for SQL is ANSI Standard SQL. SQL drivers are implemented by each RDBMS vendor
to enable database access to its proprietary database. Vendors may add extensions to the SQL language
for their proprietary databases. SQL provides an implementation for data retrieval from an RDBMS. The
use of SQL requires knowledge of the physical data store.

“Strong” Passwords — A strong password will consist of at least eight characters, contain a minimum of
one capitalized letter; one lower case letter, one numeric character, and one special character (such
as!@#$%"&*+=, etc.). Therefore, a password such as JOhN"4sM 1th, although still somewhat easy to
remember, will require a brute force password-guessing program that might take several days to crack the
password. An intruder who fails to guess a password rapidly will probably abandon the effort to avoid
detection.
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Switches — A network device working at the Data Link layer of the OSI model. A switch has the same
function as a bridge.

Synchronous media, where participants in computer-supported communication meet at the same time,
and Asynchronous media, where participants connect at different times and leave files and messages for
others to read and comment on. By way of example, telephony is considered to be synchronous, while e-
mail, often used for the same purpose, is asynchronous.

System — A system is composed of one or many applications executing against one or more data stores.

Systems Management — Coordination and maintenance of all software on a client/server network,
including performance monitoring, applications distribution, version control, user administration, job
scheduling, data backup, security, and configuration management.

System Development Lifecycle (SDLC) — An SDLC provides an established procedure to approach the
technical aspects of a project. It provides technical definition based on a phased sequential approach to
systems development. The intent of the SDLC project breakdown is to define a logical, sequential group
of activities and deliverables that lead the team through the project phase by phase.

The System Services Layer encompasses the operating system, networking software, system
management, file system, database services, Ul (user interface) library, and so on.

T

T1/TLC/T2/T3/T4 — A digital carrier system introduced by the Bell System in the United States in the
1960s. It was the first to successfully support DS-1 formatted digitized voice transmission that connected
directly to a network. T1 and T3 lines are often used in Internet service provider (ISP) connections to the
Internet. T-series speeds include: 1. T1: 1.544 megabits per second (Mbps) 2. T1C: 3.152 Mbps 3. T2:
6.312 Mbps 4. T3: 44.746 Mbps 5. T4: 274.176 Mbps.

Technical Architecture — the strategy and standards for utilizing technology tools. The Technical
architecture defines the capabilities for loosely coupling components to service a business process.

Three-Tier Hardware Architecture — involves three classes of machines. The client is usually a PC; the
middle tier is usually a workstation server or a minicomputer; the back end is usually a mainframe. Two-
tier hardware architecture generally involves only the client and either a middle-tier server or a
mainframe.

Thin Client — Since the major components of a distributed object application are located on a server (or a
network of servers), the client-side application can be kept small and lightweight (that is, “thin”). This
allows more of the clients' system resources to remain free while the bulk of the application processing is
performed on the high-end servers.

Three-Tier Client/Server Model — Current IEA development uses a three-tier client/server model. The
first tier is the Web server layer where the user interface resides. The second tier is the application server
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layer where the business rules reside. The third tier is the database server layer where the data resides.
Three-tier client/server applications offer the following advantages: Three-tier client/server applications
can be easier to modify to support changes in business rules; with three-tier client/server applications
there is less risk in modifying the code that implements any given business rule; three-tier client/server
applications can be made to support multiple user interfaces (character, graphical, Web browser,
telephones, etc.)

Topology — The physical layout of a network, including the method of connection between nodes on the
network.

Trade Studies — Requirements exist for technologies or products that must be chose based on business
requirements and selection criteria.

Transmission Control Protocol/Internet Protocol (TCP/IP) — The Internet’s communication standard.
It allows different types of computers to share data on a network. Every transmission gets broken down
into standard-sized packets, like little envelopes of data. Each packet carries an address, but no
information about what is inside. A set of protocols covering (approximately) the network and transport
layers of the seven-layer Open Systems Interconnection (OSI) network model. TCP/IP was developed
during a 15-year period under the auspices of the Department of Defense. It has achieved de facto
standard status, particularly as higher-level layers over Ethernet. TCP/IP implementations are available on
products from more than 80 vendors, including IBM, Digital Equipment, AT&T, Data General and Sun
Microsystems. The biggest issue for TCP/IP is potential migration to the International Standards
Organization (ISO) protocols for Layers 3 and 4.

Trusted User — A user that has full access to all of the resources that the user requires. A trusted user can
be a IEA employee or an employee of another agency such as the Forest Service that has access
requirements (External Trusted User).

In a Two-Tier Client/Server Architecture, application functionality is partitioned into two executable
parts, or tiers. On one model, one tier contains the code that implements a graphical user interface (GUI)
and the code that implements the business rules. This tier executes on desktop workstations and requests
data from the second application tier, which usually executes on the machine where the application's data
is stored. This model is referred to as two-tier, fat client because, while the application is partitioned into
two tiers of executable code, most of the application's code is contained in the tier executing on the
desktop workstation, the fat client.

U

Unified Modeling Language (UML) — A de facto standard notation for modeling objects.
Untrusted User — Any user not granted access to IEA’s internal network. Includes the public.
Usability — A system can be said to be “usable” when specified users, in specified circumstances, with

specified goals, can use it with effectiveness, efficiency and satisfaction. Improving usability can be
accomplished by applying practices and techniques that help understand and meet the needs of users.
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Utility — A program that performs a very specific task, usually related to managing system resources.
Operating systems contain a number of utilities for managing disk drives, printers, and other devices.
Utilities differ from applications mostly in terms of size, complexity and function. Utilities are
sometimes installed as memory-resident programs.

V

VBScript — A primary form of Microsoft’s Visual Basic (VB). It has been introduced as Internet-oriented
scripting language intended for providing client-side and server-capable processing within Web pages.

Very Large Database (VLDB) — A database which contains 50 million rows or more.

Video Conferencing — systems that allow two-way or multi-way calling with live video, essentially a
telephone system with an additional visual component.

Virtual Private Network (VPN) — A network that is constructed by using public wires to connect nodes.
A VPN is a way of using a public network transport to form a secure network connection, either between
two enterprise sites (LAN to LAN) or between an individual and a site (PC to LAN). The purpose of a
VPN is to allow an organization such as the IEA to extend its network trust perimeter over the public
network without sacrificing security. Using the Internet as a backbone, a VPN can securely and cost-
effectively connect IEA telecommuters, mobile workers, and external customers (such as the USFS or
MMYS).

Visual BASIC for Applications (VBA) — A Visual Basic system included with Windows 95 applications
and used for creating basic and customized programs.

Voice Mail — A messaging tool that receives and stores voice messages as well as serves as an automated
attendant to route incoming calls and messages.

VoiceXML (VXML) — A high-level programming language able to handle text-to-speech applications,
output of audio files, and recognition of spoken input.

W

Web Authoring Tools — A development environment used to create web content.

Web Browser — A program used to view, download, upload, and access documents via Internet
protocols. The scope includes both browsers supported internally for intranet users, and browsers
supported externally for Internet users.

Webcasting — (1) Delivery of a transmission to two or more “stations” at the same time, such as over a

bus-type local network or by satellite. (2) Protocol mechanism whereby group and universal addressing is
supported.
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W3C — World Wide Web Consortium.

White Boards — are a real-time technology that allows two or more people to view and draw on a shared
drawing surface, even from different locations. It can be used for brainstorming and summarizing ideas,
or to work collaboratively on a visual problem, just as with a standard white board. Most shared white
boards are designed for informal conversation, but they may also serve structured communications or
more sophisticated drawing tasks, such as collaborative graphic design, publishing, or engineering
applications.

Wide Area Network (WAN) — A communications network that connects computing devices over
geographically dispersed locations. While a local-area network (LAN) typically services a single building
or location, a WAN covers a much larger area such as a city, state or country. WANSs can use either phone
lines or dedicated communication lines.

Wiring — Low voltage cabling used to connect network devices at high frequencies.
Workstation — A single-user computer, typically with 32-bit messaging and integrated graphics.

Workflow Software — Software that automates an enterprise’s business processes (i.e., the sequence of
actions, activities, or tasks used to complete a business process) and tracks their status (the status of each
instance of the process). Work can be assigned, routed, activated, and managed through system-controlled
rules that mirror business operations and decision processes.

World Wide Web (WWW) — Internet system for hypertext linking of multimedia documents, allowing
users to move from one Internet site to another and to inspect the information that is available without
using complicated commands and protocols.

Wrappering — A process whereby legacy applications can be formed into components by implementing
code (i.e., a “wrapper”) that “wraps” an API around a legacy service

X-Z

The X.500 Directory Service provides a lookup of names and addresses through the Directory
Information Base (DIB). It is a specification for global directory servers and access. It was designed to
work with the old X.400 directory service and other message handling services. Each object stored in the
DIB is grouped within an hierarchy wherein common name objects are nested within organization-unit
objects (for example, “Finance Department”), which are, in turn, nested organization objects (for
example, “Nuts and Bolts, Incorporated”). X.500 is an overall model for directory services that
encompasses the overall namespace and the protocol for querying and updating it. The protocol is known
as “Directory Access Protocol” (DAP).

XML (Extensible Markup Language) — is used to provide structure to data. For example, a water
sample is extracted from a stream and its temperature is measured as 12 Celsius. The measurement 12 is
the data while many other attributes of the measurement need to be recorded. The units of measure
(Celsius), the location of the measurement, the flow rate of the stream, the specific type of thermometer
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used for the measurement, the identification of the analyst and the clarity of the water sample are possible
attributes to record with the sample temperature. Recording the attributes with the temperature results in
the creation of information from the temperature datum. XML provides a standard mechanism for
structuring and recording data so that it can be shared and understood by many systems and by people.
XML uses plain text instead of binary encodings. XML is self-describing. XML uses data type definition
(DTD) files to describe the format of the XML. Applications can understand each other’s XML by
exchanging DTDs. XML is maintained by the World Wide Web Consortium (W3C).

X/Open Systems Management (XSM) Reference Model — defines the required management interfaces
and describes the components and architecture required to build a comprehensive distributed systems
management environment.
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Appendix B — List of Acronyms

3GL Third Generation Language
4GL Fourth Generation Language
AlFF Audio Interchange File Format
ALGOL Algorithmic Language
ANSI American National Standard Institute
API Application Programming Interface
ASCI|I American Standard Code for Information Interchange
ATM Asynchronous Transfer Mode
AVI Audio Video Interleave
BASIC Beginner’s All-purpose Symbolic Instruction Code

BD Business Driver
BGP Border Gateway Protocol
BIOS Basic Input/Output System

BIR Business Information Requirement
BMP Bitmap
BRM Business Reference Model
BWAN Bureau Wide Area Network
C&S Calendaring and Scheduling
CAD Computer Aided Design
CASE Computer-Aided Software Engineering
CCITT Commite' Consultatif International de Telecommunications et Telegraphy

CCP Client Contact Point
CD Collision Detection (Access Method)
CaGl Common Gateway Interface
CIFS Common Internet File System
CIO Chief Information Officer
CMM Capability Maturity Model
COBO Continuity of Business Operations

COBOL Common Business Oriented Language
CODEC Compression/Decompression
COG Continuity of Government
COOP Continuity of Operations Planning
COTS Commercial off-the-shelf
CORBA Common Object Request Broker Architecture

CPE Customer Premise Equipment
CSIRC Computer Security Incident Response Capability

CSMA Carrier Sense Multiple Access
CsSuU Channel Service Unit
DBA Database Administrator
DBMS Database Management Systems
DCE Desktop Common Environment
DCMI Dublin Core Metadata Initiative
DEN Directory Enabled Network
DFS Distributed File System
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DHTML Dynamic Hypertext Markup Language
DIB Directory Information Base
DIF Directory Interoperability Forum
DMS Document Management System
DNS Domain Name Service
DOD MIL STD Department of Defense Military Standard
DOl Department of Interior
DRM Data Reference Model
DS Decision Support
DSL Digital Subscriber Line
DSM Distributed Systems Management
DSS Decision Support System
DSU Digital Service Unit
DTD Document Type Definition
DTS Distributed Time Service
DV Digital Video
E-FOIA Electronic Freedom of Information Act
EA Enterprise Architecture
EAP Enterprise Architecture Planning
EBA Enterprise Business Architecture
EBCDIC Extended Binary Code Decimal Interchange Code
EFT Electronic Funds Transfer
EIA Electronic Industries Association
EIGRP Enhanced Interior Gateway Routing Protocol
EJB Enterprise Java Beans
E-Mail Electronic Mail
EMS Enterprise Management System
EPS Encapsulated Postscript
ETL Extract, Transform, Load
FCAPS Fault management, Configuration, Accounting, Performance and Security
FCC Federal Communications Commission
FDDI Fiber Distributed Data Interface
FEA Federal Enterprise Architecture
FEDCIRC Federal Computer Incident Response Center
FGDC Federal Geographic Data Committee
FIPS Federal Information Processing Standards
FOIA Freedom Of Information Act
FORTRAN Formula Translation
FTP File Transfer Protocol
GIF Graphics Interchange Format
GILS Government Information Locator Service
GIS Geographic Information Systems
GISRA Government Information Security Reform Act
GOTS Government off-the-shelf
GPEA Government Paperwork Elimination Act
GPRA Government Performance and Results Act
GPS Global Positioning System
GUI Graphical User Interface
HSRP Hot Standby Router Protocol

197



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

HTML Hypertext Markup Language
HTTP Hypertext Transfer Protocol

1/0 Input and Output
IAB Internet Architecture Board
ICMP Internet Control Message Protocol
ID Identification
IDE Integrated Development Environment
IDEAS Interior Department Electronic Acquisition System
IDEF Integrated Definition
IDMS Integrated Database Management System
IDS Intrusion Detection System
IEA Interior Enterprise Architecture
IEC International Electro-technical Commission
IEEE Institute of Electrical and Electronics Engineers

IETF Internet Engineering Task Force
IGRP Interior Gateway Routing Protocol
IM Instant Message or Instant Messaging
IMP Internet Mail Access Protocol
INCA Interior Network Communication Architecture
IPSEC IP Security Protocol
IPX Internet Packet Exchange
ISAM Indexed Sequential Access Method

ISDN Integrated Services Digital Network
1ISO International Organization for Standardization
IT Information Technology
ITMC Information Technology Management Council
ITMRA Information Technology Management Reform Act
ITSP Information Technology Security Plan
J2EE Java 2 Platform, Enterprise Edition
JDBC Java Database Connectivity

JPEG Joint Photographic Experts Group

JSP Java Server Pages
L2TP Layer Two Tunneling Protocol
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
LIPS Lightweight Internet Person Schema
LMR Land Mobile Radio
MAPI Messaging Application Programming Interface

MARC Machine Readable Cataloging

MPEG Moving Picture Experts Group

MHS Message Handling Services
MIB Management Information Base
MIT Management Initiatives Team
MOM Message Oriented Middleware
MPLS Multi-protocol Label Switching
MRTG Multi Router Traffic Grapher
MTA Message Transfer Agent
MUA Mail User Agent
NACHA National Automated Clearinghouse Authorization
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NARA National Archives and Records Administration
NASA SEWP National Aeronautic and Space Administration Scientific and
Engineering Workstation

NDS Novell Directory Service
NFS Network File System
NIST National Institute of Standards and Technology
NNTP Network News Transport Protocol
NOC Network Operations Center
NPR National Performance Review
NSDI National Spatial Data Infrastructure
NSM Network Systems Management
NSS Novel Storage Service
NTIA National Telecommunications and Information Administration
OBDC Open Database Connectivity
OCIO Office of Chief Information Officer
OLAP Online Analytical Process
OMB Office of Management and Budget
OMG Object Management Group
ORB Object Request Broker
oS Operating System
OSI RM Open Systems Interconnection Reference Model
OSPF Open Shortest Path First Protocol
OTAP Over-the-Air Programming
OTAR Over-the-Air-Re-keying
OTP Online Transaction Processing
PC Personal Computer
PCI Peripheral Component Interconnect
PCM Pulse Code Modulation
PDA Personal Digital Assistant
PDD Presidential Decision Directive
PDF Portable Document Format
PERT Program Evaluation Review Technique
PH Phonebook
PIN Personal Identification Number
PKI Public Key Infrastructure
PNG Portable Network Graphics
POP3 Post Office Protocol Version 3
POS Packet over SONET/SDH
PPTP Point-to-Point Tunneling Protocol
PRA Paperwork Reduction Act
PRM Performance Reference Model
QOS Quality of Service
RAD Rapid Application Development
RDBMS Relational Database Management System
RFC Request for Comments
RFP Request for Proposal
RIP Routing Information Protocol
RM Real Media
ROI Return Of Investment
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RPC Remote Procedure Call
RTA Requirement for Technical Architecture
RTP Real time Transport Protocol
RTSP Real Time Streaming Protocol
SIMIME Secure/Multipurpose Internet Mail Extension
SAN Storage Area Network
SCSI Small Computer System Interface
SDE Spatial Database Engine
SDLC System Development Life Cycle
SIP Session Initiation Protocol
SLA Service Level Agreement
SMS Short Messaging Service
SMTP Simple Mail Transfer Protocol
SNA Systems Network Architecture
SNMP Simple Network Management Protocol
SOAP Simple Object Access Protocol
SOW Statement of Work
SQL Structured Query Language
SRM Service Component Reference Model
SSL Secured Socket Layer
STP Shielded Twisted Pair
TCO Total Cost of Ownership
TCP/IP Transmission Control Protocol/Internet Protocol
TIA Telecommunications Industry Association
TIFF Tagged Image File Format
TRM Technical Reference Model
UDDI Universal Description, Discovery and Integration
UML Unified Modeling Language
USB Universal Serial Bus
UTP Unshielded Twisted Pair
VDC Virtual Data Center
VIM Vendor Independent Messaging
VPN Virtual Private Network
VSAM Visual Storage Access Method
W3C World Wide Web Consortium
WAN Wide Area Network
WAP Wireless Application Language
WMEF Windows Metafile
WML Wireless Markup Language
WSDL Web Services Description Language
XHTML Extended Hypertext Markup Language
XML Extensible Markup Language
XSM X/Open Systems Management
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Appendix C — Overview of Populated Components by SRM
Service Area

During this initial implementation of the FEA models, 77 of the 164 SRM components were
populated with technical guidance and information captured from appropriate technical experts
(e.g., SRM component = Network Management.) This Appendix provides an overview of all the
populated components by SRM service area. Many of the remaining SRM components (e.g.,
Recruiting, benefits management, etc.) are better populated with guidance from business
personnel and will be “fleshed out” during future updates to the architecture.

The components highlighted in red on the graphics below represent the 77 SRM components
populated in this version of Interior’s TRM.

Customer Service
SRM Service Domain

Customer
Service
Customer

Preferences

Alerts and Notifications | Assistance Request

Customer Relationship
Management

Customer Initiated
Assistance

| Call Center Mgmt Personalization

Profile Management | Online Help

| Customer Analytics Subscriptions

Customer Acct Mgmt -
— | Self-Service

| Customer Feedback

Surveys Red text indicates populated component

201



U.S. Department of Interior, Interior Enterprise Architecture, Technical Reference Model V2.0

Business Management Services
SRM Service Domain

Business
Management
Services
Investment
Mgmt of Process Mgt
B Network Mgmt -
— Change Mgmt
| Corfig Mgt Workgroup, Groupware -
— Requirements Mgmt =
— Risk Mgnt

Digital Asset Services
SRM Service Domain

Digital Asset
Services

— Content Authoring

— Content Rvw & Approve

Document Mgmt

— Classification

— Doc Imaging & OCR
— Doc Revisions
— Doc Rvw/Approve

— Indexing

'— Library/Storage
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Business Analytical Services
SRM Service Domain

Business

Analytical

Sanvices

Analysis & .
o
B e Ad-Hoc
I~ | OLAP
B | Imegery Sandardized/Canned
I~ ing/Geospatial
| Rediologica | Mepping/Geospet

Back Office Services
SRM Service Domain

l l

Deta Humen
Menagement Resources
— DetaClassification — — — Asset Gateloging/ ID — Detalntegration L
+— Detadeansing — | Asset Transfer & [ -
— DetaExchange — Alocation
| | | Computers/ | Instrumentation
Deaart Autometion Mgt &Testing [
+— Deta Recovery —
| ; | Legacy |
— DetaWarehouse — Feclies Mt Integration
— Extraction & Trans. — Property/ Asset W
Y = I
| Loading & Archiving I Developent
L— MetaDetaMgnt | =
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Support Services
SRM Service Domain

Support Services
Security . o

M Collaboration Search Communication
[ Access Control — Audio Conferencing )
I Audit Trail Cap./Ana. Bl | License Mgmt

ioital S Remote Control
— Digital Signature Shared Calendaring — Event/News Mgt Sys .
— Encryption Task Mgt | Software Distrib.
L Sys Resource Mon.

ldent/Auth Threaded Discussions — Real-Time/Chat
— Intrusion Detection L Video Conferencing
— Role/Privilege Mgmt
“— Computer Telephony

I— User Mgmt
— Verification

Process Automation Services
SRM Service Domain

Process
Automation

Services

Routing &
Scheduling

Tracking &
Workflow
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