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2.1 Introduction and Background

Within this TRM, Infrastructure incorporates Network, Directory and Collaborative Services. Together, they comprise the “invisible glue” that supports the Department’s framework for interacting with others; whether organizations (e.g., states, other agencies), people (e.g., employees, partners), or systems. With the proper “glue”, these services enable the Department to successfully carry out its various missions efficiently and effectively. Without proper “glue”, the framework becomes fragile and many of these necessary interactions may fail to occur (e.g., network down). The infrastructure needs to be strategically planned, strongly backed, and expertly managed. 

For the Network Services, this means: 

· Utilizing standard communication protocols;

· Sustaining and supporting high capacity and high performance communication; 

· Being scaleable, reliable, and extensible; 

· Providing a variety of advanced telecommunications functions; 

· Smoothly integrating with other private and public communication networks.

For the Directory Services, this means:

· Incorporating robust identity management;

· Enforcing strict access control;

· Managing proper resource identification and location.

For the Collaborative Services, this means:

· Delivering seamless workflow;

· Using transparent communications (e.g., email, messaging);

· Supporting flexible human interaction styles from the structured to the improvisational.

The focus of the Interior Enterprise Architecture is on providing guidance for information technology (IT) issues and initiatives that are Interior-wide or multi-bureau in scope.  If used correctly, the Interior Enterprise Architecture will act as a catalyst for those looking to capitalize on its contents and better understand the full meaning of its guidance.  This understanding will permit IT personnel to better engage the non-IT organization in discussions around tradeoffs and priorities within the proper governance structure (e.g., Management Initiatives Team (MIT), Information Technology Management Council)). The Interior Enterprise Architecture is not intended to be the “last word” (e.g., some automated checklist for product selection).  It is intended to be one of the “first words” to assure that Interior’s mission priorities and its IT priorities remain closely aligned.  

Because Interior is incorporating the OMB’s Federal Enterprise Architecture (FEA) models, the technical guidance provided by the subject area experts within a domain spans both the Service Component Reference Model (SRM) as well as the Technical Reference Model (TRM). For the Infrastructure domain, the SRM elements are as follows:

Service Domain(s):
The Business Management Services Domain defines the set of capabilities that support the management of business functions and organizational activities that maintain continuity across the business and value chain participants. The Business Management Services domain represents those capabilities and services that are necessary for projects, programs and planning within a business operation to successfully be managed.


The Support Services Domain defines the set of cross-functional capabilities that can be leveraged independent of Service Domain objective and / or mission.

Service Type(s):
Organizational Management – defines the set of capabilities that support both collaboration and communication within an organization. 

Collaboration – defines the set of capabilities that allow for the concurrent, simultaneous communication and sharing of content, schedules, messages and ideas within an organization


Communication - defines the set of capabilities that support the transmission of data, messages and information in multiple formats and protocols.

Component(s):
Workgroup / Groupware - defines the set of capabilities that support multiple users working on related tasks. 

Network Management - defines the set of capabilities involved in monitoring and maintaining a communications network in order to diagnose problems, gather statistics and provide general usage.


Email - defines the set of capabilities that support the transmission of memos and messages over a network. 

Shared Calendaring – defines the set of capabilities that allow an entire team as well as individuals to view, add and modify each other’s schedules, meetings and activities. 

Task Management – defines the set of capabilities that support a specific undertaking or function assigned to an employee. 

Threaded Discussions – defines the set of capabilities that support the running log of remarks and opinions about a given topic or subject.

Audio Conferencing – defines the set of capabilities that support audio communications sessions among people who are geographically dispersed.  

Real Time / Chat – defines the set of capabilities that support the conferencing capability between two or more users on a local area network or the Internet. 

Video Conferencing – defines the set of capabilities that support video communications sessions among people who are geographically dispersed.

Computer / Telephony Integration- defines the set of capabilities that support the connectivity between server hardware, software and telecommunications equipment into a single logical system.

[image: image1.jpg]


These SRM service elements are likewise supported by Interior’s IT (technical) infrastructure (e.g., servers, networks). Within this infrastructure are individual TRM components for which this domain team is providing guidance. The graphic below outlines those TRM elements for this domain that support the service needs of the SRM

Additionally, it’s doubtful that a single domain chapter from the TRM can be used to address a substantive issue.  More realistically, a few architecture domains may need to be reviewed when addressing an important IT decision.  For example, if Interior was considering the creation of a new Interior-wide Call Center capability, then the TRM chapters like Platforms, Information Security, and Distributed Systems Management might all need to be reviewed along with this chapter on Infrastructure. 

2.2 Architectural Principles

The principles listed below provide guidance for the design and selection of technology components that will support the Infrastructure technology needs of Interior-wide IT initiatives.

	Principle 1:    The Network is an Interior asset

	
	The Network is a valued asset of Interior and must be managed.  

Rationale:

· Information must be shared to maximize effective decision-making and the network is the transport for sharing.

Implications:

1. Valuation of the network asset needs to be addressed (e.g., replacement costs, maintenance costs, equitable charge back).

2. As with any asset it requires regular depreciation/ replacement costs and understanding by the management and user communities.

3. Network impact must be included early in applications planning process (e.g., Interior Department Electronic Acquisition System (IDEAS), MAXIMO).

4. Network capacity planning tools will be needed and used across Interior.

5. Need for periodic review with users to assure network is aligned with business directions. 

6. Need for improved cross-bureau network coordination (e.g., Interior Network Council).

7. Need to develop a model to understand impacts of network “outages” to customer service levels.

8. Continuity of Operations Planning (COOP) needs to include impacts on Interior’s network resources.

	
	

	Principle 2:    Integration/ Interoperability

	
	Systems must be designed, acquired, developed, or enhanced such that data and processes can be effectively shared, for appropriate purposes, across Interior and with our partners.

Rationale:

· Increased efficiency will better serve our customers (e.g., the public, employees, etc.).

· Inter-departmental exchange of information requires network interoperability.

Implications:

1. Use of common protocols will be necessary

2. Need for Interior-wide working group to provide guidelines on interoperability

3. Need for recognition that interoperability and security may be impossible between vendor products that adhere to “standards for interoperability” (e.g., if using VPN’s directly from firewalls, the current major firewall vendors don’t interoperate although both ostensibly support interoperability.)

	
	

	Principle 3:     Ensure Security, Confidentiality and Privacy

	
	Network systems must be designed and implemented in accordance with security and privacy legislation & policies to assure information confidentiality, integrity and availability.

Rationale:

· Helps safeguard confidential and proprietary information.
· Enhances public trust.
· Enhances the proper stewardship over information.
· Enhances the integrity of the information.
· Complies with the Computer Security Act, the Privacy Act of 1974, and Office of Management and Budget (OMB) Circular A-130 “Management of Federal Information Resources.”
Implications:
1. Network security needs to be integrated with security programs.

2. Network security is a major part of the network management service and needs to be “resourced’ appropriately.

3. Network security has major impact on network operations and increases the complexity of troubleshooting (e.g., tracing, Internet Control Message Protocol (ICMP)).

4. Network security must be “baked in and not painted on.”

5. Need for recognition that interoperability and security may be impossible between vendor products that adhere to “standards for interoperability” (e.g., if using virtual private networks (VPN) directly from firewalls, the current major firewall vendors don’t interoperate although both ostensibly support interoperability).

	
	

	Principle 4:    Continuity of Operations Planning

	
	An assessment of business continuation and recovery requirements is mandatory when acquiring, developing, enhancing or outsourcing systems. Based on that assessment, appropriate disaster recovery and business continuity planning, design, testing and maintenance will take place.

Rationale:

· Customers and partners have heightened awareness of the need for systems availability.  

· Any significant visible loss of system availability and stability could negatively impact our mission and legal responsibilities.

· Application systems and data are valuable organization assets that must be protected.

Implications:

1. Operation and systems plans will need to be categorized according to business recovery needs (e.g., short term essential and long term essential).

2. Systems should be designed with appropriate level of fault tolerance and recovery in mind.

3. Plans for work site recovery will need to be in place.

4. Life cycle and other costs will increase.

5. Continuity of Operations Planning (COOP)/ Continuity of Business Operations (COBO) will require periodic testing and revision.

	
	

	Principle 5:    Basic Services

	
	A basic set of information services will be provided to all employees.

Rationale:

· Consistent IT capability provides the basis for larger business initiatives and greater access to information.

· Potentially reduces total cost (TCO) of ownership.

· Provides basis for improved communication.

Implications:

1. Basic network connectivity for voice, internet, etc. needs definition (e.g., least common denominator).

2. Network bandwidth will increase significantly as set of “basics” increases.

3. Support requirements for basic services will increase (e.g., “I can’t get to the internet, why?”- help desk).

4. For places where basic services cannot be provided, alternate processes/ methods need to be created (e.g., wildlife refuge 300 baud connection).

5. Need clarification of who will pay and how for increasing basic services (e.g., new voicemail).

6. May increase initial costs for deploying personnel.

7. More training will need to be provided to the entire organization for any addition to or modification of the basic services.

8. May require 24x7 operation and associated personnel availability and costs.

	
	

	Principle 6:    Interior-wide interoperable network

	
	We must continue to implement an Interior-wide “interoperable network”; performing as if it were a virtual, Interior-wide Network.

Rationale:

· Networks are the essential enabling technology for client/server, Internet, and collaborative computing (e.g., emails, file transfers, secure teleconferencing, workflow). An interoperable network enables the organization to more easily reach out to customers and suppliers.

· E-government users (e.g., public, employees, partners, suppliers) have increasing need for access to information across Interior; this access must appear seamless.

· Lack of robust network architecture will impact the success of distributed applications.

Implications:

1. Coordination across Bureau boundaries for network control will be significant (e.g., DOINet routers were not under bureau control).

2. Resources to support a “virtual” network will be in addition to current Bureaus network support.

3. Network will need to be scalable (e.g., unlike DOINet).

4. Need to determine appropriate service levels for participants and have capability for variable service levels.

5. Coordination mechanisms for network security will need to be created (e.g., policies, procedures, processes).

6. Operational sharing of information will increase the complexity of network management (e.g., router down in another bureau’s sub-network which is not seen at point of customer contact).

7. Need to increase the coordination among the operations groups (Network Operations Centers (NOC)) (e.g., published and available contact points).

8. Requires higher speed and higher bandwidth networks.

9. Will need the interconnection of distributed LANs.

10. Need to create connections between legacy systems, client/server and Internet applications.

11. Need to implement a robust, interoperable directory services capability.

12. Need to define guidelines around “who pays”, “who uses”, “who gets”, and “who coordinates” these interoperable networks.

13. Policies and protocols on sharing and exchanging information with third parties need to be addressed (e.g., restricted sub-nets will need to be supported).

14. Need to accommodate remote locations with limited communications options.

	
	

	Principle 7:    Information Access

	
	Easy and timely access to data and information is the rule rather than the exception without security and privacy being compromised.
Rationale:

· Productivity, decision-making, and customer service all benefit from easy, direct, and timely availability of information.

· In accordance with the Paperwork Reduction Act (PRA, PL 104-13), employees and the public should have efficient, effective, and economical access to Government information.

· Information should be attainable in the appropriate place, time, format and context.

· The Rehabilitation Act of 1998 requires executive agencies to develop, acquire and use information technology that is accessible to individuals with disabilities.  

· Under Electronic Freedom of Information Act (E-FOIA) bureaus and offices are required to make records that are frequently requested under the FOIA available for public inspection.  Further, records created on or after November 1, 1996 must be available via the Internet or other electronic means.

· The Government Paperwork Elimination Act (GPEA) requires agencies to incorporate privacy protections when developing electronic processes.

· Beyond the legal requirements, easy and timely access to data and information makes sound business sense.

Implications:

1. Need to determine appropriate “service levels” for public and partners (e.g., Rec.gov).

2. Differentiated service will still be needed (e.g., not every user will require the highest level of network access).

3. Customers/users will need to provide much more information within a “security profile” for initiating network access (e.g., current network profile, trusted network relationships).

4. Need a mechanism/ process to resolve conflicts around “appropriate” network security information for the profile.

5. Appropriate levels of redundant (not wasted) network services will need to be determined.

6. Network impact must be included early in applications planning process (e.g., IDEAS, MAXIMO).

7. Easy and timely access (e.g., single sign-on) will increase reliance on WAN reliability.

	
	

	Principle 8:    Total Cost of Ownership

	
	Interior will adopt a total cost of ownership model for IT systems that includes life-cycle considerations such as the costs of development, implementation/transition, support, disaster recovery, and retirement as well as the impacts of flexibility, scalability, ease of use and reduction of integration complexity.

Rationale:

· Enhances the ability to understand a networks costs and to make better and more informed decisions.

· Enables improved planning and budget decision-making.

Implications:

1. Need to develop a total cost of ownership model and educate system sponsors and decision-makers about how to use it. 

2. Need inventory of current network resources and appropriate metrics of measurement.

3. Must be able to identify (i.e., estimate) soft costs (e.g., NOC, service levels, personnel requirements).

4. Network system owners must be identified, who are responsible for accurately uncovering the costs and reach of their networks.

5. Cost of “large scale” changes needs to be considered (e.g., AT&T to WorldCom).

6. Need to coordinate system replacements, enhancements and retirements.

7. Need to provide tools for collection of the actual total cost of ownership.

8. Need modified (new) system development process to explicitly identify the network impacts to the total costs early in the design stage.

	
	

	Principle 9:    Mainstream Technologies

	
	IT solutions will use industry-proven and “state-of-the-art” mainstream technologies.

Rationale:

· Avoids dependence on weak vendors. 
· Ensures robust product support.
· Enables greater use of commercial-off-the-shelf solutions. 
· Complies with OMB Circular A-130 “Management of Federal Information Resources”, which requires the application of up-to-date information technology to take advantage of opportunities to promote fundamental changes in agency structures, work processes, and ways of interacting with the public that improve the effectiveness and efficiency of Federal agencies.
Implications:

1. Vendor implementations of mainstream network standards many not be compatible (e.g., IP Secure (IPSEC)).
2. Analysis of network solutions will need to be more thorough (e.g., is capability mainstream or vendor?).
3. When considering support for mainstream technologies, there will be need to appropriately differentiate bundled versus unbundled solutions (e.g., Microsoft’s Smart Tags).
4. Need to use simplified or pre-existing contracts (e.g., National Aeronautics and Space Administration Scientific and Engineering Workstation Procurement III (NASA SEWPIII), 8(a)) to expedite the procurement process when using network mainstream solutions (e.g., rapid changes in underlying technologies).
5. Need to establish the criteria to identify the weak vendors and poor technology solutions in compliance with Federal government contracting policy and procedures. 
6. Requires the technology portfolio to migrate away from existing weak products or products that are reaching obsolescence.
7. We may be slow to adopt new technologies.
8. The exploration of new network technology will be managed and investigation results shared.

	
	

	Principle 10:  Radio Operations

	
	Radio operations will adhere to National Telecommunications and Information Administration (NTIA) regulations (e.g., Electronics Industry Association/Telecommunications Industry Association 102 (EIA/TIA 102)).

Rationale:

· Need for interoperability among bureaus and external partners

· Mandated by narrow banding directives from Federal Communications Commission (FCC), NTIA and Interior.

Implications:

1. Existing analog systems will need to be replaced. 

2. Need for wide spread support and maintenance (e.g., vendor).
3. Need streamlined frequency management capabilities (e.g., memorandum of agreement (MOA)) within department and with external partners (e.g., states).
4. Need over the air re-keying (OTAR) capabilities to be implemented.
5. Need over the air programming (OTAP) capabilities to be implemented.
6. Need coordination of operational standards across federal agencies.
7. Additional training will be needed for users (e.g., reprogramming radios).
8. Need for research effort to explore future capabilities using this technology (e.g., linking Land Mobile Radios (LMR) over data networks).
9. Need participation on Project 25 standards and user groups.
10. Need for closer coordination between radio and data network organizations.

	
	

	Principle 11:  Wireless Operations

	
	The adoption of wireless devices (e.g., personal digital assistants (PDA’s), cell phones, 802.11 devices) must be managed.

Rationale:
· Uncontrolled implementations can harm/ compromise the network infrastructure.
· Implementing even “inexpensive” devices will increase network support costs.  

Implications:

1. For “remote sync” capabilities, a server-based architecture will be needed (e.g., remote sync with server NOT desktop because of potential network security vulnerability).

2. Need for limited number of remote sync capabilities (e.g., not all possibilities).

3. Need for unified messaging infrastructure (e.g., messages can be delivered to a variety of devices).

4. Costs for network support will increase (e.g., personal computer (PC) & PDA versus PC alone).

5. Wireless attachments to any network need proper network security (e.g., VPN).

6. With this area still evolving, the “best of breed” products and standards are not yet identifiable.

	
	

	Principle 12:  Network Planning

	
	For cost effective network planning, the voice and data planning groups must work together.

Rationale:

· Network costs will be lower.

· Voice and data networks are becoming interchangeable (e.g., convergence).

Implications:

1. Analysis & decision processes for local service may need to include input from data network organization.

2. Data network planners need input from local voice planners.

3. Education of local network personnel (voice and/or data) on tradeoff potentials.

4. May need to provide incentives for coordinating between local voice and data network personnel.

5. Need modified (new) system development process to explicitly identify the network impacts to the total costs early in the design stage.

6. Need for rudimentary models of network costing and network architecture for planning during system development process (e.g., for boundary estimations).


2.3 Technology Components
The Infrastructure technology components in this domain include:

· Collaboration Communications – Define the forms of electronic exchange of messages, documents, or other information. Electronic communication provides efficiency through expedited time-of-delivery.

· Virtual Private Network (VPN) - A Private Data Network that makes use of the public telecommunication infrastructure, maintaining privacy through the use of a tunneling protocol and security procedures.

· Supporting Network Services - These consist of the protocols that define the format and structure of data and information that is either accessed from a directory or exchanged through communications. 

· Network Management - defines the set of capabilities involved in monitoring and maintaining a communications network in order to diagnose problems, gather statistics and provide general usage.

· Wireless / Mobile - Radio transmission via the airwaves. Various communications techniques are used to provide wireless transmission including infrared line of sight, cellular, microwave, satellite, packet radio and spread spectrum. 

· Media Servers – Provide optimized management of media-based files such as audio and video streams and digital images. 

· Network Devices / Standards - A group of stations (computers, telephones, or other devices) connected by communications facilities for exchanging information. Connection can be permanent, via cable, or temporary, through telephone or other communications links. The transmission medium can be physical (i.e. fiber optic cable) or wireless (i.e. satellite).

· WAN (Wide Area Network) - A data network typically extending a LAN outside a building or beyond a campus. Typically created by using bridges or routers to connect geographically separated LANs. WANs include commercial or educational dial-up networks such as CompuServe, InterNet and BITNET.

· Video Conferencing - Communication across long distances with video and audio contact that may also include graphics and data exchange. Digital video transmission systems typically consist of camera, codec (coder-decoder), network access equipment, network, and audio system. 

· Audio Conferencing – defines the set of capabilities that support audio communications sessions among people who are geographically dispersed. 

· Office Automation – refers to the traditional suite of widely used applications provided at the desktop (e.g., word processing, spreadsheet).

· Other Applications – Refers to software applications that do not fit in any of the other aforementioned software categories.

· Utilities – Refers to software tools that address various miscellaneous processes for technology applications and users.

· Change Management – Refers to the management of application code and content changes across the installed base of servers, desktops, etc. (e.g., evolution, composition). 

· Deployment Management – This component refers to various tools and capabilities that permit management of remote devices (e.g., desktops, servers).

The classifications for any products or standards within this domain are:

Life Cycle 

Definition/

Classifications

Meaning
Preferred

Product/standard of choice; support available; recommended. 

Contained
Develop solutions using these standards or products only if there are no suitable alternatives categorized as preferred; if a preferred product is available that will meet the requirements, plans should be developed to move from contained to preferred as soon as practical. 

Obsolete
Being phased out; (e.g., vendor support ending); plans should be developed to rapidly phase out and replace (often to avoid substantial risks). 

Research
Product/standard to be used in conjunction with technology research efforts only (e.g., testing, pilots). 

Rejected
Product/standard has been evaluated and found not to meet technical architecture needs.

2.3.1 Collaboration Communications

Collaboration Communications defines the forms of electronic exchange of messages, documents, or other information. Electronic communication provides efficiency through expedited time-of-delivery. Subcomponents of this section are Email, online meeting services, instant messaging and distance learning. 

Electronic Mail, Fax, Shared Calendaring, Task Management, & Threaded Discussions:

The In-Process department-wide E-Mail study will establish preferences within E-Mail, Fax, Shared Calendaring, Task Management, & Threaded Discussions. 

Online meeting services:
· Use of the Microsoft NetMeeting (+ Sharepoint) is classified as Preferred.

· Use of the Lotus Sametime is classified as Preferred.

· Use of SiteScape is classified as Contained.

· Use of the Documentum E-Rooms is classified as Contained.

Instant Messaging:
· Use of the Lotus Sametime is classified as Preferred.

· Use of the Novell GroupWise is classified as Contained.

· Use of Jabber is classified as Contained.

· Use of the Microsoft M/S Chat is classified as Research.

Distance Learning:
· Use of Learning Space is classified as Preferred.

· Use of Net-G is classified as Preferred.

· Use of Skill Soft is classified as Preferred.

2.3.2 Virtual Private Network (VPN): 

A Virtual Private Network (VPN) is a Private Data Network that makes use of the public telecommunication infrastructure, maintaining privacy through the use of a tunneling protocol and security procedures. Subcomponents of this section are the client component of a VPN, the concentrator and the network-to-network component.

Client component:

· Use of the Cisco Systems Cisco Hardware Client (3002) is classified as Preferred.

· Use of the Avaya Client is classified as Preferred.

· Use of the Microsoft Client is classified as Research.

Concentrator:
· Use of the Avaya Concentrator is classified as Preferred.

· Use of the Cisco Systems Cisco Concentrator is classified as Preferred
Network-to-Network Component:
· Use of the Avaya VPN is classified as Preferred.

· Use of the Cisco Systems VPN is classified as Preferred.
· Use of the SnapGear Router is classified as Preferred.
2.3.3 Supporting Network Services

Supporting Network Services consist of the protocols that define the format and structure of data and information that is either accessed from a directory or exchanged through communications. Subcomponents of this section are Directory services, routed WAN protocols, routed LAN protocols, routing protocols, and Domain Name Services.

Directory Services:

· Use of the Microsoft Active Directory is classified as Preferred.

· Use of the Novell Novell E-Directory is classified as Contained.

· Use of the IBM Domino Directory is classified as Contained.

Routed WAN protocols:

· Use of the (many vendors’) TCP/IP Suite (version 4) is classified as Preferred.

· Use of the IBM SNA Suite is classified as Contained.

· Use of the HP(Compaq/DEC) DecNET  Suite is classified as Contained.

· Use of the Novell Internetwork Packet exchange (IPX) Suite is classified as Obsolete.

· Use of the Apple AppleTalk Suite is classified as Obsolete.

· Use of the X.25 Suite is classified as Obsolete.

· Use of the (many vendors’) TCP/IP Suite (version 6) is classified as Research.

· Use of the Multicast Suite is classified as Research.

Routed LAN protocols:

· Use of the (many vendors’) TCP/IP Suite (version 4) is classified as Preferred.

· Use of the Multicast Suite is classified as Preferred.

· Use of the IBM SNA Suite is classified as Contained.

· Use of the Microsoft (NetBeui) Suite is classified as Contained.

· Use of the Novell Internetwork Packet exchange (IPX) Suite is classified as Contained.

· Use of the Apple AppleTalk Suite is classified as Contained.

· Use of the (many vendors’) TCP/IP Suite (version 6) is classified as Research.

Routing protocols:

· Use of the Border Gateway Protocol (BGP4) is classified as Preferred.

· Use of the Open Shortest Path First Protocol (OSPF) is classified as Preferred.

· Use of the Multi-protocol Label Switching Protocol (MPLS) is classified as Preferred.

· Use of the Hot Standby Router Protocol (HSRP) is classified as Preferred.

· Use of the Enhanced Interior Gateway Routing Protocol (EIGRP) is classified as Contained.

· Use of the Routing Information Protocol (RIP) is classified as Contained.

· Use of the Interior Gateway Routing Protocol (IGRP) is classified as Obsolete.

Domain Name Services (DNS):

· Use of  BIND 9 or equivalent is classified as Preferred.
· Use of BIND4 and BIND 8 and Equivalents is classified as Contained.

2.3.4 Network Management

Network Management defines the set of capabilities involved in monitoring and maintaining a communications network in order to diagnose problems, gather statistics and provide general usage. Subcomponents of this section are FCAPS, individual components of FCAPS and Web filtering.

Full (FCAPS) Fault Mgmt, 

Configuration, Accounting,

Performance and Security:

· Use of the HP OpenView is classified as Contained.

· Use of the Cisco Systems Cisco Works is classified as Contained.

· Use of the Tivoli NetView is classified as Contained.
The domain team is not recommending a Preferred product for a fully capable FCAPS enterprise network management. The reason for this omission is because there are many products capable of performing certain aspects of network management available in the marketplace.  Each product has its own market niche.  Specific network management objectives and other factors (e.g., amount of human resources available to perform this function, hardware/software costs, and skill base of the network management staff) are used to determine which products are preferable. For this reason, there is no overall solution classified as Preferred.

Components of FCAPS:

· Use of the HP OpenView is classified as Preferred.

· Use of the Cisco Systems Cisco Works is classified as Preferred.

· Use of the Tivoli NetView is classified as Preferred.
· Use of Cricket is classified as Preferred.
· Use of Looking Glass is classified as Preferred.
· Use of Multi Router Traffic Grapher (MRTG)is classified as Preferred.
· Use of What's Up Gold (release 7) is classified as Contained.
· Use of Solar Winds is classified as Contained.
· Use of Intermapper is classified as Contained.
Web Filtering:

· Use of Surf Control is classified as Preferred.

· Use of Web Washer is classified as Preferred.

· Use of ISA (Internet Security) is classified as Preferred.
· Use of Elron Internet Manager is classified as Preferred.

· Use of Telemate.net is classified as Preferred.

2.3.5 Wireless/ Mobile

Wireless / Mobile refers to the various communications techniques that are used to provide wireless transmission including infrared line of sight, cellular, microwave, satellite, packet radio and spread spectrum. Subcomponents of this section are Radio and Wireless Fidelity (WiFi).

Radio:

· Use of Digital Land Mobile Narrow band is classified as Preferred.

· Use of Analog Land Mobile Narrow band is classified as Contained.

· Use of Digital and Analog Land Mobile Non-Narrow  band is classified as Obsolete.

WiFi (Wireless Fidelity):

· Use of 802.11G Wireless Fidelity (WiFi) is classified as Preferred.

· Use of 802.11A Wireless Fidelity (WiFi) is classified as Contained.

· Use of 802.11B Wireless Fidelity (WiFi) is classified as Contained.

2.3.6 Media Servers

Media Servers – Provide optimized management of media-based files such as audio and video streams and digital images.

· Use of the Real Networks Real Media Server is classified as Preferred.

· Use of the Microsoft Windows Media Server is classified as Preferred.

2.3.7 Network Devices/ Standards

Network Devices / Standards refers to the varied bedrock components upon which an organizations communications networks depend. Subcomponents of this section are general purpose routers, special purpose routers, managed switches, firewalls, and wiring.

General Purpose Routers:

· Use of the Cisco Systems Cisco Router (1xxx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Router (2xxx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Router (3xxx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Router (4xxx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Router (5xxx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Router (7xxx Series) is classified as Preferred.

· Use of the Extreme Networks Black Diamond Router (version 6808) is classified as Preferred.

Special Purpose Routers:

· Use of SnapGear Router is classified as Preferred.

· Use of the Hughes Electronics Hughes Router is classified as Preferred.

Managed Switches:

· Use of the Cisco Systems Cisco Switch (19xx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Switch (29xx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Switch (3xxx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Switch (4xxx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Switch (5xxx Series) is classified as Preferred.

· Use of the Cisco Systems Cisco Switch (6xxx Series) is classified as Preferred.

· Use of the Extreme Networks Extreme Switch (Summit 48i) is classified as Preferred.

· Use of the Extreme Networks Extreme Switch (Summit 24) is classified as Preferred.

· Use of the Entarasys Switch (E Series) is classified as Preferred.

· Use of the 3Com Switch (1100 Series) is classified as Preferred.

· Use of the 3Com Switch (3600 Series) is classified as Preferred.

· Use of the 3Com Switch (3900? Series) is classified as Preferred.

· Use of the Avaya Switch is classified as ??.

· Use of the Cabletron Switch is classified as Obsolete.

Firewalls:

· Use of the Cisco Systems Cisco PIX is classified as Preferred.

· Use of the Cisco Systems Cisco IOS is classified as Preferred.

· Use of Checkpoint is classified as Preferred.

· Use of the TopLayer (Attack Mitigator, AppSafe) (version 3500) is classified as Contained.

· Use of SonicWall Pro is classified as Research.

· Use of CyberGard is classified as Research.

Wiring:

· Use of the Wiring-Fiber Optic for any mode is classified as Preferred.

· Use of the Wiring-Coaxial for a WAN is classified as Preferred.

· Use of the Wiring-Coaxial for a LAN is classified as Obsolete.

· Use of the Wiring-Unshielded Twisted Pair (UTP) (CAT7, CAT6, CAT5E) is classified as Preferred.

· Use of the Wiring-Unshielded Twisted Pair (UTP) (CAT5) is classified as Contained.

· Use of the Wiring-Unshielded Twisted Pair (UTP) (CAT4, CAT3) is classified as Obsolete.

2.3.8 WAN (Wide Area Network)

A WAN (Wide Area Network) is a data network typically extending a LAN outside a building or beyond a campus. While typically created by using bridges or routers to connect geographically separated LANs, WANs include commercial or educational dial-up networks such as CompuServe, InterNet and BITNET. Subcomponents of this section are backbone and non-backbone services.

Backbone Services:

· Use of ATM is classified as Preferred.

· Use of Gig-Ethernet (GigE) is classified as Preferred.

· Use of DTS is classified as Preferred.

· Use of Frame Relay is classified as Preferred.

· Use of Packet over SONET/SDH (POS) is classified as Preferred.

· Use of ISDN is classified as Preferred.

· Use of Fast Ethernet (FE) is classified as Preferred.

· Use of Dial-on-Demand is classified as Preferred.

· Use of X.25 is classified as Obsolete.

Non-Backbone Services:

· Use of Digital subscriber line (DSL) is classified as Preferred.

· Use of Cable is classified as Preferred.

· Use of Satellite is classified as Preferred.

· Use of ISDN PTP is classified as Preferred.

· Use of ISDN ISP is classified as Contained.

· Use of ISDN is classified as Preferred.

· Use of X.25 is classified as Obsolete.

· Use of Wireless is classified as Research.

2.3.9 Video Conferencing

Video Conferencing refers to communication across long distances with video and audio contact that may also include graphics and data exchange. Digital video transmission systems typically consist of camera, codec (coder-decoder), network access equipment, network, and audio system. This service, which has traditionally been provided within a specialized room, is beginning to emerge as one more possible capability directly on the desktop. 

Specialized room:

· Use of PictureTel is classified as Contained.

· Use of Polycom is classified as Contained.

Desktop:

· Use of any vendor’s solution is classified as Research.

2.3.10   Audio Conferencing

Audio Conferencing defines the set of capabilities that support audio communications sessions among people who are geographically dispersed.
Use of any vendor’s solution for Online Audio Conferencing is classified as Research.

2.3.11   Office Automation

Office Automation refers to the traditional suite of widely used applications provided at the desktop (e.g., word processing, spreadsheet).
· Use of the Microsoft Office Suite (XP) is classified as Preferred.

· Use of the Microsoft Office Suite (2000) is classified as Contained.

· Use of the Microsoft Office Suite (97) is classified as Contained.

· Use of the Microsoft Office Suite (version <97) is classified as Obsolete.

· Use of the Corel Suite is classified as Obsolete.
· Use of the Lotus Smartsuite is classified as Obsolete.
2.3.12   Other Applications

Other Applications refers to software applications that do not fit in any of the other aforementioned software categories. Subcomponents of this section are software for media players, project management, PDF file creation, desktop remote control, and drawing services.

Media Players:

· Use of the Microsoft Windows Media Player is classified as Preferred.

· Use of the Real Networks RealOne Media Player is classified as Preferred.

Project Management:

· Use of the Microsoft M/S Project (version >2000) is classified as Preferred.

· Use of SureTrak is classified as Preferred.

· Use of the Microsoft M/S Project (version <2000) is classified as Obsolete.

PDF Creation:

· Use of the Adobe Acrobat (version >5) is classified as Preferred.

· Use of the Adobe Acrobat (version <5) is classified as Obsolete.

Desktop Remote Control:
· Use of Timbuktu is classified as Preferred.

· Use of PC-Anywhere is classified as Preferred.

· Use of Remote Desktop is classified as Preferred.

· Use of the AT&T VNC is classified as Contained.

· Use of ReachOut is classified as Obsolete.

Drawing:
· Use of Visio is classified as Preferred.

2.3.13   Utilities 

Utilities refer to software tools that address various miscellaneous processes for technology applications and users. Subcomponents of this section are software for readers, compression and synchronization services.

Readers:
· Use of Adobe Acrobat Reader (version <5) is classified as Obsolete.

Compression:
· Use of WinZip is classified as Preferred.

· Use of PKZip is classified as Preferred.

· Use of TurboZip is classified as Preferred.

· Use of Zipit is classified as Preferred.
· Use of Stuffit Expander is classified as Preferred.

Synchronization:
· Use of Intellisync is classified as Preferred.

· Use of Pylon is classified as Preferred.

· Use of Hot Sync is classified as Preferred.

2.3.14   Change Management 

Change Management refers to the management of application code and content changes across the installed base of servers, desktops, etc. (e.g., evolution, composition). Subcomponents of this section are desktop devices and network devices.
Desktop Devices:
· Use of the Microsoft SMS is classified as Preferred.

· Use of the IBM Tivoli is classified as Contained.

· Use of the Novell Zenworks is classified as Contained.

· Use of Track-it is classified as Contained.
Network Devices:
· Use of the Cisco Systems CiscoWorks (e.g.,VMS, ACS, etc.) is classified as Preferred.

· Use of the Microsoft Microsoft Radius/ ADS is classified as Preferred.

· Use of Entarasys is classified as Contained.

· Use of Avaya is classified as Research.

2.3.15 Deployment Management 

Deployment Management refers to various tools and capabilities that permit management of remote devices (e.g., desktops, servers). Subcomponents of this section, like the Change Management component, are desktop devices and network devices.
Desktop Devices:
· Use of the Microsoft SMS is classified as Preferred.

· Use of the IBM Tivoli is classified as Contained.

· Use of the Novell Zenworks is classified as Contained.

Network Devices:
· Use of the Cisco Systems CiscoWorks (e.g.,VMS, ACS, etc.) is classified as Preferred.

· Use of Entarasys is classified as Contained.
Use of Avaya is classified as Research.

2.4 Select Best Practices

The Domain Principles, because they are derived from Interior’s business direction and strategies, provide the primary direction and guidance around technology decisions within this domain.  Additional benefit may sometimes be obtained by reviewing Select Best Practices.  These reflect the valuable insights from either domain team members’ experiences or other public sector organizations.

TRM Focused

Select 

Best Practice 1:
DHCP – Bureau's should move toward DHCP in conjunction with  Dynamic DNS for desktop computers.  Care should be taken to restrict DHCP access from common areas such as conference rooms.
Select 

Best Practice 2:
Network Time –Interior should establish a Tier 1 Network Time Strategy for all Bureau programs that require Tier 1 Time stamping ((IDS Systems).

Select  

Best Practice 3:
Video conferencing Specialized Room – Move away from separate networks for videoconferencing and onto departmental backbone networks.
Select  

Best Practice 4:
Video conferencing Desktop – Any implementations within this area should be treated/ classified as Research.

Select  

Best Practice 5:
Audio conferencing Telcomm Based – A balanced approach relying on both Interior owned bridges and outsourced services should be used.

Select  

Best Practice 6:
Audio conferencing Online – Any implementations within this area should be treated/ classified as Research.

Select 

Best Practice 7:
Network Engineering Architecture– Each network site, under the framework of the bureau network architecture, should have an effective network architecture that addresses the frequently changing network needs and technologies.

Select 

Best Practice 8:
Use TCP/IP for WAN- Configure WAN protocols using TCP/IP.
Select  

Best Practice 9:
Design network-neutral applications- Isolate the application code from the network specific code so business rules and data access code can be redeployed on a different platform, if necessary. For scalability and portability, applications must be developed without regard to the type of network (i.e. WAN or LAN) they are to be deployed upon.
Select  

Best Practice 10:
Review network impacts early– Potential IT applications should be reviewed for network impact prior to development (e.g., bandwidth needs, latency impacts).

Select  

Best Practice 11:
Certify applications before deployment- Deploy no application on the WAN until it has been certified.  Application testing must be performed to document minimum bandwidth requirements.  This will assist program owners building networking requirements into their life cycle models as well as ensure that the WAN can be properly scaled to meet performance expectations.

Select  

Best Practice 12:
Perform performance measurement and load testing on distributed applications before deployment- Use load-testing tools that simulate many users accessing the application. Load testing will identify network bottlenecks (and application bottlenecks) before the application is deployed in the production environment.
Select  

Best Practice 13:
Include network expertise when planning projects- Data travels at vastly different speeds between the LAN and WAN environments. Network engineers can, among other things, analyze the traffic that a program sends across the network to determine if data is being sent efficiently, as well as help to predict the network utilization and performance of an application over the WAN.
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