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A

| NTRODUCTI ON

Whet her nmuseum property is in storage or in transit, or
whether it is exhibited in cases or in furnished roons,
protecting it against various risks poses problens. The
general categories of threats to museum property (e.g., those
hazards that can destroy, damage, or cause the |oss of

obj ects and specinens) are fire, crinme (e.g., burglary and
vandal i sm), inproper environnental conditions, catastrophic
events (e.g., natural and industrial disasters), and other
events (e.g., transportation accidents and danage to objects
and/ or exhibits caused by staff carel essness or inattention).

In general, museum property security is the art of protecting
museum property, information, equipnent, physical facilities,
visitors, and staff fromharm The primary objectives of a
museum property protection programare as foll ows:

I To provide for the protection and safety of staff and
visitors.

To prevent the | oss of nuseum property from al
recogni zed threats.

To protect the docunentation (e.g., accession records,
catal og records, conservation reports, photographs, and
field data) on nuseum property.

Refer to Appendix |I for a discussion of |aws, regul ations,
DA policies and requirenents, and ot her DA guidelines that
relate to the protection of nuseum property.

1. Protecti ng Museum Property

Prot ecting museum property housed in admnistrative
bui | di ngs, exhibit spaces, visitor and research centers,
storage areas, and furnished historic structures requires
speci al consideration. The follow ng factors distinguish
spaces housi ng nuseum property from ot her types of

prem ses that require protection:

a. such spaces house property that is recognized by the
public to have unusual value (this value is
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interpreted as nonetary val ue by thieves;

b. such spaces may house a concentration of val uable
obj ect s;

c. a nmuseum property collection may include unique,
irrepl aceabl e objects (e.g., George Washington's tent
or plant type specinens); and,

d. nuseum property is often nmade accessible for public
enjoynent in exhibits and through study and research.
2. Responsibility

Security is everyone's responsibility, whether permnent
or seasonal enployee or volunteer. It is inportant to
keep in mnd that protection of nmuseum property
collections is only one part of an overall security
program The curatorial staff needs to identify security
deficiencies in spaces housi ng nuseum property.

Curatorial staff should work closely with | aw enf orcenent
and mai ntenance staffs, and as appropriate, wth bureau
speci alists beyond the unit level, in initiating
appropriate actions to correct deficiencies. Refer to
Appendi x | for additional sources of assistance.

Good security depends ultimtely on managenent's deci sion
regardi ng the neasures considered to be nost effective
and on it's conmtnment to allocate staff and funds to

t ake those neasures.

B. THE SECURI TY SURVEY

The National Institute of Law Enforcement and Crim na
Justice describes the security survey as "a critical on-site
exam nation and anal ysis of an industrial plant, business or
home, public or private institution to ascertain the present
security status; to identify deficiencies or excesses; to
determ ne the protection needed; and to make recommendati ons
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to inprove the security."?!

The primary role of a security
survey is to assist a unit in identifying and renoving or
reduci ng threats against the unit's property.

Wiile fire protection is often considered as a separate
function from physical security, it is often nore efficient
to include fire protection in a security survey. Section E
of this Chapter provides guidance on conducting a fire
prevention survey.

A security survey of spaces housing nuseum property may be
conducted as part of a total or partial security survey for a
unit or as an independent study of only the facilities and
spaces housi ng nuseum property. |t exam nes operating
procedures and physi cal neasures for nuseum property

coll ections security and nmakes reconmendati ons for correcting
any deficiencies noted. A survey nearly always results in a
Security Survey Report being prepared and distributed to
responsi bl e managenent .

1. Basic Security |lnspection

Staff can conduct an inspection of spaces housing museum
property to identify security deficiencies. Access to
the final report should be restricted. There are three
steps to this inspection procedure.

a. ldentify Nature of Miuseum Property

Descri be and evaluate the nature and val ue of the
museum property. Include the types of materials in
the collections (e.g., paper or stone), the value of
objects (e.g., nonetary, research, and
interpretation), and the nost significant objects
(e.g., letter signed by President Truman). Refer to

! The material used in these sections is sinmlar to materi al
publ i shed by John Hunter in the book Museum Archive, and Library
Security edited by Lawence J. Fennelly (1983), Chapter 1, pp. 3-
15. The material is derived fromearly manuscripts witten by
the John Hunter for use in the National Park Service.
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Chapter 3, Section D for guidance on determ ning the
value of a unit's nmuseum col |l ecti on.

b. ldentify Location of Miseum Property

Identify the location(s) of the museum property
collection (e.g., visitor center exhibit,

adm nistrative office, or storage), especially the
nost val uable, attractive, or vulnerable portions of
t he col | ection.

c. Inspection

Use the Departnental "Checklist for Docunentation,
Preservation and Protection of Museum Property"
included in Appendix E to identify basic deficiencies
in security and fire protection. Wrk closely with
specialists in the fields of |aw enforcenent,
structural fire-fighting, and curation in conducting
this basic inspection and for assistance in
correcting deficiencies.

2. Conprehensive Security Survey

The results of the basic security inspection may indicate
the need for a nore extensive survey, the need for a new
intrusion detection system the need to establish better
operating procedures, or the need to rehabilitate the
exi sting system Appendi x | contains a conprehensive
checklist that may be used in a detailed security survey
of exhi bit spaces, storage spaces, and furni shed spaces
in a historic structure. |In nost cases, this type of
survey requires the assistance of an outside

prof essional. The surveyor should possess specific
experience in surveying, and awareness of the special
requi renments of, nuseum property.

a. Preparation of Security Survey Report
When the survey is conplete, a survey report is witten

This report details the security weaknesses and strengths
found and nmakes recommendati ons for correcting any
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deficiencies. The report should present as many
alternatives as possible for dealing with particul ar
security deficiencies so that neasures selected are

wi thin budget and are the nost practical. For this
reason, the report should include cost estimtes for each
recommendati on. The surveyor may elect to recomend a
package of counterneasures that corrects the greatest
nunber of problens in the nost cost-effective manner. |In
particul ar, the surveyor should point out those counter-
neasures that, if taken, would correct nore than one
security problem Such counterneasures al nost al ways are
t he nost cost-effective.

b. Sel ection of Counterneasures

I n many instances, the recommendations in a survey report
can be inplenmented in stages. Those requiring no

expendi tures can be adopted first. Those requiring snal
costs can be adopted next. Those requiring major funds
to correct should be programmed for future fiscal years.
Refer to Chapter 14 for guidance on programmng. In any
event, the nost serious threats should be countered
first.

Ri sk Managenent

Ri sk managenent is often associated only with insurance
coverage. However, risk managenment is nuch nore than
insurance. It also involves identifying, evaluating, and
elimnating as many risks as possible by taking effective
count er measur es.

The application of risk managenment techniques is vital to
a successful cost-effective security program Risk
managenent demands a net hodi cal appraisal of threats

foll owed by the use of the nost econom cal nethods for
dealing with those risks. First the threats are

I dentified and neasured through a security survey. Next,
ways of dealing wth the threats are consi dered.

Whenever possible, threats should be elim nated.

However, sone threats cannot be elimnated. When that is
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the case, consider the possibility of reducing them
This approach is frequently found to be nore cost-
effective.

When sone risks have been elimnated and ot her reduced,
there are two strategies available for coping with the
risks that remain: risk assunption and risk transfer.

I Risk Assunption neans using existing resources to deal
with neeting | osses as and when they occur. For
exanple, usually it is advisable to assune the
risk of some forns of vandalism Replacing a broken
w ndow pane is | ess expensive than hiring additional
staff to keep it from bei ng broken.

I Risk Transfer neans that a known cost, such as an
i nsurance premum is substituted for the chance of a
greater | oss which may arise through risk assunption.
Because the Federal Governnment does not insure its own
property, risk transfer is not enployed by the
Departnent except in instances where borrowed property
bel onging to others is insured. Refer to the
Depart ment al Museum Property Handbook, Volune I1,
Museum Records, Chapter 5, Section H, for guidance on
I nsuri ng borrowed objects.

C. PHYSI CAL SECURI TY

1.

Desi gni ng a Physical Security Program

A sound physical security programfor DO bureaus may be
based on the concept of crine prevention. Crine
prevention is defined as the anticipation, recognition,
and appraisal of a crime risk and the initiation of
activities to renove or reduce it. A physical security
program seeks to renove or reduce crines against al
property (e.g., anything having nonetary or intrinsic
val ue) by reducing the opportunities for crimnal
activity. Appendix | gives additional references
regardi ng physical security of nmuseum coll ections.

A physi cal security program proceeds al ong four main
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I ines: enployee training, standards devel opnent,
preventive planning, and correction of existing problens.

a.

Enpl oyee Trai ni ng

Training efforts are intended to make enpl oyees aware
of the extent and causes of crime and security
problenms and to give themthe skills needed to conbat
t hese problens. Training sessions for all enployees
shoul d specifically address the unique concerns of
museum property security. This training should
enphasi ze the need for constant vigilance on the part
of all unit staff to guard against theft, vandalism
and fire. Enphasis needs to be placed on reporting
procedures, pronpt reporting of m ssing objects,
unusual incidents, disturbances, or suspicious
conduct. Training also should include the steps for
response to fire, including the use of hand-held fire
exti ngui shers and personnel to call.

St andar ds Devel opnent

Bur eaus shoul d ensure that standards that deal wth
such matters as intrusion and fire detection devices,
door and w ndow assenblies, |ocking devices, and
equi pnent for |aw enforcenent personnel and patrol
vehicles are in place. Bureaus nay choose to adopt
exi sting professional standards devel oped and
publ i shed by Underwiters Laboratories, the National
Fire Protection Association, and the Law Enforcenent
St andards Laboratory and the Fire Research Center,
both of the National Institute for Standards and
Technol ogy.

Preventive Pl anni ng

Preventive planning consists of two parts. The first
is an effort to "design out" security problens during
t he planning stages of a project. The second
involves witing and instituting a Crine Prevention
and Physical Security Plan for each unit and office.
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per sonnel

1)

2)

Desi gni ng Qut Probl ens

This part requires the cooperation of architects,
engi neers, exhibit designers, historic
preservation specialists, curatorial staff,
interpreters, maintenance personnel, museum
property specialists and curators, and ot hers who
are involved in various ways during the planning
process. Designing out potential problens should
take pl ace whether the plans are for a new
exhibit in an existing public contact area; for
new museum property storage area; or for an
historic structure that is to be used adaptively
for offices, quarters, or other unit functions.
In the initial stages of the planning process,
requi renents shoul d be established for the |evel
of security needed, based on the nature and val ue
of the structure and its contents. At al
subsequent stages, the plans should be revi ened
to ensure that these requirenents will, in fact,
be met in the finished product.

| f potential problens are found during this
review, witten comments and suggestions for
corrective action can be prepared for subm ssion
to the designer. Decisions nmade at all levels
shoul d be docunent ed.

Crime Prevention and Physical Security Plans

All plans should have the foll ow ng common
el enent s:

1 | eadership by and participati on of managenent
in the devel opnent and operation of the
security program

I regular security surveys by qualified

and a provision for corrective actions to be
taken in response to the results of the
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Surveys;

the orientation and training of all enployees
(permanent, tenporary, seasonal, and

vol unteers) in security awareness, wth
enphasi s on proper attitudes and defining each
enpl oyee's security responsibilities;

an appropriate level of security for all unit
property, including nuseum property, capital
equi pnent, supplies, buildings, noney,
firearms, and historic sites, nonunents, and
ruins; and,

a regular review and analysis of the unit's
crime and security problens foll owed by

the addition of appropriate preventive neasures
and necessary changes to the unit's Pl an.

d. Correction of Existing Probl ens

Correction of nmuseum security problens is based on a
security survey. Refer to Section B of this Chapter
for guidance on security surveys. Survey reports nmay
reconmmend a nunber of approaches to correcting
identified deficiencies including, but not limted
to, changes in operating procedures, structural

nodi fications to a building, installation of
intrusion or fire detection systens, or creation of
an energency operating plan for protection of unit
resources in case of a disaster.

D. CORRECTI VE ACTI ONS TO ENSURE MUSEUM SECURI TY
There are several sinple actions that a bureau should take to
provide for its nuseum property collections. Together, they
constitute the nost basic |evel of museum property security.
These actions are outlined in the "Checklist for the
Docunent ati on, Preservation and Protection of Miseum
Property” in Appendix E and in the "Miseum Property Security
Survey Checklist" in Appendix I.
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E. FI RE PROTECTI ON

Fire can cause the nost devastating damage to nuseum
property. Stolen and damaged objects can be recovered and
stabilized; however, an object subjected to a fire may be

| ost forever. Fire also is one of the nost |ikely disasters
to occur. Human carel essness and congestion in facilities
increases the threat of a fire.

Protecting nuseum property collections fromfire invol ves
protecting the structure that houses the collection. Bureau
policies provide the authority, policy, and procedural

gui dance for establishing a structural fire programto
prevent the loss of human life and to prevent damage or
destruction to facilities, equipnent, and cultural and
natural resources. These policies provide the framework for
devel oping a fire protection program specifically for nuseum
property collections. Fire protection concerns for nuseum
property in storage and exhi bit spaces should be addressed in
the overall fire protection program

Fire protection includes the follow ng three el enents:
I PREVENTI ON

I DETECTI ON

SUPPRESSI ON

1. Fire Prevention

Fire prevention should be practiced on a regul ar basis by
all staff. The discussion that follows provides el enents
of a good fire prevention program

I Periodic inspection and mai ntenance of el ectrical
wiring for defective conponents, inproper installation,
and overl oaded circuits.

Periodi c inspection and mai ntenance of heating and
cooling (HVAC) systens.
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Mai nt ai ni ng wel | -organi zed storage and work spaces.

Storing all flamable nmaterials in approved containers
out si de the space housi ng nuseum col | ecti ons.

Keeping fire exit routes open and cl ear.

Consulting wth the unit's structural fire specialist,
and, if necessary, the local fire departnent to request
advice and to acquaint fire fighting personnel with the
museum property collection and its special needs.

Enforcing a no snoking policy in spaces housi ng nuseum
property. Evaluate and control other ignition sources
(e.g., candles or working fireplaces in an historic
structure). Al risks should be eval uated and specific
protective neasures taken.

Requesting that a fire safety inspection be conducted
of spaces housing nuseum property. The National Fire
Protection Association's standard NFPA 911, Protection
of Museuns and Museum Col | ections and standard NFPA
913, Protection of Historic Structures and Sites
contain fire safety self-inspection formfor nuseuns
and historic structures that are useful in conducting
t he inspection.

Training all staff in the location and operation of
fire extinguishers. Training certain other staff in
the |l ocation and operation of fire hoses, and other
protective equi pnent and systens may be necessary.
Regul ar retraining of staff is essential.

Practicing good housekeeping in spaces housi ng nuseum
property.

2. Fire Detection
In spite of a good fire prevention program an early
detection systemis essential. The factors that may be
used to determne the level of fire security include:
I significance and/or value of the nuseum property;
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I types of fire threats--consider the material makeup of
the facility housing nuseum property, the nature of the
museum property collection, proximty of facility to a
fire fighting team and,

nunber of visitors and/or staff in the facility at one
time. Can they exit rapidly? Can the fire be
cont ai ned | ong enough for themto get out safely?

Fire can be detected in its earliest stage. A detection
system nust be in operation 24 hours a day. There are
two types of detectors: snobke detectors and heat
detectors. The advantage of a snoke detector is that it
provi des faster detection than a heat detector. However,
it is nore susceptible to false alarns, especially in
attics and other spaces that are not well clinmate-
controlled. Heat detectors are not as sensitive to fal se
al arnms as snoke detectors and are | ess expensive. Both
types of detectors detect fires with different response
times. Each should be installed by a specialist who
understands air currents, fire characteristics, and NFPA
requi renents. The detectors should be tied into a system
that sets off an alarmin the facility and at the fire
station. Bureaus should work with qualified fire
protection specialists to deternmi ne the types and

pl acenent of detectors necessary to protect the bureau's
nmuseum property.

Fi re Suppression

A fire detection systemis effective only if it is
conbined with a suppression system(e.g., fire

extingui shers, hose and stand-pi pe, response by fire
fighting personnel, and an automatic sprinkler system
The key to fire suppression in spaces housi ng nmuseum
property is to ensure that the needs of the nuseum
property collection are included in an overall structural
fire plan.

The nmuseum property elenent of the plan shoul d address
the foll ow ng subjects:

I reliable renpte transm ssion of fire alarns to a fire
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departnment or to a UL Certified central station alarm
conpany;

operation and mai ntenance of any automatic sprinkler
syst ens;

list of designated persons to respond to a fire and to
call fire fighters;

training all staff in the use of fire extinguishers

and
in procedures to followin the event of a fire; and,
' if there is tine, and it is safe, a plan to renove
i nportant objects in the nuseum property collection to
a pre-designated | ocation that provides basic security.
a. Portable Fire Extinguishers
It is inportant that everyone know the first
requirenent in case of a fire: notify the fire
departnment by neans of tel ephone or manual al arm
Only after such notification has been given should
attenpts be nade to extinguish the fire.
The proper use of portable fire extinguishers shoul d
be denonstrated and all staff should know where
extingui shers are located in the building. They also
shoul d know what cl asses of fire extinguishers (three
of the four classes are nost commonly used) to use on
different kinds of fires. The multi-purpose, dry
chem cal O ass ABC extingui shers are nost frequently
found in public buildings. The use of "Purple K"
dry chem cal extinguishers in spaces housing nuseum
property is not reconmmended. Ensure that al
extingui shers are appropriate for the types of nuseum
property in the area, and that they are inspected
annual | y.
b. Sprinkler Systens
A sprinkler systemconsists of a network of overhead
pi pes with spaced outlets called "heads"” that open at
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a predeterm ned tenperature to discharge water onto
the fire area. There are four basic types of systens
and sonme variations, including the wet-pipe or dry-

pi pe system preaction system the cycling system
and the deluge system The kind of system sel ected
for a space housi ng nuseum property depends on a
variety of factors, including the type of nuseum
property to be protected, and the structure in which
the systemis to be installed. Deluge systens are
not appropriate for areas housi ng museum property.

There is always concern about the accidental

di scharge of water in a sprinkler system The record
i ndi cates that there have been many fires in spaces
housi ng museum property and very few acci dent al

di scharges. Accidental discharges occur because of
human error or inproper naintenance to the system and
are not inherent in the design of sprinkler systens.
It is inportant that any area equipped with a
sprinkler systemal so provide for drainage of run-off
wat er .

C. Hal on

Until recently Hal on has been used in suppression
systens and portabl e extinguishers. Halon is useful
Wi th certain nuseum property collections that nmay be
damaged by water suppression systens. However, the
Hal on manufacturing process is damaging to the
Earth's ozone | ayer, and Hal on's production after
1996 has been specifically prohibited by

i nternational convention. Accordingly, the
Department has a policy against any new installations
of Halon. Refer to 485 Departnmental Manual regarding
adherence to NFPA gui deli nes.

VWhile the fire suppression industry is experinenting
W th substitutes for Halon, no acceptabl e repl acenent
has been found. Once the Halon in an existing system
has been di scharged through accident or in response
to afire, the unit may exerci se one of two options.
The Hal on may be replaced in the existing system --
an option that will becone increasingly expensive as
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supplies dwindle. The preferable alternative is to
choose a different suppression agent, which may
entail installation of a new system Either
alternative requires advance planning and progranmm ng
so that funding is available to ensure that standards
for protection of nuseum property are net.

F. MJSEUM RECORDS PROTECTI ON

1. Threats to Miseum Records

In order to protect inmportant unit nuseum records
adequately, the potential threats to manual and aut omated
museum docunent ati on shoul d be considered. Wat follows
is a brief listing of common threats and suggested
precauti ons:

Thr eats Preventi ve Action

Human error Training in proper techniques;
checki ng work for accuracy

Fire Insulated file nedia file; good
fire prevention standards and fire
detecti on and suppressi on devices

Theft Locking insulated file; frequent
i nspection
M | dew and nold Envi ronnment al nonitoring;

dehum dification if relative
hum dity exceeds 60%

Pest s Cl ean and tidy, frequent
i nspection; active Integrated Pest
Managenent programin pl ace,
fum gati on as necessary

Paper deterioration Hi gh quality paper for museum forns
(high rag content with al kal i ne
buffer); all photocopies nmade on
hi gh rag content paper.
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Wat er danage Keep records away from pi pes,
basenment, and fl ood plain

2. | nsul ated Fil es

a. Paper Docunents

The National Fire Protection Association (NFPA) has
stated in Bulletin NFPA 911, "Recommended Practice
for the Protection of Miuseuns and Miseum

Col l ections,"” 1980, Page 28:

8-6 Storage of Records, Including Catal ogues. Miseum
records and archives are of primary inportance.
| f such records were destroyed by fire the
col l ections would | ose nuch of their value, and
the results of years of research would be | ost.
Therefore, vaults or approved containers, safes,
or cabinets neeting high-resistive standards
shoul d be provided as repositories for the basic
cat al ogue and for objects requiring extraordinary
protection. NOTE: Protection of Records,
National Fire Protection Association, NFPA 232,
contains information on the construction of
standard vaults as well as information on
portabl e record storage equi pnent, giving varying
degrees of protection to the records kept in
them Archives and Record Centers, National Fire
Protecti on Associ ati on NFPA 232 AM has hel pf ul
I nformati on on protection for |arge collections
of paper records in roons of 50,000 cu. ft.
(1416 nB) in volune or nore.

Al'l paper nmuseumrecords should be kept in a

| ocki ng, approved insulated file that can

mai ntain an interior tenperature of |ess than
350°F during a one-hour exposure to exterior
tenperatures of at |east 1700°F. The
Underwiters Laboratories (UL) rating for such a
cabinet is "350°F-1 hour" or Cass D. |If the
container is also designed to wthstand a 30 foot
drop during a fire, it will have a Cass C
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rating.

b. M xed Medi a

For storage of nuseumrecords on conputer
magnetic nedia (i.e., floppy disks or tapes),
either an insul ated m xed-nedi a cabi net or a

fl oppy disk drawer insert for an insulated file
nmust be used. A nedia safe or file (Insul ated
Record Container) is designed expressly for the
protection of plastic-based nedia, such as
conput er tapes and di skettes, photographic
negati ves and slides, video tape, and audi o tape.
In the event of fire, nedia safes keep the

i nternal tenperature bel ow 125°F.
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