	Part I:  Capital Asset Plan and Business Case (All Assets) 


	 
	 
	 

	Agency: 
	 
	Department of the Interior  

	Bureau: 
	 
	Office of the Secretary  

	Account Identification Code: 
	 
	000-00-00-0000-0  

	Program Activity: 
	 
	Computer Security  

	Name of Project: 
	 
	DOI Wide Certification and Accreditation (C/A) Program  

	Unique Project Identifier: (IT only)
(See Section 53.7) 
	 
	01000020001107500  

	Project Initiation Date: 
	 
	08/01/2002  

	Project Planned Completion Date: 
	 
	12/31/2009  

	This Project is: 
	 
	Planning  


	 
	 
	 

	Project/useful segment is funded?: 
	 
	Fully   

	
	
	

	Was the project approved by OMB for previous Year Budget Cycle?: 
	 
	No   

	
	
	

	Did the Executive/Investment Review Committee approve funding for This project this year?: 
	 
	No   

	
	
	

	Did the CFO review the cost goal?: 
	 
	No   

	
	
	

	Did the Procurement Executive review the acquisition strategy?: 
	 
	No   

	
	
	

	Is this investment included in your agency's annual performance plan or multiple agency annual performance plan?: 
	 
	No   

	
	
	

	Does this project support homeland security goals and objectives, i.e., 1) improve border and transportation security, 2) combat bio-terrorism 3) enhance first responder programs; 4) improve information sharing to decrease response times for actions and improve the quality of decision making? 
	 
	

	
	
	

	Is this project information technology (See Section 53 for definition)? 
	 
	Yes  

	For information technology projects only: 
	 
	  

	  a. Is this Project a Financial Management System (see section 53.2 for a 
  definition) 
	 
	No   

	    If so, does this project address a FFMIA compliance area? 
	 
	  

	    If yes, which compliance area? 
	 
	  

	
	
	

	  b. Does this project implement electronic transactions or record keeping that is covered by 
  the Government Paperwork Elimination Act (GPEA)? 
	 
	No   

	     If so, is it included in your GPEA plan (and does not yet provide an
     electronic option)? 
	 
	  

	     Does the project already provide an electronic option? 
	 
	No   

	
	
	

	   c.Was a privacy impact assessment performed for this project? 
	 
	

	
	
	

	   d. Was this project reviewed as part of the FY02 Government Information Security 
   Reform Act review process? 
	 
	

	     d.1 If yes, were any weaknesses found? 
	 
	

	     d.2 Have the weaknesses been incorporated into the agency's corrective action 
      plans? 
	 
	

	
	
	

	   e. Has this project been identified as a national critical or asset by a Project Matrix 
   review or other agency determination? 
	 
	

	     e.1 If no, is this an agency mission critical or essential service, system, operation, or 
      asset (such as those documented in the agency's COOP Plan), other than those 
      identified as above as national critical infrastructures? 
	 
	


	Financial Percentage: .00 %
	Security Percentage:


	SUMMARY OF SPENDING FOR PROJECT STAGES
(In Millions)
(BY+1 and Beyond estimates are for planning purposes only
and do not represent budget decisions) 

	EXISTING 300
	PY-1
and
Earlier
	PY
2002
	CY
2003
	BY
2004
	BY+1
2005
	BY+2
2006
	BY+3
2007
	BY+4
and
Beyond
	Total

	Planning: 

	   Budgetary Resources 
	0.00 
	0.00 
	0.26 
	0.26 
	
	
	
	
	

	   Outlays 
	0.00 
	0.00 
	0.26 
	0.26 
	
	
	
	
	

	Acquisition: 

	   Budgetary Resources 
	0.00 
	0.00 
	12.74 
	12.74 
	
	
	
	
	

	   Outlays 
	0.00 
	0.00 
	12.74 
	12.74 
	
	
	
	
	

	TOTAL, Sum of Stages:

	  Budgetary Resources
	0.00
	0.00
	13.00
	13.00
	
	
	
	
	

	  Outlays
	0.00
	0.00
	13.00
	13.00
	
	
	
	
	

	Maintenance: 

	   Budgetary Resources 
	0.00 
	0.00 
	0.00 
	0.00 
	
	
	
	
	

	   Outlays 
	0.00 
	0.00 
	0.00 
	0.00 
	
	
	
	
	

	TOTAL, ALL Stages:

	  Budgetary Resources
	0.00
	0.00
	13.00
	13.00
	
	
	
	
	

	  Outlays
	0.00
	0.00
	13.00
	13.00
	
	
	
	
	


	 
	 

Capital Asset Plan and Business Case (All Assets)     (In Thousands)
No Funding Sources Exist 




	I.A. Project Description 


	1.     Provide a brief description of this project and its status through your capital planning and investment control (CPIC) or capital programming "control" review for the current cycle. 

	NOTE: FY2003 funding is being taken from the Bureaus Security line items identified in support of GISRA. 

The funding included in this Business Case (BC) was decreased and the BC will need to be revised during the cycle. There will be a centralization of IT Security as a means of absorbing the impact of this reduction. 

The Interior-wide Certification and Accreditation (C/A) Program is being initiated to assure a secure environment for all of the Department's information technology (IT) assets including information, information systems, and information infrastructure. Certification and accreditation is required to verify security controls to protect information assets are in place and that responsible officials are held accountable for the secure operations. The C/A program will define a standard methodology that will be used to certify and accredit all Interior Major Applications and General Support Systems. 

The Interior-wide C/A Program will be developed in accordance with the Computer Security Act of 1987, the Information Technology Reform Act of 1996, the Government Information Security Reform Act of 2000, OMB Circular A-130 (Appendix III), applicable Federal Information Processing Standards, and publications from the National Institutes of Standards and Technologies. 

The Interior-wide C/A Program has been reviewed by the Department's Information Technology Management Council which is responsible for review, monitoring, and approval of all major Interior IT acquisitions and initiatives.                                        

	

	2.     What assumptions are made about this project and why? 

	Assumption 1: The Interior-wide C/A Program will be developed and applied to information assets (information, systems, and infrastructure) across the entirety of the enterprise to assure the assets are protected from accidental or intention harm and to be in compliance with current Federal laws and Executive Branch direction. 

	

	3.     Provide any other supporting information derived from research, interviews, and other documentation. 

	


	I.B. Justification (All Assets) 


	1.     How does this investment support your agency's mission and strategic goals and objectives?  

	Investment in the Interior-wide C/A Program will fund the centralized management of certification and accreditation of Major Applications and General Support Systems throughout the Department needed to meet computer security requirements as mandated by public laws, Executive Branch directions, and Federal standards. 

	

	2.     How does it support the strategic goals from the President's Management Agenda? 

	Information assurance and IT security controls are being applied to Interior’s technical environment with great emphasis to protect information against ever-increasing threats and in keeping with the President’s directive that requires cyber-security be a National priority. This component of the President’s Management Agenda, along with carrying out the mandates of OMB Circular A-130, and public laws require Interior IT assets to be fully certified and accredited. The Interior-wide C/A Program will assure this certification process is standardized and centralized for cost savings and efficiency that will reduce redundancies inherent in decentralized programs. 

From the beginning the formation of the Interior-wide C/A Program has been a collaborative process throughout all Interior agencies (bureaus) as well as using the experience of other government agencies such as the Department’s of Labor, EPA, and the Corps of Engineers. Specific attention is being placed on Indian Trust Fund system certification which involves the Bureau of Indian Affairs – the Federal government entity which oversights many programs affecting individual Native Americans and Tribes. 

Using already established best practices and guidance from GAO, OMB and the National Institute of Standards and Technology has been at the forefront in developing the C/A Program. Interior continues to meet on a regular basis with the authors of NIST SP-800-37, the draft Federal Guidelines for the Security Certification and Clarification of Information Technology Systems and has received training in this area from certified contractors to ensure Interior’s C/A Program mirrors what is becoming the Federal standard. Concurrent with these efforts the Interior-wide C/A Program embraces and supports the Federal Business Architecture through direct work on the Security Domain Workgroup of Interior’s Enterprise Architecture Program. While not an E-Gov system, the Interior C/A Program methodology for assuring information protection and integrity will be applied against all Interior E-gov initiatives. 

From the beginning the formation of the Interior-wide C/A Program has been a collaborative process throughout all Interior agencies (bureaus) as well as using the experience of other government agencies such as the Department’s of Labor, EPA, and the Corps of Engineers. Specific attention is being placed on Indian Trust Fund system certification which involves the Bureau of Indian Affairs – the Federal government entity which oversights many programs affecting individual Native Americans and Tribes. 

Using already established best practices and guidance from GAO, OMB and the National Institute of Standards and Technology has been at the forefront in developing the C/A Program. Interior continues to meet on a regular basis with the authors of NIST SP-800-37, the draft Federal Guidelines for the Security Certification and Clarification of Information Technology Systems and has received training in this area from certified contractors to ensure Interior’s C/A Program mirrors what is becoming the Federal standard. Concurrent with these efforts the Interior-wide C/A Program embraces and supports the Federal Business Architecture through direct work on the Security Domain Workgroup of Interior’s Enterprise Architecture Program. While not an E-Gov system, the Interior C/A Program methodology for assuring information protection and integrity will be applied against all Interior E-gov initiatives. 

	

	3.     Are there any alternative sources in the public or private sectors that could perform this function?  

	Yes, there are considerable and authoritative sources in both the public and private sectors that perform system certification and accreditation of IT systems. The Department of the Interior relies heavily on contracted resources and the adoption of best practices from both the private and public sectors. In developing the Interior-wide C/A Program, both Federal staff and contractor staff will be integrated into the CIO's core management team as well as the implementation teams that will be certifying and accrediting IT assets at the Major Application and General Support System level. 

	

	4.     If so, explain why your agency did not select one of these alternatives.  

	As noted above, The Department of the Interior is implementing an Interior-wide Certification and Accreditation Program that integrates a combination of both contracted and Federal employee resources. Interior believes by combining contracted skill sets knowledgeable in industry best practices with Federal employees who are skilled in the business aspects of the Department, there is considerable information exchange. This information exchange will produce a better Interior-wide C/A Program in the short term and in the long term will have enhanced the skill set of both Federal employees and contractor staff. The Interior-wide C/A Program is being developed to mirror the NIST Federal standard (NIST SP-800-37) currently being drafted. 

	

	5.     Who are the customers for this project? 

	The Department of the Interior customer base encompasses those entities (individuals, employees, companies, governments, academic institutions, organizations, etc) receiving information or services from its hundreds of Major Applications and General Support Systems located in thousands of locations within the United States. Additionally, much of this information e.g. scientific data is extended world wide via information web servers. 

	

	6.     Who are the stakeholders of this project? 

	Stakeholders for the Interior-wide Certification and Accreditation Program are considered to be those who are responsible in some manner for the Major Applications and General Support Systems that collect, process, store, and transmit Interior information. Examples of those stakeholders include: Program Managers, System Owners, System Managers, IT Security Managers and IT Operations staff. 

	

	7.     If this is a multi-agency initiative, identify the agencies and organizations affected by this initiative. 

	The Interior-wide C/A Program is considered to be for Department of the Interior Major Applications and General Support Systems only. That said, this program will be implemented throughout all bureaus and Departmental offices. Where Interior IT assets extend to other Federal agencies or are offered as services to other agencies through memoranda of understanding, the tenants of the Interior-wide C/A Program will take precedence. 

	

	8.     How will this investment reduce costs or improve efficiencies? 

	This investment reflects the cost of adequately funding an agency-wide certification and accreditation program for the information and technology infrastructure. The Interior-wide C/A Program is not in and of itself an information processing system that eliminates manual processes or consolidates technological redundancies being performed by like functional components within the organization. The Interior-wide C/A Program does provide for a standard methodology to be applied across the Department that will provide the following efficiencies and potential reduction and/or avoidance of costs: 

a. A methodology of a already developed standards and best practices. b. A methodology of a more efficient IT security C/A process that adheres to OMB Circular A-130 (Appendix III) and NIST Guidelines. c. Fewer findings and material weaknesses in IG and other oversight audits performed on Interior's information infrastructure. d. Higher degree of confidence and trust between internal and external business partners resulting in more sharing of information. e. Higher degree of data confidentiality, integrity, availability, accessibility, and non-repudiation. f. Probable reduction in costs associated with court cases that engage Interior dollars and work-hours that could be applied to mission related responsibilities. 

	

	9.     List all other assets that interface with this asset. 

	The Interior-wide C/A Program is not a “system” that interfaces with other systems. However, the C/A Program is a major component of and interfaces with the overall Department of the Interior IT Security Program and will be integral in defining IT security requirements for all the Major Applications and General Support Systems in Interior. 

	

	        Have these assets been reengineered as part of this project? 

	No 

	


	I.C. Performance Goals and Measures (All Assets) 


	I.C. Performance Goals and Measures (All Assets) 

	Fiscal Year 
	Strategic Goal(s) Supported 
	Existing Baseline 
	Planned Performance Improvement Goal 
	Actual Performance Improvement Results 
	Planned Performance Metric 
	Actual Performance Metric Results 

	2003 
	Improve Interior-wide IT security in the areas of availability, integrity, and confidentiality (AIC) 
	No Sensitive But Unclassified (SBU) major applications (MA) or general support systems (GSS) have been certified and accredited using an Interior-wide standards-based and National Institute of Standards and Technology (NIST) approved certification and accreditation (C/A) process 
	The planned performance improvement goal will be to complete the guidelines and policies required for granting Interim Approval to Operate (IATO) for all SBU systems 
	The actual performance improvement results will be to complete the guidelines and policies for granting IATO for all MA/GSS supporting SBU data as well as to complete the Interior-wide system inventory which will be prioritized for MA/GSS movement into the full C/A process 
	The planned performance metric will be the number of prioritized SBU MA/GSS that will go through the Interior-wide IATO approval process. All high risk systems with IATO by December 2003. 
	The actual performance metric results will be available by September 30th, 2003 

	2004 
	Improve Interior-wide IT security in the areas of availability, integrity, and confidentiality (AIC) 
	The existing baseline is the number of MA/GSS that have had an IATO approval in place during fiscal year 2003 
	The planned performance improvement goal will be to transition the SBU MA/GSS into a fully, standardized NIST special publication 800-37 C/A process 
	The actual performance improvement results are to be determined 
	The plannedperformancemetric will be to achieve the full C/A process for all National Critical Infrastructure Systems (NCIS), 50% of the Fiduciary Trust systems, and one-third of all other SBU MA/GSS. All high-risk systems with full accreditation June 2004 (Approximately 139 systems). All medium risk systems with IATO by June 2004. All medium risk systems with full accreditation by December 2004. 
	The actual performance metric results will be available by September 30th, 2004 

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	




       I.D. Program Management (All Assets) 
	 
	 
	 

	1. Is there a program manager assigned to the project? If so, what is his/her name?  
	 
	Yes , Mahach, Roger  

	
	
	

	2. Is there a contracting officer assigned to the project? If so, what is his/her name?  
	
	Yes , MacNab, Janet 

	
	
	

	3. Is there an Integrated Project Team? 
	 
	Yes  

	3.A. If so, list the skill set represented. 
	
	The Departmental IT Security Manager is responsible for oversight of the Interior-wide C/A Program. As part of the Program, the Integrated Project Team will be comprised of a C/A Workgroup and Council. The Workgroup consists of DOI IT security staff, bureau representatives and various contractors. The Council will be a select number of representatives from DOI staff, bureaus and contractors who will provide advice and direction to the Workgroup. Agency-wide discussions on the C/A process are facilitated through DOI's IT Security Team which is comprised of Bureau IT Security Managers. Additionally, the efforts of the Integrated Project Team are oversighted by the Interior Information Technology Management Council which is chaired by the Agency CIO and consists of CIOs from each bureau and office in the Department. The Assistant Secretary- Policy, Management and Budget is the “Champion” for the overall IT security program and the Deputy Associate Secretary chairs weekly meetings of Interior CIOs on the state of IT security and the C/A process. 

All members of the Integrated Project Team have specialized experience in a standards and risk based approach to the Interior-wide C/A Program. The Program will rely on contractors who are certified in risk based approaches to certification and accreditation process with specialized experience in certification and accreditation. 

	
	
	

	4. Sponsor / Owner:
	 
	Yes 

	  If so, what is his/her name?
	 
	Tipton, Hord 




       I.E. Alternatives Analysis (All Assets) 
	1. Describe the alternative solutions you considered for accomplishing the agency strategic goals this project was expected to address. Describe the results of the feasibility/performance/benefits analysis. Provide comparisons of the returns (financial and other) for each alternative. 


	I.E.1 Alternatives Analysis and Risk Management (All Assets) 

	Alternatives 
	Description 

	Alternative 1 - 
	

	Alternative 2 - 
	

	Alternative 3 - 
	


	2. Summarize the results of your life-cycle cost analysis performed for each investment and the underlying assumptions. 


	I.E.2 Alternatives Analysis(All Assets) 

	Cost 
Elements 
	Alternative
1 
	Alternative
2 
	Alternative
3 

	


	3. Which alternative was chosen and why? Define the Return on Investment (ROI). 

	

	

	   A.  Are there any quantitative benefits that will be achieved through this investment (e.g., systems savings, cost avoidance, stakeholder benefits, etc? 

	

	                                          

	   B. For alternative selected, provide financial summary, including Net Present Value by Year and Payback Period Calculations:

	


	 
	 
	 

	4. What is the date of your cost benefit analysis? 
	 
	


	

	I.F. Risk Inventory and Assessment (All Assets) 

	

	In this section, describe the results of your risk assessment for this project and discuss your plans to eliminate, mitigate, or manage identified risks. Risk Assessments performed at the initial concept stage and then monitored and controlled throughout the life-cycle of the project, and should include risk information from all stakeholders. Risk assessments for all projects must include schedule, costs (both initial and life cycle), technical obsolescence, feasibility, reliability of systems, dependencies and interoperability between this project and others, surety (asset protection) considerations risk of creating a monopoly for future procurements, capability of agency to manage the project, and overall risk of project failure. 

In addition, for IT projects risk must be discussed in the following categories 1) Organizational and Change Management, 2) Business, 3) Data/Info, 4) Technology, 5) Strategic, 6) Security, 7) Privacy, and 8) Project Resources. (Agencies may include others for IT, and may define the core set for other assets). For security risks, identify under the description column the level of risk as high, medium, or basic. What aspect of security determines the level of risk, i.e., the need for confidentiality of information, availability of information or the system, reliability of the information or system? 


	I.F. Risk Inventory and Assessment 

	Date Identified 
	Area of Risk 
	Description 
	Probability of 
Occurence 
	Strategy for
Mitigation 
	Current Status
as of the date
of this Exhibit 

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


	 
	 
	 

	1. What is the date of your risk management plan? 
	 
	


	I.G. Acquisition Strategy 


	1. Will you use a single contract or several contracts to accomplish this project? 

	

	1.A. If multiple contracts are planned, explain how they are related to each other, and how each supports the project performance goals. 

	

	

	2. What type(s) of contract(s) will you use (e.g. cost reimbursement, fixed-price, etc.)? 

	

	

	2.A. For cost reimbursement contracts, define risk not sufficiently covered by the risk mitigation plan to require this type of contract. 

	

	

	3. Will you use financial incentives to motivate contractor performance (e.g. incentive fee, award fee, etc.)? 

	

	

	4. Will you use competition to select suppliers?

	

	

	5. Will you use commercially available or COTS products or custom-designed products?

	

	

	6. What is the date of your acquisition plan?

	

	

	7. How will you ensure Section 508 compliance?

	

	


	I.H. Project and Funding Plan 


	Is this project an Existing Baseline?    No

	I.H.1.  Description of performance-based system (PBMS):

Name the software program that meets ANSI/EIA Standard 748 that you will use, or are using, to monitor and manage contract and project performance? If the project is operational (Steady State) define the operational analysis system that will be used. IF the project is an IT service contract with both operational and system improvement aspects, EVMS must be used on the system improvement aspects of the contract and operational analysis on the operations aspects. Using information consistent with a work breakdown structure (WBS) approach, provide the following in all parts of this section. 

	

	


	I.H.2.  Original baseline  (OMB-approved at project outset): 

	A. What are the cost and schedule goals for this segment of phase or segment/module of the project (e.g., what are the major project milestones or events; when will each occur; and what is the estimated cost to accomplish each one)? Also identify the funding agency for each milestone or event if this is a multi-agency project. (This baseline must be included in all subsequent reports, even when there are OMB approved baseline changes shown in I.H.3). 


	Cost and Schedule Goals

	Description
	Planned

	
	Schedule
	Duration
	Planned Cost (BCWS)
	Funding Agency

	
	Start Date
	End Date
	Days
	Hrs.
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	Part II:  Additional Business Case Criteria for Information Technology 


	

II.A Enterprise Architecture 


	II.A.1 Business 

	A. Is this project identified in your agency's enterprise architecture? If not, why? 

	Yes, the Interior-wide C/A Program is an integral part of the IT Security program domain of the Interior Enterprise Architecture and will be used to verify the IT security controls placed on the information infrastructure by risk assessments and system test and evaluation processes. 

	

	B. Explain how this project conforms to your departmental (entire agency) enterprise architecture. 

	The Interior-wide C/A Program as part of the IT Security Domain is a standards-based approach developed from foundational guidance in NIST Special Publications such as: NIST SP 800 - 12, 14, 18, 26, 31, 37 (under development), and Federal Information Processing Standard 102. 

	

	C. Identify the Lines of Business and Sub-Functions within the Federal Enterprise Architecture Business Reference Model that will be supported by this initiative.

	The Interior-wide C/A Program will support the following Federal Enterprise Architecture Business Reference Model Lines of Business and Sub-Functions: 

1. Public Asset Management -Cultural Activities and Artifacts -Public Funds -Public Facilities -Public Records/Data Management 2. Energy Management -Energy Distribution -Energy Production -Energy Resource Management 3. Domestic Economy (Native Americans) -Business/Industry Development -Monetary Control 4. Social Services (Native Americans) -Community Development -Housing Benefits -Monetary Benefits 5. Marketable Asset Management -Financial Asset Management -Personal Property Management -Real Property Management 6. Disaster Management -Disaster Monitoring and Prediction -Disaster Preparedness/Planning -Emergency Response 7. Education -External Training and Education -Advising and Consulting -Promote Education 8. Research, Development, and Scientific -Data and Statistics Development -Scientific Research and Development -Technology Research and Development 9. Workforce Management (Job Corps) -Job Creation -Worker Safety 10. Recreation and Natural Resources -Conservation Planning -Land and Monument Management -Tourism Management 11. Environmental Management -Environmental Monitoring -Environmental Remediation -Pollution Prevention and Control 12. Legal (Primarily American Indian Probate) -Judicial Hearings -Legal Investigation -Resolution Facilitation 13. Regulated Activity Approvals -License Issuing and Control -Permit Issuing and Control 14. Revenue Collection -Other Revenue Collection 15. Law Enforcement -Criminal Apprehension -Criminal Incarceration -Criminal Investigation and Surveillance -Citizen Protection -Crime Prevention -Leadership Protection -Property Protection -Substance Control 16. Business Management of Information -Information Collection -Record Retention -Information Sharing 17. Regulatory Management -Policy and Guidance Development -Public Comment Tracking -Regulatory Creation -Rule Publication 18. Planning and Resource Allocation -Budget Formulation -Capital Planning -Enterprise Architecture -Project Planning -Strategic Planning -Budget Execution 19. Federal Financial Assistance -Grants Assistance -Loans Assistance 20. IT Management -System Development -Lifecycle/Change Management -System Maintenance 21. Controls and Oversight -Corrective Action -Program Evaluation -Program Monitoring 22. Public Affairs -Customer Service -Communications and Outreach -Product Marketing -Public Relations 23. Internal Risk Management and Mitigation -Contingency Planning -Continuity of Operations -Service Recovery 24. Legislative Management -Legislation Tracking -Legislation Testimony -Proposal Development 25. Inter-Agency Operations (Customers of Interior's NBC, MMS' GOVWORKS, and other arrangements with non-Interior Federal agencies) -Human Relations Advancement and Awards Benefits Management Payroll Management Expense Reimbursement Resource Training and Development -Supply Chain Management Goods Acquisition Inventory Control Logistics Management Services Acquisition -Administration Facilities, Fleet, and Equipment Management Help Desk Services IT Infrastructure Maintenance Security Management 26. Intra-Agency Operations -Human Relations Advancement and Awards Benefits Management Labor Management Payroll Management Expense Reimbursement Resource Training and Development Security Clearance Management Staff Recruitment and Employment -Supply Chain Management Goods Acquisition Inventory Control Logistics Management Services Acquisition -Administration Facilities, Fleet, and Equipment Management Help Desk Services IT Infrastructure Maintenance Security Management Travel Workplace Policy Development and Management 

	

	D. Briefly describe how this initiative supports the identified Lines of Business and Sub-Functions of the Federal Business Architecture.

	The Interior-wide C/A Program supports all of the above Lines of Business and Sub-Functions of the Federal Business Architecture by providing a standard methodology for assuring that the information and information infrastructure is verified to be protected against accidental or intentional harm. This protection (IT Security) is required by the Computer Security Act of 1987, the Information Technology Management Reform Act of 1996, the Government Information Security Reform Act of 2000, as interpreted by OMB Circular A-130 and by guidance provided by the National Institutes of Standards and Technology Special Publications on Information Security. 

	

	E. Was this project approved through the EA Review committee at your agency?

	Yes 

	

	F. What are the major process simplification/reengineering/design projects that are required as part of this initiative?

	The Interior-wide C/A Program is a Interior-wide program for certifying and accrediting all information technology components of the Department's information infrastructure. This question is not applicable in the context as it would be if this were a request for a Major Application or General Support System. That said, by instituting a common methodology that is centrally controlled and implemented across the enterprise in a standard fashion, the process has in essence been simplified and re-engineered for efficiency and cost reduction/avoidances. 

	

	G. What are the major organization restructuring, training, and change management projects that are required?

	The Interior-wide C/A Program will be integrated into every information technology and information technology within the Department. Starting with the Information Technology Security Program Office within the Department's Office of the Chief Information Officer through the Chief Information Officer organizations in bureaus and offices, the C/A methodology will become the standard methodology for certifying and accrediting Major Applications and General Support Systems. This may cause staff restructuring in organizations without appropriate IT Security resources. Within the program areas and user organizations, officials who have cognizance over information resources will need to accommodate the C/A program by assuring they have complied fully with the methodology that reflects public laws and Executive directives. Currently there are deficiencies in the practical implementation of certification and accreditation in both the technical and program organizations. 

Training at all levels in the organization will be required for the Interior-wide C/A Program to be fully implemented. Beginning with basic end-user IT Security Awareness and Training, training for Program Managers, System Owners, System Managers, IT Staff and all others who come in contact with information resources will be required on the methodology. Regular IT security technical training for IT security and other IT professionals will also be required. 

Change management and allied activities such as patch management fit into the overall category of configuration management which in essence provides a standard, well documented approach to ensuring changes are made to both applications and their supportive infrastructure in a consistently and timely manner. The Interior-wide C/A Program provides the assurance that Major Applications and General Support Systems have implemented appropriate change management processes. 

	

	H. What are the Agency lines of business involved in this project?

	The Department of the Interior is a large and complex agency with hundreds of business lines being managed by eight (8) major bureaus and supported by over 30 Departmental offices. Additionally, Interior houses the National Business Center that provides administrative processes and services to Departmental bureaus and other Federal agencies. All business lines are supported in some manner by the information technology infrastructure and therefore will be supported by the Interior-wide C/A Program. 

	

	I. What are the implications for the agency business architecture?

	The Interior-wide C/A Program will have a very positive affect on Interior's business architecture. First and foremost it will provide the assurance that the information and information infrastructure used by the business architecture is secure and that data has a high degree of availability, integrity, and confidentiality. Functionally, the Interior-wide C/A Program will, for the first time, clarify boundaries, interfaces, and data processing dependencies - processes until now that have been primarily undefined or defined in error. 


	II.A.2 Data 

	

	A. What types of data will be used in this project? 

	The Interior-wide C/A Program is a Department-wide certification and accreditation program that will be used for all information and the information infrastructure in the Department. Examples of the type of data that is used by the systems that will be certified and accredited by the Program are as follows: 

Administrative Financial Fiduciary Trust Scientific Spatial/Geographic/Seismic Remote Sensing Real-time Signaling (SCADA) Public Safety Law Enforcement Engineering Programmatic Information Technology 

	

	B. Does the data needed for this project already exist at the Federal, State, or Local level? If so, what are your plans to gain access to that data?

	This question is NOT APPLICABLE to the Interior-wide C/A Program. 

	

	C. Are there legal reasons why this data cannot be transferred? If so, what are they and did you address them in the barriers and risk sections above?

	This question is NOT APPLICABLE to the Interior-wide C/A Program. 

	

	D. If this initiative processes spatial data, identify planned investments for spatial data and demonstrate how the agency ensures compliance with the Federal Geographic Data Committee standards required by OMB Circular A-16.

	The Department of the Interior does have Major Applications and General Support Systems that process spatial data. However, the context of this question does not apply to the Interior-wide C/A Program since, while it will be used as a methodology to protect the system, it is not, in and of itself a system 


	II.A.3 Application and Technology 

	

	A. Discuss this initiative/project in relationship to the application and technology layers of the EA. Include a discussion of hardware, applications, infrastructure, etc.

	The Interior-wide C/A Program will affect both the application and technology layers of the Interior Enterprise Architecture. As defined in the IT Security Domain, there will be IT security controls required in system and application software, computer hardware, networking components, and other information infrastructure activities. The Interior-wide C/A Program will be structured to meet the needs of current and future information technology architectures and will put in place a methodology that is compliant with Federal standards. 

The Interior-wide C/A Program addresses Interior's statutory and practical requirements for the use of certifying and accrediting the information technology infrastructure. 

	

	B. Are all of the hardware, applications, and infrastructure requirements for this project included in the EA Technical Reference Model? If not, please explain.

	The Interior-wide C/A Program does not have specific hardware, application, and infrastructure requirements as would a Major Application or General Support System. However, the methodology for the Interior-wide C/A Program will be included in the Technical Reference Model Security Domain of Interior's Enterprise Architecture. 


	II.B Security and Privacy 


	NOTE: Each category below must be addressed at the project (system/application) level, not at a program or a gency level, not at a program or agency level.  Referring to security plans or other documents is not an acceptable response. 

	

	II.B.1. How is security provided and funded for this project (e.g., by program office or by the CIO through the general support system/network)?

	

	

	A. What is the total dollar amount allocated to security for this project in FY04? 

	

	

	II.B.2. Does the project (system/application) meet the following security requirements of the Government Information Security Reform Act,
OMB policy, and NIST guidance? 

	

	

	A. Does the project (system/application) have an up-to-date security plan that meets the requirements of OMB policy and NIST guidance?  What is the date of the plan?  

	

	

	B. Has the project undergone an approved certification and accreditation process?  Specify the C&A methodology used (e.g., NIST guidance) and the date of the last review. 

	

	

	C. Have the management, operational, and technical security controls been tested for effectiveness?  When were most recent tests performed? 

	

	

	D. Have all system users been appropriately trained in past year, including rules of behavior and consequences for violating the rules?

	

	

	E. How has incident handling capability been incorporated into the system, including intrusion detection monitoring and audit log reviews?
Are incidents reported to GSA's FedCIRC? 

	

	

	F. Is the system operated by contractors either on-site or at a contractor facility?  If yes, does any such contract include specific security requirements required by law and policy?  How are contractor security procedures monitored, verified, and validated by the agency?"

	

	

	II.B.3. How does the agency ensure the effective use of security controls and authentication tools to protect privacy for those systems that promote or permit public access?  

	

	

	II.B.4. How does the agency ensure that the handling of personal information is consistent with relevant government-wide and agency policies. 

	

	

	II.B.5. If a Privacy Impact Assessment was conducted, please provide a copy to OMB. 


	II.C. Government Paperwork Elimination Act (GPEA) 


	II.C.1. If this project supports electronic transactions or record-keeping that is covered by GPEA, briefly describe the transaction or record-keeping functions and how this investment relates to your agency's GPEA plan                                       

	NOT APPLICABLE to the Interior-wide C/A Program because this project does not support electronic transactions or record keeping. 

	

	II.C.2. What is the date of your GPEA plan?

	10/01/2001

	

	II.C.3. Identify any OMB Paperwork Reduction Act (PRA) control numbers from information collections that are tied to this investment. 

	NOT APPLICABLE to the Interior-wide C/A program. 

	


