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FOREWORD

The Departmental Freedom of Information Act (FOIA) Handbook has been revised in its
entirety. The Handbook has been updated to reflect changes in the Department’s policies
and procedures consistent with the Electronic FOIA Amendments of 1996, the
Department of the Interior’s (DOT) revised FOIA regulations (43 CFR Part 2, Subparts A
through E), developments in case law, cost figures for calculating and charging fees, and
organizational changes within DOL

This Handbook supplements the requirements prescribed by 383 DM 15 and DOI’s FOIA
regulations. The Handbook establishes Departmentwide policies and procedures for
administering and implementing the FOIA. It provides detailed guidance on when and
how to apply the nine FOIA exemptions and includes examples of the types of
information that may be withheld under each. It also requires all bureaus and offices with
Internet access to use the Electronic FOIA Tracking System to track and manage their
requests. All FOIA requests will be processed in accordance with the procedures
contained in this Handbook. Use of this Handbook and the applicability of its provisions
are authorized in 383 DM 15.

Questions regarding the contents of the Handbook may be directed to the Departmental
FOIA Officer or to the Bureau FOIA Officers. Additional copies of the Handbook may
be obtained by contacting the Bureau FOIA Officers.

Z

W. Hord Tipton' :
Chief Information Officer

Date: April 22, 2004
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Department of the Interior

Departmental Manual
Freedom of Information Act Handbook
(383 DM 15)

Effective Date: 4/22/04
Chapter 1: General

Originating Office: Office of the Chief Information Officer

1.1  Purpose. This Departmental Manual Handbook, authorized in 383 DM 15 provides
policy and general guidance for administering and implementing the Freedom of Information
Act (FOIA) in the Department of the Interior (DOI). The Handbook is to be used in conjunction
with:

A The Freedom of Information Act, 5 U.S.C. 552,

B. DOI's FOIA regulations, 43 CFR Part 2, Subparts A through E (see Appendix A
to this Handbook);

C. The Privacy Act, 5 U.S.C. 5523;

D. DOI’s Privacy Act regulations, 43 CFR Part 2, Subpart G;

E. The Departmental Manual, 383 DM 1-13, Privacy Act of 1974;
F. The Department of Justice (DOJ) FOIA Updates/FOIA Post;

G. The most recently issued DOJ FOIA Guide and Privacy Act Overview and Case
List; and

H. Office of the Chief Information Officer/Information Resource Management
bulletins or other directives (e.g., IRM Bulletin No. 96-04).

As the Handbook’s purpose is to provide internal guidance, it is subject to the requirements of
the FOIA and the Department’s FOIA regulations. In the event that there are any inconsistencies
between this Handbook and the Department’s FOIA regulations, the FOIA regulations will
prevail.

1.2 Policy. Itisthe Department's policy to make records available to the public consistent
with the letter and spirit of the FOIA and the Privacy Act. The Department will furnish
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nonexempt records promptly to any member of the public upon written request and in
compliance with the fee structure specified in Chapter 4. Bureaus and offices are expected to
comply fully with the policies and procedures in this Handbook.

1.3 Applicability.

A. The policy and procedures set forth in this Handbook apply to all bureaus and
offices of the Department, including the Office of the Secretary. They cover all records that are
in the possession and control of the Department that come within the scope of the FOIA
(5 U.S.C. 552). See Paragraph 3.24 of Chapter 3 concerning the applicability of the FOIA to
certain Federal grant documents.

B. The procedures do not apply to:

1) Records published in the Federal Reqister (see 43 CFR 2.4(b)).

2 Records that fall under the two law enforcement exclusions available to
DOI (there is a third record exclusion which is not applicable to DOI):

€)) Records or information compiled for law enforcement purposes
and covered by the disclosure exemption described in paragraph 5.9 of Chapter 5 if--

Q) The investigation or proceeding involves a possible
violation of criminal law, and

(i) There is reason to believe that--

(A)  The subject of the investigation or
proceeding is not aware of its pendency, and

(B)  Disclosure of the existence of the records
could reasonably be expected to interfere with enforcement proceedings.

(b) Informant records maintained by a criminal law enforcement
component of the Department under an informant's name or personal identifier, if requested by a
third party according to the informant's name or personal identifier unless the informant's status
as an informant has been officially confirmed.
1.4 Authorities.
A. The Freedom of Information Act, as amended, 5 U.S.C. 552.

B. The Electronic FOIA Amendments of 1996, P.L. No. 104-231.
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C. Executive Order 12,600 of June 23, 1987, Predisclosure Notification Procedures
for Confidential Commercial Information.

D. The Privacy Act of 1974, as amended, 5 U.S.C. 552a.

E. 43 CFR Part 2, Records and Testimony: Freedom of Information Act,
43 CFR Part 2, Subparts A through E.

F. The Departmental Manual, 383 DM 15, Freedom of Information Act.
G. The Departmental Manual, 383 DM 1-13, Privacy Act of 1974.
1.5  Definitions.
A. Act and FOIA mean the Freedom of Information Act, 5 U.S.C. 552, as amended.

B. Action office means the office that is responsible for preparing the response to a
FOIA request.

C. Agency means any executive department, military department, Government
corporation, Government controlled corporation, or other establishment in the executive branch
of the Federal Government, or any independent regulatory agency.

D. Agency record means any documentary material that is (1) either created or
obtained by an agency in the transaction of agency business and (2) under agency control.

1) Agency records include:

@) Books, papers, maps, charts, plats, plans, architectural drawings,
photographs, and microfilm;

(b) Machine-readable materials such as magnetic tape and disks;
(©) Electronic records (including e-mail messages);

(d) Audiovisual material such as still pictures, sound and video
recordings; and

(e) All other documentary materials, regardless of physical form,
format or characteristics.

(2)  This definition generally does not cover records of an individual that are:

@) Created and maintained primarily for an individual’s convenience;
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(b) Not subject to agency creation or retention requirements;

(©) Not distributed to other agency employees for their official use;
and

(d) Not integrated into the agency’s official file system.

3) Records of contracting and compacting tribes under the Indian Self-
Determination and Education Assistance Act, Pub. L. 93-638, as amended, generally are not
subject to the FOIA. They also are not subject to the Privacy Act.

E. Appeal means a written challenge by a FOIA requester to the sufficiency of the
FOIA response (this includes fax and e-mail) when permissible such as when--

1) Records or parts of records have been withheld;

2 The bureau informs the requester that he/she has not adequately described
the records sought, or that it does not possess responsive records, and the requester has reason to
believe that the bureau does or questions the adequacy of the bureau’s search;

3 The bureau did not address all aspects of the request for records;
4) A fee waiver has been denied;

5) A request for expedited processing has been denied or not responded to on
time;

(6) A decision has not been made on a request within the time limits provided
in paragraph 3.2 of Chapter 3; or

@) The requester believes there is a procedural deficiency (e.g., fees are
improperly calculated).

F. Bureau means any major component of the Department administering its own
FOIA program. A list of these components is contained in Appendix A of DOI’s FOIA
regulations (43 CFR Part 2).

G. Commercial or financial information should be given their ordinary meanings
when assessing whether information qualifies for protection under exemption 4. Further, records
are commercial so long as the submitter has a commercial interest in them. See paragraph 5.6 of
Chapter 5.

H. Commercial-use request means a request from or on behalf of a person who seeks
information for a use or purpose that furthers the commercial, trade or profit interests of the
requester or the person on whose behalf the request is made. In determining whether a requester
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falls into this category, the bureau will consider the identity of the requester and intended use of
the records in addition to any other available information about the requester.

l. Direct costs mean those expenses that a bureau actually incurs to provide special
services in searching for and duplicating (and in the case of commercial-use requests, reviewing)
records to respond to a FOIA request. Direct costs include, for example, the salary and benefits
of the employee performing the work and the cost of operating duplicating equipment, as well as
the unusual costs attributed to performing special services. Not included in direct costs are
overhead expenses such as the costs of space and heating or lighting of the facility in which the
records are kept. Calculating direct costs is necessary only for special services as direct costs are
already factored into the charges established for duplication, and search and review costs.

J. Duplication means making a copy of a record, or the information contained in it,
to respond to a FOIA request. Copies can take the form of paper, microform, photographs,
audiovisual materials, or electronic records (for example, magnetic tape or disk), among others.

K. Educational institution means a preschool, a public or private elementary or
secondary school, or an institution of undergraduate higher education, an institution of graduate
higher education, an institution of professional education, or an institution of vocational
education, which operates a program of scholarly research. To be in this category, a requester
must show that the request is authorized by and is made under the auspices of a qualifying
institution and that the records are not sought for a commercial use but are sought to further
scholarly research.

L. Expedited processing means giving a FOIA request priority, and processing it
ahead of other non-expedited requests pending in the bureau because a requester has shown an
exceptional need or urgency for the records.

M. FOIA request means a written request (this includes fax and e-mail) made by any
member of the public for Federal agency records.

N. Free-lance journalist means a representative of the news media who is able to
demonstrate a solid basis for expecting publication through a news organization, even though not
actually employed by it. A publication contract or past record of publication, or evidence of a
specific free-lance assignment from a news organization may indicate a solid basis for expecting
publication.

0. Frequently requested documents means documents that have been requested at
least three times under the FOIA. It also includes documents the agency anticipates would likely
be the subject of three or more requests.

P. Initial denial means the first letter sent to the requester denying either part or all
of the initial request for a record, a fee waiver, or expedited processing.

Q. Multitrack processing means placing simple requests, requiring relatively
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minimal efforts to respond, in one processing track and more voluminous and complex requests
in one or more other tracks. Requests in each track are processed on a first-in/first-out basis.

R. Noncommercial scientific institution means an institution that is not operated for
commerce, trade or profit, and that is operated solely for the purpose of conducting scientific
research the results of which are not intended to promote any particular product or industry. To
be in this category, a requester must show that the request is authorized by and is made under the
auspices of a qualifying institution and that the records are not sought for a commercial use but
are sought to further scientific research.

S. Perfected request means a FOIA request for records which adequately describes
the records sought, which has been received by the FOIA office of the agency or agency
component in possession of the records, and for which there is no remaining question about the
payment of applicable fees.

T. Privacy Act request means a written request (paper copy with an original
signature) made by an individual for information about himself or herself that is contained in a
Privacy Act system of records. The Privacy Act applies only to U.S. citizens and aliens lawfully
admitted for permanent residence. Therefore, only those individuals may make Privacy Act
requests.

U. Privacy Act system of records means a grouping of records about individuals
under the control of a Federal agency from which information is retrieved by the name of the
individual or by some identifying particular assigned to the individual.

V. Published research findings means research findings that are either:

1) Published in a peer-reviewed scientific or technical journal; or

2 Publicly and officially cited by a Federal agency in support of an agency
action that has the force and effect of law.

W. Reading room materials means records (paper or electronic) that are required to
be made available to the public under 5 U.S.C. 552(a)(2), as well as other records that a bureau,
at its discretion, makes available to the public for inspection and copying without requiring the
filing of a FOIA request.

X. Representative of the news media means any person actively gathering news for
an entity that is organized and operated to publish or broadcast news to the public. The term
"news" means information that is about current events or that is (or would be) of current interest
to the public. Examples of news media entities include, but are not limited to, newspapers,
television or radio stations broadcasting to the public at large, and publishers of periodicals (but
only in those instances when they can qualify as disseminators of "news") who make their
products available for purchase or subscription by the general public. To be in this category, a
requester must not be seeking the requested records for a commercial use. Further, a bureau
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normally will not consider requests for records involving news dissemination to be commercial-
use requests.

Y. Requester means any individual who has asked in writing to see or receive a copy
of an agency record.

Z. Research data means the recorded factual material commonly accepted in the
scientific community as necessary to validate research findings, but not such things as trade
secrets, commercial information, personnel and medical information and any similar
information, which is protected under law.

AA. Responsible official means the person in the action office who is charged with
preparing the response to the initial request.

BB. Review means the examination of a record located in response to a request in
order to determine whether any portion of it is exempt from disclosure. It also includes the
deletion of exempt material or other processing necessary to prepare the record(s) for disclosure,
including routine consultation among bureau staff and attorneys regarding the applicability of
exemptions; and time spent considering any formal objection to disclosure made by a submitter
under 43 CFR 2.23(f).

CC.  Search means the process of looking for and retrieving agency records and
information responsive to a request (manually or by automated means).

DD. Submitter means any person or entity outside the Federal Government from
whom the Department directly or indirectly obtains commercial or financial information. The
term includes, but is not limited to individuals, corporations, and state, local, tribal, and foreign
governments. This term does not include the Federal Government.

EE. Workday means a regular Federal workday. It does not include Saturdays,
Sundays, or Federal legal holidays.

1.6 Responsibilities.

A. Departmental.

1) The Chief Information Officer (CIO) is delegated authority for
administering the FOIA and related laws in the Department. The CIO is also assigned appellate
authority for deciding appeals after obtaining advice, in certain instances, from the Office of the
Solicitor (see 210 DM 18.1H).

(2)  The Departmental FOIA Officer, located in the Information Management
Division (IMD), OCIO, has overall responsibility for developing and administering the FOIA
Program in DOI. This includes developing regulations, guidelines, procedures, and standards for
the Department's FOIA program; providing program oversight, technical assistance, and training
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to employees to ensure compliance with the Act; and preparing the Department's annual report to
the Department of Justice/Congress. The Departmental FOIA Officer, along with the
Department’s FOIA Appeals Officer, has primary responsibility for developing and conducting
FOIA training for DOI.

3) The Department's FOIA Appeals Officer, also located in IMD, is
responsible for administering the FOIA Appeals Program in DOI. This includes making
decisions on appeals; developing guidelines, procedures, and standards for the Department's
FOIA Appeals Program; providing program oversight, technical assistance and training to
employees to ensure compliance with the Act; and maintaining the information prescribed under
43 CFR 2.30.

4 The Office of the Secretary (OS) FOIA Officer, located in the National
Business Center (NBC), is responsible for tracking and managing Departmental FOIA requests
and coordinating sensitive requests involving multiple bureaus and offices, as well as
administering and providing program oversight for the OS FOIA program.

(5) The FOIA Officers for the bureaus, the Office of Inspector General, and
the Office of the Solicitor (SOL) are responsible for administering their own FOIA programs,
including developing policies and procedures consistent with Departmental guidance (see
paragraph 1.6B, below).

(6) SOL is responsible for making legal interpretations of the Act and
providing guidance to bureaus and offices. The SOL provides legal reviews of FOIA
determinations and appeals, as necessary, and assists in developing the FOIA regulations. Along
with the Departmental FOIA Officer and the FOIA Appeals Officer, SOL assists in training
Departmental staff.

B. Bureaus. Heads of Bureaus are responsible for ensuring that their Bureaus
perform the following:

1) Develop and issue internal procedures to ensure compliance with the law
and the Department's policy and procedures implementing the FOIA,

2 Designate a FOIA Officer and an alternate to serve in his/her absence to
implement the Act within the bureau—this individual is the primary contact between the
Departmental FOIA Officer and the bureau for FOIA activities;

3) Track and manage the FOIA requests that their bureau receives consistent
with the requirements in Chapter 2;

4) Maintain records necessary for the preparation of the annual report
prescribed in 383 DM 15.6;

5) Comply with the public information requirements prescribed in 5 U.S.C.
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552(a)(2) (see paragraph 1.7 of this Chapter);

(6) Develop and maintain a FOIA home page to ensure compliance with
E-FOIA,;

(7 Provide technical assistance and training to ensure that personnel within
each organization that handles FOIA requests are familiar with the Act and able to respond to
requests in accordance with DOI’s FOIA regulations and the procedures in this Handbook; and

(8) Make all employees aware of their statutory obligations under the FOIA
and the Privacy Act, which include providing thorough and prompt responses to the requests,
identifying and protecting sensitive information, including privacy-protected information, and
identifying information that should be made available to the public.

1.7 Reading room materials.

A. Under 5 U.S.C. 552(a)(2), bureaus and offices are responsible for making the
information listed in subparagraphs (1) through (5), below, available for public inspection and
copying unless the materials are promptly published and copies offered for sale. Bureaus must
make any such records created on or after November 1, 1996, available electronically, preferably
via the Internet (in an electronic reading room), or by other computer telecommunication
methods or electronic means, as well as in hard copy, as quickly as practicable. The electronic
availability requirement applies only to those records that DOI created—not to those generated
elsewhere. This requirement applies to the following categories of records:

1) Final opinions rendered in the adjudication of cases;

(2 Policy statements and interpretations which have been adopted by DOI
and are not published in the Federal Register;

(3) Administrative staff manuals and instructions affecting the public;

4 Copies of records that have been or are likely to become the subject of
frequent FOIA requests, and an index of those documents as described in paragraph 1.8 of this
Chapter; and

5) A subject matter index of the bureau’s reading room records.

B. Bureau FOIA Officers should work with their program offices, directives staff,
and other offices, as appropriate, to identify those documents that must be made available to the

public under 5 U.S.C. 552(a)(2) of the FOIA.

C. Bureaus may, at their discretion, make other records available for inspection and
copying in reading rooms or in their electronic reading rooms via the Internet. Bureaus should
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have a computer with Internet access along with a printer available in their reading rooms or at
another location for the public to use in accessing this information. Bureaus do not have to
maintain a hard copy of the information listed in paragraph 1.7A (1) through (5), above, if the
public can access and print a copy of the material from the electronic reading room.

1.8 Frequently Requested FOIA Documents.

A. Under 5 U.S.C. 552(a)(2)(D), bureaus and offices will make available for public
inspection and copying all records that have been released to any person under section 552(a)(3)
(i.e., released pursuant to a FOIA request) of the FOIA if they determine that the records have
become or are likely to become the subject of frequent FOIA requests for substantially the same
records (e.g., travel records of high level officials, reports generating considerable public interest
(e.q., certain records relating to an energy or Endangered Species Act controversy), the FOIA
annual reports to DOJ/Congress, lists of credit cardholders, etc.). Documents that have been
requested at least three times under the FOIA are considered “frequently requested documents.”

B. Prior to making records available for public inspection in reading rooms and/or
electronic reading rooms (see paragraph 1.7A of this Chapter), bureaus must determine whether
any information in the records should be withheld from public release, and make any necessary
redactions (deletions). They should carefully consider the interests of the Government and
commercial entities, the personal privacy of individuals, and any potential security implications
that might be impacted by disclosure before placing any document in a reading room or posting
it to their FOIA website.

1) If information is deleted from a document prior to placing it in a reading
room, the bureau will indicate the volume of information that has been deleted on the document
and the exemption used to withhold it. If a requester would like access to the entire record,
he/she must submit a FOIA request to the appropriate FOIA Contact. However, this does not
guarantee that the entire record will be released. If a requester submits a FOIA request for
reading room materials and is not satisfied with the bureau’s response, he/she may file an appeal.

2 The requester also may request a fee waiver (for copying charges) for
information in a reading room. Such requests will be processed under the procedures in
paragraphs 4.14 and 4.16 of Chapter 4.

C. If the Departmental FOIA Officer or a Bureau FOIA Officer receives a FOIA
request for reading room materials, he/she will forward the request to the FOIA Contact who is
responsible for the records (see Appendix A to the FOIA regulations for a list of DOI’s FOIA
Contacts). In that case, or where a requester files a request directly with the appropriate FOIA
Contact, the FOIA Contact should advise the requester by telephone or e-mail that the requested
information is available via the Internet or in the reading room. Then, the FOIA Contact should
advise the requester by written notice that if the bureau does not hear from him/her within 20
workdays, it will assume the requester is satisfied and will close the file on the request. The
requester, nevertheless, may ask the bureau to process his/her request as any other FOIA request.

In that case, the bureau will have to do so. The time limit starts when the FOIA request is
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received by the appropriate FOIA Contact, providing it complies with all the procedures in 43
CFR 2.8 and 2.10. If the information is not available electronically or the requester does not
have access to the Internet, the FOIA Contact may either send the requester the information or
forward the request to the appropriate reading room and provide the name and telephone number
of a contact.

D. The Department (OCIO) will maintain an index of records that are frequently
requested under the FOIA (only those specified in paragraph 1.8A, above), based on input
provided by the bureaus and offices, and make the index available to the public in reading rooms
and/or via the DOI FOIA home page or by other electronic means. Each bureau/office will:

1) Ensure that the information they submit to OCIO is accurate, complete,
and up-to-date; and

(2) Advise OCIO of necessary changes.

1.9 Bureau FOIA Websites.

A. Each Bureau FOIA Officer is responsible for developing and maintaining a FOIA
website to ensure compliance with E-FOIA. (Information pertaining to the Office of the
Secretary is included on the Department’s FOIA Home Page.) The bureau’s website will comply
with the mandates affecting web publishing in DOI, e.g., web privacy policy; Section 508 of the
Rehabilitation Act (29 U.S.C. 794d), as amended by the FY 2001 Appropriation for Military
Construction Act (Pub. L. 106-246) and OCIO Bulletin 2001-06, adopting the web technical
standards for accessible technology as developed by the Architectural and Transportation
Barriers Compliance Board (Access Board); the Department’s and the bureaus’ information
quality guidelines, and Section 515(a) of the Treasury and General Appropriations Act for FY
2001. The bureau’s FOIA website should be designed to ensure the public’s search for
information is fast, easy, logical, and customer friendly. The Bureau FOIA Officer will review
the information on its FOIA website regularly to ensure that it is current, of high quality,
accurate, and usable.

B. The bureau’s home page should contain a “FOIA link/button” which is readily
visible and connects to its own FOIA home page as well as a “general information link/button”
which connects to the Department’s Reference Guide for obtaining information under the FOIA,
Privacy Act, and by other means.

C. Bureau FOIA websites should supplement the information already provided on
the Department’s FOIA home page (http://www.doi.gov/foia) and should include links to both
the DOI FOIA home page and the bureau’s home page. At a minimum each bureau’s FOIA
home page should include the following components:

1) A link to DOI’s Reference Guide for obtaining information under the
FOIA, Privacy Act, and by other means (http://www.doi.gov/foia/foitabl.htm). A bureau also
may include specific guidance on how to request information from the bureau. A list of records
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routinely available to the public without submitting a FOIA request should also be included if
available.

(2 An electronic reading room where documents required to be made
available under 5 U.S.C. 552(a)(2) may be found-this includes frequently requested FOIA
documents. If documents are already posted to DOI’s FOIA home page, the bureau may link
directly to that website.

3) A link to the index of frequently requested documents.
4) A link to the index and description of DOI’s major information systems.

(5) A list of the bureau’s FOIA contacts, including their name, telephone and
fax numbers, and mailing and e-mail addresses.

(6) Any FOIA policies or guidance developed by the bureau. To avoid
discrepancies and to ensure policies are accurate and up-to-date, the bureau will include only
those policies and procedures that it has developed. With regard to all other pertinent
FOIA/Privacy/Records/information resources management policies, etc., the bureau will link to
the appropriate Departmental sites.

1.10 Regquests Not Covered.

A. The following types of requests are not covered under the FOIA:

(1)  Arrequest by an employee of a Federal agency acting in an official
capacity. The FOIA does not govern exchanges of information between Federal agencies (see
the DOJ FOIA Update, Winter 1985, Vol. VI, No. 1, p. 6).

2 A request from a congressional committee or subcommittee (usually the
chairman of the committee) on a subject within its jurisdiction. The FOIA does not give
agencies the authority to withhold information from Congress (see 5 U.S.C. 552(d)). The Office
of Congressional and Legislative Affairs must be consulted when requests for documents are
received from Members of Congress or a congressional committee to ensure proper coordination
and conformity of responses.

3 A request to declassify national security classified materials. Such
requests are processed under 43 CFR 2.41.

4) A request for information, as opposed to a request for records (see
paragraph 3.1 of Chapter 3).

B. In order for a document to be considered a record subject to the provisions of the
FOIA, it must be in the bureau’s possession and control as of the date the bureau begins its
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search for responsive records.

1) There is no obligation for the bureau to create or compile a record to
satisfy a request--for example, by combining or compiling selected items from manual files,
preparing a new computer program, or calculating proportions, percentages, frequency
distributions, trends or comparisons or creating maps--to respond to a request (see 43 CFR
2.7(d)(1) and Appendix B, Hlustration 1*). Normally, if a bureau is extracting information from
an existing computer database, this would not constitute the creation of a new record. However,
a bureau has the option of creating a new record if-

@ Doing so will provide a more useful response to the requester,
(b) It is less burdensome than providing the existing records, and
(©) The newly created record is fully responsive to the request.

(2 If a bureau decides to create a new record in responding to a request, the
fee will not be more than the fee for the individual records.

C. The FOIA applies only to records maintained by agencies within the Executive
Branch of the Federal Government, including the Executive Office of the President, and
independent regulatory agencies. The personal staff of the President and units within the
Executive Office of the President whose sole function is to advise the President do not fall within
the definition of agency. Entities whose functions are not limited to advising and assisting the
President (e.g., the Office of Administration within the White House) are subject to the FOIA.

D. Presidential transition teams are not Federal agencies subject to the FOIA.
However, information prepared by the bureaus and provided to a transition team normally would
be considered an agency record under the FOIA.

1.11  Who Can Make a FOIA Request? Any individual (including a non-U.S. citizen),
corporation, association, public interest group, or the media; a State, local, or foreign
government; or an Indian tribe can make a request under the FOIA. The only exception is a
fugitive from justice. Official requests from other Federal agencies and Congress are not subject
to the FOIA (see paragraph 1.10A(1) and A(2) of this Chapter).

1.12  Privacy Act Access Requests. If an individual requests information pertaining to
him/herself that is contained in a Privacy Act system of records, it will be processed under both
the Privacy Act and the FOIA, regardless of the statute(s) cited, to afford the individual the
greatest access to information about him/herself (see paragraph 1.5T of this Chapter). Only U.S.
citizens and aliens lawfully admitted for permanent residence may make Privacy Act requests.
Such Privacy Act access requests are processed according to the Department’s Privacy Act

* Note: It is possible that some of the illustrations referenced in the text do not appear
sequentially.
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regulations (43 CFR Part 2.62 through 2.66), and the Departmental Manual (383 DM 6). See
paragraph 3.15 of Chapter 3 for a more detailed explanation.

1.13 Personal Records. The FOIA only applies to agency records (see paragraph 1.5D of this
Chapter), not to the personal records of individual employees. The distinction between agency
and personal records can be difficult to determine. The determination is heavily fact driven.
Similar documents created by different employees might be treated differently depending on the
application of the ten factors below. Personal records generally are not subject to agency records
retention requirements, and not distributed to other employees for their official use. They are
created, used, and maintained primarily for the convenience of the employee. In determining
whether documents are personal records, evaluate the documents in light of the criteria given
below. See Appendix B, Illustration 2, for examples of how to apply these criteria. Documents
should be reviewed on a case-by-case basis considering the totality of the circumstances
surrounding each document.

A Creation. Was the document created or received by an agency employee on
agency time, with agency materials, at agency expense? (If not, then it probably is not an agency
record, on that basis alone.)

B. Content. Does the document contain substantive information? (If not, then it
probably is not an agency record, on that basis alone.) Does it contain personal as well as
official business information? Even though a record may have certain personal information, it
may nevertheless be an agency record if its release would shed light on the activities of the
Government.

C. Purpose. Was the document created solely for an individual employee's personal
convenience, e.g., to serve as a memory jogger? Alternatively, to what extent was it created to
facilitate agency business?

D. Distribution. Was the document distributed to anyone else for any reason, such as
for a business purpose?

E. Use. To what extent did the document's author actually use it to conduct agency
business? Did others use it?

F. Maintenance. Was the document kept in the author's possession, or was it placed
in an official agency file? Personal records should be maintained separately and not placed in
official files along with agency records. The placement of a record in an agency file creates the
presumption that it is an agency record. Once a FOIA request is received for an agency file, any
personal records in that file will automatically be subject to disclosure under the FOIA.

Note: The nature of the document rather than its location or marking must be considered. The
fact that an employee stamps a record "Personal” and places it in his/her desk drawer does not in
and of itself make it a personal record.
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G. Disposition. Was the document's author free to dispose of it at his/her personal
discretion? What was the actual disposal practice?

H. Control. Has the agency attempted to exercise control over the document through
applicable maintenance and disposition regulations? Did it do so by requiring the document to
be created in the first place? If so, then it is an agency record.

l. Segregation. Is there any practical way to segregate out any personal information
in the document from official business information?

J. Revision. Was the document revised or updated after the fact for record keeping
purposes?

1.14  Litigation.

A. If a bureau FOIA Contact or Designated FOIA Attorney is aware of any litigation
pending, he/she will notify the Bureau FOIA Officer and the Branch of General Legal Services,
Division of General Law, SOL. Individuals located in the field also will notify the appropriate
headquarters, regional or field solicitor, as well as the Division of General Law.

B. When a requester sues the Department for withholding records or the submitter of
the information sues the Department to prevent disclosure (reverse FOIA suit), the responsible
official will cooperate with SOL in responding to the litigation.

1.15 Production of Records (Subpoena). If the production of any record of the Department is
sought for use in Federal, state, territorial or tribal judicial, legislative or administrative
proceedings, e.g., by a subpoena, bureaus must consult with SOL. In addition, in certain
circumstances, the procedures in 43 CFR 2.80 through 2.90 will be applicable.

1.16 Disciplinary Action. In accordance with the FOIA (5 U.S.C. 552(a)(4)(F)), where a court
issues a written finding that the circumstances surrounding an improper withholding of agency
records raises questions whether agency personnel acted arbitrarily or capriciously with regard to
the withholding, the Office of Special Counsel is required to initiate a proceeding to determine
whether disciplinary action is warranted against the officer or employee primarily responsible for
the withholding. If the Office of Special Counsel recommends that corrective action be taken,
the Department must comply.
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Department of the Interior

Departmental Manual
Freedom of Information Act Handbook
(383 DM 15)

Effective Date: 4/22/04
Chapter 2: Controlling FOIA Requests

Originating Office: Office of the Chief Information Officer

2.1  Electronic FOIA Tracking System (EFTS). The EFTS is a mandatory system for
tracking and managing FOIA and Privacy Act requests for all bureaus with Internet access. The
EFTS will assist bureaus/offices in processing their FOIA and Privacy Act (PA) requests more
efficiently, ensure consistency in responses, and facilitate preparation of the annual report to
DOJ/Congress.

A The EFTS contains the following pertinent information: a control number which
is automatically assigned to each request by bureau (e.g., 0S-2003-00001 would be assigned to
the first request received by the Office of the Secretary in fiscal year 2003); date of request,
receipt, and date of perfection, name, address, and telephone number of the requester; subject of
the request, date completed and disposition of request, fees incurred, etc.

B. The EFTS will:

1) Generate the Department’s FOIA annual report to DOJ/Congress and a
report for each bureau;

2 Generate search and statistical reports based on data in the system;

3) Generate a Departmentwide log of all FOIA/PA requests that have been
received. The log will provide the following information:

@) FOIA control number assigned;
(b) Name of the requester;

(c) Date of request;

(d) Date received,;

(e) Completion date;

() Subject of the request; and

(9) Responsible bureau.

2.2  Use of the EFTS. Only DOI’s FOIA/PA Officers and Coordinators (the FOIA Contacts),
Designated FOIA Attorneys and attorneys in the Division of General Law, the FOIA Appeals
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Officer, and the Departmental Privacy Act Officer are authorized to use the EFTS. Bureau FOIA
Officers will grant access only to those employees with a “need to know” for the purposes of
carrying out their FOIA/PA responsibilities. All users of the system will comply with the
Business Rules and Guidelines and the Rules of Behavior for the EFTS. Users also should refer
to the User’s Manual developed by the contractor. Since the EFTS is a Privacy Act system of
records (See Appendix C to this Handbook for a copy of DOI-71, Electronic FOIA Tracking
System and FOIA Case Files), employees who have access to data in the system must be aware
of the maintenance, use, and other handling requirements established by the Privacy Act (see
DOI’s Privacy Act regulations (43 CFR Part 2, Subpart G), and the Departmental Manual (383
DM 1-13)).

2.3  Bureau Responsibilities. Each bureau will designate one or more individuals (e.g., the
Bureau FOIA Officer and the regional/field FOIA Contacts) who will be responsible for:

A. Reviewing all incoming requests, logging them into the EFTS, and determining
the action office responsible for preparing the response.

B. Annotating each FOIA request and/or transmittal sheet with the following
information:

1) FOIA control number;
2 Date received,;
3 Date response is due; and
4) Action office.
C. Tracking and managing all FOIA requests to ensure that:

1) Responses are accurate, complete, and prepared in a timely manner in
accordance with applicable laws, and DOI’s policies and procedures;

2 Records are provided to the requester; and

3) Fees are assessed properly under the Department’s fee schedule (see
Appendix C of DOI’s FOIA regulations) and collected, as appropriate, etc.

D. Coordinating with other offices and bureaus where appropriate to ensure that
documents are treated consistently.

E. Maintaining background information to support potential appeals and litigation.

F. Providing supplemental information for the Department's FOIA annual report
(e.g., information concerning staffing, training, and other efforts to improve the program).
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G. Maintaining necessary backup data in case there are any unforeseen
circumstances that would prohibit the bureau from accessing the system.
H. Entering the following information into the EFTS for all FOIA requests received--

1) Request:

@) FOIA control number assigned (automatically generated by the

system);

(b) Type of request (FOIA, Privacy Act, Records Referred);

(c) Sensitivity (Non Sensitive, Sensitive, Supersensitive);

(d) Type of Processing (Normal, Simple, Complex, Expedited);

(e) Status (Open, Completed, Closed);

()] Date of request

(9) Date received,

(h) Date perfected;

0] Date completed; and

() Subject of request.

(2 Requester: Name, address, and telephone number (if available) of

requester.

3) Fees:
@ Fee category of requester; and
(b) Fee incurred in processing the request.

4) Response:

@) Disposition - whether granted, partially granted, denied or any
other reason for nondisclosure;

(b) Exemptions cited; and

(c) If exemption 3 cited, the name of the law.
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5) Comments: Name of contact in the action office, whether the request has
been referred to another bureau/office for response, name of individual who initially received
and referred the request, etc.

l. Establishing a bureau email address for requesters to use when submitting
electronic requests (requests should not be directed to the personal email addresses of the FOIA
Contacts).

2.4 Signature Authority.

A. Each bureau will designate in writing those officials who are authorized to make
final decisions on FOIA requests for the bureau.

B. Bureaus will ensure that the individuals responsible for making FOIA
determinations have the expertise necessary to exercise sound judgment.

2.5  Action Office Responsibility. The action office will perform the necessary research and
prepare the response to the requester, a copy of which will be sent to the appropriate FOIA
Contact (the FOIA control number should be included).

2.6 Handling FOIA Requests.

A. Each request should be affixed to a transmittal sheet or folder that identifies it as a
FOIA request requiring priority treatment.

B. To ensure a timely response by the bureau, the appropriate FOIA Contact will fax,
e-mail, or hand-carry all requests designated as “FOIA” to the action office for response
whenever feasible.

C. See paragraph 1.12 of Chapter 1 and paragraph 3.15 of Chapter 3 regarding the
handling of Privacy Act requests.

2.7  Recordkeeping. The EFTS and the FOIA case files that the bureaus maintain constitute a
system of records under the Privacy Act. The records are covered by three DOI Privacy Act
systems of records: DOI-71, Electronic FOIA Tracking System and FOIA Case Files (see
Appendix C); DOI-69, FOIA Appeals; and DOI-57, Privacy Act Files. Files subject to the
Privacy Act will be maintained in accordance with the Department's Privacy Act regulations (43
CFR Part 2, Subpart G), 383 DM 1-13, and the appropriate Privacy Act system of records notice
(DOI-71, DOI-69, and DOI-57).

A. Initial Requests.

1) Bureaus will maintain an official file on each FOIA request received. The
official file will include:

@ A copy of the incoming letter and DOI's response;
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(b) A detailed account of every record or part of it disclosed to a
requester (or a copy of the documents disclosed, with any deletions marked);

(c) A note justifying the withholding of any records or a discretionary
release;

(d) A copy of any request to waive fees or expedite processing and the
bureau's response;

(e) Any records concerning the status of the request, follow-up
correspondence with the requester (e.g., clarifying the scope of the request or any fee issues),
and a record of any time extensions taken;

() Any intra-agency or interagency communications concerning the
request;

(@) A copy of the bill for collection and any related records; and

(h) A copy of any appeal filed and the Department's determination on
the appeal.

(2 Files created in response to requests for information under the FOIA are
covered under General Records Schedule (GRS) 14, item numbers 11, 13 through 15, and 36,
and GRS 20, Electronic Records, and are maintained by the action office or the Bureau FOIA
Officer/FOIA Contact, as appropriate.

B. Appeals. The FOIA Appeals Officer maintains the official files for all FOIA
appeals in accordance with GRS-14, item 12. The file consists of the appellant's letter and the
Department's reply, any related correspondence, supporting documents, the legal opinion
prepared by SOL, and a copy of any related litigation.

C. Disposition. If there are files scheduled for records destruction under the Federal
Records Act, those records cannot be disposed of if there is an outstanding FOIA request, appeal,
and/or litigation concerning those records (see 384 DM 1.6F).

2.8  Preservation of Records. Bureaus are responsible for maintaining copies of the FOIA
requests that they receive along with the responses, any responsive records, and related
materials. Records will be preserved consistent with the requirements of Title 44 of the United
States Code and the National Archives and Record’s Administration’s GRS 14 and GRS 20.
Bureaus must appropriately preserve all records that are the subject of a pending request, appeal,
or lawsuit under the FOIA or the Privacy Act as well as any FOIA requests and related records
pertaining to individual Indian trust data (11'TD) or tribal trust data (TTD). The website for the
Department’s records management program found at http://www.doi.gov/OCIO/records provides
additional guidance.
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2.9 Coordination.

A. If a program office receives a FOIA request directly from the requester, it will
send a copy of the request promptly to the FOIA Contact to be logged into the EFTS and
assigned a control number (see paragraph 2.3H of this Chapter).

B. If an action office determines that a FOIA request should be referred to another
office within the same bureau or another bureau for response, it will send a copy of the request to
the FOIA Contact or Bureau FOIA Officer, as appropriate, identifying the office or bureau that
should process the request.

C. An employee who receives an incorrectly routed FOIA request will promptly
notify the FOIA Contact and forward the request to his/her office for reassignment.

D. The action office will notify the FOIA Contact immediately whenever it has
extended the time limit for responding to a request and/or made a decision regarding a request
for a fee waiver or expedited processing. The FOIA control number assigned to the request and
the name of the requester should be provided, along with the justification for the extension or the
bureau’s decision.

E. Whenever an office receives a request that does or may involve other offices
within the same bureau, it will advise the Bureau FOIA Officer. The Bureau FOIA Officer will
decide whether the request requires coordination to ensure a uniform approach by the bureau.

F. Bureaus will advise the Office of the Secretary (OS) FOIA Officer whenever they
receive a request involving multiple bureaus that may require coordination to ensure a uniform
response by the Department.

2.10 Coordinating Sensitive Requests.

A. If DOI receives a request involving potentially controversial or sensitive issues
and affecting multiple bureaus, the OS FOIA Officer will designate a lead bureau/office to
coordinate the response for the Department. The lead bureau may prepare a consolidated
response, on behalf of DOI, after consulting with all affected bureaus/offices. This will ensure
that uniform and consistent responses are prepared and any litigation-sensitive information is
protected.

B Normally, the lead bureau is the bureau that has the primary interest in the records
at issue. If it is difficult to determine which bureau has the primary interest, OS FOIA Officer
will designate a lead based on the bureau that has the greatest volume of responsive documents
and/or the office within SOL that is handling any pending litigation.

C. The lead bureau is responsible for:

1) Deciding whether to grant a request for a fee waiver or expedited
processing;
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2 Ensuring that all pertinent files are searched for documents that may be
responsive to the request (this includes regional and field offices where applicable);

3) Coordinating the review of the documents to make sure that they are
treated consistently and that multiple responses to the same request are consistent;

4) Following up with the other bureaus to ensure that responses have been
sent to the requester; and

(5) Maintaining the official file for the FOIA request (the consolidated
response).

D. The other bureaus/offices involved in responding to the request will cooperate
fully with the lead bureau to ensure that FOIA responses are complete, consistent, and timely.
They also are responsible for maintaining official files relating to their involvement with the
request. The file should indicate which bureau/office was the lead.

E. SOL is responsible for coordinating legal review of the material. If a consensus
cannot be reached between the bureaus regarding the release/withholding of documents (or
portions thereof), SOL will make the final determination.
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Department of the Interior

Departmental Manual
Freedom of Information Act Handbook
(383 DM 15)

Effective Date: 4/22/04
Chapter 3: Processing Requests

Originating Office: Office of the Chief Information Officer

3.1 Inquiries for Information Versus Records. Upon receipt of a request, the bureau FOIA
Contact should make a determination as to whether it is subject to the FOIA (i.e., a request for
records) or merely a request for information. If the requester seeks an answer to a specific
question, or an explanation of policy, procedures, or a Departmental action, DOI is not required
to process the request under the FOIA. Nonetheless, the FOIA Contact should refer the request
for information to the appropriate office for response in a timely manner.

Examples:

1) A request that asks whether XYZ company has ever submitted a contract
proposal in response to any DOI solicitation is not subject to the FOIA because it is not seeking
records.

2 A request is received that states, “What does DOI’s contract with XYZ
company say?” Although this is framed as a question, it is clearly asking for the record (as that
is the best evidence of what the “contract says.”) This request should be processed under the
FOIA. In more questionable cases, the FOIA office may wish to contact the requester to
determine whether he/she is seeking records.

3.2 Time Limits.

A. Initial Determinations. The action office will respond to an initial FOIA request
no later than 20 workdays after the appropriate bureau FOIA Contact receives the request and it
is perfected (i.e., all issues regarding fees and the scope of the request are resolved). See
paragraph 1.5S of Chapter 1.

(1)  The 20-workday time limit begins to run the workday after a request
complying with the procedures in 43 CFR 2.8 and 2.10 (i.e., it is perfected) is received by the
FOIA Contact at the bureau office that has the requested records. If a request is received that is
unperfected, the action office or the FOIA Contact must contact the requester as soon as possible
to resolve the issues and perfect the request.
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2 The time limit for an e-mail request begins the workday after a request
complying with the procedures in 43 CFR 2.8 and 2.10 (i.e., it is perfected) is received in the
e-mail box of the appropriate FOIA contact, not when it is opened by the FOIA contact.
Normally, this should be the same day. If the request is received after normal working hours,
over the weekend or on a Federal holiday, or the system is down for the day, then the date of
receipt would be the next Federal workday. The same applies for requests received via the U.S.
Postal Service or fax.

3) The start of the basic time limit may be delayed under the following
conditions:

@) The requester has not stated a willingness to pay fees as high as
those anticipated,;

(b) The requester has sought a fee waiver and has not indicated a
willingness to pay regardless of whether a fee waiver is granted. The delay applies only to the
issue of providing a substantive response to the request, as the bureau must decide whether to
grant the fee waiver within the statutory time limit (see paragraphs 4.9A and 4.11 of Chapter 4));

(© The requester has not made a required advance payment (see
paragraph 4.10 of Chapter 4); or

(d) The requester has not reasonably described the records sought or
clarified the initial request.

4) The 20-workday time limit, or 30 workdays if an extension has been taken
(see paragraph 3.3 of this Chapter), does not apply to requests for expedited processing (see
paragraph 3.4 of this Chapter).

B. Release of Records. As long as the requester has been informed of the agency's
decision with respect to disclosure or nondisclosure, the Department need not release the
requested records within the time limits set forth in A and C. If the records to be disclosed are
not provided with the initial response, the bureau will notify the requester when and where they
will be made available.

C. Appeals. After receiving an appeal, DOI has 20 workdays in which to issue a
determination.

3.3 Extension of Time Limits.

A. Justification. In the following unusual circumstances, DOl may extend the time
limits prescribed in paragraph 3.2 of this Chapter:

(1)  The need to search for and collect the requested records from multiple
offices;
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2 The need to search for, collect, and examine a voluminous amount of
separate and distinct records sought in a single request; or

3) The need to consult with another agency having a substantial interest in
the determination of the request or with one or more bureaus of the Department having
substantial subject-matter interest in the request.

B. Limitations.

1) If necessary, more than one extension of time may be taken. However, the
total extension of time must not exceed 10 workdays with respect to a particular request.

@) A bureau may not take an extension of time to decide whether to grant a
request for a fee waiver.

3) A bureau may not extend the time limits prescribed in paragraph 3.2 of
this Chapter due to the need to consult with a submitter of commercial or financial information.

C. Notifying the Requester. If an extension is necessary, the responsible official will
notify the appropriate FOIA Contact and prepare a letter to the requester informing him/her of
the reason for the extension (see paragraph 3.3A, above) and the anticipated date of the response
(see Appendix B, Illustration 3). The letter to the requester should be sent prior to the expiration
of the basic time limit (the initial 20 workdays).

3.4 Expedited Processing.

A. When requested, a bureau will provide expedited processing if the requester
demonstrates to the satisfaction of the bureau that the request involves (see 43 CFR 2.14):

1) Circumstances in which the lack of expedited treatment could reasonably
be expected to pose an imminent threat to the life or physical safety of an individual.

(2 An urgency to inform the public about an actual or alleged Federal
Government activity if the request is made by a person primarily engaged in disseminating
information. In most cases, a person primarily engaged in disseminating information will be a
representative of the news media. The requested information must be the type of information
which has particular value that will be lost if not disseminated quickly, and ordinarily refers to a
breaking news story of general public interest. However, information of historical interest only,
or information sought for litigation or commercial activities would not qualify, nor would a news
media deadline unrelated to breaking news.

3) Records that are needed in connection with a judicial or administrative
proceeding when a delay in releasing the records will result in the loss of substantial due process
rights.
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B. The requester must explain the basis for requesting expedited processing in the
FOIA request and certify that his/her need for expedited processing is true and correct to the best
of his/her knowledge. For example, a requester under category 3.4A(2), if not a full time
member of the news media, must establish that he/she is a person whose main professional
activity or occupation is information dissemination, though it need not be his/her sole
occupation.

C. The bureau will notify a requester whether it will grant expedited processing
within 10 calendar days of receipt of his/her request.

1) If expedited processing is granted, the bureau will give priority to that
FOIA request and process the request as soon as practicable, ahead of other FOIA requests that
do not warrant expedited processing.

(2) If expedited processing is denied, the bureau will notify the requester in
writing providing the basis for the denial and a statement that the denial of expedited processing
may be appealed to the FOIA Appeals Officer (see Appendix B, Illustration 18).

D. If the bureau has not responded to a request for expedited processing within 10
calendar days, the requester may file an appeal for nonresponse.

35 Describing the Requested Records.

A.  The requester must describe the records sought in sufficient detail to enable an
employee familiar with the subject area of the request to locate the records with a reasonable
amount of effort.

B. Bureaus should interpret FOIA requests liberally when determining which records
are responsive to them. Further, communication with the requester is essential when addressing
any questions regarding the scope of the request. (See paragraph 3.22C of this Chapter and DOJ
FOIA Update, Fall 1995, Vol.XVI, No. 3, pp. 3-5 for additional guidance.)

C. When a request is overly broad in scope, unfocused, or involves an extremely
voluminous amount of records or a burdensome search (e.g., "Send me any and all documents
the Department has that reference or mention the XYZ Co. or any of its officers, employees, or
consultants™), the bureau should contact the requester to try to identify and clarify the records
sought and to reformulate the request (see Appendix B, Illustration 4). This includes explaining
how the agency's records pertinent to the request are filed, indexed, grouped, etc., so that the
requester understands how to narrow the request. The individual handling the request should
work with the requester to:

1) Limit the scope of the request to specific bureaus/offices or geographical
locations (e.g., headquarters or a regional/field office) of a bureau or to a single bureau;

2 Identify the date, title or name, author, recipient, and the subject of the
record; the office that created the document, and present custodian of the record;
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3) Narrow the scope of the request to a certain timeframe; and
4) Clarify terms within the context of the request.
D. When a request requires substantial clarification, the bureau will ask the requester
to submit an amended written request.
E. The statutory time limit for responding to a request will not start until the bureau

receives a request reasonably describing the records or the initial request is clarified.

F. If the bureau asks for additional clarification and does not hear from the requester
within 20 workdays, it will assume the requester is no longer interested in pursuing the request.
The responsible official should advise the requester in writing that it is closing the file since it
has not received a response from him/her clarifying the initial request whenever practicable.

3.6 Locating the Records.

A Immediately upon receiving the initial request, the responsible official will
determine whether DOI has the records. If the agency does not have the records, the requester
will be advised accordingly (see Appendix B, Illustration 5).

B. If the official believes that records covered by the request are located at another
bureau/office within DOI or another Federal agency, he/she will follow the procedures in
paragraph 3.13 or 3.14 of this Chapter.

C. If the request involves the records of more than one office within the same
bureau, the official will coordinate the request with the Bureau FOIA Officer or the appropriate
FOIA contact in the field.

D. If the bureau has transferred the records to a Federal records center, the official
will promptly contact the appropriate records center. If the records are still in existence, he/she
will request their return or make other arrangements for them to be reviewed. If the records have
been transferred to the National Archives and Records Administration (NARA), the bureau will
advise the requester to send his/her request to that agency for response.

E. If the records cannot be located, the official will notify the requester in writing
and send a copy of the letter to the appropriate FOIA Contact (see Appendix B, Illustration 5).
The bureau should explain why there are no records whenever possible, e.g., the bureau does not
maintain such records as they are related to a program the responsibility for which falls under
another agency, or the records have been destroyed in accordance with NARA’s records
retention and disposal policy, citing the appropriate records retention schedule (a copy should be
sent to the requester). The bureau will advise the requester that the matter may be appealed to
the FOIA Appeals Officer within 30 workdays of the date of the response, as this constitutes a
denial under Departmental regulations. (see paragraph 3.20A(8) and 3.20B of this Chapter).
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3.7  Searching for Responsive Records. After all the criteria in 43 CFR 2.8 and 2.10 have
been met, the bureau will make a reasonable effort to search for records responsive to the
request. This means searching for records in all offices that have or are likely to have responsive
records. In determining which records are responsive, the bureau will include records in its
possession and control as of the date it begins its search. This will include searching for records
in electronic form/format, except where it would interfere significantly with the bureau’s
automated information systems. The responsible official should annotate the file to show which
offices conducted a search in response to the request to support any potential appeal(s) and/or
litigation.

3.8 Reviewing the Records.

A. The responsible official will make a detailed review of the requested records and
consult interested offices before making a decision on the request (see paragraph 3.14D of this
Chapter).

B. The official will review the records and decide whether the information should be
released or denied. He/she must consult the designated FOIA attorney prior to:

1) Withholding a requested record,

@) Releasing a requested record that is exempt from disclosure (a
discretionary release), or

3 Denying a fee waiver.

C. The Department may withhold information only if one of the nine exemptions
listed in paragraph 1 of Chapter 5 applies to all or part of the records requested.

3.9 Form or Format of Disclosure. In accordance with the Department’s regulations
(43 CFR 2.9), a bureau must provide the records sought in the requested form/format if the office
responding to the request can readily reproduce the records in that form/format with reasonable
efforts. However, if the process of providing the information in the requested format would
damage or destroy an original document (e.g., in the case of a very old and brittle paper
document), the bureau may not be able to honor the requester’s format request. In this situation,
the bureau should contact the requester to see if alternative arrangements can be made. A bureau
must make a reasonable effort to maintain its records in forms or formats that are reproducible.

A. A bureau can charge the requester the direct costs involved in converting the
information to the requested format if it does not maintain the information in that format.

B. In the event of litigation, a bureau/office may have to prepare an affidavit
concerning the reproducibility of the record(s) in the requested form/format.
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3.10 Interim Responses.

A To avoid unnecessary appeals and litigation, bureaus will make every effort to
keep requesters apprised of the status of their requests. If a decision on a request has not been
made within the given time limits or an extension thereof, a requester may treat the delay or lack
of response as a denial and file an appeal or sue the Department. It is essential to communicate
with the requester--this shows good faith on the part of the Department.

B. When the action office is unable to respond in a timely manner, an interim
response should be prepared. The letter should be brief, acknowledge receipt of the incoming
correspondence, and advise the requester when he/she may expect a final response. The
requester also will be advised of his/her right to treat the delay as a denial and appeal the matter
(see Appendix B, Illustration 6).

3.11 Referrals from Other Agencies. Bureaus should handle referrals from other agencies
(i.e., outside DOI) on the same first-in, first-out basis as their other FOIA requests using the date
of the request’s initial receipt at the referring agency to establish its processing priority. These
requests will be logged into the EFTS as of the date they are received by the appropriate bureau
FOIA Contact, and will be processed as expeditiously as possible.

3.12 Records of Other Agencies.

A. If, in response to a request, a bureau locates documents that originated with
another Federal agency, it will refer the request and the responsive documents to that agency for
a release determination and direct response (see paragraph 3.12B, below). The bureau will
notify the requester of the referral in writing and, if possible, provide the name of a contact at the
other agency. However, in the following situations, the bureau will make the release
determination, after consulting with the originating agency:

1) When the record is of primary interest to DOI (a record is of primary
interest to DOI if it was developed or prepared according to DOI regulations or directives or in
response to a DOI request);

@) If DOI is in a better position than the originating agency to assess whether
the record is exempt from disclosure;

3) If the originating agency is not subject to the FOIA; or
4) When it is more efficient or practical depending on the circumstances.
B. When referring documents to another agency, the responsible official will:

1) Inform the requester in writing that DOI is forwarding the request and the
responsive record(s) to another agency for response (see Appendix B, Illustration 9);
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2 Include the name, address, and telephone number of a contact person at
the other agency;

3) Advise the requester that he/she may treat the response as a denial and file
an appeal (see paragraph 6.1 of Chapter 6); and

4 Promptly send the request and record(s) to the appropriate agency (see
Appendix B, Illustration 8).

C. If a bureau receives a request for records classified by another agency under
Executive Order 12,958, Classified National Security Information, or a superseding Executive
order, it must refer the request to that agency for response.

3.13  Consultations and Referrals with Agencies outside DOI. If a bureau receives a request
for records not in its possession, but which may be in the possession of another Federal agency,
the bureau will return the request to the requester and advise him/her to submit it directly to the
other agency (see Appendix B, Illustration 7). The letter to the requester should:

A. Include the name, address, and telephone number of a contact person at the other
agency; and
B. Advise the requester that he/she may treat the response as a denial and file an

appeal (see paragraph 6.1 of Chapter 6).

3.14 Consultations and Referrals within DOI.

A. If a bureau receives a request for records that are not in its possession, but which
it knows another bureau has or is likely to have, it will refer the request to that bureau for
response.

B. If a request to a bureau states that it seeks records located at another specific
office of the same bureau, the appropriate FOIA Contact will refer the request to the other office.
If the request states that it seeks records from other unspecified offices within the same bureau,
the FOIA Contact will send the request to the Bureau FOIA Officer who will refer it to those
offices which, to the best of his/her knowledge, have or are likely to have responsive records.

C. If a request to a bureau states that it seeks records of another specified bureau, the
bureau will refer the request to the bureau for response. If the request states that it seeks records
from other unspecified bureaus, the FOIA Contact will send the request to his/her Bureau FOIA
Officer who will ensure that the request is referred to those bureaus which, to the best of his/her
knowledge, have or are likely to have responsive records.

D. If a bureau (other than the Office of Inspector General (OIG)) receives a request
for records in its possession that another bureau created or is substantially concerned with, it
will:
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1) Consult with that bureau before deciding whether to release or withhold
the material; or

(2) Refer the request (or the relevant portion thereof) along with the records,
to that bureau for direct response. Such a referral does not restart the time limit for responding to
the request.

E. In accordance with 16 U.S.C. 5937 (an exemption 3 statute (See paragraph
5.5B(14) of Chapter 5), if a bureau receives a request for records concerning the nature and
specific location of i) a National Park System resource that is endangered, threatened, rare, or
commercially valuable; ii) mineral or paleontological objects within units of the National Park
System; or iii) objects of cultural patrimony within units of the National Park System, it will:

1) Inform the requester that the bureau must consult with the National Park
Service (NPS) prior to deciding whether to release the records;

@) Forward the FOIA request to the NPS; and

3 Include either a) a preliminary recommendation that the information be
withheld; b) a preliminary recommendation that it be released; or ¢) a statement that the bureau
has no recommendation on whether the information should be released.

If the NPS agrees that the request seeks information covered by this paragraph, NPS will instruct
the referring bureau to withhold the information unless the NPS determines that release: will
further the purposes of the unit of the National Park System in which the resource is located; will
not lead to an unreasonable risk of harm, theft, or destruction of the resource; and will not be
inconsistent with other applicable laws.

F. If a bureau (except the OIG) locates correspondence signed at the Deputy
Assistant Secretary level or above in response to a request, and it plans to make a discretionary
release, the bureau will consult with the appropriate Assistant Secretary's office as well as its
Designated FOIA attorney (see paragraph 5.14 of Chapter 5 regarding discretionary releases).

G. Whenever a request is referred to another bureau, the referring bureau will advise
the requester of the referral in writing. The letter to the requester should include the name,
telephone number, and mailing address of a contact in the other bureau(s) to which the referral
was made. The FOIA Contact will send a copy of the letter notifying the requester of the referral
along with the request to the appropriate FOIA Contact at the other bureau (see Appendix B,
Ilustration 10).

H. Whenever it is necessary for a bureau to refer a request to another bureau FOIA
office for response, it will do so as expeditiously as possible. With the exception of paragraph
3.14D, above, the time limit for responding to such requests starts when the request reaches the
bureau office that has the records.
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3.15 Relationship of the FOIA and the Privacy Act.

A When an individual requests records pertaining to himself/herself that are
contained in a Privacy Act system of records (i.e., the information contained in the system of
records is retrieved by the bureau/office using the requester’s name or other personal identifier),
it will be processed under both the FOIA and the Privacy Act regardless of the statute(s) cited, so
that the individual is granted the greatest access to his/her records that either Act provides (see
paragraph 1.12 of Chapter 1). Before the bureau begins processing a request covered by the
Privacy Act, it will ensure that the requester has provided the necessary identifying information,
e.g., a legible signature or photo ID (see the appropriate Privacy Act system notice and 43 CFR
Subpart G).

B. If an individual submits a FOIA request for records pertaining to himself/herself
that are not covered by the Privacy Act, the request will be treated as any other FOIA request.

C. A request from an individual for access to his/her records that cites neither Act
will be processed under both Acts (e.g., "'l would like all the records the Department of the
Interior has on me...") if the information sought is contained in a Privacy Act system of records
applicable to the requester.

D. When a third party (an individual other than the person who is the subject of the
Privacy Act record) submits a FOIA request for information that is subject to the Privacy Act
(e.g., “Send me all the records the agency has on my husband, Justin Case, an employee with
DOIL.”) the material may not be disclosed without the prior written approval of the individual on
whom the record is maintained unless—

1) The release is permissible under one of the Privacy Act conditions of
disclosure (5 U.S.C. 552a(b)), e.g., the release to the requester would be for one of the routine
uses listed in the applicable Privacy Act system of records notice, or if it is required to be
released under the FOIA, or

@) The individual is deceased (see 43 CFR 2.8(d) (4)). However, if the
release of the information would result in a clearly unwarranted invasion of the personal privacy
of a living individual, e.g., a member of the deceased individual’s family, the information must
be withheld.

E. Any employee who knowingly and willfully discloses information protected by
the Privacy Act may be subject to criminal penalties.

F. The Privacy Act never prohibits disclosure of material that the FOIA requires to
be released, such as the grade level and salary of a Federal employee (see paragraph 3.29A of
this Chapter). In order to withhold information from the subject of the file (a first party
requester) both a Privacy Act and a FOIA exemption must apply.

G. The Privacy Act, unlike the FOIA, only applies to U.S. citizens or lawfully
admitted aliens.

4/22/04 #383A-2
Replaces 3/28/91 #383A-1



383 DM 15
Page 11 of 23

H. In handling such combined FOIA/Privacy Act requests, the fee provisions and
time limits applicable to the FOIA apply. With regard to those records that are subject to the
Privacy Act, DOI can charge the person who is the subject of the records only for duplicating the
material and not for search or review time. There will be no charge if the fee for processing the
request is $30 or less.

l. For additional guidance regarding the handling of Privacy Act requests, refer to
the appropriate Privacy Act system of records notice and DOI’s Privacy Act regulations (43 CFR
Subpart G, in particular 43 CFR 2.63 and 2.64) and the Departmental Manual (383 DM 6,
Privacy Act Notification, Access and Amendment Procedures).

3.16 Preparing the Response Letter.

A. General.

1) Respond promptly to requests, telephone calls, and emails related to the
FOIA.

(2 Strive to convey a helpful, responsive attitude by the tone of voice, style,
and wording chosen.

3 Use clear, plain language which can be understood by the recipient.
4 Be courteous and sensitive to the needs of the public.

(5) Comply with the requirements in paragraphs 3.16B, 3.19, and 3.20. These
requirements also apply to responses sent to the requester electronically.

B. Content of Letter.

1) Responses should open with a reference to the specific information
requested, the date of the initial request, and the date of receipt if delayed. For example, "This
responds to your January 7, 2003, Freedom of Information Act request (received in this office on
January 16, 2003) in which you seek access to copies of travel vouchers for certain key
officials.”

(2)  The name, telephone number, fax number, and e-mail address (as
appropriate) of a contact familiar with the request should be included.

3) If the records are not provided with the initial response, the requester
should be advised of the circumstances of the delay and the date when he/she may expect to
receive them.

4) If the request involves records that may be located in several bureaus, the
requester should be advised that the bureau is responding for records under its purview only, or
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that it is responding on behalf of DOI in the event that a consolidated response has been
prepared.

(5) Fees should be addressed even when the requester is not charged.
@ The following language may be used when a fee is not charged:

Q) The fee incurred in responding to your request is less than
$30 and is not being charged in accordance with 43 CFR 2.16(b)(2).

(i) The bureau has reviewed your request for a fee waiver and
determined that disclosure of the requested information is in the public interest consistent with
the FOIA and DOI’s FOIA regulations; therefore, all fees are waived. (The bureau will explain
the basis for its decision, i.e., how the request meets the criteria for granting a fee waiver under
DOI’s FOIA regulations (43 CFR 2.19 and Appendix D).

(b) When a fee is to be charged, advise the requester as to how the fee
is calculated. For example:

The fee for the enclosed documents is [insert $ amount], calculated as follows:
[insert #] hours of search/review time at [insert rate] per hour and [insert #] pages
of duplication at $.13 per page. A breakdown of these costs is included on the
Bill for Collection.

(c) If fees are applicable, provide explicit instructions to the requester
for submission of payment or advise him/her that a bill will follow.

"A Bill for Collection is enclosed. Please make payment by check or money
order clearly marked "FOIA Fee", payable to the "Department of the Interior

(or name of the bureau or office).” The term United States or the initials "U.S."
should not be included on the check or money order. Send the payment to the
(insert title and address where payment is to be mailed). Your payment should be
received within 30 days of the date of the Bill for Collection. Interest will be
charged in accordance with 31 U.S.C. 3717, as amended, if the fee is not paid
within 30 calendar days of the date on the Bill for Collection."

(d) The interest requirement does not apply if the requester is a State
or local government, as other authorities will be used to collect outstanding fees. Consult with
the appropriate budget/finance office for exact language to be used in these cases.

3.17 Signature Authority. See paragraph 2.4 of Chapter 2.

3.18 Action Office Responsibilities. The office handling the request (in many cases this is the
FOIA office) is responsible for:
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A Acknowledging receipt of the request promptly in writing, including informing
the requester of the FOIA control number and contact information.

B. Making determinations on fee waiver and expedited processing requests within
the statutory time limits.

C. Notifying the requester of the Department's intention to disclose or withhold the
requested records within the time limits specified in paragraph 3.2 of this Chapter.

D. Ensuring that an adequate search is conducted and that any records responsive to
the request are reviewed properly.

E. Consulting with appropriate offices, including the Office of the Solicitor (SOL), if
a decision is made to release a record exempt from disclosure or a denial is involved.

F. Obtaining necessary concurrences.

G. Following up to make sure that legible copies of the records are sent to the
requester if not sent with the initial response.

H. Keeping a record of information that has been released or withheld as a reference
for future requests (to determine whether the material is in the public domain) to support any
potential appeal(s) and/or litigation.

l. Annotating the official file to show which offices conducted a search in response
to the request to support any potential appeal(s) and/or litigation.

J. Obtaining assurance of payment or advance payment as necessary and preparing
the Bill for Collection when it is not prepared by the bureau’s finance office (see paragraphs 4.9
and 4.10 of Chapter 4).

K. Sending a copy of the response to the FOIA Contact who is tracking and
managing the bureau’s requests via the electronic FOIA tracking system.

Appendix B, Hlustration 12, provides an overview for responding to a FOIA request.

3.19 Initial Response--Granting Access.

A. When the action office decides to release the requested records, it will include
them with the response letter or notify the requester of how, when, and where the records will be
made available (see Appendix B, Illustration 11).

B. A description and/or list of the records being provided will be included in the
response letter or as an enclosure to the letter.
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C. If the bureau determines that a discretionary release is appropriate consistent with
Departmental policy, the action office should advise the requester that the requested information
is exempt from disclosure under the FOIA, but the bureau has decided to exercise its discretion
and is releasing it.

D. The response to the requester will be prepared consistent with the guidance in
paragraph 3.16 of this Chapter).

3.20 Initial Response--Denying a Request in Part or Whole.

A. When the action office decides that all or part of a requested record should be
withheld (even if one word is deleted), it will notify the requester in writing (see Appendix B,
Illustration 13). The denial letter will:

1) Indicate the date of the initial request and the date DOI received the
request if delayed.

(2) Briefly describe the requested records including a list if practicable.

3) Describe the documents or parts fully withheld (if the records are
voluminous, they may be categorized for description purposes) being careful not to reveal the
contents of the information withheld.

4) Include the specific exemption(s) authorizing the withholding for each
part denied and provide an explanation of the reason(s) for the denial.

(5) Include an estimate of the volume of information being withheld. The
bureau will make a reasonable effort to estimate the volume of any records denied, or portions of
records (e.g., 100 pages, 4 Federal Record Center boxes, 1,000 kilobytes, etc.) unless such an
estimate would harm an interest protected by the exemption used to withhold the information.

(6) State the name and title of the person(s) responsible for the denial if it is
someone other than the person who signs the letter.

(7) State the name and title of the Office of the Solicitor attorney or any other
persons consulted in the review process.

(8) Advise the requester of his/her right to appeal in writing to the FOIA
Appeals Officer. A sample paragraph follows:

"You may appeal this partial (full) denial to the FOIA Appeals
Officer within 30 workdays of the date of this letter or 30 workdays
after the records have been released. Your appeal must be in writing
and addressed to: The Freedom of Information Act Appeals Officer,
Office of the Chief Information Officer, Department of the Interior,
1849 C Street, NW, MS 5312, MIB, Washington, DC 20240. A copy
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of your original request and this denial letter should accompany the

appeal. The appeal should be marked, both on the envelope and the face

of the letter, with the legend, “FREEDOM OF INFORMATION APPEAL."
Your letter should include in as much detail as possible any reason(s) why you
believe the bureau’s response is in error."

B. If records do not exist within DOI, cannot be located, are not reasonably
described, or if a procedural issue remains unresolved (e.g., a fee issue), the bureau will notify
the requester in writing (see Appendix B, Illustrations 1, 5, and 17). The letter to the requester
will include the following information as applicable:

1) An explanation of the basis of the decision;

(2 The names and titles of the person(s) responsible for the decision (the
names of any individuals consulted also may be included); and

3) A statement that the matter may be appealed within 30 workdays to the
FOIA Appeals Officer (see paragraph 3.20A(8), above).

C. The bureau must inform the requester of his/her appeal rights; otherwise, the
requester may sue the Department without having to first file an appeal.

D. The Office of the Solicitor will be consulted whenever a decision is made to
withhold a requested record, release a record that is exempt from disclosure, or to deny a fee
waiver (see paragraph 3.8B of this Chapter).

3.21 Segregating and Releasing Nonexempt Information. When a record contains both
exempt and nonexempt material, the bureau will generally segregate and release reasonably
segregable nonexempt information, e.g., any factual information.

A. When disclosing a record in part, the bureau will indicate on the released portion
of the record how much information was deleted and the appropriate exemption, unless doing so
would harm an interest protected by the exemption used to withhold the information. All
deletions will be marked clearly.

B. If technically feasible, the amount of the information and the exemption used to
withhold the information will be indicated where the deletion is made--this avoids confusion.

C. Before releasing records that contain exempt information, the responsible official
will review the records to ensure that any redacted (deleted) information is not visible. The
redacted portions of a paper document should be heavily blacked out and then photocopied at
least twice (i.e., copy the redacted page and then copy the copied page). The bureau may wish to
use other methods of redaction, but whichever method is used, it is critical that no exempt
information is disclosed.
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D. In the response to the requester, the bureau will describe in as much detail as
possible the kind of material deleted, being careful not to reveal the information withheld.
Deleting even one word constitutes a partial denial. Before disclosing a document, the official
will keep a record of the parts withheld, either by marking the original or by keeping a page-by-
page list.

E. If the nonexempt material is so intertwined with the exempt material that
disclosure of it would leave only meaningless words and phrases, the entire portion may be
withheld.

3.22 Releasing Information that is Outside the Scope of a Request. When a bureau locates a
document that contains information that is both responsive and nonresponsive to a FOIA request,
the following procedures apply:

A If any of the information on a page of a document falls within the subject matter
of a FOIA request, then the entire page should be considered subject to the request. The bureau
will release all of the information on a page of a document that contains both responsive and
nonresponsive information unless there is a FOIA exemption that protects any of the information
on that page from disclosure. Doing so provides useful information for the requester, involves
no additional duplication cost to the requester, and ordinarily does not impose an additional
burden on the bureau.

B. However, if a document with responsive information contains pages with only
nonresponsive information on them, then those pages that contain only nonresponsive
information are outside the scope of the FOIA request and do not need to be processed. In this
case, the bureau will advise the requester that it is not processing these pages as they are clearly
outside the scope of his/her request.

C. If there is any question regarding what information is responsive to a given FOIA
request, the bureau should contact the requester promptly (see paragraph 3.5 of this Chapter).

3.23  Consulting with Submitters of Commercial and Financial Information.

A. If a bureau receives a FOIA request for records containing commercial or
financial information submitted by a person or entity outside of the Federal Government (a
submitter), under Executive Order 12,600, Predisclosure Notification Procedures for
Confidential Commercial Information or superseding Executive order, the bureau processing the
request must provide the submitter with prompt written notice of the request, except as provided
in paragraph 3.231, below, whenever:

1) The submitter has designated the information as confidential commercial
or financial information, or

(2)  The bureau has reason to believe that the information may be protected
under exemption (4) or it cannot readily determine whether the information is commercially or
financially sensitive.
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B. The notice to the submitter will:

1) Inform the submitter that the bureau has received a FOIA request for
information or records that he/she has provided (see Appendix B, Illustration 14) and include a
copy of the FOIA request.

(2 Describe the information requested or include copies of the pertinent
records.

(€)) Advise the submitter of the procedures for objecting to the release of the
requested material and specify the time limit for responding. The responsible official may wish
to meet with the submitter to review the material or to discuss any problems.

4 Give the submitter no less than 10 workdays from receipt (the letter should
be sent certified mail, return-receipt requested), or publication as set forth in paragraph 3.23C,
below, of the bureau’s notice to object to the release and explain the basis for the objection, if
any.

(5) Advise the submitter that:

@ Information contained in his/her objections may be subject to
disclosure under the FOIA if the bureau receives a FOIA request for it; and

(b) If the submitter’s objections contain commercial or financial
information and a requester asks for the objections under the FOIA, the notification procedures
in 43 CFR 2.23 will apply.

(6) Advise the submitter that it is the bureau, rather than the submitter, that is
responsible for deciding whether the information will be released or withheld.

(7 If the submitter designated the material as confidential, commercial or
financial information 10 or more years before the request, request the submitter’s views on
whether he/she still considers the information to be confidential.

C. Where a large number of submitters are involved, the bureau may, rather than
providing written notice to each submitter, publish a notice in a manner reasonably calculated to
reach the attention of the submitters (e.g., in newspapers/newsletters, the bureau’s web site, or
the Federal Register).

D. Whenever the bureau notifies the submitter that it may be required to disclose
information that he/she provided in response to a FOIA request, the bureau also will notify the
requester that it is giving the submitter an opportunity to review and comment on the material.

E. If the submitter has any objection to disclosure, he/she must submit a detailed
written statement including the following:
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1) The justification for withholding any portions of the information under
any exemption of the FOIA. In the case of exemption 4, he/she must provide a specific and
detailed discussion of:

@ Whether the Government required the information in question to
be submitted, and if so, how substantial competitive or other business harm would likely result
from the release; or

(b) Whether the submitter provided the information voluntarily and, if
so, how the information in question fits into a category of information that the submitter
customarily does not release to the public.

(@) A certification that the information is confidential, has not been disclosed
to the public by the submitter, and is essentially non-public because it is not routinely available
from other sources.

F. The bureau will review and consider all objections to release that are received
within the timeframe specified in the notice to the submitter. If the bureau has not heard from the
submitter within the specified timeframe, the responsible official will telephone the submitter to
check on the status of his/her response. Depending on the circumstances, the bureau may, at its
discretion, allow more time for the submitter to review the material. If the bureau still has not
received a response from the submitter even after contacting him/her by telephone, the bureau will
presume the submitter has no objection to disclosure.

G. If the submitter’s statement is not received on time, the bureau should send the
requester an interim response advising him/her of the reason for the delay (see Appendix B,
Illustration 6).

H. If the bureau decides to disclose any part of the information that the submitter has
asked to be withheld, the responsible official will promptly:

1) Telephone the submitter to inform him/her of DOI's decision, and;
(2 Confirm the telephone call with a letter sent certified mail, return-receipt
requested (see Appendix B, Illustration 15) to the submitter’s last known address (a copy also

will be sent to the requester). The letter to the submitter will:

@ Contain a complete copy of the material to be disclosed or will
give the submitter an opportunity to review the material in DOI's offices;

(b) Include the bureau’s reasons for deciding to release them;

(©) Advise him/her that the bureau intends to release the records 10
workdays after receipt of the notice by the submitter; and

4/22/04 #383A-2
Replaces 3/28/91 #383A-1



383 DM 15
Page 19 of 23

(d) Be sent for surnaming along with the bureau's response letter to the
requester and be dated and postmarked the same day as the letter to the requester (see Appendix
B, Illustration 16). The records will be mailed at a later date depending on whether the submitter
initiates a lawsuit to prevent the release.

l. Consultation is not required if:

1) The bureau responsible for the decision determines prior to giving notice,
that the information is exempt from disclosure;

2 The information has been lawfully published or otherwise been made
available to the public, such as in response to an earlier FOIA request or if the submitter has
made the information public;

3) Disclosure of the information is required by a statute (other than the
FOIA) or regulation (other than 43 CFR Part 2, Subpart C);

4) Disclosure of the information is prohibited by a statute; or

(5) The designation of confidentiality made by the submitter appears
obviously frivolous. However, the bureau will notify the submitter of any final decision to
disclose the information 15 workdays prior to releasing it.

J. If, after an independent analysis, the bureau is in agreement with the submitter's
position that all or a part of a record should be withheld, the responsible official will notify the
submitter. In this event, the letter to the requester should state that the bureau's decision to
withhold is based on a careful, objective analysis of the requested records and not merely on the
fact that the submitter objected to disclosure.

K. If a requester files a lawsuit against DOI for access to any of the withheld records,
the bureau will notify the submitter within 10 workdays of the Department’s receipt of the
complaint. Similarly, if the submitter files a lawsuit to prohibit the bureau from disclosing the
records, the bureau will notify the requester within 10 workdays of the Department’s receipt of the
complaint.

L. If the bureau determines that the requested information is protected from release
by exemption 4, it has no discretion to release the information as doing so would violate the
Trade Secrets Act (18 U.S.C. 1905).

3.24  Requests for Federally-funded Research Data in the Possession of a Private Entity.

When published research findings are produced under a grant or other Federal assistance, and the
findings are used by a bureau in developing an agency action that has the force and effect of law
(e.g., a policy or regulation), the research data related to such findings are considered agency
records even if they are in the possession of the recipient of the Federal financial assistance
(recipient) (see paragraphs 1.5V and 1.5Z of Chapter 1). Consistent with OMB Circular A-110,
this provision applies only to grants and Federal assistance awarded to institutions of higher
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education, public and private hospitals, and other quasi-public and private nonprofit
organizations. It does not apply to grants, contracts, or other agreements between the Federal
Government and local and Federally-recognized Indian tribal governments covered under OMB
Circular A-102.

A. If a FOIA request for such research data is received, the bureau will require the
recipient to provide the information to it within a reasonable amount of time, so the bureau can
consider the data for release to the public under the FOIA.

B. The bureau will notify the requester that it may charge him/her for any additional
fees incurred as a result of obtaining the research data from the recipient. This fee is in addition
to any fees the bureau may charge the requester to process the FOIA request.

C. The bureau will forward a copy of the request to the recipient, who is responsible
for searching for and reviewing the requested information consistent with DOI’s FOIA
regulations (43 CFR Part 2, Subparts A through E). The recipient will forward a copy of any
responsive records that are located, along with his/her recommendations concerning the
releasability of the data, and the total cost incurred in searching for, reviewing, and providing the
data to the appropriate bureau FOIA contact.

D. The bureau will review and consider the recommendations of the recipient
regarding the releasability of the requested data. However, it is the bureau, rather than the
recipient, that is responsible for deciding whether the information will be released or withheld.

3.25 Sensitive Requests. The Bureau FOIA Officer will notify its Office of Communications/
Public Affairs and the Office of Congressional and Legislative Affairs promptly of any sensitive
requests (e.g., those from the media) regarding issues of top priority for the bureau or the
Department. The action office is responsible for ensuring that the bureau’s Office of
Communications/Public Affairs reviews and surnames all responses to such inquiries at
headquarters. The bureau will designate an official at each field office (preferably in the Office
of Communications/Public Affairs) to review and surname such requests (see paragraph 3.18F of
this Chapter).

3.26 Requests from Members of Congress.

A. Upon receipt of a request for records from a Member of Congress, the bureau
should first determine whether the request is made under the authority of a congressional
committee or subcommittee on a subject within its jurisdiction (usually the letter will be signed
by the chairman of the committee or subcommittee). The bureau must consult with the Office of
Congressional and Legislative Affairs (OCL) to ensure proper coordination and conformity of
responses. Requests from individual Members of Congress may require different types of
responses. Bureaus must consult with OCL to determine the appropriate response.
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B. Before denying a request from a Member of Congress, the responsible official
will consult with OCL and the bureau’s designated FOIA attorney (see paragraphs 3.18E and
3.20D of this Chapter).

3.27  White House Records. If White House records responsive to a FOIA request are located
in agency files or if a response needs be coordinated with the White House due to the potential
impact it could have on the Administration, consult the Departmental FOIA Officer. The
Departmental FOIA Officer will coordinate the response with the White House.

3.28 Multitrack Processing of FOIA Requests.

A. A bureau may use two or more different processing tracks for simple and complex
requests based on the amount of work and/or time needed to process the request, including the
number of pages involved.

B. If a bureau uses multitrack processing, it will advise the requesters in its slower
track(s) of the criteria of its faster track(s). For example, a bureau may provide requesters in its
slower track(s) with an opportunity to limit the scope of their requests in order to qualify for
faster processing within the specified limits of the bureau’s faster track(s). A bureau doing so
will contact the requester by telephone or in writing, whichever is more efficient in each case.

3.29 Examples of Information Frequently Releasable Under the FOIA. The following
information is generally, but not always, releasable under the FOIA (see 5 CFR 293.311).

A. Personnel-related information/records.

1) Names of present and former employees.
2 Present and past position titles and occupational series.
3) Present and past grades.

4) Present and past annual salary rates--including amounts received for
performance awards or bonuses, incentive awards, merit pay amount, Meritorious or
Distinguished Executive Ranks, and allowances and differentials (normally, the name of the
individual, position, type of award, and the dollar amount are releasable).

(5) Other awards and honors received in an individual’s professional capacity,
and membership in professional groups related to the employee’s profession.

(6) Present and past duty stations (this includes official mailing and email
addresses of DOI employees) as well as telephone numbers as they appear in the DOI Telephone
Directory.
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@) Position descriptions, identification of job elements and those performance
standards (but not actual performance appraisals) the release of which would not interfere with
law enforcement programs or severely inhibit agency effectiveness. Performance elements and
standards (or work expectations) may be withheld when they are so intertwined with
performance appraisals that their disclosure would reveal an individual's performance appraisal.

(8) Factors used in ranking job applicants (not to be confused with a crediting
plan).

9) Information regarding an employee’s education when it is related to
his/her profession.

(10)  Prior employment in State or Federal Government positions and in the
private sector when it is related to the position held by the employee.

(11) Resumes and SF 171, Application for Federal Employment, for the
successful candidate only (sanitized of any exempt material--see paragraph 5.8C (1) of
Chapter 5).

(12) SF 50, Notification of Personnel Action (sanitized of any exempt material-
-see paragraph 5.8C (1) of Chapter 5).

B. Administrative Documents (Sanitized of any Exempt Material).

1) Travel Vouchers.

(2 Invoices.

3) FOIA request letters.

4) Frequently requested FOIA records (see paragraph 1.8 of Chapter 1).
(5)  Transmittal memoranda and letters.

(6) Names of Federal employees involved in union activities during working
hours.

(7) Records about deceased persons, unless exemption 6 is applicable (see
paragraph 5.8B (7) of Chapter 5).

C. Contract Information. Best and final offer of the successful bidder when included
in the final contract or award. If not, this information would be protected by exemption (3) (see
the Federal Property and Administrative Services Act, 41 U.S.C. 253b, as amended by the
National Defense Authorization Act for FY 1997, Pub. L. 104-201).

4/22/04 #383A-2
Replaces 3/28/91 #383A-1



383 DM 15

Page 23 of 23
D. Policy Documentation.
1) Final orders and opinions in administrative actions.
2 Documents representing final decisions of agency officials, including
documents adopted or incorporated by reference in the final decision.
3) Official policy statements, interpretations, and guidelines that have been

adopted by the agency.

3.30 Requests for Records not yet in Existence. The FOIA only applies to records in the
bureau’s possession and control at the time it begins its search for responsive records. When a
bureau receives a request for records that are not yet in existence, but may be created at some
future time, as a courtesy it may advise the requester that he/she may wish to resubmit the
request at a later date. The bureau should explain in the response why the records are not in
existence and provide the requester with his/her appeal rights (see paragraph 3.20B of this
Chapter.) See Appendix B, Illustration 17.

3.31 Receipt of Classified Material. Whenever another agency refers classified documents to
DOl for review, the following procedures will apply:

A. Classified documents will be handled in accordance with 442 DM, National
Security Information.

B. The documents will be hand-carried immediately to the Office of Law
Enforcement and Security (OLES) for processing. In cases where this is not practicable, contact
the bureau/office’s designated security officer or call OLES for guidance.

3.32 Certification of Documents. See 310 DM 10.
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Department of the Interior

Departmental Manual
Freedom of Information Act Handbook
(383 DM 15)

Effective Date: 4/22/04
Chapter 4: Fees and Fee Waivers

Originating Office: Office of the Chief Information Officer

4.1  Scope. This Chapter sets forth policies and procedures to be followed in determining,
assessing, and collecting fees from a requester for the search, review, and duplication of
Department of the Interior (DOI) records.

4.2 Authority. Under the Freedom of Information Act (FOIA), DOI is authorized to charge
fees to recover the direct costs of searching for, duplicating, and, in the case of commercial-use
requesters, reviewing documents to respond to a FOIA request.

4.3 Policy.

A Unless waived, fees for responding to FOIA requests will be charged in
accordance with the provisions of 43 CFR 2.15 through 2.20 and 43 CFR Part 2, Appendix C.

B. DOI will not charge the requester if the fee is $30 or less, as the cost of collection
would be greater than the fee.

C. Where there is a reasonable basis to conclude that a requester or group of
requesters has divided a request into a series of requests on a single subject or related subjects to
avoid fees, the requests may be aggregated and fees charged accordingly. Multiple requests
involving unrelated matters will not be aggregated.

1) Bureaus may presume that multiple requests of this type that are made
within a 30-day period have been made in order to avoid fees.

@) Where requests are separated by a longer period, bureaus will aggregate
them only where there exists a solid basis for determining that aggregation is warranted under all
the circumstances involved.

D. Where a bureau responds to a request on behalf of more than one bureau, the fees
that would be chargeable by all bureaus involved will be considered in determining whether the
total FOIA processing fee is $30 or less.

E. If a bureau is responding on behalf of more than one bureau and the requester
falls under:
4/22/04 #383A-2

Replaces 3/28/91 #383A-1



383 DM 15
Page 2 of 11

1) The educational/noncommercial scientific institution or news media
category, he/she will be entitled to receive up to a total of 100 pages of duplication without
charge (there is no charge for searching for responsive records).

2 The other requester category, he/she will be entitled to receive up to a total
of 100 pages of duplication and two hours of search time without charge.

F. If a bureau obtains research data solely in response to a FOIA request, it may
charge the requester a reasonable fee equaling the full cost of obtaining the research data from
the recipient (see paragraph 3.24 of Chapter 3). This fee is in addition to any fees the bureau
may charge the requester to process his/her request.

4.4 Fee Schedule. The following uniform fee schedule applies to all bureaus and offices
within the Department (see 43 CFR Part 2, Appendix C). The duplicating fees provided in the
schedule also are applicable to requests processed under the Privacy Act.

A Search and review (review applies to commercial-use requesters only). Fees are
based on: the average hourly salary (base salary plus D.C. locality payment), plus 16 percent for
benefits, of employees in the following three categories. The average grade was established by
surveying the bureaus to obtain the average grade of employees conducting FOIA searches and
reviews. Fees will be increased annually consistent with Congressionally approved pay
increases. Fees are charged in quarter hour increments.

1) Clerical--Based on GS-6, Step 5, pay
(all employees at GS-7 and below)

(2 Professional--Based on GS-11, Step 7, pay
(all employees at GS-8 through GS-12)

3) Managerial--Based on GS-14, Step 2, pay
(all employees at GS-13 and above)

B. Duplication.

Pages no larger than 8.5 x 14 inches, when $.13 per page ($.26 for
reproduced by standard office copying double-sided copying)
machines.

Color copies of pages no larger $.90 per page

than 8.5 x 11 inches.

Pages larger than 8.5 x 14 inches Direct cost to DOI
Color copies of pages no larger than 11 x $1.50 per page

17 inches.

Photographs and records requiring special Direct cost to DOI
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handling (e.g., because of age, size, or
format).

C. Electronic Records.

Charges for services related to processing Direct cost to DOI
requests for electronic records.

D. Certification.

Each certificate of verification attached $.25
to authenticate copies of records.

E. Postage/Mailing.

Charges that exceed the cost of first Postage or Delivery charge
class postage. Examples of such charges
are express mail or overnight delivery.

F. Other Services.

Cost of special services or materials, Direct cost to DOI
other than those provided for by this fee
schedule, when requester is notified of

such costs in advance and agrees to pay

them. (Note: This includes certain special
searches for records conducted by contractors.
For example, if DOI must pay a contractor
special fees to conduct searches of databases
due to contractual provisions, DOI would pass
that charge on to the requester provided the
requester consented in advance to the special
search and its additional fees.)

45 Cateqories of Requesters.

A. There are four categories of requesters for the purposes of assessing fees. When
submitting a FOIA request, a requester should specify what fee category he/she is in, e.g.,
commercial-use, news media requester, etc. If a requester is submitting a FOIA request on
behalf of another person or organization (for example, if a requester is an attorney submitting a
request on behalf of a client), it is the underlying requester’s identity and intended use that
determines the fee category. Based on the information provided by the requester, the bureau
office processing the request will decide the fee category. The fees set forth in paragraph 4.4 of
this Chapter apply with the following exceptions:
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Q) Commercial-use requesters are charged fees for costs incurred in
document search, review, and duplication. They are not entitled to any duplication or search
time without charge.

2 Educational/noncommercial scientific institutions are charged for
document duplication alone, except that the first 100 pages of paper copies (or the equivalent
cost thereof if the records are in some other form) will be provided without charge. The bureau
will not charge such requesters for document search and review. The following are examples of
how these fees are calculated.

@ A request that results in 200 pages of material. No fee would be
assessed for duplication of 200 pages. The reason is that these requesters are entitled to the first
100 pages without charge. The charge for the remaining 100 pages would be $13. This amount
would not be billed because it is less than $30.

(b) A request that results in 500 pages of material. The requester in
this case would be charged $52.

3) News media requesters (including qualified freelance journalists) are
charged for document duplication alone, except that the first 100 pages of paper copies (or the
equivalent cost thereof if the records are in some other form) will be provided without charge.
The bureau will not charge such requesters for document search and review.

4) Requesters not covered by paragraph 4.5A (1) through 4.5A (3) above,
“other requesters,” are charged fees for document search and duplication, except that they are
entitled to the first two hours of search time and the first 100 pages of paper copies without
charge (or the equivalent cost thereof if the records are in some other form). The bureau will not
charge such requesters for document review.

B. The following table summarizes the chargeable fees for each category of
requester.
Category Search fees Review fees Duplication fees
Commercial Use............coeveeennnn. YeS.ioiiinnnnn YeS..oooinnnn. YeS.ooooinnnn.
Educational Institution..................... NO..........es NO........ees T
(100 pages free)
Non-Commercial Scientific Institution... | No............ No............ YES.iiiiiiiiiiinann,
(100 pages free)
News Media...........ccooveiieiiiin i, NO............ NO............ YeSuiiiiiiiiiiinnn,
(100 pages free)
AllOther.......cooi i YeS oioinnnnnns NO............ YESuiiiiiiiiiiiiennnn,
(2 hours free)... (100 pages free)

4.6  When Additional Information is Needed to Determine Category of Requester. If the
requester does not submit sufficient information in the FOIA request for the bureau to determine
the fee category (see paragraph 4.5A (1) through 4.5A (4) of this Chapter), the bureau may ask
the requester to provide additional clarification (see Appendix B, Illustration 22). This applies to
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all requesters. The bureau will notify the requester promptly when additional information is
needed. In these circumstances, the 20-workday statutory time limit for responding to the request
will not begin to run until the requester provides sufficient information. If the bureau requests
additional clarification and does not hear from the requester within 20 workdays, it will assume
that the requester is no longer interested in pursuing the request. The responsible official will
advise the requester in writing that it is closing the file since it has not received a response from
him/her clarifying the initial request.

4.7 Searches.

A. Searches will be conducted in the most efficient and least expensive manner, so as
to minimize costs for both the requester and the bureau. Except where provided in paragraph
4.5A (2) through 4.5A (4) of this Chapter, bureaus will charge for time spent in the following
search activities (see DOI’s FOIA home page at http://www.doi.gov/foia/ for applicable fees):

1) Time spent in trying to locate records which come within the scope of the
request, whether or not documents responsive to the request are located or the records located are
exempt from disclosure; and

(@) Direct costs involving the use of computer time to locate requested
records.

B. DOI will not charge for the time spent in monitoring a requester's inspection of
releasable records.

4.8 Reviews (Commercial-use Requests Only).

A. Bureaus will charge commercial-use requesters (see DOI’s FOIA home page at
http://www.doi.gov/foia/ for applicable fees) for

1) Time spent by bureau staff and attorneys in reviewing requested records to
determine whether they may be withheld in whole or in part; and

2 Time spent in deleting exempt information being withheld from any
records otherwise made available.

B. Review costs will be assessed even if a record ultimately is not disclosed.

49 Notice of Anticipated Fees.

A. Unless the requester has been granted a fee waiver or has previously agreed to pay
all the fees associated with the request, or the anticipated fee is $30 or less, the bureau will:

1) Promptly notify the requester of the estimated costs and ask the requester

to provide written assurance of payment of all fees or fees up to a designated amount; and

4/22/04 383A-2
Replaces 3/28/91 #383A-1



383 DM 15
Page 6 of 11

2 Give the requester an opportunity to modify the request at that time to
reduce the fee (see Appendix B, Illustration 19).

B. After the bureau begins processing the request, if it finds that the actual cost will
exceed the amount the requester previously agreed to pay, the bureau will:

Q) Stop processing the request;

@) Promptly notify the requester of the higher amount and ask the requester
to provide written assurance of payment or modify the request to reduce the fee; and

3) Resume processing once the requester has agreed to pay the higher
amount or modify the request to reduce the fee.

410 Advance Payment.

A. The bureau will require advance payment when the estimated fee is over $250
and:

1) The requester has never made a FOIA request to DOI requiring the
payment of fees; or

2 The requester did not pay a previous FOIA fee promptly.

B. If the requester has previously failed to pay a fee within 30 calendar days of the
date of billing, the bureau will require the requester to:

1) Pay the full amount owed plus any applicable interest penalties (see
paragraph 4.13 of this Chapter) and to make an advance payment of the full amount of the
estimated fee of the new request; or

(2) Demonstrate that the prior fee has been paid.

C. At the same time the bureau notifies the requester that an advance payment is due,
it will give the requester an opportunity to modify the request to reduce the fee (see Appendix B,
Illustrations 20 and 21).

4.11 Unresolved Fee Issues. The bureau will not start processing a request until the fee issue
has been resolved (see paragraph 3.2 of Chapter 3). If the bureau seeks clarification from the
requester about a fee issue and does not hear from the requester within 20 workdays, the bureau
will assume that the requester is no longer interested in this matter and will close the file on the
request. The responsible official should advise the requester in writing that he/she is closing the
file since a response has not been received from the requester clarifying the fee issue. However,
if the requester has asked for a fee waiver, the bureau must make a determination on the fee
waiver request within 20 workdays based on the information on hand (see 43 CFR 2.19(a)).
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4.12 Billing Procedures. If the requester is required to pay a fee associated with the request,
the bureau that processes the request will send the requester a bill for collection. Bills will be
processed under the bureau’s financial/accounting procedures. The requester should submit a
check or money order made payable to the “Department of the Interior” or the bureau furnishing
the information. The term United States or the initials “U.S.” should not be included on the
check or money order. Where appropriate, the official responsible for handling a request may
require that payment be made in the form of a certified check. The requester also may pay by
credit card if the bureau accepts such payments.

4.13 Failure to Pay Fees. The bill for collection or the response letter will include a statement
that interest will be charged in accordance with 31 U.S.C. 3717, as amended, if the fees are not
paid within 30 calendar days of the date of the bill. This requirement does not apply if the
requester is a state, local, or tribal government. The Debt Collection Improvement Act of 1996
will be used, as appropriate, to collect fees (Pub. L. 104-134).

414 Fee Waivers.

A. If a requester is seeking a fee waiver, it is his/her responsibility to provide
detailed information to support it. The requester must submit this information with the FOIA
request. The requester should explain how the release of the information contributes significantly
to the public's understanding of the Government's operations and activities. The burden is on the
requester to justify entitlement to a fee waiver.

B. The bureau will evaluate each request on its own merit—the bureau will not grant
“blanket™ fee waivers. The fact that a requester has received a fee waiver in the past does not
mean the requester is automatically entitled to a fee waiver for every request he or she may
submit, because the essential element of any fee waiver determination is whether the release of
the particular documents sought in the request will likely contribute significantly to public
understanding of the operations or activities of the Government.

C. The bureau will provide records without charge or at a reduced charge if
disclosure of the information is in the public interest because it--

1) Is likely to contribute significantly to public understanding of the
operations and activities of the Government; and

(2 Is not primarily in the requester’s commercial interest.
D. In deciding whether the requester is entitled to a fee waiver, the bureau will
consider the criteria in paragraph 4.14D (1) through 4.14D (4), below. The requester should

address each of these criteria in his/her letter.

1) How do the records concern the operations or activities of the
Government?
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2 If the records concern the operations or activities of the Government, how
will disclosure likely contribute to public understanding of these operations and activities?

@) How are the contents of the records the requester is seeking
meaningfully informative on the Department's or a bureau's operations and activities? Is there a
logical connection between the content of the records and the operations or activities the
requester is interested in?

(b) Other than enhancing the requester’s knowledge, how will
disclosure of the requested records contribute to the understanding of the public at large or a
reasonably broad audience of persons interested in the subject?

(c) The requester’s identity, vocation, qualifications, and expertise
regarding the requested information (whether the requester is affiliated with a newspaper, college
or university, have previously published articles, books, etc.) may be relevant factors. However,
the requester merely stating that he/she is going to write a book, research a particular subject, or
perform doctoral dissertation work, is insufficient, without demonstrating how the requester
plans to disclose the information in a manner which will be informative to a reasonably broad
audience of persons interested in the subject.

(d) Does the requester have the ability and intention to disseminate the
information to the general public or a reasonably broad audience of persons interested in the
subject?

Q) How and to whom does the requester intend to disseminate
the information?

(i) How does the requester plan to use the information to
contribute to public understanding of the Government's operations or activities?

(€)) If there is likely to be a contribution to public understanding, will release
of the requested records contribute significantly to public understanding?

@) Is the information being disclosed new?

(b) Does the information being disclosed confirm or clarify data which
has been released previously?

(©) How will disclosure increase the existing level of public
understanding of the operations or activities of the Department or a bureau?

(d) Is the information already publicly available? If the Government
previously has published the information that the requester is seeking or if it is routinely
available to the public in a library, reading room, through the Internet, or as part of the
administrative record for a particular issue (e.g., the listing of the spotted owl as an endangered
species), it is less likely that there will be a significant contribution from release.
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4) Would disclosure be primarily in the requester’s commercial interest?

@ Does the requester have a commercial interest that would be
furthered by disclosure? A commercial interest is a commercial, trade, or profit interest as these
terms are commonly understood. The requester’s status as “profitmaking” or “non-profitmaking”
is not the deciding factor. Not only profitmaking entities, but other organizations or individuals
may have a commercial interest to be served by disclosure, depending on the circumstances
involved.

(b) If the requester does have a commercial interest that would be
furthered by disclosure, would disclosure be primarily in that interest? Would the public interest
in disclosure be greater than any commercial interest the requester or the requester’s organization
may have in the documents? If so, how would it be greater?

(©) The requester’s identity, vocation, and the circumstances
surrounding the request are all factors to be considered in determining whether disclosure would
be primarily in the requester’s commercial interest. For example:

Q) If the requester is a representative of a news media
organization seeking information as part of the news gathering process, the bureau will presume
that the public interest outweighs the requester’s commercial interest.

(i) If the requester represents a business/corporation/
association or the requester is an attorney representing such an organization, the bureau will
presume that the requester’s commercial interest outweighs the public interest unless the
requester demonstrates otherwise.

E. The bureau will rely on the fee waiver justification the requester has submitted in
his/her request. If the requester does not submit sufficient justification, the fee waiver request
will be denied. The bureau may, at its discretion, communicate with the requester to request
additional information if necessary (see Appendix B, Illustration 23). However, the bureau must
make a determination on the fee waiver request within 20 workdays, even if the bureau has not
received such additional information.

F. The bureau should consider only the releasable portions of the responsive
documents in determining eligibility for a fee waiver, because exempt portions of documents will
not contribute to public understanding. The general importance or sensitivity of the underlying
subject matter of the FOIA request should not override the analysis of whether release of the
information itself will contribute significantly to public understanding.

4.15 Reducing the Fee (Partial Fee Waivers). Under the FOIA and DOI’s regulations, fees
may be reduced (in contrast to a total fee waiver) when release of some of the records qualifies
for a fee waiver. The criteria for reducing the fees are the same as those for a total fee waiver.
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A A fee reduction may be appropriate when it is determined that only some of the
requested records would be likely to contribute significantly to public understanding of the
operations or activities of the Government, and when disclosure would not be primarily in the
commercial interest of the requester.

B. Fees in these cases would be prorated based on the percentage of records that
meets the fee waiver criteria. Where the documents may be segregated, the bureau should
calculate the exact cost of processing those records that do not qualify for a fee waiver.

416 Fee Waiver Requests.

A. Denying a Request. If a request for a fee waiver or reduction is denied, the
bureau will notify the requester, in writing, of the following (see Appendix B, Illustration 24):

1) The basis for the denial, including a full explanation of why the fee waiver
request did not meet DOI's fee waiver criteria,;

(2) The name(s) and title(s) or position(s) of each person responsible for the
denial;

3 The name and title of the Office of the Solicitor attorney consulted,;

4) His/her right to appeal, in writing, within 30 workdays after the date of the
denial letter to the FOIA Appeals Officer; and

(5) That it will not start processing the request until it receives his/her written
assurance of payment of all fees or the maximum amount that he/she is willing to pay. The
bureau also may give the requester an opportunity to narrow the scope of his/her request to
reduce the fee.

B. Granting a Request. If a bureau decides to grant the fee waiver request, it will
notify the requester, in writing, that it is granting the fee waiver because disclosure of the
requested information (1) is likely to contribute significantly to public understanding of the
agency’s operations and activities, and (2) is not primarily in his/her commercial interest. The
bureau will explain the basis for its decision, i.e., how the request meets the criteria for granting
a fee waiver under DOI’s FOIA regulations (43 CFR 2.19 and Appendix D).

4.17 Discretionary Fee Waivers.

A A bureau may waive fees at its discretion if a request involves:

1) Furnishing a copy of a document that the bureau has reproduced for free
distribution;

(2 Furnishing one copy of a personal document (e.g., a birth certificate) to a
person who has been required to furnish it for retention by the Department;
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(3)  Furnishing one copy of the transcript of a hearing before a hearing officer
in a grievance or similar proceeding to the employee for whom the hearing was held;

4 Furnishing records to donors with respect to their gifts;

(5) Furnishing records to individuals or private nonprofit organizations having
an official, voluntary or cooperative relationship with the Department to assist the individual or
organization in working with the Department;

(6) Furnishing a reasonable number records to members of the U.S. Congress,
state, local, and foreign governments, public international organizations, and Indian tribes, when
to do so without charge is an appropriate courtesy, or when the recipient is carrying on a function
related to that of the Department and to do so will help to accomplish the work of the
Department;

@) Furnishing records when to do so is in conformance with generally
established business custom (e.g., furnishing personal reference data to prospective employers of
former Department employees); or

(8) Furnishing one copy of a single record in order to assist the requester in
obtaining financial benefits to which he or she may be entitled (e.g., veterans or their dependents,
employees with Government employee compensation claims).

B. The requester cannot appeal the denial of a discretionary fee waiver.
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Department of the Interior

Departmental Manual
Freedom of Information Act Handbook
(383 DM 15)

Effective Date: 4/22/04
Chapter 5: FOIA Exemptions

Originating Office: Office of the Chief Information Officer

5.1  General. Under the FOIA there are nine exemptions and three law enforcement
exclusions that serve as a basis for withholding information from the public. The nine
exemptions are listed below and discussed at length in this chapter.
Exemption 1 - Matters of National Defense or Foreign Policy
Exemption 2 - Internal Personnel Rules and Practices

Exemption 3 - Information Exempted by Other Statutes

Exemption 4 - Trade Secrets, Commercial or Financial Information
(Confidential Business Information)

Exemption 5 - Privileged Interagency or Intra-agency Memoranda
or Letters

Exemption 6 - Personal Information Affecting an Individual's Privacy
Exemption 7 - Records Compiled for Law Enforcement Purposes
Exemption 8 - Records of Financial Institutions

Exemption 9 - Geological and Geophysical Information
Concerning Wells

5.2 Decisions to Withhold Information.

A. Bureaus will withhold information responsive to a FOIA request only if it is
protected from release by one of the nine statutory exemptions (see paragraph 5.1 of this
Chapter) or if one of the law enforcement exclusions discussed in paragraph 1.3B of Chapter 1
is applicable. DOI rarely uses the two law enforcement exclusions available to it. Before
withholding information based on one of the exemptions or a law enforcement exclusion, the
bureau must consult with the Office of the Solicitor (SOL).

4/22/04 #383A-2
Replaces 3/28/91 #383A-1



383 DM 15
Page 2 of 21

B. The exemptions may apply singly or in combination to a given request. If
information does not fall under any of the exemptions, there is no basis for withholding. Any
reasonably segregable non-exempt portions of a document must be released after deletion of
the exempt portions (see paragraph 5.7B (1) (c) of this Chapter).

C. Examples of information withheld under each exemption are discussed below.
They are not intended to be all inclusive or to apply in every situation. All records must be
reviewed on a case-by-case basis.

D. Depending on how current the information is, whether an action is pending or
has been completed, and other related circumstances, release may be appropriate on a
discretionary basis even if it is otherwise protected by an exemption.

E. If it is unclear as to whether specific documents fall under any of the
exemptions, consult the FOIA Officer or the designated FOIA attorney for the bureau/office,
or the Departmental FOIA Officer for guidance. In accordance with 43 CFR 2.21(f), any
decision to withhold a record will be made only after consultation with the bureau’s
designated FOIA attorney.

5.3  Exemption 1 - Matters of National Defense or Foreign Policy. This exemption allows
an agency to withhold information concerning the national defense or foreign policy
providing that it has been properly classified under Executive Order 12,958, Classified
National Security Information (dated October 14, 1995), or superseding Executive order.

54 Exemption 2 - Internal Personnel Rules and Practices. Exemption 2 protects from
public disclosure records that are related to the internal personnel rules and practices of an
agency. It includes two distinct categories of records:

A Those dealing with internal matters of a relatively trivial nature for which there
is no legitimate public interest or benefit (referred to as “low 2.”). Exemption “low 2” is
applicable when it would impose an administrative burden on the agency to process and
release the requested records. Examples of records protected under “low 2” include
information relating to the use of parking facilities, lunch hours, sick and annual leave rules,
etc.

B. Those of a more substantive nature, the disclosure of which would allow
circumvention of a statute or agency regulation, or impede the effectiveness of the agency's
activities (referred to as “high 2”). The premise under “high 2” is that disclosure should not
benefit those attempting to violate the law and avoid detection. Examples of records
protected under “high 2” include:

1) Agency procedures, manuals and instructions concerning investigatory
or security matters, e.g., records that reveal how investigations or audits are conducted,
security techniques, etc.);
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2 Sensitive information related to America’s Homeland security,
including critical infrastructure information (e.g., inundation maps, vulnerability assessments,
plans, blueprints, and architectural drawings of Federal buildings, National monuments, etc.);

3 Agency records which, if released, would give someone an unfair
advantage in the job selection process and may require the office to create replacement
documents (e.g., examination questions and answers; crediting plans used in determining the
qualifications of a candidate for employment, advancement or promotion; and criteria for
interviewing prospective employees, etc.)--these records can be withheld only if a bureau
intends to use the documents in the future;

4) Government charge card numbers (the details of purchases more than
likely have to be released); and

(5) Information related to computer security the release of which could
result in the alteration, loss, damage, or destruction of data contained in computer systems,
e.g., computer security plans, passwords, IP addresses, and URL addresses of restricted web
sites.

55 Exemption 3 - Information Exempted by Other Statutes.

A. This exemption allows an agency to withhold records that are specifically
exempt from disclosure by other Federal statutes. Information may be withheld only if the
statute:

1) Requires that the matters be withheld from the public in such a manner
as to leave no discretion on the issue, or

2 Establishes particular criteria for withholding or refers to particular
types of matters to be withheld.

B. Exemption 3 statutes applicable to DOI include (see DOI’s FOIA home page
for an updated listing):

1) Outer Continental Shelf Lands Act Amendments of 1978, 43 U.S.C.
1350 through 1352;

2 Federal Coal Leasing Act Amendments of 1976, including the
provisions of the Mineral Leasing Act, 30 U.S.C. 201(b)(3) and 208-1(b) through (e);

3 Surface Mining Control and Reclamation Act of 1977, 30 U.S.C. 1257,
1258, and 1262;

4) Archaeological Resources Protection Act of 1979, 16 U.S.C. 470hh (a);

(5) National Materials and Minerals Policy, Research and Development
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Act of 1980, 30 U.S.C. 1604(f);

(6) National Historic Preservation Act Amendments of 1992,
16 U.S.C. 470w-3;

(7 Indian Mineral Development Act of 1982, 25 U.S.C. 2103(c);
(8) Federal Cave Resources Protection Act of 1988, 16 U.S.C. 4301;
9) Indian Gaming Regulatory Act, 25 U.S.C. 2701,

(10)  Rule 6(e), Federal Rules of Criminal Procedure (Grand Jury), 18
U.S.C. Appendix;

(11)  Juvenile Justice Delinquency and Prevention Act of 1974, as amended,
18
U.S.C. 5038;

(12) Inspector General Act of 1978, as amended, 5 U.S.C. Appendix 3;

(13) Federal Property and Administrative Services Act, 41 U.S.C. 253b, as
amended by the National Defense Authorization Act for FY 1997, Pub. L. 104-201; and

(14) National Parks Omnibus Management Act of 1998, 16 U.S.C. 5937,
Section 207.

C. Examples of information protected by some of the above exemption 3 statutes
include:

1) Material collected by investigators and submitted to a grand jury
(Federal Rules of Criminal Procedure);

2 Certain witness interviews (Inspector General Act of 1978);

3) The identity of employee whistleblowers (Inspector General Act of
1978);

4) Certain information related to archaeological and/or historic resources
(Archaeological Resources Protection Act of 1979).

5) The location of caves and artifacts found (Federal Cave Resources
Protection Act of 1988);

(6) Names and contract proposals of unsuccessful bidders (vendors)
(Federal Property and Administrative Services Act, 41 U.S.C. 253b, as amended by the
National Defense Authorization Act for FY 1997);
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(7) In certain circumstances, information concerning the specific location
of a National Park System resource, e.g., a threatened or endangered species within a unit of
the National Park System (National Parks Omnibus Management Act of 1998, section 207);
and

(8) Information regarding the location of a historic property included in or
eligible for inclusion on the National Register (National Historic Preservation Act
Amendments of 1980).

D. The Privacy Act and the Trade Secrets Act are not exemption 3 statutes.

1) Privacy-protected information should be considered under exemptions
6 and 7(C).

(2) Information involving commercial/financial interests should be
considered under exemption 4.

5.6 Exemption 4 - Trade Secrets, Commercial or Financial Information (Confidential
Business Information). Exemption 4 protects trade secrets and commercial or financial
information that is obtained from a person and is privileged or confidential.

A. This exemption is intended to protect both the interests of commercial entities
that submit proprietary information to the Government and the interests of the Government in
receiving continued access to such data.

B. Exemption 4 is not applicable if the information is generally available to the
public, e.g., if it is published in the company's annual report or available through the
Securities and Exchange Commission, or would be made available if requested from the
submitter.

C. The following criteria will be used to determine whether exemption 4 is
applicable:

1) Trade Secrets. The records must contain information regarding a trade
secret. A trade secret is defined as a secret, commercially valuable plan, formula, process, or
device used to make, prepare, or process a commodity. Because this is a rarely used aspect of
exemption 4, any bureau considering using it should consult the bureau’s designated FOIA
attorney.

2 Commercial or Financial Information.

@ The records must contain commercial or financial
information. Information is commercial if a person has a commercial interest in it (see
paragraph 1.5G of Chapter 1).
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(b) The information must be obtained from a person. A
person may be a corporation, association, a state or local government, or any public or private
organization, including an Indian tribe. An agency of the Federal Government would not be a
person for the purposes of this provision (see paragraph 5.7B (4) of this Chapter regarding the
protection of Government commercial information).

(©) The information must be privileged or confidential. The
test for whether commercial or financial information is confidential depends in part on whether
the information was voluntarily or involuntarily submitted to the Government.

(i)  Where a submitter voluntarily provides
information to the Government, the information will be considered confidential for the
purposes of exemption 4 if “it is of a kind that would not customarily be released to the public
by the person from whom it was obtained.” The agency has the burden of proving that the
submitter does not customarily release the information to the public.

(i) Where the Government requires the submitter to
provide information, commercial or financial information is “confidential” for purposes of
exemption 4 if disclosure is likely to have either of the following effects:

(A) Impair the Government's ability to
obtain necessary information in the future. The agency must be able to demonstrate that the
submitter would not have provided the information if he/she believed it would be subject to
disclosure or that the reliability or quality of the information it receives from the submitter in
the future would be diminished.

(B) Cause substantial competitive harm to
the person/business from whom the information was obtained. If no competition exists (i.e.,
the company is the sole producer of a given product), then the information cannot be withheld
under the premise that release would cause competitive harm; or

©) Harm an identifiable private or
governmental interest, e.g., impair the effectiveness of a Government program or agency
compliance.

D. A submitter’s voluntary participation in an activity--such as seeking a
Government contract or applying for a grant or loan, does not govern whether any
submissions made in connection with that activity are likewise voluntary. Bureaus should
focus on whether the Government required those who chose to participate in a given activity
or process to submit the information at issue. Information is considered required if any legal
authority compels submission as a condition of doing business with the Government.

E. Government documents may be protected under exemption 4 to the extent that
they contain summaries or reformulations of information supplied by an outside source.

F. In accordance with Executive Order 12,600, Predisclosure Notification
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Procedures for Confidential Commercial Information, June 23, 1987, or superseding
Executive order, and 43 CFR 2.23, bureaus will notify submitters when their data is requested
under the FOIA to determine if the material is confidential and exempt from disclosure (see
paragraph 3.23 of Chapter 3). That notice must give submitters a reasonable amount of time
to comment on the proposed release before the bureau releases the information.

G. The bureau must maintain adequate records to support its decision to disclose
commercial or financial information in case a lawsuit is filed by the submitter (commonly
called a “reverse FOIA.”)

H. Examples of information the courts have found to be properly withheld under
exemption 4 include:

1) Commercial or financial information received in confidence in
connection with bids, contracts, or proposals, including:

@) Assets, income, profits, losses, and expenditures;

(b) Names of consultants, subcontractors, and suppliers;
performance, cost, and equipment information;

(©) Labor costs, profit margins, and competitive vulnerability;
(d) Business sales statistics, research data, and technical designs;
(e) Financial statements and balance sheets;

()] Price negotiation memos;

(9) Names of customers and amounts and discounts offered to
them;

(h) Resumes and other employee-related information such as what
the company pays its employees;

Q) A company's internal organization chart;
() Letters of reference from private sector clients;

(k) Approach and methodology for accomplishing work set forth in
the solicitation; and

() Plant facility reports.

@) Scientific and manufacturing processes or developments containing
technical or scientific data submitted with an application or report while research is in
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progress.

3) Solid mineral information, including production data and royalty
statistics.

4) Geophysical information--location of oil and gas wells, drilling plans,
exploration data, geologic reports, maps, etc.

5) Financial information maintained on Indian tribes.

5.7 Exemption 5 - Privileged Interagency or Intra-agency Memoranda or Letters.

A. Exemption 5 is designed to protect those interagency and intra-agency
memoranda or letters, which would not be available, by law to a party in litigation with the
agency (i.e., those records which normally would not be made available through the discovery
process--the means by which the parties involved in a lawsuit exchange information prior to a
hearing or trial).

1) This exemption applies to inter- or intra-agency records--records that
are transmitted within or among DOI components, or between or among Federal agencies.

2 In some circumstances, it may also apply to documents generated
outside of an agency. Documents prepared by outside consultants at the request of the agency
and recommendations or advice from Congress or the States can be protected if those
documents played a role in the agency’s deliberative process and the outside parties are not
advocating their own interests in seeking a Government benefit at the expense of others. This
may include Indian tribes under limited circumstances. However, the bureau should conclude
that documents generated outside of the Federal Government meet the “intra- or inter-agency”
threshold requirement only after consulting with its designated FOIA attorney.

@ Communications to or from an outside party will meet the
threshold test (i.e., the communications would qualify as inter- or intra-agency records) where
the outside party does not represent his/her own interest, or an interest of another client, when
it gives advice to the agency.

(b) Communications to or from outside parties who, though
characterized as consultants by an agency, communicate with the agency in order to advance
their own self-interest at the expense of others seeking benefits, would not meet the
exemption 5 threshold.

(©) On the other hand, communications from an outside party who
represents its own self interest, but not at the expense of others seeking benefits, may meet the
exemption 5 threshold requirement. Examples might include tribal communications with a
bureau regarding an asset entirely its own (i.e., tribal timber, mineral, oil or gas deposits) the
use of which would not deprive others of their use.
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(d) If the documents meet the threshold and contain information
covered by an exemption 5 privilege, it qualifies for protection under exemption 5.

(e) The courts have made it clear that exemption 5 does not protect,
on the basis of the trust relationship alone, communications between the Indian tribes and the
Department, and bureaus cannot withhold communications with the tribes solely on that basis.

B. Four of the privileges most commonly invoked under exemption 5 are
discussed below:

1) Deliberative-Process Privilege.

@ This privilege is designed to protect the quality of the agency's
decisionmaking process, i.e.:

Q) To encourage candid and frank discussions among
agency officials;

(i)  To protect against premature disclosure of proposed
policies before they are finally adopted; and

(ili)  To avoid public confusion that might be caused by
disclosing reasons and rationales that were not ultimately the basis for an agency's action.

(b) In order to fall within this privilege, the material must be both
predecisional and deliberative (i.e., part of the decisionmaking process in that it includes
opinions, recommendations, or deliberations on legal or policy matters). Generally, protected
information is analytical and subjective rather than factual. In determining whether a
document is predecisional and deliberative, the following should be considered:

Q) The document's language and its place in the
decisionmaking process. Predecisional, deliberative documents are written prior to the
agency's final decision and usually contain recommendations or opinions, or represent the
agency's tentative position on an issue. They typically discuss the pros and cons of the
adoption of one viewpoint over another.

(i) The decisionmaking authority of the person issuing the
document, i.e., whether the person who issues the document has the authority to speak finally
and officially for the agency. If the author lacks the authority to make the final decision for
the agency, the document is more likely to be predecisional.

(iii)  The direction in which the document flows in the
decisionmaking chain. Documents written by a subordinate and transmitted to a superior are
more likely to be predecisional than those written by a person who is in a position to make the
final decision for the agency.

4/22/04 #383A-2
Replaces 3/28/91 #383A-1



383 DM 15
Page 10 of 21

(©) The deliberative process privilege generally may not be used to
withhold purely factual material or the factual portions of deliberative documents. The
factual portions must be released where they can be segregated from the deliberative portions
of the document. However, if the manner of selecting or presenting those facts would reveal
the deliberative process or if the facts are inextricably intertwined with the decisionmaking
process, the facts may be withheld. Agencies also may withhold factual material where the
facts are such a negligible part of the document that releasing them would be meaningless.

(d) Drafts of documents are exempt under the deliberative process
privilege. They must be part of the decisionmaking chain and prepared prior to the adoption
of a final agency position. Drafts are reflective of the give and take of the review process that
leads to a decision--agency officials need to be able to talk and discuss issues freely.
However, labeling a document "Draft" does not in itself protect the material.

(e) The deliberative process privilege may be used to protect a draft
regardless of whether it differs from the final version providing the agency is able to show
that it is part of the decisionmaking process and describes the role that the document plays in
that process. An exception to withholding a draft document is when an agency cites it as
binding precedent, adopts it as working agency law, or incorporates it by reference in a final
agency decision. If several recommendations are presented in a draft and only one is adopted,
the unadopted recommendations may be withheld under the deliberative process privilege of
exemption 5.

()] Final documents (documents that represent the final agency
action on an issue) and generally post-decisional documents which discuss, analyze, or
explain established policies and decisions may not be withheld under this privilege. Under
certain circumstances, a post-decisional document may be withheld if it contains
predecisional information, e.g., guidance for decisions of similar cases arising in the future or
information that reflects the agency’s decisionmaking process or the author’s own
recommendations.

2 Attorney-Work-Product Privilege. This privilege protects documents
and other memoranda prepared by an agency attorney during or in anticipation of litigation,
including administrative proceedings. It covers litigation-related documents prepared by an
attorney or under his/her direction that reveal the attorney’s mental impressions, theories of
the case, legal strategies, such as reports prepared by a consultant or a program employee
which were prepared under the direction of any attorney in anticipation of litigation.
Litigation need not have started but it must be reasonably contemplated, i.e., a specific claim
must exist that is likely to lead to litigation. The privilege still applies after a case has ended
or even if it never was begun, as long as it was reasonably contemplated. Attorney-work-
product documents may be withheld in their entirety because unlike the deliberative-process
privilege, the attorney-work-product privilege protects facts.

3) Attorney-Client Privilege. This privilege applies to confidential
communications between an agency attorney and his/her client (here the client is the
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Department, which acts through its employees), relating to a legal matter for which the client
has sought professional advice. The privilege is designed to protect the client so only the
client can waive this privilege. Unlike the attorney-work-product privilege, the use of the
attorney-client privilege is not limited to instances where litigation is expected. However, in
order to withhold information under this privilege, the documents must meet 4 elements: 1)
the non lawyer must have been or sought to be a client of the lawyer; 2) the lawyer must have
acted in the capacity as a lawyer; 3) the document must relate to facts communicated
confidentially to secure a legal opinion; and 4) the client must not have waived the privilege.
If it is shared with persons outside the attorney-client relationship, exemption 5 may no longer
be used to protect the information. Information circulated within the agency to employees
involved in the matter for which advice is sought does not breach confidentiality. Special
rules apply to communications between attorneys and clients on individual Indian trust
matters. The bureau should consult its designated FOIA attorney on these matters. Factual
information may only be withheld under this privilege if it is part of the confidential
communication. If the facts are not covered by the four elements of the attorney-client
privilege, they must be segregated and released.

4) Government Commercial Information Privilege. This privilege is
available to the Government for information that it generates in the course of its business
dealings, such as the process leading up to the award of a contract, or for some appraisal
information associated with the acquisition of real property. The premise is that premature
release of such information would put the Government at a competitive disadvantage or
would endanger the consummation of a contract. However, once the contract has been
awarded, property acquired, or the offer withdrawn, the privilege expires. The privilege
applies to trade secrets or other confidential research, development, or commercial
information generated by the Government. Factual information in the document, that would
not compromise the Government’s position, must be segregated and released.

C. Examples of materials covered by exemption 5 may include:

1) Advisory opinions, recommendations, and deliberations which are part
of the decisionmaking process (deliberative process privilege);

2 Draft documents regardless of whether they differ from the final
version (deliberative process privilege);

3 The nonfactual portions of predecisional staff papers, containing staff
evaluations, advice, opinions, or suggestions (deliberative process privilege);

4) Recommendations contained in official reports of inspection, audits,
investigations, or surveys pertaining to safety, security, or the internal management,
administration, or operation of one of DOI's components (deliberative process privilege);

(5) Ratings given to job applicants by panel members (ratings may be
released if they cannot be linked to the panel members who gave them) (deliberative process
privilege);
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(6) In some circumstances, advisory material prepared on behalf of the
agency by consultants (deliberative process privilege);

(7) Information of a speculative, tentative, or evaluative nature on such
matters as proposed plans to procure, lease or otherwise acquire and dispose of materials, real
estate, facilities, or functions, when such information would provide undue or unfair
competitive advantage to a private entity in its dealings with the Government, or would
impede the activities of the agency (deliberative process privilege/commercial information
privilege);

(8) Financial formulas used to determine the financial capability of a
contractor (deliberative process privilege/commercial information privilege);

9) Certain information in an appraisal generated by the Government or on
its behalf (commercial information privilege);

(10)  Cost estimates, technical ratings and evaluations, and recommendations
for award prepared by the Government (deliberative process privilege/commercial
information privilege);

(11) Facts divulged by a client to his/her attorney in confidence and
opinions given by an attorney to his/her client based upon those facts (attorney-client
privilege);

(12) Information gathered by agency investigators under the direction of
agency attorneys (attorney work-product);

(13) Memoranda prepared by an agency attorney that advise an agency of
the types of legal challenges it may face in light of a proposed program, potential defenses
available to the agency and the likely outcome (attorney work-product); and

(14) Records prepared by an agency attorney concerning his/her legal
strategy in a case that are exchanged among agency personnel or with other agencies in
preparing for litigation or an administrative proceeding (attorney work-product).

5.8 Exemption 6 - Personal Information Affecting an Individual's Privacy.

A. This exemption permits the withholding of information about individuals in
personnel, medical, or similar files, the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy.

1) To warrant protection under exemption 6, the information must fall
within the category of personnel, medical, or similar files. The term "similar files" applies to
any file or document that pertains to a specifically identifiable individual and contains
information that can be identified as applying to that person. Examples of "similar files" may
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include:

@ Files containing reports, records, and other material pertaining
to personnel matters in which administrative action, including disciplinary action, may be, or
has been taken that are identified to a specific individual;

(b)  Aircraft and personal injury report files;

(c)  Files containing information related to permits, applications, and
licenses; and

(d)  Certain information in reports of investigation (see paragraph
5.9C).

(2 Records concerning a business or association generally may not be
withheld under exemption 6 (e.g., business addresses and telephone numbers). In certain
circumstances, where the business is owned and operated by an individual and the records of
the business are in essence the records of the individual, the exemption may apply. Ifa
bureau believes this exceptional situation exists, it should consult its Designated FOIA
Attorney.

B. The bureaus should consider the following in making decisions under
exemptions 6 and 7(C) (see paragraph 5.9C of this Chapter pertaining to exemption 7(C)):

1) Determine whether a privacy interest exists. There must be a privacy
interest in the requested information for any further consideration of privacy-exemption
protection to be considered.

@ To qualify, the information must concern the privacy interest of
an identifiable, living person (see paragraph 5.8B (7), below).

(b) A privacy interest exists if disclosure of the information to the
public would violate the privacy of the subject individual, and/or could cause injury or
embarrassment to the individual.

(c) If a personal privacy interest does not exist, then exemptions 6
and 7(C) do not apply.

(d) Exemption 6 material that is covered by the Privacy Act may be
released with the prior written consent of the person who is the subject of the record (see
paragraph 3.15D of Chapter 3). However, there is no requirement for prior written consent
for exemption 6 information that is not covered by the Privacy Act. Whether this
information should be released is determined by the balancing test.

2 If there is a privacy interest, determine whether there also is a public
interest.
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@ Would disclosure of the information shed light on the agency's
performance of its statutory duties? Information that reveals little or nothing about the
operations or activities of the Government does not meet the public interest standard and
should be withheld.

(b) Consider how disclosure would benefit the general public in
light of the content and context of the requested document.

(©) The requester's particular purpose, circumstances, and proposed
use should not be taken into account, except to the extent that it may coincide with an
identifiable public interest.

3 Balance the personal privacy interest against the public interest. If the
bureau determines that a public interest is present, then that interest should be balanced against
the personal privacy interest. The benefit to the public must be weighed against the potential
harm to an individual's personal privacy. If the privacy interest is greater, the information
should be withheld. If the public interest is greater, the material should be released.

@ A privacy interest may still exist even though personal
information has been made available to the general public at some place and point in time (this is
referred to as the practical obscurity standard). In such situations, the bureau FOIA Officer and
the designated FOIA attorney should be consulted.

(b) The fact that disclosure of certain information about a particular
individual to the media might be interesting to the public does not in and of itself create a public
interest that is recognized under the FOIA. Disclosure must reveal something about the
operations or activities of the agency in order to be considered as a public interest in the
balancing test.

4) A requester's particular knowledge of, or relationship to, the
information in question should not be considered in deciding FOIA requests. For example, an
agency should not disclose information to the spouse or relative of the subject individual that
they would withhold from any member of the general public.

5) The identity of a FOIA requester cannot be taken into consideration in
considering what should be released. An exception to this rule is that a bureau may not invoke
exemption 6 or 7(C) where the only privacy interest to be protected is the requester's. For
example, if a requester asks for a copy of a study or report--a record not covered by the Privacy
Act--and it contains his/her home address, the bureau cannot withhold the requester’s home
address from him/her. Normally these exemptions cannot be used to withhold information from
a requester that he/she would be entitled to under the Privacy Act (information about
himself/herself).

(6) Exemptions 6 and 7(C) generally may be used only to protect the
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privacy of living individuals--not businesses or deceased persons. However, in some cases,
they may be invoked to protect the family of the deceased. Particularly sensitive, often
graphic, personal details about the circumstances surrounding an individual’s death may be
withheld when necessary to protect the privacy interests of surviving family members. For
example, the audiotape of the Challenger astronauts recorded immediately before their deaths
was withheld to protect the family members from the pain of hearing the final words of their
loved ones. In another case involving the National Park Service, the autopsy and death
photographs of an individual were withheld to protect the family members from the pain of
seeing them. Also, privacy information about a deceased member of a tribe may be withheld
in order to protect the privacy interests of a surviving relative.

@) After the privacy-protected, personal identifying information has been
deleted, all reasonably segregable, nonexempt portions of the requested records must be
released.

(8) In accordance with 5 CFR 293.311, certain personnel-related
information pertaining to present and former employees is generally releasable under the
FOIA (see paragraph 3.29A of Chapter 3).

C. Examples of information withheld under exemption 6 may include:

(1)  Personal identifying information such as name, social security number,
military service number, home address, home telephone number except if the individual is
operating a business out of his/her home, personal cell telephone number, fax number, and e-
mail address, PIN, and beeper number is in and of itself protected by its nature;

2 Information such as a particular individual’s age, place and date of
birth, marital status, party or union affiliation, education (not directly related to the position
held, e.g., information about primary school, name of college attended, year of graduation
(high school and college), etc.) and work experience (not directly related to the professional
qualifications for the position held) of the employee or successful applicant, details of health
and insurance benefits, allegations of misconduct or arrests, and information concerning or
provided by relatives and references;

3) Payroll information--number of deductions and the amounts, fringe
benefit payments, number of withholding exemptions and net wages (the gross salary is
releasable), hours worked, and rate of pay per hour (not valid for Wage Grade employees);

4) Financial information such as an individual's credit rating and personal
credit card numbers;

(5) Information pertaining to security and law enforcement officials, e.g.,
their names (including the name of the Secretary’s security detail) (see paragraph 5.9F(4) of
this Chapter) and pager and cell telephone numbers;
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(6) The following types of personnel-related information:
@) Performance appraisals;
(b) Supervisory evaluation of a candidate for a particular position;
(©) Identities and qualifications of unsuccessful job applicants;

(d) The knowledge, skills, abilities and personal characteristics of
unsuccessful applicants;

(e) Referral lists of qualified candidates and the roster of applicants
for a particular position, except for the successful candidate;

()] Justifications for awards based on performance of the
employee’s duties;
(9) Reasons for job termination;

(h) Results of a complaint by an employee against his/her
supervisor; and
Q) Letters of reprimand and suspension notices.

@) Mailing lists that contain names and home addresses where the release
would not shed light on the operations or activities of the Government; and

(8) Records on an employee's medical condition, history, and health test
results.

5.9 Exemption 7 - Records Compiled for Law Enforcement Purposes. Exemption 7
protects records or information compiled for law enforcement purposes, but only to the extent
that the production of such law enforcement records or information could cause one of the
harms specified below. In order to invoke exemption 7, an agency must demonstrate that the
requested records were compiled for a law enforcement purpose. The law to be enforced
within the meaning of the term law enforcement purposes includes civil (e.g., EEO statutes)
as well as statutes authorizing administrative and regulatory proceedings. The records do not
have to be initially compiled for law enforcement purposes, so long as they are being used for
that purpose at the time the response to the FOIA request is made. Exemption 7 allows
withholding if the production of such law enforcement records or information:

A. Could reasonably be expected to interfere with enforcement proceedings
(Exemption 7(A)).

1) Law enforcement proceedings include civil and criminal proceedings.
In order to qualify for exemption 7(A) protection, the agency must show that a law
enforcement proceeding is pending or prospective and disclosure of the documents could
reasonably be expected to cause harm, i.e., disrupt, impede, delay, or otherwise harm the
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enforcement proceeding (e.g., destroy or alter the evidence or intimidate a witness).

(2 Generally, an agency may invoke exemption 7(A) as long as the law
enforcement proceeding remains pending or prospective. Once the proceeding is closed, the
information can be withheld only if another exemption applies.

(3) Agencies may make categorical withholdings of documents under
exemption 7(A) if they can show that release of particular kinds of documents would
generally interfere with enforcement proceedings. If documents do not fall under one of the
categories, then they must be released.

4) Examples of categories of information that may be withheld under
exemption 7(A) include: reports of investigation, witness statements, lab reports, evidence
logs, affidavits, and audit reports where an investigation is involved.

B. Would deprive a person of a right to a fair or an impartial adjudication
(Exemption 7(B)). This exemption is rarely used. Contact the bureau’s designated FOIA
attorney before using exemption 7(B) to withhold information.

C. Could reasonably be expected to constitute an unwarranted invasion of
personal privacy (Exemption 7(C)).

1) As with exemption 6, exemption 7(C) requires identifying and
balancing the relevant privacy and public interests to determine whether disclosing certain law
enforcement information could cause an unwarranted invasion of personal privacy (see
paragraph 5.8B). Under exemption 7(C), agencies may determine that a certain type of
information may be protected always (categorical withholding) regardless of the individual
circumstances.

(2 Under exemption 7(C), the names and addresses of private individuals
appearing in law enforcement files may be categorically withheld unless access is necessary to
confirm or reject evidence that an agency is involved in an illegal activity.

3) Individuals involved in a criminal investigation—including suspects,
witnesses, interviewees, middle and low-ranking law enforcement officers, investigators, and
other individuals named in investigatory files possess privacy interests under exemption 7(C),
in not having their names revealed in connection with an investigation because disclosure may
result in embarrassment or harassment. On the other hand, the names of supervisory law
enforcement officers are normally released.

4) An agency may continue to invoke exemption 7(C) even if the
information is compiled into a non-law enforcement file at a later date if the non-law
enforcement file essentially reproduces and is substantially the equivalent of all or part of an
earlier record made for law enforcement purposes. Contact your designated FOIA attorney
before making a determination on this issue.
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(5) Examples of information that may be withheld under exemption 7(C)
include the following: names of low to mid-level special agents and law enforcement
personnel, informants, witnesses, interviewees, and suspects (this information also may be
withheld under exemption 6 (see paragraph 5.8C (4)).

D. Could reasonably be expected to disclose the identity of a confidential source,
including a State, local, or foreign agency or authority or any private institution which
furnished information on a confidential basis, and, in the case of a record or information
compiled by a criminal law enforcement authority in the course of a criminal investigation, or
by an agency conducting a lawful national security intelligence investigation, information
furnished by a confidential source (Exemption 7(D)).

1) The identity of a source is protected whenever he/she has provided
information under either an express promise of confidentiality or under circumstances where
such an assurance could reasonably be implied. In considering whether to invoke exemption
7(D), consider whether the information was furnished by a confidential source during the
course of a legitimate law enforcement investigation.

(2 Not all sources furnishing information in the course of criminal
investigations are entitled to a “presumption of confidentiality.” Source confidentiality must
be determined on a case-by-case basis. Two factors should be applied in deciding whether
implied confidentiality exists: the nature of the crime and the source’s relation to it. A key
consideration is the potential for retaliation, reprisal, or harassment against the source who
provided the information.

3) Under exemption 7(D), there is no balancing--if the source was
confidential, the exemption may be invoked regardless of the public interest in disclosure.
The nature of the information is not considered. The question is not whether the requested
document is of the type that the agency usually treats as confidential, but whether the source
spoke under an express or implied promise that the communication would remain
confidential.

4 Exemption 7(D) may be used regardless of the fact that an investigation
has been closed--its protection cannot be lost through the passage of time or the death of the
source.

(5) Examples of information withheld under exemption 7(D) include: any
information that might identify a confidential source such as interviews, affidavits, or another
witness' reference to the source.

E. Would disclose: 1) techniques and procedures for law enforcement
investigations or prosecutions; or 2) guidelines for law enforcement investigations or
prosecutions, if such disclosure could reasonably be expected to risk circumvention of the law
(Exemption 7 (E)).

1) Under the first clause of exemption 7(E), an agency does not have to
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show that a particular harm would be caused by release of the information. Information may
receive categorical protection.

2 Under the second clause of exemption 7(E), an agency has to show
that harm would be caused by release of the information. The agency can only withhold those
portions that would cause harm.

3) Techniques and procedures may be withheld even if they are known to
the public if disclosure could lessen their effectiveness.

4) Examples of material the courts have found to be properly withheld
under exemption 7(E) include: certain portions of the Inspector General's manual,
information on interviewing techniques, and conducting surveillances and investigations.

C. Could reasonably be expected to endanger the life or physical safety of any
individual (Exemption 7(F)).

(1) To withhold the names of individuals mentioned in law enforcement
files or other information under exemption 7(F), an agency must show that there is a
concern for the safety of people, i.e., release of the information could result in physical
attacks, threats, risks to physical safety, or harassment.

(2) Exemption 7(F) is applicable even after a law enforcement officer has
retired or after an individual has testified at trial.

(3) Agencies are not required to balance the public’s interest in disclosure
against the individual’s personal privacy interest as in exemptions 6 and 7(C).

(4) Examples of material covered under exemption 7(F) include: names and
other identifying information pertaining to law enforcement personnel, including the
Secretary’s security detail (see paragraph 5.8C (4) and 5.9C (5)), and critical
infrastructure/sensitive information related to America’s Homeland security, e.g., inundation
maps, if disclosure could reasonably be expected to jeopardize our national security or
endanger the life or physical safety of our citizens.

Note: Under certain circumstances, records concerning pending investigations and
informants may be considered as outside the scope of the FOIA (5 U.S.C.
552(c) (1) and (2)). These exclusions (see paragraph 1.3B of Chapter 1) are
discussed in the DOJ FOIA Guide. In such instances, the designated FOIA
attorney should be consulted.

5.10 Exemption 8 - Records of Financial Institutions. Exemption 8 covers matters that are
contained in or related to examination, operating, or condition reports prepared by, on behalf
of, or for the use of an agency responsible for the regulation or supervision of financial
institutions such as the Federal Reserve Board or the Office of the Comptroller of the
Currency. It generally does not apply to records in DOI's possession. Examples of
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documents withheld are:

A. Bank examination reports--those evaluating a bank's stability, and its financial
condition and operations, and

B. Reports examining a bank's compliance with consumer laws and regulations.

5.11 Exemption 9 - Geological and Geophysical Information Concerning Wells. This
exemption pertains to geological and geophysical information and data (including maps)
concerning wells. Exemption 9 has been invoked to withhold well logs and maps, seismic
reports, and other exploratory findings of oil companies. The exemption applies to wells
broadly, including oil wells, natural gas wells, and water wells.

5.12 Waiver of Exemption. Depending upon the circumstances of the release, an agency
may lose the right to invoke an exemption even when it is otherwise warranted, if the
information has been disclosed previously, i.e., shared with parties outside the Federal
Government. The Department has not waived its right to invoke an exemption in the
following circumstances:

A. When records are circulated within an agency or between Federal agencies;

B. When material is disclosed to Congress (see paragraph 1.10A (2) of Chapter
1);

C. Depending on the facts, when an agency must release a document under
limited and controlled conditions, e.g., release of documents under a protective order in an
administrative proceeding;

D. Where prior disclosure was unauthorized or unlawful, e.g., a leak; or
E. Where disclosure is in furtherance of a legitimate Government purpose.

Note: Close coordination with the bureau’s designated FOIA attorney is necessary
whenever the issue of possible waiver arises. The bureau will consult with its
designated FOIA attorney if it is unclear as to whether it has waived its right to invoke
an exemption.

5.13 Special Rules Governing Certain Information Concerning Coal Obtained Under the
Mineral Leasing Act or the Mineral Leasing Act for Acquired Lands. See DOI’s FOIA
regulations, 43 CFR Part 2, Appendix F.

5.14 Discretionary Release. A discretionary release of otherwise exempt information may
be appropriate consistent with DOI’s FOIA policy. DOI’s policy is subject to the Department
of Justice’s policy, which traditionally the Attorney General issues for each Administration.

A.  Disclosure of information that is protected under exemptions 1, 3, and 4, and 6
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and 7(C) (to the extent that they are covered by the Privacy Act) will in most instances be
restricted from discretionary release by a statute or Executive order. Such documents are not
subject to discretionary release.

B. On the other hand, documents covered by exemptions “low 2”, 5, and 9 may
be considered for discretionary release under certain circumstances. Legally it is possible to
consider documents covered by exemptions “high 2,” 6 and 7(C) (to the extent the
information is not covered by the Privacy Act), 7(A), 7(B), 7(D), 7(E), and 7(F) for
discretionary release. However, as a matter of Departmental policy, only in extremely rare
circumstances would such information be subject to discretionary disclosure.

C. The bureau/office must consult with its Designated FOIA Attorney and obtain
his/her surname before making a discretionary release of information.

D. The bureau/office will document the FOIA case file to reflect the fact that it
has considered the interests that could be implicated by disclosure and include the reasons
why a discretionary release is appropriate.

E. The bureau/office should advise the requester in its response that the requested
information is exempt from disclosure under the FOIA, but that the bureau office has decided
to exercise its discretion to release the information.

F. Discretionary release of information does not mean that all information related
to the subject must be disclosed.
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Department of the Interior
Departmental Manual
Freedom of Information Act Handbook
(383 DM 15)

Effective Date: 4/22/04
Chapter 6: FOIA Appeals

Originating Office: Office of the Chief Information Officer

6.1  FOIA Appeal Rights. Under the Department's regulations (see 43 CFR 2.28), requesters
have the right to file an administrative appeal with the Department when:

A. Records or parts of records have been withheld;

B. A request has been denied because the bureau determined that the requester did
not adequately describe the records being sought, and the requester has reason to believe that the
description was adequate;

C. A request has been denied because the requested records cannot be located, and
the requester has reason to believe that the records exist, or questions the adequacy of the
bureau’s search for responsive records;

D. A decision has not been made on the requester’s FOIA request within the time
limits provided in 43 CFR 2.12;

E. The bureau did not address all aspects of the request for records;

F. There is a procedural deficiency (e.g., fees are improperly calculated);

G. A fee waiver request has been denied; or,

H. A request for expedited processing has been denied or not responded to on time.

(Special procedures apply to this type of appeal (see 43 CFR 2.14, and 2.32(b)). An appeal of
this type relates only to a request for expedited processing and does not constitute an appeal of
an underlying request for records.

6.2  Requester Contact with Bureaus. Before filing an appeal, the requester may wish to
communicate with the contact person listed in the FOIA response or the bureau’s FOIA Officer,
in an attempt to resolve the issue informally. Informal resolution may be appropriate to clarify a
request, or when the requester believes that the file search was not adequate. In the latter
instance, the requester may be able to provide additional information that may assist the bureau in
locating the requested records. However, if the requester wishes to file an appeal, it must be
received by the FOIA Appeals Officer within the time limits prescribed in 43 CFR 2.29.
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6.3 Time Limitations for Filing FOIA Appeals.

A. Appeals with the exception of those in paragraph 6.1D and 6.1H of this Chapter
must be received by the FOIA Appeals Officer no later than 30 workdays after the date of the
final response or 30 workdays after receipt of any records provided to the requester;

B. Appeals covered by 6.1D of this Chapter can be filed at any time after the time
limit for responding to a FOIA request has passed; and,

C. Appeals covered by 6.1H of this Chapter should be filed as soon as possible.

6.4 Filing a FOIA Appeal.

A. Appeals must be submitted in writing, i.e., by mail, fax or e-mail, to the FOIA
Appeals Officer (see 43 CFR Part 2, Appendix A).

B. All communications concerning an appeal should be clearly marked with the
words: “FREEDOM OF INFORMATION ACT APPEAL.” However, the Department will
accept any written communication that fulfills the requirements of a FOIA appeal.

C. The appeal must be accompanied by a copy of the initial FOIA request, and the
bureau’s response letter (if there is one). (DOI will not begin processing an appeal, and the time
limits for responding to an appeal will not begin, until these documents are received by the FOIA
Appeals Officer.)

D. The FOIA Appeals Officer will attempt to obtain copies of the missing required
document(s). If the missing document(s) cannot be obtained, the FOIA Appeals Officer will
advise the appellant in writing that the Department cannot accept the appeal.

E. The appeal should state the issue(s) that are being appealed.
F. All appeals, in particular those pertaining to denials of a fee waiver request or a
request for expedited processing should include as much detail as possible to justify such

requests.

6.5  Appeal Notification. The FOIA Appeals Officer will ensure that copies of the appeal
documents are distributed to:

A. The pertinent bureau FOIA Officer involved in the request and appeal action,
and/or the appropriate reviewing and approving office(s). The bureau FOIA Officer will be
directed to refer a copy of the appeal to the pertinent field office if a field office was responsible
for handling the initial request.
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B. The Office of the Solicitor - Division of General Law (SOL), for appeals that
pertain to the denial of:

(1) Records; or

(2)  Fee waivers.
6.6  Review of FOIA Appeals. The legal review of appeals involving withheld material will
require that copies of the material at issue be provided to SOL. Officials who have made

decisions on FOIA requests that are subsequently appealed are responsible for maintaining
copies of this material, and making it available for the legal review.

6.7  Authority for Making Final Decisions on FOIA Appeals. The Assistant Secretary -
Policy, Management and Budget has the authority for making final decisions on appeals for the
Department. This authority is delegated through the Chief Information Officer to the FOIA
Appeals Officer (see 210 DM 18).

6.8  Decisions on FOIA Appeals. FOIA appeals will be decided by the FOIA Appeals
Officer. When necessary, the FOIA Appeals Officer will consult other appropriate offices,
including SOL. The FOIA Appeals Officer must consult with SOL in cases of FOIA appeals
involving the denial of records or fee waivers. The final decisions on an appeal will be in
writing to the appellant, and will state the basis for the decision.

6.9  Denial of FOIA Appeals. If the FOIA Appeals Officer denies an appeal, or a portion of
an appeal, he/she will advise the appellant of his/her right to seek judicial review.

6.10 Granting of FOIA Appeals. The following actions will be taken when an appeal
has been granted in whole or in part:

A. Withheld Records. If the FOIA Appeals Officer grants an appeal involving
withheld records, he/she will release copies of the records directly to the appellant, or instruct the
appropriate bureau to release the records as soon as possible. The FOIA Appeals Officer will
advise the appellant of this action, and close the file on the appeal. In instances of a partial
granting, the FOIA Appeals Officer will release only those records that have been approved for
release directly to the appellant, or instruct the appropriate bureau to release the records as soon
as possible. The FOIA Appeals Officer will advise the appellant that a portion of the appeal is
granted, although the remaining portion is denied, and close the file on the appeal.

B. Fee Waivers. If the FOIA Appeals Officer grants an appeal involving a denial of
a fee waiver request, he/she will instruct the bureau to take the appropriate corrective billing
actions. The FOIA Appeals Officer will advise the appellant of these actions, and close the file
on the appeal.

C. Non-Possession. If the FOIA Appeals Officer grants an appeal involving an issue
of “non-possession” because the bureau has subsequently determined that it is in possession